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Abstract: Mobile Ad hoc Networks (MANETSs) are intended to work without a fixed framework
and provide dependable interchanges to ground vehicles, boats, airplanes, or people and structure
a self-mending process that will empower persistent correspondences in any event, when at least
one of its nodes are debilitated or briefly expelled from the system. Notwithstanding, MANETs
demonstrate themselves to be progressively harder to create for enormous systems with hundreds
or thousands more nodes than initially envisioned. In our proposed technique, the node switches
its communication mode depending on the connectivity of the adjacent nodes. The transmission
power of each node will be calculated with the help of two major scenarios i.e., tree scenario and
zone scenario. The autonomous clustering of the nodes among the tree and the zone scenario will be
channelized by a comparison of the transmission power (residual energy) among the nodes. The inter
and the intra communication of the node is also discussed in the paper. The result will be carried out
by the simulation work in various perspectives, such as checking the percentage level of malicious
nodes, traffic density, transmission power, and the longevity of nodes.

Keywords: ad hoc networks; cluster; self-mending; traffic density; transmission power

1. Introduction

MANET is a powerful self-composed mobile network with the absence of foundation
and focal help. A mobile ad hoc network allows nodes to speak directly with one another,
while nodes not in direct correspondence extend and utilize halfway nodes as switches
to communicate. Nodes rely on different nodes to send data because of dynamic topolo-
gies, open systems, and energy constraints that make the MANET vulnerable to many
attacks. Many secure routing protocols have been planned so far, such as SAODV, SEAD,
ARIAN, and so forth, which practice numerous verification plots, including hash-chains
and computerized mark.

This safe routing protocol manages assaults made by malicious nodes yet does not
manage the proximity of these pernicious nodes. To keep up the security and honesty of
information while sending messages, we need to start to finish reliable correspondence.
Due to the open medium and characteristic trust between nodes, it is exceptionally difficult
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to differentiate between ordinary and malicious nodes. As of late, many trust-based
arrangements have been recommended that dodge the noxious nodes from correspondence
by allotting some measurement to the node that chooses the trust level of those specific
nodes. These protocols, nevertheless, face issues, such as face ID, distorted trust, and
age-old distrust esteems. Likewise, either the source or goal node profoundly takes part in
verifying trust levels of middle-of-the-road nodes in a similarly [1-4].

It is an assortment of autonomous nodes associated with methods for short-run remote
connections, shaping a dynamic multi-jump arrangement in a decentralized manner [5].
With the system topology evolving progressively and the absence of a pre-built founda-
tion, such systems require appropriate self-sorting of calculations to oversee themselves
successfully. Task-based self-organizing critical significance right now depends on which
few nodes are consecutively chosen as pioneers, relying upon their presentation-related
qualities [6]. Such pioneer-based calculations have a wide assortment of utilizations, among
which are routing coordination [7] and suitable interruption location [8]. For instance, on
account of helpful interruption recognition, one node is chosen as a pioneer so as to fill
in as the interruption location framework (IDS) for all system individuals, rather than
every node running its own IDS. In addition to the benefits of pioneer-based self-sorting
calculations, such calculations ought to consider the nearness of getting out-of-hand nodes
in the system. Further, such systems can be powerless because of the nonappearance of an
accreditation authority and a unified administration unit [9-11].

2. Literature Survey

R. Akbani et al. [12] proposed security issues and discussed a convincing solution. In
Mobile Ad hoc Networks, the nodes cannot be connected between two points because they
are powerless. Y. Hu et al. [13] depicted the assortment of nodes in the remote systems.

D. Johnson et al. [14] proposed the maximum number of nodes in the network. Basi-
cally, all the nodes will communicate and connect each other one to one in a heterogeneous
environment. Each node will manage itself by preventing malicious nodes and performing
the recovery process of the network in a successful manner. This paper focuses on a novel
approach for the detection method by preventing and detecting the system in a secure way.

D. Maltz et al. [15] deals with the centralization and decentralization of the nodes and
the networks. It deals with the routing protocol of MANET, which has the ability to connect
with nodes. The protocol in the network has the ability to adapt to environmental conditions.

N. Kang et al. [16] proposed a sequential probability of nodes that helps to identify the
malicious nodes among the network. Howard [17] approached the greedy methodology to
approach the nodes and deployed the mobile sensor network. The deployment methodol-
ogy was discussed in detail. A node can optimize the optimal location by using data with a
history of nodes.

Sunil Kumar [18] observed that when a network link fails, the shortest path estimating
routing scheme creates extra energy and delay for data transfer. This research presented
an efficient innovative hello-based path recovery (HBPR) routing protocol for the shortest
path calculation to address this difficulty. If a link fails in the network layer during
transmission, the HBPR system creates an alternate path, reducing delay time and energy
usage. The unique simplified honey pot optimization (SHPO) is then developed to predict
the network’s hazardous nodes.

Zhijie Han, Weigiang Xue, Xiaoyu Du [19] found that to avoid the local optimal
solution, the elbow approach is merged with the silhouette coefficient before clustering,
and similarity inside the cluster and dissimilarity across clusters are incorporated. Finally,
the nodes are clustered using the clustering algorithm. The ring model is used to optimize
the cluster head selection process by taking into account the residual energy of nodes as
well as the distance between nodes and the cluster center. It effectively extends the lifetime
of mobile ad hoc networks, increases network performance, and lowers packet loss rates.

Parthasarathy Ramadass et al. [20] showed the different routing protocols and MANET
security issues. It also discusses the OSI model and the link between security systems,
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the expanded and precise approach to the various protocol’s aids in the development
of a progressive MANET security concept. Various challenges and solutions aid in the
discovery of threats’ flaws and it clearly describes the MANET efficiency study. The
simulation analysis aids in the understanding of protocol comparisons.

3. Proposed Technique

The proposed SAARICS method enlightens the self-arranged ad hoc routing in cluster
scenarios. The self-organized autonomous clustering helps to organize the nodes them-
selves with the transmission power, i.e., energy. The residual energy of each node helps
to connect with the neighbouring node to form a cluster-based scenario to broadcast the
information from the initial point to the destination point. Figure 1 represents the flowchart
of the self-organizing chain.

Self Formation of Node
Chain

|

|

Autonomous Clustering

Figure 1. Flowchart of the Self-Organizing Chain.

3.1. Autonomous Clustering

Hierarchical clustering will lead to autonomous clustering. Autonomous clustering
will be conducted in two possible ways, internal clustering (Intra Cluster) and external
clustering (Inter Cluster). The intra-cluster scenario will work with the tree mode of
transaction. It uses tree scenarios along with CH activity. The inter cluster works among
the different cloud leads to route searching and route holding. It uses standard AODV
protocol to broadcast the information from source to destination.

Without the support of the CH, the node in both scenarios will not operate. The CH
node kicks the next neighbor node to connect with the communication flow. The residual
energy of each node plays a vital role to connect with the next node in the scenario.

In the proposed technique, the self-organizing of nodes in the cluster was deeply
discussed. Self-organizing among the nodes of the independent cluster forms a temporary
backbone node and an energy consumption process with the help of the Initialize node,
named the kick node or leader node. The kick node is the first and the starting node in
the cluster. While at the formation of the cluster, the first node will be the leader node and
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search for the other nearest node to connect to. Self-organizing will happen in two major
ways: (1) tree-based scenario and (2) zone-based scenario. The tree-based scenario helps
to connect the individual node to form a chain. The information from the source to the
destination will be channelized through the tree-based structure. It mainly helps to form
the initial work of the self-organizing scenario. However, in the zone-based scenario, the
interconnected nodes will be formed in a bunch, which helps to segment similar energy
nodes among the clusters.

In SAARICS, controlling of the node density plays a major role to avoid unnecessary
issues in the cluster scenario. The node will be controlled in the MANET with the help of
transmission power. SAARICS predominantly works as a high-assurance network. More-
over, the proposed SAARICS avoids packet loss and energy consumption by controlling
and reducing the density of nodes because each node in the cluster avails the transmission
power to transmit the data from place to place. Even though the possibility of the nodes will
be in two scenarios, the intra-cluster scenario plays a vital role. By merging, splitting, and
holding the nodes, the transmission power of the nodes will be managed and controlled.

The self-clustering technique, or the algorithm, is a distributed algorithm that executes
each node and the cluster node relationship autonomously. The failure of the individual
node never affects the other node in the network. As it is a self-organized cluster of
nodes, automatically, the failure node will be diminished or dropped down by the leader
of the cluster CH [20]. That helps to continue the network communication without any
disturbances. The pairing of the basic two nodes is shown clearly in Figure 2.

(m) .

Detecting the adjacent nodes

\

Comparing the Transmission
power

\

Request

\

Acceptance &
Response

Self organizing chain
started

Figure 2. Pairing of Two Nodes.

Initially, node n; starts to identify the adjacent node, considering the adjacent node as
n. After identifying the adjacent node, node n; will compare the transmission power of the
adjacent node. Upon comparing the transmission power, node n; forwards the node chain
request to node 7, and receives a response from node 7, to form a self-organizing node
chain connection.

Since the cluster leader or head is the dominant power producer in the cluster group,
the complete transmission energy of the cluster makes a beeline to be limited to diminish
the impedance created by the groups. The total energy consumption of each node will be
calculated to obtain the overall frequency range of the cluster formation. The individual ith
node transmission power is more important than the summation of all nodes in the cluster:

Y Po (1)
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where Poj, is the transmission power needed for the ith cluster head to reach the next kth
node. K is the number of nodes controlled by ith cluster head:

K;
) sy DiF )

Dj; is the distance between the ith cluster head and the kth node in the cluster. F is
the constant that is related to the signal frequency. # is the transmission propagation path
loss factor. The interference factor of a cluster to be the product of a cluster selection head’s
interference factors, L; and K;, is the maximum number of nodes in the cluster technique to
minimize the summation of total transmission power factor of all clusters subject to the
following constraints.

g o vk
min Y ) KiLi=min Y |_ Y Dj 3)

All nodes within the cluster range or adjacent to CH are considered as potential nodes
in the cluster. n; < n, fori =1 ... H, where H is the total number of nodes in the cluster
in the network. The first constraints ensure that the first node n; never cancels the chain
of process when the value of ; is less than 7,. Even though the 7, is greater than the first
node 7;, the node chain will not be terminated. However, as per our proposed concern, the
leader node position will be changed. The maximum transmission power node will act as a
CH in the flow of the node chain.

3.2. Finding Positions of the Nodes

In our proposed technique, the node switches its communication method depending
upon the connectivity of the adjacent node. An autonomous self-positioning technique us-
ing SAARICS to aid nodes in improved locations was used. Each node runs independently
with the help of a local sensing area to make a decision on where to move. For node 7;, the
positions that are closer to it than to any of its neighbors belong to the SAARICS node S; of
n;. We formally defined the node n; as

Si = {wep :di(n;, w) <di(nj, w),Vnj€lfn;} @

where f§ represents the set of all positions in Ls, 7, I is a set of all nodes and di(#;), and w
stands for Euclidean distance between nodes n; where x;, y; and locations xy, yu € B.

The interval between the node to node is defined as time j and time k. At that time,
the cluster will never divide or merge during the process. Dis(h) is defined as the range of i
nodes among the inter cluster and the intra cluster. Disintra(h) is the distance between the
nodes in the intra cluster and the Dis;, ;. (h) is classified into the node distance in the inter
cluster between the K and G.

Dis(h) = al X Disjypa(n) + &2 X Disiypern) 5)

where a1 and a2 are the weights of the Dis;,y,(h) and Dis;ye, (1), respectively. The ry
node (the intermediate node present in every cluster) can calculate the distance Dis(h) and
delivers the node information through the spanning tree. Then, the cluster head calculates
Dis(h) divided by the transmission power (K-G) for all nodes in the cluster. The estimated
cluster mobility range will be mentioned as Disgys.

In Figure 3, the nodes are moved inside the cluster to connect with the flow of nodes from
source to destination. The inter-cluster connection among the nodes is shown with 10 nodes,
which are represented with three clusters, namely C1, C2, and C3. C1 consists of nodes 1, 2,
3, and 4. Node 5, 6, and 7 in C2 and cluster C3 contain nodes 8, 9, and 10, respectively. In
Figure 4, the border node or the neighbour nodes to the other cluster nodes were moved to
the adjacent cluster. Nodes 5, 3, 7, and 9 were moved from one cluster to another cluster, as
shown in Figure 4. Node 3 switches its position from C1 to C2 without connections. It moves
independently like node 6 and 7. Instead, node 5 moves to the first cluster and links with
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the node chain of 1, 2, and 4. In the same way, the nodes 6, 7, and 9 move inside the cluster.
Figure 4 show the inter-cluster connection among the clusters. The maximum number of
nodes crosses cluster to cluster and connects with the node chain in the individual cluster.

Y o N
&Y o

) “cz

@

Figure 3. Intra-Cluster Connection Among Nodes.

3
8
10
9

0\

Figure 4. Inter-Cluster Model with Movement of Nodes.
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In Figure 5, the single and multiple cluster scenarios are explained clearly. In the single
cluster scenario, the nodes can be connected within a range and be automatically managed
by themselves. In some cases, the nodes can be moved to the nearby clusters to connect the
chain of the high-residual-energy nodes. Therefore, it has to transmit the information from
one cluster to another cluster. Various possibilities for the node movement in the cluster
scenario are also revealed. The nodes from the different cluster regions were connected
with various aspects to transmit the information from one point to another. Sometimes, the
source will be in one cluster and destination will be in another cluster region.

Figure 5. Tree Scenario Cluster—Single and Multiple Clusters. Inter- and Intra-Cluster Tree Scenario.

4. Simulation Analysis

The simulation analysis was analyzed in a network simulator 3 (NS3) simulator
tool for finding the below parameter of the MANET nodes has shown in Table 1. The
proposed SAARICS was compared with DMR, SAODYV, and SRP. The parameters, such as
transmission power range, longevity of node, malicious node, and traffic density of the
nodes, were analyzed to strengthen the proposed methodology. As such, 100 to 500 nodes
were deployed in the MANET area to find the parameter values in a proper manner.

Table 1. SAARICS Simulation—Parameter Table.

Simulator NS3 Simulator
Area 1000 x 1000 m
Network Size 100 to 500 nodes
Mobility Model Random Way Point
Traffic Type FTP

Simulation Time 600 s

Standard IEEE 802.11 G

Routing protocol SAODV, SZRP, DMR
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4.1. Transmission Power Range

In Figure 6, the transmission power of each node will be analyzed with the other
successive techniques. When compared with the other techniques, the SAARICS performs
better than other methodologies. The SAARICS level stands high, so the transmission
energy among the nodes will be adequate enough to broadcast the information from source
to destination.

Transmission Power
800

['JMR —_—
SAODV —— /
00 ¢ SIRP ——
SARRICS —g/ |
600 I

500 r
400

300

Transmission Power

200

100 ¢

0 20 40 60 80 100
No of Nodes

Figure 6. Transmission Power Range vs. Number of Nodes.

4.2. Longevity of Nodes

Longevity of Node analysis clearly describes the longevity of each node in the pro-
posed technique. Sometimes, the node will diminish in the chain of processes for various
reasons. Poor communication among nodes leads to improper connectivity. Figure 7 will
be compared with a few other techniques to reveal the betterment of the SAARICS.

Longevity of Nodes

90

80 r

70 |

60 r

50 r

40 |

30

Longevity of Nodes (Minutes)

20

10 |

0 20 40 60 80 100
No of Nodes

Figure 7. Longevity of Nodes.
4.3. Ratio of Malicious Nodes

The rate of malicious nodes is analyzed to avoid poor communication. The malicious
nodes disturb the network flow in various ways. That completely collapsed the cluster
chain and presented a poor result. While finding the malicious nodes, the CH and the TH
try to repair the node or it denies the malicious node connection, to get a better formation of
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the network chain. In Figure 8, SAARICS techniques have a minimum number of malicious
nodes when compared with all other existing routing protocols. Therefore, the cluster chain
will be smart enough to transmit the information from the source to the end point.

Malicious Nodes

Malicious Nodes

30 1 1 1 1 1 1 1
100 150 200 250 200 350 400 450 500

No of Nodes

Figure 8. Ratio of Malicious Nodes.

4.4. Traffic Density Analysis

The high traffic density collapses the communication flow. Moreover, the maximum
number of nodes in a single or multiple clusters leads to a lot of issues among the node
chain. In Figure 9, the traffic density is analyzed. The comparison table helps to observe
the exact values of the node’s density.

Traffic Density

Traffic Density

100 150 200 250 300 350 400 450 500
No of Nodes

Figure 9. Traffic Density of Nodes.

5. Conclusions

The proposed technique, SAARICS, is evaluated and the performance is calculated in
terms of parameters, such as transmission power range, longevity of nodes, ratio of mali-
cious nodes, and traffic density. The transmission power of each node will be highlighted
to strengthen the node chain. The transmission energy helps to connect the node chain and
communicates the information from source to destination. The tree and the zone scenario
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clusters help to connect the inter and the intra nodes in a proper logic. The simulation
results clearly show the transmission power range, longevity of each node, traffic density,
and the malicious node level with a clear definition. The inter and the intra connections
among the cluster region face various challenges with the nodes. The node’s longevity
helps to sustain the node chain for a long time and to communicate with the alternate
node without any disturbances, while for disturbances or breaks of the node chain, the
energy level of each node helps to connect with the neighbouring node rapidly. Thus, the
SAARICS proposed a new methodology to flow the node chain in a successive manner.
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