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Abstract: Artificial intelligence (AI) and blockchain technology have emerged as increasingly preva-
lent and influential elements shaping global trends in Information and Communications Technology
(ICT). Namely, the synergistic combination of blockchain and AI introduces beneficial, unique fea-
tures with the potential to enhance the performance and efficiency of existing ICT systems. However,
presently, the confluence of these two disruptive technologies remains in a rather nascent stage,
undergoing continuous exploration and study. In this context, the work at hand offers insight regard-
ing the most significant features of the AI and blockchain intersection. Sixteen outstanding, recent
articles exploring the combination of AI and blockchain technology have been systematically selected
and thoroughly investigated. From them, fourteen key features have been extracted, including data
security and privacy, data encryption, data sharing, decentralized intelligent systems, efficiency,
automated decision systems, collective decision making, scalability, system security, transparency,
sustainability, device cooperation, and mining hardware design. Moreover, drawing upon the related
literature stemming from major digital databases, we constructed a timeline of this technological
convergence comprising three eras: emerging, convergence, and application. For the convergence
era, we categorized the pertinent features into three primary groups: data manipulation, potential
applicability to legacy systems, and hardware issues. For the application era, we elaborate on the
impact of this technology fusion from the perspective of five distinct focus areas, from Internet
of Things applications and cybersecurity, to finance, energy, and smart cities. This multifaceted,
but succinct analysis is instrumental in delineating the timeline of AI and blockchain convergence
and pinpointing the unique characteristics inherent in their integration. The paper culminates by
highlighting the prevailing challenges and unresolved questions in blockchain and AI-based systems,
thereby charting potential avenues for future scholarly inquiry.

Keywords: blockchain; artificial intelligence; smart contract; survey

1. Introduction

Blockchain and artificial intelligence (AI) are widely recognized as technologies with
the potential to fundamentally transform and innovate across multiple industries and
sectors. While the term blockchain truly began to captivate the global tech community
in 2008 through the launch of the Bitcoin cryptocurrency by Satoshi Nakamoto [1], the
fundamental principles and concepts it is based on have been in practice since the 1980s [2].
Specifically, the first attempt to create a decentralized and cryptographic digital money
came out as early as 1983 in the seminal paper titled “Blind signatures for untraceable
payments” [3]. At the other end of the spectrum, modern conceptions of AI began when
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mathematician and computer scientist Dr. Turing (1950) introduced the foundational con-
cept of machine intelligence through his examination of whether machines could think [4].
Currently, the ongoing integration of blockchain and AI into a unified methodology is
transforming business paradigms by incorporating the principles of decentralization, data
immutability, and procedural democracy [5–7].

On the one hand, blockchain operates as a distributed ledger, employing a range
of protocols, consensus algorithms, and governance models [1,8–10]. It allows network
entities like nodes, smart contracts, and end-users to achieve consensus autonomously,
eliminating the necessity for intermediary third parties, such as banks, legal services, pay-
ment processors, or any entity that acts as a centralized authority to validate, authorize, or
oversee operation. Its design ensures that, once data are recorded, they become immutable,
safeguarding the integrity of sequential event records. Its non-reliance on intermediaries
such as banks or lawyers to ensure trust and security can additionally decrease costs and
increase processing speed. Actually, as blockchain technology evolves to include smart
contracts and AI agents, it could offer greater transparency and efficiency. For instance, the
Ethereum network executes approximately 429K simple instructions per sec, highlighting
its substantial computational capacity. However, this figure is a rough estimate, and the
actual number can vary significantly based on the complexity and types of operations
processed. For instance, other blockchains such as Avalanche offer private (permissioned)
or public (permissionless or trustless) blockchain subnetworks to resolve the challenges of
scalability and interoperability. Experts urge caution, highlighting the complex challenges
and mixed opinions regarding the integration of AI with blockchain technology [11].

Furthermore, the authors in [12] conducted an exhaustive investigation into the bal-
ance between energy efficiency, decentralization, and security attained through decentral-
ized consensus algorithms. This scrutiny reveals their profound influence on both the
scalability and widespread adoption of blockchain infrastructures, underscoring the pivotal
role these algorithms occupy in the progression of blockchain technology. Financial experts
project the global blockchain market to surge from USD 564.01M in 2024 to USD 2475.35M
by 2030, growing at a Compound Annual Growth Rate (CAGR) of 27.9% [13].

On the other hand, AI encompasses a broad spectrum of computing, empowering ma-
chines to perform complex tasks and solve problems through knowledge databases [14,15].
AI’s capabilities extend to learning, decision making, prediction, and classification, using
both pre-collected and real-time data. The McKinsey Global Institute forecasts that AI
applications could generate an additional USD 13T in economic output by 2030, boosting
global Gross Domestic Product (GDP) by about 1.2% annually [16].

The merging of blockchain and AI is shaping up to be a dynamic and rapidly evolving
area of scientific inquiry. This combination has the potential to enhance performance,
quality, and security across various sectors, including logistics for food supply chains
and healthcare marketplaces [8,17–20]. AI’s ability to process vast datasets, innovate, and
identify patterns can substantially complement the security mechanisms of blockchain
technology [19]. Furthermore, decentralized blockchain networks can validate new clas-
sifiers and patterns identified by AI [21]. Together, these technologies can revolutionize
traditional methods, offering groundbreaking advancements to individuals, organizations,
and businesses. Altogether, blockchain can improve transaction processes, addressing
longstanding challenges related to security, transparency, traceability, authenticity, and in
some cases, performance [22–25], while AI reshapes global economic activities by relieving
humans from repetitive, resource-heavy, and time-consuming tasks.

Furthermore, AI agents in combination with smart contracts play a crucial role in
automating routine tasks, allowing for the reallocation of human resources to more complex
and creative tasks. The collaborative synergy between AI and blockchain technologies
promises to optimize numerous sectors, enhancing efficiency, performance, and security
and fostering innovation across the board [26].

This paper presents a systematic meta-survey of contemporary literature on blockchain
and AI convergence, aiming to develop a new model for anyone interested in this area.
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After identifying related literature trends, this work offers insights into integrating these
technologies for organizational and business benefits, efficiency, and accountability. Alto-
gether, our work serves as a critical tool for students, researchers, scholars, and industry
experts, by analyzing the recent literature. It streamlines current knowledge, identifies
critical gaps, and sets directions for future research, thereby systematizing and possibly
enhancing both theory and practice in the AI and blockchain field. Specifically, the paper
seeks to answer the following key questions about consolidating these technologies, as well
as developing a fully fledged meta-survey for anyone interested in this dynamic field:

• How do these two technologies support each other when they are combined?
• What are the distinctive eras in the convergence of blockchain/AI technologies?
• What are the characteristics of these two technologies, before and after they are merged?
• After their convergence, how will these two technologies be applied to the real world?
• What are the challenges and future trends?

The remainder of this paper is organized as follows. The next section delves into the
specifics of blockchain and AI, briefly examining how these technologies complement and
enhance each other. Section 3 details our methodology, also offering a brief review of the
relevant literature. Section 4 introduces a taxonomy that delineates the characteristics and
applications of blockchain and AI in their combined form. The same section also details
the combined application of blockchain and AI technologies in five focus areas. Section 5
discusses the impact of the synergistic combination of blockchain and AI, while Section 6
identifies the challenges and open issues that arise from the integration of blockchain and AI.
The concluding section summarizes our findings and suggests directions for future work.

2. Background

This section provides a brief, but concise overview of the fundamentals of blockchain
and AI, emphasizing how the integration of these two technologies enhances their perfor-
mance and effectiveness.

2.1. Blockchain Technology

Bitcoin, as introduced by Nakamoto [1], has catalyzed the prominence of blockchain
technology within the research community. This milestone, however, marked the beginning
of a broader technological evolution, extending blockchain into an umbrella term for various
forms of distributed ledger technologies (DLTs). These advancements have paved the way
for the adoption of blockchain technology across multiple industries, including finance,
healthcare, cybersecurity, and business, supporting practical applications [27–30].

Notably, the broader blockchain ecosystem, featuring over 2.4M cryptocurrencies
across various layers, has achieved a staggering market cap of USD 2.66T [31]. The enter-
prise sector is witnessing a similar trend, with nearly 90% of businesses in the U.S., U.K.,
India, and China starting to use blockchain in some capacity. Governments around the
world are leveraging blockchain to enhance public services, streamline administrative pro-
cesses, and boost trust among citizens [32–34]. The World Economic Forum has highlighted
that many countries worldwide, representing 98% of global GDP, are currently exploring
the adoption of Central Bank Digital Currencies (CBDCs) [35]. These figures suggest that
blockchain technology’s adoption continues to expand, offering transformative possibilities
for both government and enterprise sectors globally.

Beyond the transition from Bitcoin’s Proof of Work (PoW) to incorporating earlier
consensus algorithms like Practical Byzantine Fault Tolerance (PBFT), the field has seen
the emergence of a multitude of consensus mechanisms [36]. These mechanisms address
various challenges such as scalability, energy efficiency, and transaction speed, reflecting
the dynamic adaptability of DLTs [37]. Moreover, the exploration into scalability and
interoperability issues highlights the ongoing efforts to enhance DLT functionalities, en-
suring their seamless integration across different platforms and industries [27–30,38]. The
impact of these technologies extends beyond technical improvements, influencing societal
structures and governance models, and redefining trust in digital transactions [39–43]. This
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comprehensive evolution underscores the multifaceted potential of blockchain and DLTs,
heralding a new era of technological innovation and societal transformation.

Blockchain technology enables the secure tracking and updating of information on
distributed systems, such as cryptocurrency transactions [44]; the reader should keep in
mind that “secure” in a ledger means that entries have not been altered, but not that they
were factually correct when entered. Namely, blockchain enables participants to connect
and transfer state-updated information across the network based on a distributed network
of participants, each of whom maintains a copy of the ledger. (Note that, depending on
the case, the term participants is used to refer to the various actors involved, not just in the
context of Bitcoin or any specific layer, but across the entire spectrum including the network,
protocol, governance, and application layers). These participants must contain a trusted
quorum of intermediaries, with the specific quorum size and trust model depending on the
consensus mechanism employed by the blockchain solution. The decentralization of trust
ensures that transactions are validated and recorded through a consensus process involving
multiple participants. It should be mentioned that, while blockchain technology enhances
transaction security and transparency through cryptographic algorithms, decentralization,
and consensus mechanisms, it inherently relies on trust assumptions regarding the net-
work’s participants. For instance, in Bitcoin’s PoW consensus, there is a fundamental trust
assumption that the majority of computing power is controlled by honest nodes to prevent
51% attacks, which could compromise ledger integrity. Therefore, rather than eliminating
the need for trust, blockchain shifts where and how trust is required within the system,
especially in scenarios susceptible to the 51% attack, software vulnerabilities, or other forms
of collusion.

Overall, in terms of trust, while blockchain technology enables secure, intermediary-
free transactions, the degree of trustlessness varies by architecture. Public blockchains
like Bitcoin and Ethereum are highly decentralized, promoting a trustless environment
if protocol rules are followed and there is a lack of system vulnerability, whereas private
blockchains involve some trust among a limited group of participants. Additionally, it
is important to acknowledge that blockchain operators and majority stakeholders can
significantly influence a blockchain’s operations, as evidenced by historical adjustments
in various networks. Such adjustments, like Ethereum’s DAO fork [45] and Bitcoin’s
SegWit [46], illustrate how blockchains adapt to issues like security and centralization,
highlighting the technology’s dynamic nature and its susceptibility to influence from
key players.

Altogether, the inherent key characteristics of blockchain are depicted in Figure 1 and
succinctly detailed below; note that the same characteristics are also critical minimum
requirements for the successful operation of any distributed project:

(a) Decentralization: Blockchain is inherently a decentralized and distributed system,
designed to facilitate Peer-to-Peer (P2P) communication among participating nodes.
This decentralization eliminates single points of failure [47], thereby contributing to
the overall resilience of the system. Note that decentralized refers to the absence of
a central authority in controlling the system, while distributed implies the spread of
data and processing across multiple nodes. Simply put, decentralization ensures that
no single entity has control over the network, while distribution ensures that copies
of the ledger are stored across multiple nodes for redundancy and security [48]. This
decentralization is particularly effective in permissionless blockchains like Bitcoin,
where anyone can join as a full node, making the system more robust against
censorship and control by any single entity. However, the resilience to attacks
depends on the specific protocol and network configuration, the threat model, and
the attack surface.

(b) Censorship resistant: In permissionless blockchains, where participation is open
to anyone, censorship resistance is a core feature. Transactions are recorded on the
blockchain through a consensus mechanism that involves a decentralized network
of nodes, making it extremely difficult for any single entity to control or censor
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transactions. In contrast, permissioned blockchains, which are controlled by a
membership service deciding who may join, do not inherently offer the same level
of resistance to censorship [49–51]; nevertheless, they still typically offer more
resilience against censorship compared to centralized databases. The permissioned
nature of the blockchain and the distributed control among authorized participants
contribute to this resistance.

(c) Immutability: Immutability, a fundamental characteristic often attributed to
blockchain technology, arises from the combination of consensus mechanisms and
the decentralized architecture inherent in blockchain systems. These consensus
mechanisms, including, but not limited to, PoW or Proof of Stake (PoS), contribute
to the security and unalterability of the ledger [49,52,53]. This decentralized consen-
sus ensures that once data are recorded on the blockchain, they cannot be altered
without the consensus of the network, making the blockchain, viewed as a data
structure, resistant to modification and tampering.

(d) Transparency: Blockchain promotes transparency by allowing all nodes in the
network access to transaction details [54]. Compared with centralized systems,
where the central server has exclusive control and access to all data, blockchain
technology is designed to support all nodes actively involved in the network. These
nodes have the ability to view comprehensive information related to transactions.
Moreover, every single node possesses its own copy of the ledger and shares a
record of all transactions, which maintains individual nodes staying synchronized
and up-to-date with the latest transactions and modifications to the blockchain.

(e) Anonymity: In blockchain networks, participants can create multiple addresses for
access, enhancing privacy as their personal information is not stored on third-party
platforms. While this approach offers a strong degree of anonymity, perfect privacy
preservation is not guaranteed due to the inherent limitations of the technology [55,56].

(f) Security: Blockchain technology provides robust security features such as tamper-
proof record keeping and traceable transactions. Merkle trees enhance this security
by allowing the efficient and verifiable linkage of transaction blocks, ensuring the
integrity and immutability of data [57]. These traits offer an efficient means to safe-
guard data integrity, particularly in sensitive domains like medical records [17,58]
and financial transactions [59]. By tailoring blockchain solutions to specific appli-
cations or integrating AI algorithms for enhanced data analysis, organizations can
further enhance security and protect against unauthorized access and tampering.

Figure 1. Key characteristics of blockchain.
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2.2. Artificial Intelligence

Artificial intelligence enables machines to simulate human intelligence and problem-
solving capabilities. Specifically, autonomy in AI systems refers to the ability of AI to
operate independently, without human intervention, input, or direct supervision.

AI has been defined in a number of different ways, which can be loosely grouped
into four categories: (a) thinking humanly, (b) thinking rationally, (c) acting humanly, and
(d) acting rationally [60]. More specifically, AI can be defined as “the study of computations
that make it possible to perceive, reason and act” [61] or “the study of how to make comput-
ers do things at which, at the moment, people are better” [62]. As such, while AI methods
do utilize well-defined algorithms, they distinguish themselves from traditional programs
by incorporating elements of adaptability and learning. This departure from strict deter-
minism allows AI algorithms to handle more complex and dynamic situations, marking a
notable contrast with the more rigid nature of traditional programming approaches.

The recent progress in AI, specifically in the development of Large Language Mod-
els (LLMs), like GPT, Massive Multitask Language Understanding techniques (MMLU)
in Gemini, and other AI-powered autonomous agents, has shown remarkable ability in
analyzing and understanding vast amounts of data. These advanced AI models, developed
through extensive training on large datasets, demonstrate exceptional abilities in tasks
involving the comprehension and production of natural language. Despite not storing
information conventionally, these models have complex architectures that enable quick
access and modification of large models. This is accomplished by utilizing modern tech-
niques such as fine-tuning [63], prompt engineering [64], and reinforcement learning [65].
These methods improve the ability and effectiveness of the systems in changing conditions.

AI, an interdisciplinary domain, integrates insights from various fields including
nature, neuroscience, psychology, philosophy, linguistics, electrical engineering, and com-
puter science [66]. The key features of AI, illustrated in Figure 2, are detailed below.

Figure 2. Key characteristics of AI.

(a) Symbolic Processing: As already pointed out, AI algorithms concentrate on sym-
bols more than numbers or letters. In other words, real-world objects, events, and
environments are transformed and represented by strings. Then, the strings are
transformed into symbols before being organized into structures like lists or hierar-
chies [67], which can illustrate the relationship among those symbols. Altogether,
AI algorithms can support machines to understand and recognize objects, events,
and environments in the real world.



Information 2024, 15, 268 7 of 32

(b) Non-Algorithmic: Traditional computer programs adhere to predefined algorithms,
necessitating explicit human instructions for each step. In contrast, AI algorithms
autonomously navigate problem-solving processes. This autonomy not only stream-
lines solutions, but also allows for adaptability, as AI can dynamically respond to
varying conditions without rigid human programming [66].

(c) Reasoning: AI’s distinction lies in its capacity to handle knowledge rather than
mere data, enabling the application of deductive or inductive reasoning approaches.
This is pivotal for refining machine reasoning’s effectiveness. Therefore, several
algorithms such as case-based reasoning, case-based decisions, and analogical rea-
soning [68] were proposed to enhance the effectiveness of machine reasoning. By
leveraging such reasoning methods, AI algorithms excel in finding solutions, mir-
roring the cognitive processes employed by humans.

(d) Data ingestion: AI, leveraging statistical algorithms and Machine Learning (ML) [69],
autonomously manages vast datasets from diverse sources. This autonomous data
ingestion eliminates human errors, accelerates processes, and minimizes inaccura-
cies in data handling. The practical advantages manifest in heightened efficiency
and enhanced accuracy throughout the data-processing stages.

(e) Learning ability: The primary goal of AI is to emulate human cognition by learning
from experience, adapting to new circumstances, and performing tasks that typically
require human intelligence [70]. Examples include chess games, stock market
predictions [71], and self-driving vehicles [72]. The importance here is not only in
the emulation of human intelligence, but also in the requirement for data ingestion
to support AI models in manipulating specific tasks and enhancing learning ability.

(f) Imprecise knowledge: While traditional applications thrive on precise knowledge,
AI algorithms excel in navigating unstructured and imprecise information. In-
novations like fuzzy set theory, formal logic, and mathematical morphology [73]
enhance AI’s prowess in managing imperfect information. This adaptability posi-
tions AI as a powerful tool for real-world applications, where achieving precision
may pose challenges.

3. Methodology

Previous work on the subject reveals that combining AI with blockchain technology is
a novel, disruptive issue with several ongoing open research challenges such as privacy
policy, smart contract security, the reliable manner of oracles, expandability, consensus
protocols, standardization, interoperability, the resilience of quantum computing, and data
governance [6,18,74–76], which have not been yet extensively investigated and initiated. In
this context, as already pointed out, the objective of this study is to offer a comprehensive
and holistic, but succinct viewpoint on the integration of blockchain and AI. This endeavor
starts with the examination of the pertinent, recent literature. Namely, the concentration is
on key survey works that at least touch upon the subject of blockchain and AI convergence,
only considering contributions published between 2018 and 2023.

To ensure the robustness and reproducibility of our study, we adopted a methodology
grounded in the principles of Systematic Literature Reviews (SLRs) [77] complemented by
bibliometric analysis [78]. This approach allowed us to systematically identify, evaluate,
and synthesize the existing body of knowledge on the convergence of blockchain and AI,
ensuring comprehensive coverage and objectivity:

• Following the guidelines proposed by Kitchenham et al. [77] for conducting SLRs
in software engineering, we meticulously defined our research questions, identified
relevant search terms, and selected appropriate databases for our search.

• Our selection criteria were explicitly defined to ensure the inclusion of seminal works
that contribute significantly to the topic.

• Furthermore, as described by Ellegaard et al. [78], to analyze trends and patterns in the
literature, we applied bibliometric analysis techniques, which enabled us to construct
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a timeline of the convergence of blockchain and AI and to identify key thematic areas
of focus.

• This dual approach of SLR and bibliometric analysis ensures our methodology is not
only transparent and replicable, but also provides a comprehensive overview of the
field’s current state and future directions.

Towards this end, we strategically identified closely relevant terms or abbreviations for
investigation, including “blockchain”, “artificial intelligence”, “intelligence”, “intelligent”,
“AI”, and “Machine Learning”. Next, for enhancing the precision of our search and ensuring
its alignment with the fundamental goals of the current meta-survey, we focused our
attention on seminal literature for extracting pertinent keywords. The utilization of Karger’s
approach [79] played a key role in systematically gathering relevant studies and academic
papers. In particular, the search strategy employed a comprehensive range of specific
terms and phrases, such as “distributed ledger”, “smart contract”, “deep learning”, and
“neural network”. The search was conducted with attention to detail and thoroughness,
encompassing major scientific databases, namely Scopus, ACM, IEEE Xplore, Science Direct,
and Springer Nature. Specifically, each database was queried based on the combination
of the following keywords dedicated to the studied subject: “blockchain” AND “artificial
intelligence” (OR “intelligence” OR “intelligent” OR “AI” OR “Machine Learning” OR
“distributed ledger” OR “smart contract” OR “deep learning” OR “neural network”).

An in-depth examination of the chosen papers was conducted, focusing on studies
that delve into the convergence, integration, incorporation, combination, collaboration,
merging, or amalgamation of blockchain and AI. Eight previously reviewed survey papers
were identified as pivotal, due to their precise alignment with the aims of the current
meta-survey. As detailed in Section 4, a timeline reflecting the convergence drawn from
the accumulated data was then constructed. This was followed by a separate extraction
of features pertinent to the fusion of blockchain and AI. That is, 14 notable cross-sectoral
features emerged: data security (DS), data privacy (DPri), data encryption (DE), data
sharing (DShr), decentralized intelligent systems (DISs), efficiency (EF), automated decision
systems (ADSs), collective decision making (CDM), scalability (SC), system security (SS),
transparency (TR), sustainability (SUS), device cooperation (DCop), and mining hardware
design (MHD). To ease the reader in navigating through the pertinent key literature, a brief
summary of each included work along with a map of the fulfilled features per work is
given in Table 1.
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Table 1. Extracted features based on key survey works.

Work

Extracted Features

Year Summary

D
S

D
Pr

i

D
Sh

r
D

E

D
IS EF

A
D

S

C
D

M

SC SS SU
S

T
R

D
C

op

M
H

D

AI and blockchain: A disruptive
integration [19] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2018

Presentation of contemporary efforts in the field of blockchain and AI
convergence and their impact on everyday life, the working
environment, and human interactions.

The synergy of blockchain and artificial
intelligence [80] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2018

Examination of how the merging of contemporary AI decentralized
techniques with blockchain’s smart contracts philosophy may create
new possibilities and opportunities towards the upcoming blockchain
2.0 era of bug-free smart contracts.

Blockchain for AI: Review and open research
challenge [18] ✓ ✓ ✓ ✓ ✓ 2019

A detailed taxonomy of blockchain’s key characteristics, specifically
focused on how those can be integrated and leveraged into AI
decentralized applications.

Data transparency with blockchain and AI
ethics [81] ✓ ✓ ✓ 2019

Examination of data ethics and transparency as two integral and
fundamental parts of AI, under the concept of convergence with
blockchain transparency practices.

Decentralized and collaborative AI on
blockchain [82] ✓ ✓ ✓ 2019

Presentation of a decentralized AI framework that permits multiple
participants to collaboratively collect massive amounts of no-spam data,
towards the creation of robust datasets ideal for ML problems.
Blockchain smart contracts are imported for guaranteeing immutability
during the data-collection process.

Combining Blockchain and Artificial
Intelligence-Literature Review and State of
the Art [79] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2020

Systematic literature review on the subject of blockchain and AI
integration. Presentation of the most prominent real-life projects of
applicability, their advantages, arisen concerns, and possible drawbacks
that should concern the scientific community.

Convergence of blockchain and artificial
intelligence in IoT network for the sustainable
smart city [83] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2020

Detailed discussion on the convergence of blockchain and AI
applications under the dedicated concept of a blockchain–AI designed
smart city. Systematic presentation of the most important concerns
regarding the security vulnerabilities and sustainability of smart
infrastructures towards an ever-expanding hostile environment, along
with the proposal of ongoing projects and future directions.
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Table 1. Cont.

Work

Extracted Features

Year Summary

D
S

D
Pr

i

D
Sh

r

D
E

D
IS EF

A
D

S

C
D

M

SC SS SU
S

T
R

D
C

op

M
H

D

Convergence of Blockchain and Artificial
Intelligence to Decentralize Healthcare
Systems [84] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2020

Inspection of the applicability of blockchain and AI dynamic features towards
the creation of a decentralized storage network of private bio-data in favor of the
amelioration of precautionary healthcare and dedicated prescription of drugs.

The Applications of Blockchain in Artificial
Intelligence [85] ✓ ✓ ✓ ✓ ✓ ✓ 2021

Systematic survey on the subject of how blockchain smart contracts may benefit
AI decentralized concepts upon secure data sharing, data privacy, and trusted
decision making.

Convergence of Blockchain and Artificial
Intelligence [86] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2022

Presentation of blockchain’s and AI’s major concepts of applicability, how the
former benefits the latter, and vice versa, when it comes to the implementation
of collaborative integration projects.

A Bibliometric Analysis of Research on the
Convergence of Artificial Intelligence and
Blockchain in Smart Cities [87] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 2023

Systematic literature review focused on the subject of blockchain and AI
convergence in favor of smart transportation techniques under the concept of
the smart city.

Analysis of Issues Affecting IoT, AI, and
Blockchain Convergence [88] ✓ ✓ ✓ ✓ 2023

Hybrid technique focused on overriding potential constraints caused by
blockchain and AI integration under the general concept of IoT applicability.

Artificial intelligence and blockchain integration in
business: trends from a bibliometric-content
analysis [89] ✓ ✓ ✓ ✓ ✓ 2023

Systematic content analysis on the subject of blockchain and AI convergence,
oriented toward business applicability around 10 prominent areas, including
supply chains, healthcare, secure transactions, finance, etc.

Bibliometric Analysis on the Convergence of
Artificial Intelligence and Blockchain [90] ✓ ✓ ✓ ✓ ✓ 2023

Presentation of the motivation and philosophy behind the architecture of a
hybrid Internet Computer Protocol (ICT) digital twin (DT) model that is
developed on top of the concept of converging blockchain’s and AI’s versatile
decentralized features.

Convergence of Distributed Ledger Technologies
with Digital Twins, IoT, and AI for fresh food
logistics: Challenges and opportunities [91] ✓ ✓ ✓ ✓ ✓ 2023

Systematic review on existing areas of applicability and integration of
blockchain and AI decentralized concepts, including the IoT, DTs, and
distributed ledgers under the general theme of food supply logistics.

Integration of Blockchain and AI: Exploring
Application in the Digital Business [7] ✓ ✓ ✓ ✓ ✓ 2023

Presentation of the potentials of the applicability of blockchain and AI
convergence as those are implemented in productive business concepts.
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4. Blockchain and AI Convergence

The initial concept of integrating AI and blockchain can be traced back to 2014 and
2015 [79]. However, at that juncture, the integration of blockchain and AI was germinal
and unclear, as evidenced by the solitary work found from that time [92]. Also with
reference to Table 1, a more thorough and concerted exploration into the amalgamation of
these technologies emerged in subsequent years (2018–2023), as indicated by a series of
publications [7,17–19,47,58,74–76,79–91,93,94].

Omohundro et al. [95] suggested that both cryptocurrencies and smart contracts can
potentially contribute to ensuring that AI systems have positive and beneficial impacts
on human society. Traditional smart contracts are generally satisfactory when it comes
to handling transactions that are purely digital in nature. However, challenges may arise
when dealing with interactions that involve the real and physical world. In such cases,
additional intelligence and a deeper understanding of decision-making processes might
become necessary. Moreover, AI systems play a crucial role in translating data collected
from various sensors into a format that can be precisely understood by smart contracts.
This translation is essential for making sense of real-world information in a way that
smart contracts can process and respond to. For smart contracts that go beyond digital
transactions and interact with the physical world, e.g., triggering the delivery of objects,
a more sophisticated approach is needed. This involves linking these smart contracts to
either human agents or robotic agents capable of carrying out physical actions [95].

The experiment of Zyskind et al. [96] revealed that blockchain technology can be
utilized as a framework or infrastructure for databases to promote increased sharing of
personal data by individuals. Personal data that individuals share within the blockchain
systems implemented as database resources play a crucial role in training AI algorithms to
make predictions, recommendations, or decisions. This wealth of data can be utilized as a
source of information for training and improving AI systems [79].

To provide a comprehensive, but easier understanding of the evolution and integration
of blockchain and AI and their distinct features both individually and in combination, we
have segmented the timeline into three distinct phases detailed in Sections 4.1–4.3: the
emerging era, the convergence time, and the application and combination stage. In view of
the above, Figure 3 offers a detailed taxonomy and outlines the timeline of blockchain and
AI integration, including an in-depth look at feature categorization.

With reference to Sections 2 and 3, and Table 1, it becomes apparent that the literature
works on blockchain’s and AI’s integration towards the applicability of their inherent
distributed nature in favor of real-life concepts follows an increasing trend from at least 2018
onwards. Naturally, this reflects the augmenting rise in the complexity and frequency of
concerns, including security vulnerabilities, exploitation and cyberattacks from malevolent
actors, robustness, and sustainability as part of an ever-evolving environment and, above
all, their functionality in favor of the well-being of human societies.
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Figure 3. Taxonomy of the timeline of blockchain and AI integration.

4.1. Emerging Era

Prior research in this field has consistently affirmed the potential of both blockchain
and AI as instrumental tools in augmenting the efficacy of various business, organizational,
and industrial operations. Consequently, AI and blockchain technologies have been exten-
sively adopted across numerous, diverse objectives and fields, underscoring their versatility
and wide-ranging applicability. For instance, in transportation systems, implementing
blockchain for smart vehicles can improve the security and privacy of this intelligent vehicle
ecosystem [97,98]. Furthermore, the combination of these two technologies is prevalent in
healthcare sections. For instance, integrating blockchain and AI for enhanced data analysis
and streamlined information flow in cardiovascular medicine [58] and the application of AI
and blockchain technology for safeguarding and securing personal data involve empower-
ing users with control over the transmission of their personally identifiable information [97].
This also showcases the tangible adoption of these technologies in practical settings. The
combination of AI and blockchain also benefits business units. This integration enhances
market processes and ensures secure communication among diverse customers [73].
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Recent advancements in Internet of Things (IoT) and blockchain predictions have led
to the incorporation of numerous classification schemes to formulate a hybrid model. Al-
though challenges in placing blockchain, AI, and the IoT under the same umbrella, possibly
forming a cohesive system, include issues related to security, scalability, accountability,
and the trustworthiness of communications, few, however, will argue that a successful
and effective integration of these domains will propel the development of new business
models, as well as the digital transformation of market corporations [88]. By examining
real-world instances of deployment and success stories, it becomes evident that adoption
in this context implies active utilization and integration into operational frameworks.

The convergence of these technologies represents a significant advancement in the field
of ICT. As already mentioned, blockchain technology, initially developed to support Bitcoin
algorithms, has rapidly expanded its applications beyond cryptocurrency. It is renowned
for its data privacy, security, and decentralized nature. Blockchain’s influence extends
across various sectors, including banking, healthcare, and other sectors, revolutionizing the
way data are managed and transactions are conducted. Its ability to offer decentralized
solutions has made it a valuable and handy tool for industries aiming to enhance efficiency,
security, and transparency in their operations. On the other hand, AI, evolving significantly
since its early days, has become pivotal in creating intelligent network systems, especially
with the introduction of deep learning (DL) methods. These methods, leveraging advanced
computing technology, have far enhanced the capabilities of traditional neural networks
by effectively handling complex, non-linear data. AI’s application spans diverse fields,
including smart energy systems, healthcare, finance, gaming, and cybersecurity.

More specifically, blockchain has been wildly adopted in several aspects of information
technology, thanks to its several advantages. First, blockchain technology was developed
with the purpose of contributing to the Bitcoin algorithms introduced by Nakamoto [1]
in 2008. In the same year blockchain was introduced, the anonymous blockchain was
examined, and data privacy on the Bitcoin platforms was investigated by [99]. They
explored how participants are tracked on Bitcoin systems using the transaction graph
and data available to the public. A few years later, blockchain technology, which has
become a popular topic among ICT researchers, has also been applied to several types
of scientific areas. For example, blockchain 1.0 was initially introduced with the purpose
of decentralizing currency transactions and digital payment systems [100]. Blockchain
is also employed to improve the performance outcomes of different types of industries
in various domains. Many industrial sections adopt blockchain technology to improve
workflows, run a smooth operation, provide data privacy, data security, and data sharing,
raise efficiency, and control organizational costs [101]. Especially for the health sector, the
decentralization feature of blockchain can aid stakeholders in accessing the same patient
records without associating with a third party over global health records [102].

Furthermore, AI has been remarkable, transitioning from the initial stages of limited
success to its current status as a rapidly growing field, particularly after the advent of
DL methods [103]. These advanced algorithms, emerging alongside the rapid evolution
of computer technology [104], have addressed some limitations of traditional neural net-
works, notably in handling complex and non-linear data more effectively [105]. AI’s scope
has expanded significantly, finding applications in various sectors such as smart energy
systems [106,107], hospital inpatient care and clinical decision support systems [108,109],
finance [96], computer games [110], and more notably, in cybersecurity [111–114].

4.2. Convergence Era

With reference to Table 1, similarities among certain extracted features were iden-
tified, leading to their organization into three groups: data manipulation, potential sys-
tem, and hardware issues. Each group comprises a number of sub-features, as given in
the “Extracted Features” column of Table 1. Namely, the first group includes data secu-
rity, data privacy, data sharing, and data encryption. The second group comprises eight
sub-features, i.e., decentralized decision systems, efficiency, automated decision systems,
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collective decision systems, scalability, system security, sustainability, and transparency.
The last group encompasses device cooperation and mining hardware design as its sub-
features. Detailed discussions of each group and their associated features are presented in
Sections 4.2.1, 4.2.2 and 4.2.3, respectively.

4.2.1. Data Manipulation

Data hold critical importance for both individuals and organizations. As mentioned
earlier, this work outlines four key features destined to ensure comprehensive data pro-
tection, accurate transfer, and secure storage within systems where blockchain and AI
are integrated:

(a) Data security: Blockchain technology offers exceptional security for data storage.
It creates a diskless environment, where sensitive and confidential information is
securely held. This secure environment enables AI algorithms to operate on pro-
tected data, significantly enhancing the accuracy of decision-making processes [18].
Furthermore, the application of blockchain in ML, and generally in AI, tasks can ele-
vate the quality of learning data. It also encourages data creators or owners to share
their resources [79,87]. For instance, in the medical field, physicians and researchers
could access anonymized patient records, which are invaluable for discovering
cures and developing advanced treatment methods and medical procedures [19].
This approach is particularly beneficial for doctors dealing with rare diseases, as it
facilitates the search for similar cases worldwide.

(b) Data privacy: Blockchain systems, which house extensive personal information,
necessitate stringent privacy measures [80,88]. In a blockchain environment, privacy
becomes a crucial concern, as each participant has access to an identical copy of the
entire shared database [79,81]. This raises several privacy-related considerations,
such as determining who has the authority to access, read, and write data, view
transactions, and create smart contracts [86]. The protection of sensitive personal
information during digital network sharing is complex. Rigorous privacy-preserving
protocols may hinder participants from sharing their information, yet it is essential
that participants maintain control over their data [85]. In addressing these privacy
challenges, AI emerges as a viable solution. For instance, the introduction of a
decentralized content provider represents a novel content-selection model that
augments AI’s capability to offer more personalized content to users. In this model,
sensitive personal data are processed locally rather than on central servers, ensuring
that personal information remains private. Additionally, this approach safeguards
users from invasive profiling processes typically employed by content providers.
Thus, privacy and personalization are maintained through a modern, pulling-based
method [19], offering a balanced approach to data protection and user experience
in blockchain systems. Emerging ML paradigms like federated learning are also
concrete approaches towards the same goal.

(c) Data encryption: In the domain of data security, the advantages of encrypted data
over plaintext are pronounced, especially when AI and encryption algorithms are
integrated [86]. As the amount of confidential personal data in blockchain systems
increases, the importance of data encryption in safeguarding data privacy grows.
Currently, elliptic-curve cryptography, a public key cryptographic algorithm, is
prevalently used for encrypting data. This encryption method notably boosts the
efficiency of intelligent systems, including swarm robotic systems. In such systems,
each intelligent node utilizes public keys for secure communication across the
network. This method enables nodes to target information transmission to specific
recipients, with decryption possible only by nodes possessing the matching private
keys [79,115].

(d) Data sharing: Data are a pivotal asset for AI, as the accuracy of AI algorithm
predictions is inherently dependent on the quality and volume of the input data.
However, challenges arise in the data-sharing process for AI algorithms. First,
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data authorization and verification become complex when multiple collaborators
are involved, often leading to trust issues. Secondly, there is a risk of malicious
data being distributed over the network by attackers with ulterior motives [85,89].
Blockchain technology offers a solution to these issues by providing large, trust-
worthy datasets for training, programming libraries, and pre-trained models for
AI and ML applications. In addition, thanks to the use of cryptographic hash func-
tions in blockchain, the integrity of data sourced from external providers can be
verified [79,86]. Furthermore, blockchain enhances data sharing by introducing
transparency and accountability. It controls access to confidential data, specifying
who can access them and when. This mechanism assures participants of the ap-
propriate use of their information [19]. Additionally, emerging blockchain-based
data-collection methods guarantee complete maintenance and updating of data,
with a verifiable record of origin [116]. This approach not only safeguards data
against misuse, but also bolsters the overall integrity and reliability of the data used
in AI systems.

4.2.2. Potential System

When blockchain and AI are combined, the effectiveness of the traditional systems
operating based on these two technologies is also expected to be improved. This work
presents nine aspects of the system ameliorated by this integration:

(a) Decentralized intelligent systems: Blockchain enhances decentralized systems and
coordination platforms for AI, including methods, data, and computing power [81].
The integration of AI and blockchain aids in developing a new ecosystem of decen-
tralized economies by utilizing the field of blockchain to enhance the dependability,
security, transparency, trustworthiness, and administration of data and algorithms
within AI applications [18]. Blockchain can fuel decentralized marketplaces and
coordination platforms for multiple aspects of AI, as well as enhance the trans-
parency, explainability, and trustworthiness of AI decisions. On the other hand,
the functioning of a blockchain entails numerous parameters and trade-offs, en-
compassing considerations like security, performance, and decentralization. AI can
simplify these decisions, automating and optimizing the blockchain for improved
performance and enhanced governance [19]. The integration of blockchain tech-
nology with other distributed systems, such as robotic swarm systems, offers the
potential to enhance the security, autonomy, flexibility, and profitability of robotic
swarm operations. This combination aims to leverage the decentralized and crypto-
graphic features of blockchain to secure data, improve decision-making autonomy
within the swarm, increase operational flexibility, and potentially lead to more
profitable outcomes [47]. The decentralization of swarm intelligence algorithms,
where computing systems operate with autonomous components connected by a
network [117,118], resonates with the principles of blockchain technology. Similarly,
blockchain’s decentralized nature facilitates the convenient sharing of AI training
data, processes, and pre-trained models [92]. This synergy underscores a broader
trend in leveraging decentralized architectures to enhance collaboration and trust
within intelligent systems. AI algorithms protect data confidentiality and privacy
on the blockchain. The blockchain serves as an innovative filing system for digital
information, employing an encrypted, distributed ledger format to store data. The
encryption and distribution of data across numerous computers create tamper-proof,
exceptionally resilient databases. Access to read and update information on the
blockchain is restricted to those with proper permissions, enhancing security and
control [119]. Collaboration and data sharing among healthcare organizations form
the bedrock of interoperability, enhanced health outcomes, and a more streamlined
system. The use of blockchain to facilitate secure sharing of patient, outcome, and
administrative data allows organizations to train AI models on expansive and di-
verse datasets without compromising privacy and security. This collaborative effort
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is poised to produce better trained models, yielding deeper insights, improved
outcomes, and an overall more efficient healthcare industry [120]. The integration
of blockchain technology into AI offers multiple benefits. Firstly, it enables data
sharing with transparency and immutability, ensures the confidentiality, integrity,
and authenticity of sensitive data, and encourages collaboration among participants
in AI training tasks [92,107].

(b) Scalability: Traditional blockchain scalability concentrates on participant numbers.
However, it also involves transaction confirmation time, validation duration, and
transaction costs. These factors can restrict blockchain expansion as each chain
stores limited transaction data. While data mining enhances IT system scalability,
traditional mining techniques are inefficient for blockchain [121]. Modern AI along
with its subdomains, like DL and federated learning, is implemented to operate on
distributed data and support blockchain [80] via their integration in favor of making
it more scalable and robust [19]. Conversely, blockchain technology can be costly
due to additional consensus requirements and storage needs for transaction record
integrity. Scalability challenges in blockchain–AI convergence require considera-
tion [86]. Nevertheless, AI, driven by big data and advanced computing, could step
up the scalability of these technologies [81].

(c) High efficiency: Organizations handle transactions involving customers, partners,
and government agencies. Traditional ICT systems may struggle with high-volume,
multi-business transactions and data [18,80,82], while blockchain with smart con-
tracts, such as Decentralized Autonomous Agents (DAOs), and AI integration
can automatically validate stakeholder information exchanges, enhancing system
efficiency [86,121]. Multi-user business processes, which engage various stake-
holders such as individual users, businesses, and government entities, inherently
face inefficiencies attributed to the need for multiple parties to authorize business
transactions [18]. In a blockchain network, several factors like network conges-
tion, network routing, and network scheduling can impact a transaction validation
process, especially in real-world situations where several available resources are
unknown in advance. AI can be implemented to actively learn about the available
resources, speed up the estimation process, and ultimately improve how well the en-
tire system performs [80]. The integration of blockchain and AI provides efficiency
advantages for storing and managing the source code of a software project on a
remote server. The approach ensures public accessibility, fostering collaboration
and knowledge sharing. Additionally, the persistence and decentralization inherent
in blockchain contribute to a robust and resilient system, minimizing downtime
and potential disruptions. The transparency provided by the blockchain ensures a
clear and traceable history of modifications, enhancing accountability and reducing
the likelihood of errors. Moreover, the establishment of trust within the system is
significantly streamlined. That is, the decentralized nature of blockchain, coupled
with AI capabilities, ensures a secure and trustworthy environment for hosting and
deploying code [81].

(d) Automated decision system: AI-generated decisions can be challenging if users
lack understanding or trust. Blockchain’s distributed ledgers record transactions,
enhancing auditing and decision transparency [122]. On the other hand, advanced
ML algorithms improve AI’s handling of complex situations, offering unbiased and
tamper-resistant real-world considerations. In this respect, AI’s data-driven decision
making becomes more consistent and trustworthy [18,19,79]. Blockchain and AI
integration also enables automatic transaction data handling, while AI-assisted
online learning enhances blockchain algorithms [80].

(e) Collective decision making: Centralized systems require coordinated node process-
ing for collective goals, often involving a third party. Blockchain eliminates this
need, allowing nodes to autonomously decide. Voting techniques in blockchain
improve decentralized decision-making in AI, especially ML as a subdomain of
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AI. AI activities like model construction and training are recorded on blockchain,
providing a highly trustable, unalterable data-sharing system [85].

(f) System security: Blockchain security focuses on application layer vulnerabilities and
encryption methods [19,80]. ML-driven intrusion detection and prevention systems
may also address application layer vulnerabilities, among others [80]. Namely,
swarm intelligence, a computational intelligence technique, can be used to improve
intrusion detection effectiveness [80,123], while computational intelligence models
can ameliorate encryption robustness, bolstering blockchain resilience [79,80,91].
ML in blockchain detects attacks and either protects systems or blocks attacks from
spreading [19]. However, security stability is a concern, as integrating secure and
insecure systems might compromise one or more qualities of the confidentiality,
integrity, availability (CIA) triad [86].

(g) Sustainability: AI algorithms manage resources in sustainable, large-scale dis-
tributed systems like electric power. These systems share characteristics with
blockchain and microeconomics, both featuring decentralized computation plat-
forms [7,80]. Nevertheless, microeconomics face challenges in managing limited
resources for unlimited needs. Blockchain–AI integration can support sustainability
in microeconomic systems, considering large-scale system aspects.

(h) Transparency system: Data collection in ML requires trustworthy user interfaces.
Blockchain ensures source code execution on local nodes without third-party
servers [86], managing user contributions and activities for transparency [79].
AI decision systems require traceability, auditability, and explainability for trans-
parency [124]. Recording AI decision processes on blockchain enhances transparency
and user trust [122]. Audit trails and decision-making processes in blockchain im-
prove traceability [80]. Nevertheless, auditability in blockchain, focusing on data
storage and transactions, requires further research for enhanced transparency [125].

4.2.3. Hardware Issues

(a) Device cooperation: Blockchain–AI integrated systems involve untrusting devices
like IoT devices and swarm robotics. These devices collaboratively make deci-
sions [116]. Blockchain can act as a coordination system backbone, although vul-
nerable to attacks [19]. Traditional security systems respond to attacks by shutting
down compromised nodes centrally. On the other hand, blockchain technology
offers an automatic, decentralized solution, shutting down compromised nodes
individually [19].

(b) Mining hardware design: Specialized hardware is crucial for smooth blockchain
functioning. Traditional computer hardware separates components like the CPU,
memory, storage, and buses. Neuromorphic computing technology, inspired by the
human brain, aims to develop machines capable of learning and logical process-
ing [117]. Neural-inspired hardware [117,118] and spike-timing-dependent plasticity
models [80] are such examples. Current data mining is energy-intensive [126]. This
can be alleviated through the use of ML in data centers for managing energy usage.
If so, according to the work by [119], energy consumption can be reduced by 40% or
more. Similar approaches could optimize mining hardware energy efficiency [126].

4.3. Application Era

As already pointed out, the convergence of blockchain and AI has heralded a new
era of technological innovation, with the amalgamation of these disruptive technologies
poised to make a substantial impact across various sectors. From finance and healthcare to
communication and network security, the integration of blockchain and AI is transformative.
With reference to Section 3 and Figure 3, while reviewing this topic, we identified seven
key areas that reap significant advantages from this integration. These areas encompass
IoT applications, cybersecurity, energy, smart cities, finance, healthcare, and big data
manipulation, highlighting the broad and diverse benefits of merging blockchain and AI
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technologies. For brevity reasons, the following subsections elaborate on the first five of
the aforementioned focus areas, also referring to key publications per focus area.

4.3.1. IoT Applications

The Internet of Things has revolutionized the way data are connected and transformed
between physical and virtual entities. Traditional IoT systems, operating on centralized
architectures, face challenges like single points of failure and concerns regarding the security,
transparency, privacy, integrity, and confidentiality of data [47,127,128]. These challenges
have the potential to hinder the future development and application of IoT technology. For
instance, as also detailed in the following, transitioning the IoT to an intelligent distributed
ledger system offers a multitude of benefits.

The fusion of blockchain, AI, and the IoT is a focal point of contemporary research.
Rouwer and Borda [129] introduced NeuRoNt, a system based on Ethereum blockchain
technology, utilizing smart contracts at the edge layer to enable complex problem-solving by
multiple agents. Rahman et al. [130] proposed a mobile edge-sharing system on Ethereum
platforms and smart contract technology for service sharing among IoT devices, applicable
to smart city systems. Rathore et al. [131] developed the BlockDeepNet framework, integrat-
ing DL algorithms, blockchain, and smart contracts to manage IoT network data, ensuring
the security of local and global learning updates in DL algorithms through blockchain.

Moreover, Alrubei et al. [132] designed a Distributed Artificial Intelligence (DAI) plat-
form to enhance IoT architectures, tested using low-cost IoT devices and demonstrating
high accuracy. Singh et al. [133] combined the IoT architecture with blockchain and AI to
improve big data analysis, with their architecture centering on the performance improve-
ment over previous models, considering accuracy, latency, security, privacy, computational
complexity, and energy cost. Alrubei et al. [134] introduced a framework combining edge
computing, AI algorithms, IoT end-devices, and blockchain for monitoring IoT ecosystems
and predicting outcomes (such as COVID-19 spread) before disseminating the results on a
public blockchain.

The diversity of IoT devices, the massive data generated, the unstructured data pro-
cessing, and data security are key challenges in the industrial cyber–physical cybersecu-
rity realm [135,136]. Latif et al. [137] developed a new architecture for IoT ecosystems,
enhancing security and energy efficiency by integrating Software-Defined Networking
and blockchain. This model aims to reduce energy consumption, improve data trans-
fer efficiency, and decrease latency. However, deep research into energy management
and system security remains a primary challenge for the next generation of industrial
cyber–physical cybersecurity.

4.3.2. Cybersecurity

Cybersecurity is becoming increasingly critical for various sectors, including gov-
ernment organizations and private enterprises. The rapid escalation of cyberattacks and
emerging legislation demand enhanced data-protection measures [138,139]. Blockchain
and distributed ledger technology offer novel solutions for safeguarding information in
both decentralized and centralized network systems [140]. Concurrently, AI enhances
system security and personal data protection, also aiding in improving dataset quality
and analytical model processing [19]. Nonetheless, the integration of AI and blockchain in
cybersecurity necessitates well-defined operational guidelines and control mechanisms.

Wang et al. [17] introduced a robust tool for network system protection, combining
blockchain technology with AI algorithms. This system ensures the safety and protection of
data transmitted across network systems by various users. Deebak and AL-Turjman [141]
developed privacy-preserving smart contracts based on blockchain and an AI framework
called PPSC-BCAI. This model streamlines human–computer interaction, system activity
monitoring, cybersecurity risk assessment, and fraudulent claim detection. Kim and
Park [142] designed a data-preserving AI system to verify learning data integrity using
blockchain technology, centering on data confidentiality and integrity in AI learning data
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monitoring and verification. Last but not least, Liang et al. [143] proposed a mechanism to
detect cyberattacks in blockchain systems, employing data fusion techniques to match user
behaviors with data characteristics. This model enhances traditional anomaly intrusion
detection by classifying clustering characteristics in abnormal blockchain networks.

In the advent of Industry 5.0, the industrial sector has evolved significantly, adopting
advanced devices and technologies to meet growing demands and enhance product quality.
However, this diversity in both information technology (IT) and Operational Technology
(OT) systems increases the attack surface, augmenting susceptibility to cyberattacks, in-
cluding data leaks, Distributed Denial of Service (DDoS), and Advanced Persistent Threats
(APTs). In addressing these challenges, the integration of blockchain and AI emerges as
a promising solution. For instance, Rahman et al. [144] developed a system capable of
detecting APTs at the edge of IoT nodes and recording attack information in an immutable
blockchain ledger, fostering trust in industrial network systems. Such approaches represent
a significant step forward in reinforcing cybersecurity in the industrial environment.

4.3.3. Energy

Intelligent energy systems are evolving towards decentralization and efficiency, yet
the financial mechanisms supporting these systems often remain centralized and reliant
on third-party services [145]. Blockchain technology is revolutionizing this paradigm by
digitizing physical currencies, enabling direct energy transactions between consumers and
suppliers. This advancement allows energy suppliers to efficiently monitor transactions
within a distributed environment at lower costs. Additionally, the integration of AI in
energy sectors enhances the processing of complex tasks and uncertain parameters, such as
predicting energy demand or assessing reliable business partners [145].

Kumar et al. [146] explored the application of AI, the IoT, and blockchain in the en-
ergy sector, addressing distributed environments, power electronics, electric vehicles, and
cybersecurity. Their study examined AI analytics, the IoT in energy Internet systems,
and blockchain for smart grid services’ enhancement, concluding that this integration
transforms traditional grids into automated, reliable, sustainable, and secure distributed
services. Moreover, Xiao et al. [147] introduced a natural gas output prediction model
using the Temporal Pattern Attention Long Short-Term Memory (TPA LSTM) algorithm,
integrating blockchain for transaction security and real-time accuracy in matching dynamic
pricing. Moreover, Mylrea [148] proposed the Distributed Autonomous Energy Organiza-
tions (DAEOs) model to link energy suppliers and consumers, enhancing the efficiency of
energy generation, consumption, and transfer processes.

4.3.4. Smart Cities

The concept of a smart city in the modern information age involves harnessing cutting-
edge technologies to improve efficiency and sustainability. On the other hand, as already
pointed out, blockchain technology plays a key role in transitioning traditional systems into
digitally intelligent urban environments, finding applications in diverse sectors like supply
chains, finance, the IoT, and cybersecurity. The synergy of blockchain and AI significantly
enhances smart city networks, making them more effective and sustainable [83].

Rahman et al. [130] introduced a blockchain-based infrastructure to bolster security
and privacy in smart contract services for IoT devices in smart cities. This framework,
combining AI and blockchain, ensures secure data transfer for IoT devices using cyber–
physical sharing economy services, defining a new generation of smart city systems. It
facilitates complex service provision on a global blockchain level without needing a certifi-
cate authority for user authentication. Moreover, Ren et al. [149] implemented blockchain
as a decentralized technology in intelligent traffic models, allowing vehicle-to-vehicle
information sharing without a central authority. This P2P approach ensures direct node
connectivity for right-of-way acquisition, with lane property rights and consensus achieved
through smart contracts.
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Instead of focusing on applying blockchain and AI to improve traditional technology
systems, Pandey et al. [150] investigated the application of blockchain and AI to solve
environmental pollution. The rapid growth of the world population directly pushes the
environment into damage, especially waste pollution. To deal with this challenge, ML
techniques and blockchain technology were combined to classify the waste objects or
products, providing recommendations to the user on how to reuse or recycle those waste
objects or products. The developed approach was broadcast on a website, providing easy
access to the end-user.

4.3.5. Finance

The present subsection sheds light on how converging blockchain and AI technologies
may act in favor of the improvement of smart contracts in real-life scenarios. The concept
of smart contracts was initially introduced by Nick Szabo in 1994 [19], gaining prominence
with the advent of blockchain technology [149]. Smart contracts are computer programs
capable of self-enforcing and self-verifying the terms set within them. They enable com-
plex solutions and behaviors to be executed accurately and automatically, controlling
blockchain system functions via software without the need for trusted third-party author-
ities [151]. Blockchain and smart contract technology have developed into sophisticated
digital infrastructures for distributed storage, trustless economies, and disintermediation
networks, characterized by trustlessness, traceability, self-governance, and tamper resis-
tance [152–154]. However, technical vulnerabilities in blockchain that could be exploited
have been identified [155,156]. That is, smart contracts facilitate automatic P2P transac-
tions when predefined conditions are met, requiring blockchain consensus mechanisms for
execution. The public accessibility of smart contract codes allows system participants to
scrutinize every line of code, but this openness can create security vulnerabilities that AI
could help mitigate.

In AI research, machine cooperation and agent collaboration are key focuses [151].
Various AI algorithms support nodes in collaborative operations by sharing information,
mechanisms, and resources within network systems. Ensemble learning, for example,
enables collaboration between nodes for extracting high-quality data features [157], and
distributed DL accelerates AI model training using multiple Graphics Processing Units
(GPUs) [158]. However, the proliferation of IoT and edge computing has led to data
creation by decentralized devices, challenging centralized AI architectures with data privacy
and network resource issues. Therefore, distributed AI collaboration and smart contract
technology have become vital for scalability and collaboration in decentralized AI networks.

Ouyang et al. [151] introduced the Learning Markets model for decentralized AI
collaboration. This model utilizes blockchain technology for trustless collaboration and
transaction security, with smart contracts controlling software-defined agents for marketing
operations and scalability management. LM encourages participation in collaborative
mining and creates an auditable, traceable AI market for trading trusted models, addressing
challenges in data, resources, and models. Moreover, Wang et al. [152] proposed a six-layer
architecture for smart contracts, covering infrastructure, contracts, operations, intelligence,
manifestations, and applications. In more detail, their framework addresses the smart
contract lifecycle stages, including negotiation, development, deployment, maintenance,
learning, and self-destruction, offering a research and development guideline.

In addition, the collaboration of AI with other cutting-edge technologies might not
be as strong or frequent because it is still in the process of development. However, even if
the occurrence of AI and the mentioned technologies together may not be highly frequent,
the practical outcomes and advantages gained from integrating AI with these technologies
are substantial. Technologies like blockchain and immersive environments (augmented
reality, digital twin, virtual reality) have the potential to be effectively integrated with
AI. This integration could lead to innovative and efficient solutions by combining the
strengths of these technologies in various applications and industries. For instance, digital
twins have the capability to conduct analyses and simulations in virtual environments,
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creating new data associated with physical production processes. Subsequently, AI can use
this information to construct predictive models aimed at optimizing production efficiency.
Moreover, blockchain, with its distributed ledger technology, can serve as a reliable source
of data for ML activities. The immutability, transparency, and visibility of data on the
blockchain render it suitable for training ML models and supporting decision-making pro-
cesses. Additionally, the trustworthy nature of blockchain data allows for the automation
of certain operations, contributing to efficiency and reliability in various processes [159].

In the context of Industry 4.0 and beyond, AI and blockchain technology are integral
components among several cutting-edge technologies such as the IoT, autonomous vehicles,
and virtual reality. Together, these technologies are driving advancements in efficiency,
flexibility, and innovation within industrial processes. The integration and collaboration of
these technologies create smarter, interconnected, and automated systems, characterizing
the Industry 4.0 paradigm [159]

Addressing the static nature of blockchain-generated smart contracts and the limita-
tions of AI in prediction integrity, Badruddoja et al. [160] proposed a Naive Bayes prediction
technique for enhanced predictive performance within blockchain smart contracts. This
model aims to synergize AI and blockchain, leveraging their strengths to create a decentral-
ized ML framework, enhancing security, automation, and system dynamism. This approach
opens new possibilities for AI decentralized applications based on blockchain technology.

5. Discussion

As already pointed out in Section 4, the integration of AI and blockchain is reshaping
numerous sectors, offering novel solutions and posing new challenges. In healthcare, AI’s
predictive analytics combined with blockchain’s secure data management is revolutionizing
patient care and record keeping. Finance sees the emergence of smart contracts, while cy-
bersecurity benefits from enhanced security controls. This transformative impact signifies a
shift in how technology addresses complex problems, yet it also brings forth new questions
and considerations, particularly in terms of scalability, interoperability, and governance.

AI-powered blockchain solutions offer unprecedented transparency, security, and
efficiency, revolutionizing sectors such as supply chain management, finance, and health-
care [161]. These technologies enable automated decision making, smart contracts, and
DAOs, paving the way for new business models and collaborations. Governments are
also exploring the integration of AI and blockchain to bolster data security, streamline
administrative processes, and foster digital identity initiatives [162,163]. Moreover, the
World Economic Forum has emphasized the transformative impact of AI and blockchain on
the future of work, predicting the creation of 58M net new jobs by 2025 [164]. This synergy
between AI and blockchain technologies signifies a profound shift towards decentralized,
AI-driven economies, promising immense opportunities for innovation and growth.

Overall, the critical synthesis of recent survey and research papers performed in the
context of the current article reveals significant advancements and challenges in the AI
and blockchain domain. This overview not only highlights technological progress, but
also identifies potential areas for future research. It is evident that, while strides have been
made in understanding and applying these disruptive technologies, there remains a vast
landscape of unexplored territory. In this respect, this synthesis serves as a roadmap for
scholars and practitioners, outlining key areas where further exploration and innovation
are both needed and promising.

In line with the objective of aiding researchers in this field, new theoretical models
based on the insights from the systematic survey are proposed. These models are designed
to encapsulate the complexities of AI and blockchain convergence, addressing both the-
oretical and practical aspects. They encourage innovative thinking and experimentation,
potentially paving the way for breakthroughs in application and understanding.

As a prominent example, Table 2 serves as a pivotal conduit between theoretical
constructs and practical applications, elucidating the intersections of AI and blockchain
technology within the cryptocurrency ecosystem, illustrating the practical application
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of theoretical concepts examined through this overarching survey work. That is, each
project in Table 2 is categorized based on different key attributes, including market cap,
blockchain type, blockchain layer, service(s), and consensus. Notably, this variety of projects
showcases the integration of AI with blockchain technology, offering innovative solutions
across various sectors.

Table 2. Overview of real-life AI–blockchain projects.

Token Market
Cap

Blockchain
Type Layer Service(s) Consensus

AGI USD
35.4M Ethereum Layer 3 Decentralized AI Services Marketplace PoS on Ethereum, exploring dPoS on

Cardano

ENJ USD
5.12B Ethereum Layer 3 NFT Ecosystem, Gaming Integration PoS

HBAR $5.97B Hedera
Hashgraph Layer 1 Decentralized Consensus and Smart

Contracts aBFT

RNDR $4.15B Solana Layer 1 Decentralized GPU Rendering and AI
Computation

PoH, Solana’s unique consensus
mechanism

FET $175M Cosmos Layer 1 Decentralized Network of
Autonomous Agents for AI PoS

AGIX $1.49B Multi-chain Layer 3 Decentralized AI Services Marketplace PoS on Ethereum, exploring dPoS on
Cardano

OCEAN $631M Ethereum Layer 3 Decentralized Data Exchange PoS

FIL $5.26B Filecoin Layer 1 Decentralized Storage Network PoRep

LINK $12.26B Ethereum Layer 3 Decentralized Oracle Network
Not directly applicable; utilizes
external data validation by
decentralized oracles

CTXC $102M Cortex Layer 1 AI on Blockchain Not specified; focuses on on-chain AI
execution

TAO N/A Bittensor Layer 3 Decentralized ML PoI

RLC $149M Ethereum Layer 3 Decentralized Cloud Computing PoS

GLM $93.5M Ethereum Layer 3 Decentralized Data Marketplace PoS

ICP $3.99B Internet
Computer Layer 1 Decentralized Internet Threshold Relay (PoW-based)

CGPT N/A Ethereum Layer 3 AI Language Model Utility PoS

AKT $97.6M Cosmos Layer 1 AI-Based Investment Management PoS

THETA $2.98B Theta Network Layer 1 Decentralized Video Streaming Multi-level BFT consensus (PoS-based)

AIOZ N/A Ethereum Layer 3 Decentralized Video Streaming PoS

MANA $2.91B Ethereum Layer 3 Virtual Reality Platform PoS

GNT N/A Ethereum Layer 3 Decentralized Computing Power
Marketplace PoS

NU $379M Ethereum Layer 3 Decentralized Encryption and Privacy PoS

DAGT N/A Ethereum Layer 3 Decentralized Ecosystem PoS

With reference to Table 2, there is a wide range of AI applications combined with
blockchain, including decentralized marketplaces, data exchange platforms, and autonomous
agents, demonstrating blockchain’s capacity to support diverse AI applications. The varia-
tion in consensus algorithms and governance models reflects continuous innovation aimed
at optimizing processes. The assortment of blockchain types and layers used by these
projects signifies the evolving complexity of blockchain ecosystems and the development of
platforms for specific applications. In summary, the above-mentioned table provides a con-
cise view of the current innovations at the AI–blockchain nexus, indicating a dynamic and
rapidly advancing field. Furthermore, the variety of different types and layers of blockchain
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used by these projects reflects the growing sophistication of blockchain ecosystems and the
emergence of specialized platforms designed to meet specific needs.

Looking ahead, in Section 6, the article at hand outlines potential future research
trajectories in the dynamic landscape of AI and blockchain. Emerging areas within this con-
vergence, ripe with opportunities for innovative research and development, are highlighted.
This forward-looking perspective aims to inspire, guide, and propel ongoing research ef-
forts, illuminating new directions in this rapidly evolving technological realm. That is,
the inclusion of this comprehensive exploration significantly contributes to the academic
discourse surrounding AI and blockchain convergence. By providing a thorough analysis,
proposing new theoretical models, and highlighting future research avenues, this article
reaffirms its commitment to advancing understanding and exploration in this multifaceted
field. Overall, as already mentioned, the present work stands as a guiding resource for
researchers, enriching the collective knowledge and sparking further innovation in the
convergence of AI and blockchain technologies.

6. Challenges and Open Research Issues

The integration of blockchain and AI, currently in a rather early phase, presents
numerous benefits and challenges. This section discusses the significant challenges and
open issues related to this integration, addressing how they impact various aspects of
technology and society. We split this discussion into 10 axes, as detailed below:

(a) Data operation: Data operation in computing systems involves analysis, processing,
storage, and representation, while in the real world, data are often grouped as objects
or object lists. A key challenge is tracking each data piece through computational
architectures, where boundaries among data elements may become blurred, leading
to inaccurate data sharing [81]. Restructuring lower levels of computing architec-
tures is essential to differentiate between variable-sized data elements. The semantic
information method, an emerging solution, requires further investigation [165].
Additionally, blockchain–AI models risk being dominated by low-quality or fake
data from affluent or rogue autonomous agents [82]. Financial and non-financial
incentives have been suggested to encourage high-quality data submission [134],
though high transaction fees remain a barrier. Ambiguous data also pose chal-
lenges, necessitating the integration of advanced technologies like natural language
processing and DL for accurate interpretation [82].

(b) Privacy: While public ledgers in cryptocurrencies offer data security and authen-
tication, they lack privacy due to their open-access nature. Conversely, private
blockchain ledgers employ cryptographic methods and access control algorithms to
secure data, but potentially limit the data available for AI processing [18]. Balanc-
ing transparency with privacy is crucial, but not straightforward. Future research
should concentrate on designing privacy policies that support transparency, enforc-
ing policies to address privacy issues, and developing effective user authentication
techniques [81]. Moreover, considerations should extend to security, scalability,
and availability. Technologies like tamper-evident logging and advanced database
security could enhance blockchain–AI mechanisms [81].

(c) System scalability: Blockchain scalability, determined by data storage and transac-
tion rates, often conflicts with the storage needs of AI algorithms for training data
and transactions [85]. Current well-known blockchain systems, like Bitcoin and
Ethereum, have limited transaction capacities, which are insufficient compared to
the needs of platforms like Facebook or applications like smart grids [18,85]. Solu-
tions like sharding and sidechain aim to improve blockchain efficiency by facilitating
transactions outside the main chain and revamping consensus algorithms [166,167].
The emergence of new, more efficient consensus mechanisms like Graphchain and
Algorand offers promise, but further research is needed to enhance system scala-
bility [168,169]. As big data evolve and computing systems develop, blockchain
must adapt to become more scalable, distributed, and heterogeneous, requiring
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sophisticated data management and transparency policies [81]. No less important,
the integration of AI with blockchain holds potential for advanced data analytics
and automated decision making within secure blockchain networks. However, this
convergence presents challenges, including scalability and computational demand.
AI can optimize blockchain operations and improve transparency in automated pro-
cesses, but ethical and practical implications must be considered to ensure fairness
and efficiency.

(d) Blockchain security: Despite blockchain’s reliable security mechanisms, research [20,170]
indicates that blockchain systems are susceptible to cyberattacks, with a significant
vulnerability rate. Additionally, consensus mechanisms relying on miners’ hash
rates could centralize decentralized systems, particularly in public blockchains
like Ethereum or Bitcoin [18]. To address this, technologies like Intel SGX [171]
have been developed, integrating specific hardware to enhance Trusted Execution
Environments (TEEs). Nevertheless, this area requires further research to bolster
the efficacy of blockchain–AI technology. Some practitioners have investigated the
combination of TEEs and blockchains to maintain confidentiality and privacy within
smart contracts [172,173]. Note that the TEE is a secure section within the main
processor, dedicated to safeguarding sensitive data. This isolated environment,
known as an enclave, ensures that confidential information can be stored, processed,
and safeguarded [174]. There have been various instances of TEEs; one specific
example is Intel Software Guard Extensions (SGX) [175]. The implementation of
Intel’s new SGX trusted hardware enables an authenticated data feed system acting
as a bridge between smart contracts and existing websites to deliver datagrams with
a significant level of reliability and trustworthiness [174].

(e) Smart contract security: Smart contracts should be devoid of errors and vulnera-
bilities to prevent cyberattacks. For instance, the Ethereum-based Decentralized
Autonomous Organizations (DAOs) were compromised in 2016 due to code vulnera-
bilities, resulting in significant Ether losses [18,81]. Addressing these issues requires
better blockchain engineering and coding practices in programming languages like
Solidity and Chaincode. Developing tools for vulnerability assessment in smart
contracts is critical [156,160,176]. Additionally, deterministic outcomes in smart
contracts could impact decentralized AI algorithms, necessitating new approaches
for predictable outcome mechanisms and consensus protocol redesign [18].

(f) Decentralized oracle in smart contracts: Smart contracts rely on external functions
for execution, often requiring third-party oracles. This reliance could centralize
decentralized systems, contradicting blockchain’s advantages [177]. Solutions like
Chainlink aim to bridge this gap, but further development is needed to meet indi-
vidual and business needs.

(g) Emergence of fog computing: Fog computing extends cloud computing capabilities
to edge networks. In autonomous vehicles, for example, blockchain can secure
high-integrity AI-processed data, with fog computing enhancing system speed [121].
Kumar et al. [178] proposed securing smart contracts in blockchain–IoT systems
using AI algorithms and fog computing for DDoS attack detection. Nevertheless,
the application of fog computing in blockchain still faces challenges like automated
billing and charging in self-driving trucks, necessitating intelligent systems for user
authentication and authorization [121].

(h) System governance: Managing blockchain systems with multiple users poses gov-
ernance challenges: Who administers and maintains the systems, deploys nodes,
creates smart contracts, resolves disputes, selects oracles, and operates off-chain
activities? These questions open research opportunities for developing effective
governance models [18,81].

(i) Cryptocurrency transaction fee: Blockchain services like Bitcoin and Ethereum re-
quire transaction fees [31,179,180]. Third parties may absorb these fees to encourage
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user participation, but the trustworthiness and efficacy of their validation algorithms
remain a concern.

(j) Standards, interoperability, and regulation requirements: Formal standards for
blockchain technology are yet to be established. Organizations like IEEE, ITU,
and NIST are working on standards for blockchain interoperability and infrastruc-
ture [181,182]. Recommendations, regulations, and policies are needed to support
blockchain applications and prevent misuse. Developing new models and mech-
anisms for AI algorithms, especially in public blockchain platforms dealing with
financial transactions and digital money, is an emerging challenge that calls for
further exploration.

7. Conclusions

The comprehensive meta-survey on the convergence of blockchain technology and
AI, undertaken in this work, yields significant insights and findings that underscore the
metamorphic potential of this integration across various domains. We analyzed a wide
range of research papers, leading to a deeper understanding of how the fusion of these
two technologies is reshaping traditional systems and introducing innovative features.
Altogether, the most notable takeaways from our review of the pertinent literature can be
summarized as follows.

• Identification of major trends: Our analysis revealed prominent trends in the appli-
cation of blockchain and AI technologies operating in tandem, highlighting their
impact on enhancing data security, privacy, and efficiency in systems ranging from
IoT applications to financial services.

• Emergence of novel features: The integration of blockchain and AI has led to the
emergence of novel features and functionalities. These have been categorized into
three primary groups: data manipulation, potential system, and hardware issues, each
consisting of various sub-characteristics that collectively contribute to the robustness
and versatility of the resulting fused technology.

• Application across sectors: A detailed analysis of the diverse applications of blockchain/
AI-based technology was offered. It indicatively underscored how the synergy of
blockchain and AI is not only enhancing existing systems, but also paving the way for
new applications, particularly in improving smart contract capabilities.

• Challenges and future research directions: A key aspect of this work was identifying
the challenges and potential research areas. Specifically, it highlighted the need for
further exploration in scalability, security, and the development of more efficient and
interoperable systems within the fused blockchain/AI domain.

Altogether, the paper at hand has demonstrated that the convergence of blockchain
and AI holds immense promise for revolutionizing various sectors. It provides a roadmap
for future research and development efforts, guiding researchers and practitioners towards
leveraging these technologies’ full potential.

The exploration of AI-designed blockchains, the enhancement of smart contract se-
curity, and the development of AI-agent-based smart contracts, alongside the adoption
of modern governing models such as DAOs, underscores the urgent need for empirical
research studies. These studies are crucial for rigorously testing the integration of AI with
blockchain technology, underscoring the indispensable role of interdisciplinary collabo-
ration. Additionally, they spotlight the necessity of weaving in legal frameworks and
recognizing the interconnectedness of the cyber–physical ecosystem to adeptly address
complex challenges. This holistic approach emphasizes the importance of not only advanc-
ing technological synergies, but also ensuring that these advancements are underpinned
by robust legal structures and are seamlessly integrated into the fabric of our digital and
physical environments, navigating the nuances of both realms effectively. We aspire that the
insights gathered from this study will contribute to the ongoing discourse in the field, laying
the groundwork for future innovations and advancements in blockchain and AI integration.
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