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Figure S1. Evident of detecting the MortalKombat ransomware by Windows Defender. 

Figure S2. Windows Defender logs after detection the MortalKombat variant. 

Figure S3. Windows Defender logs showing the detection of the MortalKombat ransomware 

download. 



 

Figure S4. Smart App Control popup when attempting to run the MortalKombat executable. 

 

Figure S5. Windows Defender detecting Cerber upon extraction. 

 

Figure S6. Windows Defender prevented the user from manually executing the Cerber exe. 

 

Figure S7. Windows Defender logs showing the detection of the Cerber ransomware. 



 

Figure S8. The Windows Defender logs entries in the hardened environment indicating the 

detection of Cerber ransomware.  

 

Figure S9. Chrome giving the user the option to allow executables. 

 

Figure S10. Smart App Control popup when attempting to run the Cerber executable. 

 

Figure S11. Windows Defender Logs showing the detection of Hive Ransomware in the Default 

testing environment. 



 

Figure S12. Windows Defender Logs showing action taken to protect local machine from Hive 

Ransomware. 

 

Figure S13. Hive Ransomware being detected in transit in Microsoft Edge browser. 


