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Abstract: Deepfakes are digital audio, video, or images manipulated using machine learning algo-
rithms. These manipulated media files can convincingly depict individuals doing or saying things
they never actually did. Deepfakes pose significant risks to our lives, including national security,
financial markets, and personal privacy. The ability to create convincing deep fakes can also harm
individuals’ reputations and can be used to spread disinformation and fake news. As such, there is
a growing need for reliable and accurate methods to detect deep fakes and prevent their harmful
effects. In this paper, a hybrid convolutional neural network (CNN) and recurrent neural network
(RNN) with a particle swarm optimization (PSO) algorithm is utilized to demonstrate a deep learning
strategy for detecting deepfake videos. High accuracy, sensitivity, specificity, and F1 score were
attained by the proposed approach when tested on two publicly available datasets: Celeb-DF and
the Deepfake Detection Challenge Dataset (DFDC). Specifically, the proposed method achieved an
average accuracy of 97.26% on Celeb-DF and an average accuracy of 94.2% on DFDC. The results were
compared to other state-of-the-art methods and showed that the proposed method outperformed
many. The proposed method can effectively detect deepfake videos, which is essential for identifying
and preventing the spread of manipulated content online.

Keywords: deep learning; fake videos; detection; optimization

1. Introduction

Deepfake technology is a fast-growing field that produces extremely realistic untrue
media through the use of machine learning (ML) and artificial intelligence (AI) tech-
niques. [1]. Such media can be used for malicious purposes, including disinformation
campaigns, identity theft, and cyberbullying. Although traditional techniques such as
image manipulation software have been used for years to create fake media, Al in deepfake
makes detecting and defending against such forgeries significantly more challenging.

Deepfakes can take on various forms, including fake images or videos that are in-
distinguishable from real ones. In the case of deepfake images, Al algorithms generate
realistic images of individuals who have no existence, which can be exploited for fraudulent
activities [2]. In contrast, deepfake videos involve manipulating existing video footage to
create new videos that are difficult to differentiate from genuine ones. These techniques
can be used to create false narratives or to blackmail individuals by creating fake video
evidence of their activities [3].

However, despite the increasing sophistication of deepfake technology, some indi-
cators can still be used to detect fake media, such as facial inconsistencies or lighting
discrepancies [4]. To identify deepfakes, advanced methods such as machine learning
algorithms can be used to identify patterns indicative of fake media. For example, machine
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learning models can be trained to recognize the difference between a real face and a syn-
thetic one [5]. Optimization algorithms such as particle swarm optimization (PSO) can be
leveraged to refine the model’s accuracy in detecting deepfake [6].

The emergence of deepfake technology has led to significant concerns regarding its
potential for misuse. While traditional techniques for detecting fake media may no longer
be effective against deepfakes, advanced techniques such as machine learning algorithms
and optimization algorithms such as PSO hold great promise for identifying fake media
and mitigating the harms associated with their use.

Detecting lower-quality deepfakes is a relatively straightforward task, as inconsis-
tencies in skin tone, poor lip-synching, and visual artifacts around transposed faces are
commonly observed characteristics [7]. Additionally, reproducing fine details, such as
individual hair strands, remains a significant challenge for deepfake technology [8]. Other
notable markers include poorly rendered jewelry, teeth, and unusual lighting effects, such
as uneven illumination and iris reflections [9].

In response to the growing concern over the prevalence and harmful potential of
deepfake, numerous entities, including governments, academic institutions, and tech
companies, have begun to fund research efforts to identify and mitigate this technology’s
adverse effects [10]. One such initiative is the Deepfake Detection Challenge, supported
by Microsoft, Facebook, and Amazon, which has been established to promote healthy
competition among global research teams in developing robust detection algorithms [11].

The primary objective of deepfake research is to achieve high accuracy in detecting
various forms of fake videos on social media or the web while minimizing false positives.
This is critical for creating a secure environment and reducing the spread of rumors and
misleading media messages that can lead to social and political turmoil [12].

The proposed approach of using hybrid deep learning algorithms and PSO optimiza-
tion is chosen due to its potential to improve the detection rates of deepfake compared to
existing models [13]. Other techniques, such as traditional image and video analysis, may
not be effective in detecting deepfake due to the advanced Al and ML techniques used to
create them [14]. Deepfake are highly realistic, and traditional detection methods may fail
to identify them, as they are not designed to account for the complexity and sophistication
of Al-generated media. Therefore, the proposed approach of using advanced deep learn-
ing algorithms and optimization techniques is essential for improving the accuracy and
reliability of deepfake detection.

Considering how common deepfakes are becoming and the possible harm they can
inflict, such as identity theft, extortion, sexual exploitation, reputational damage, and
harassment, it is crucial to have efficient detecting techniques to mitigate their effects.
This research addresses this need by leveraging advanced technologies to improve the
accuracy of deepfake detection, ultimately contributing to a safer and more secure digital
environment.

2. Related Work

In this paper, we aim to propose a new approach for detecting deepfakes which utilizes
a hybrid deep learning algorithm and particle swarm optimization (PSO) to improve the
detection rates compared to existing models. Our proposed technique is motivated by the
growing number of deepfakes being produced and the potential harm they can cause, such
as identity theft, extortion, sexual exploitation, harm to one’s reputation, and harassment.

For identifying deepfakes, the authors in [15] presented a convolutional vision trans-
former (CVT) that consists of two main components: a vision transformer and a CNN
(ViT). Learnable features are extracted by the CNN, and the learned features are classified
as input by the ViT via an attention method. The model was trained on the Deepfake
Detection Challenge Dataset (DFDC), yielding an accuracy rate of 91.5 percent, an AUC
value of 0.91, and a loss value of 0.32. The contribution is the inclusion of a CNN module
in the ViT architecture by the authors and the achievement of a competitive result on the
DFDC dataset.
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For manipulated video, a deepfake detection model is proposed in [16], and its cor-
rectness is ensured by a sufficient weight. The suggestion suggested a CNN-based model,
flexible classification with a dynamic threshold, manual distillation extraction, target-
specific area extraction, data augmentation, frame, and multi-region ensemble. Content
from past studies on the distillation technique served as the foundation for the model’s
development. The proposed model can lessen the overfitting problem, which is a common
and significant problem affecting the quality of many models. The Deepfake Detection
Dataset (DFDC) uses the model to achieve 0.958 AUC and 0.9243 F1 score.

You look once—convolutional neural network—extreme gradient boosting is the sug-
gested deepfake detection approach (YOLO-CNN-XGBoost) [17]. The InceptionResNetV2
CNN extracts features from these faces after the YOLO face detector has extracted the
face region from video frames. These attributes are sent into the XGBoost, which serves
as the CNN network’s top-level recognizer. The proposed method achieved 90.62% of
an area under the receiver operating characteristic curve (AUC), 90.73% accuracy, 93.53%
specificity, 85.39% sensitivity, 85.39% recall, 87.36% precision, and 86.36% F1 measure on
the CelebDF-FaceForencics (c23) merged dataset.

Deepfake films may be identified using unsupervised detection methods. The primary
idea behind the technology is that while a computer often creates the facial region in the
deepfake video, it is captured by the camera in the real video. As a result, the two movies
have completely different provenances. The PRNU fingerprint of each video frame—real
or fake—is first retrieved in order to cluster the full-size identical source video. Second, the
noise print from the video’s face region is extracted to identify the deepfake sample in each
cluster. According to numerical experiments, the suggested unsupervised technique works
well on the dataset and the benchmark FaceForencies (FF) dataset [18].

In [19], convolutional neural networks (CNN) and recurrent neural networks, in com-
bination with transfer learning in AutoEncoders, are proposed as a method for detecting
false videos (RNN). To determine if the model is generalizable, unseen test input data are
examined. Additionally, the impact of residual picture input on the model’s accuracy is
examined. Results are shown for both cases of using and not using transfer learning to
demonstrate the efficacy of transfer learning.

To identify deepfake films, You Only Look Once convolution recurrent neural networks
(YOLO-CRNNSs) have been proposed in [20]. Once the face areas in each video frame have
been identified by the YOLO face detector, a tailored EfficientNet-B5 is employed to extract
the spatial properties of these faces. To extract the temporal properties, these features are
supplied as input sequences into bidirectional long short-term memory (Bi-LSTM). Next, a
new large-scale dataset called CelebDF-FaceForencics, which combines FaceForencies with
Celeb-DF, is used to test the new approach. With the pasting data technique, it achieves
an area under the receiver operating characteristic curve (AUROC) score of 89.35%, an
accuracy of 89.38%, a precision of 85.5 percent, a recall of 83.15 percent, and an F1 measure
of 84.3 percent.

In [21], authors explained using an integral video frame extraction approach to detect
fraudulent movies using a neural network, which will speed up finding deepfake films.
InceptionV3 and Resnet50 were passed up for pairing with our classifier in favor of the
Xception net. The model is a method for detecting visual artifacts. The following classifier
network uses the CNN module’s feature vectors as input to categorize the video. Deepfake
Detection Challenge and Face Forensics datasets were used to achieve the best model. The
model achieved 92.33% accuracy using the combined dataset of the Face Forensics and
Deepfake Detection Challenge datasets and 98.5% accuracy using the Face Forensics dataset.

In [22], authors suggested a particular self-distillation fine-tuning technique to boost
the detector’s performance and resilience further. The collected features may then be used
to create a powerful and accurate deepfake video detector by concurrently describing the
latent patterns of films across spatial and temporal frames. Extensive testing and in-depth
analysis demonstrate the efficacy of their methodology, as shown by the achievement of
the highest area under curve (AUC) score of 99.94% on the Face Forensics benchmark and
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the surpassing of 12 accuracy levels of at least 7.90% and 8.69% on the demanding DFDC
and Celeb-DF (v2) benchmarks, respectively.

A portable 3D CNN is suggested in [23] for deepfake detection. With fewer parameters,
the channel transformation module is designed to extract characteristics at a higher level.
To integrate spatial data with a temporal dimension, 3D CNNs are employed as a spatial—-
temporal module. In order to enhance the performance of the spatial-temporal module,
spatial-rich model characteristics are extracted from the input frames to suppress frame
content and highlight frame texture. Experimental results show that the proposed network
performs better on popular deepfake data sets than other deepfake detection algorithms
and requires fewer parameters than existing networks.

In [24], authors suggested a vision transformer model using a distillation approach to
identify bogus videos. A CNN features and patch-based positioning model that interacts
with all places to identify the artifact region in order to address the issue of false negatives
are built. Through a comparative analysis of the Deepfake Detection (DFDC) Dataset,
the proposed method using patch embedding as input using the combined CNN features
achieved 91.9 f1 scores and 0.978 accuracy.

To ensure the novelty and effectiveness of our approach, we will compare it with
the existing state-of-the-art models, such as the convolutional vision transformer (CVT)
proposed by Wodajo et al., the deepfake detection model for altered video suggested
by Tran et al., the You Only Look Once convolutional neural network extreme gradient
boosting proposed by Ismail et al., the unsupervised detection methods for deepfake videos
suggested by Zhang et al., the combination of CNNs and RNNs proposed by Suratkar et al.,
the You Only Look Once convolution recurrent neural networks (YOLO-CRNNSs) proposed
by Ismail et al., the crucial video frame extraction approach proposed by Mitra et al., the
self-distillation fine-tuning technique proposed by Ge et al., and the portable 3D CNN
suggested by Liu et al. A summary of the state-of-the-art models is represented in Table 1.

Table 1. Related work summary.

Author Dataset Algorithm Accuracy Results %
Wodajo [19] DFDC CNN 91.5
Tran [20] DFDC CNN 92.4
Ismail [24] CelebDF-FaceForencics ~ YOLO-CNN-XGBoost 90.62
Mitra [25] FaceForencies Resnet50-CNN 92.33
Ge [26] CelebDF-FaceForencics CNN 95
Liu [27] FaceForencies CNN 92
Heo [28] CelebDF-FaceForencics CNN 96

We believe that our proposed hybrid deep learning algorithm and PSO optimization
technique will outperform the existing models, as it combines the strengths of both deep
learning algorithms and optimization techniques. Our approach considers existing models’
limitations and incorporates PSO optimization to enhance the model’s performance in
identifying fake videos. By conducting rigorous experiments and comparing the results
with the state-of-the-art models, we aim to demonstrate the effectiveness of our proposed
approach in detecting deepfake with higher accuracy and lower false positive rates.

3. Technical Background
3.1. Convolutional Neural Network (CNN)

CNNs are a type of deep learning model frequently employed for feature extraction in
deepfake detection [25]. CNNs are particularly well-suited for this task because they can
learn spatial and temporal features from the video frames [26].

The convolutional, pooling, and fully connected layers form the CNN architecture.
During the forward pass, each layer applies a set of mathematical operations to the input
video frames to extract a different set of features [27].
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The task of obtaining spatial features from the video frames falls to the convolutional
layers. The convolutional layer uses a convolution operation, which is a mathematical
technique that determines the dot product of a set of weights or kernels—learned filters—
and the input video frames. The convolution operation is given by [28]:

i=a J=b

foy)= ) Y wij)*x(x+iy+j) (1)

i=—aj=—b

where f(x,y) is the output feature map, x and y are the spatial coordinates of the input video
frames, w(i)j) is the learned filters, and * denotes the dot product.

The feature maps are down-sampled and the spatial dimensions of the input video
frames are reduced by the pooling layers. The values of a small neighborhood in the feature
maps are summarized by the pooling layers by the use of a mathematical procedure known
as the pooling operation. The most common pooling operation is max pooling, which is
given by:

f(x,y) = max(x,y) (2)

where f(x,y) is the output feature map, and x and y are the spatial coordinates of the input
feature map.

To create the final output, the fully connected layers merge the features that were
retrieved from the pooling and convolutional layers. The fully connected layers apply an
activation function, a bias term, and a dot product operation between the input feature
maps and a set of learned weights. The dot product operation is given by:

y=f(Wx+b) 3)

where Wx is the weight matrix, b is the bias vector, f is the activation function, and x is the
input feature maps. The pre-activation, denoted by y, is the result of this procedure. Finally,
the output of the CNN can be used for a specific task, such as deepfake detection. The
output can be fed into a fully connected layer followed by a Softmax activation to obtain
the final classification.

3.2. Long Short-Term Memory (LSTM)

After extracting features from deepfake videos with a CNN, the next step is to use
a classifier to determine whether the videos are real or fake. Long short-term memory
(LSTM) networks are a common classifier for sequence data, such as video. LSTMs are
recurrent neural networks (RNNs) that have been suitable for handling sequential data,
such as videos, because they can maintain and update a hidden state over time, allowing
them to capture temporal dependencies in the data.

The following formula determines the input gate, which regulates the amount of
information that enters the cell:

it = o(Wixy + Uihy—1 + b;) 4)

where Wi, Ui, and bi are the learned weights and biases; /; _; is the prior hidden state; x; is
the input feature maps; and o is the sigmoid activation function.

The forget gate controls the flow of information from the previous hidden state to the
current hidden state and is given by the following formula:

ft = U'(fot + ufht—l + bf) (5)

where Wy, Uy, and by are the learned weights and biases and o is the sigmoid activation
function.
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The output gate, which is determined by the following formula, regulates the informa-
tion flow from the cell to the current hidden state:

where W, U,, and b, are the learned weights and biases and ¢ is the sigmoid activation
function.
The LSTM cell computes the candidate hidden state c;, by the following formula:

ct = ft * Cp_1 + I * tanh(cht + Uch;_1 + bc) (7)
Finally, the currently hidden state /; is computed by:
hy = o; * tanh(c;) (8)

Once the LSTM cells have processed all the video frames, the final hidden state is
passed through a fully connected layer and then a Softmax activation to obtain the final
classification of the deepfake video.

4. Methodology
4.1. Datasets

Large-scale and difficult, the Celeb-DF dataset [29] was created specifically for deepfake
forensics. Along with 5639 related deepfake videos, it includes 590 unique videos gathered
from YouTube that feature subjects of various ages, genders, and races. Several techniques,
such as facial reenactment and face swapping, were used to create deepfake films.

The videos in the dataset vary from several seconds to a few minutes and have a
resolution of 1080p or higher. The Celeb-DF dataset also includes ground truth annotations
that indicate whether a video is an original or a deepfake. Additionally, the dataset includes
multiple difficulty levels, with videos labeled as easy, medium, or hard based on the level
of realism and complexity of the deepfake [30].

The dataset has been widely used in research for deepfake detection, and it provides
an essential resource for developing and evaluating deepfake detection algorithms. The
availability of the Celeb-DF dataset has facilitated the development of more effective
and accurate deepfake detection techniques, which is crucial in combatting the spread of
malicious deepfake content [31].

The Deepfake Detection Challenge Dataset [32] is a large dataset consisting of manipu-
lated videos intended to test and assess the effectiveness of deepfake detection models. It was
created by Facebook, Microsoft, and other partners as part of a competition to develop new
and improved methods for detecting deepfake. The dataset consists of over 100,000 videos of
varying lengths and quality, including real and fake videos, and covers various scenarios and
situations [33].

To ensure the integrity and privacy of the dataset, it is only available to approved
competition participants, and access is strictly controlled. The full training set is over
470 GB and is available as a single large file or as 50 smaller files, each approximately
10 GB. The dataset has been used extensively in the research and development of deepfake
detection methods and has contributed significantly to advancements in the field [34].

4.2. Proposed Method

Deepfake videos have grown increasingly problematic in recent years, as they can be
used to manipulate the public’s views and distribute misleading information. Detecting
deepfake videos is critical for ensuring the integrity of digital media. The present research
presents a hybrid deep learning model that combines a CNN and an RNN to detect deepfake
videos. The weight and bias values of the CNN and RNN are tuned using particle swarm
optimization (PSO), a bio-inspired optimization algorithm.
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From Figure 1 the first step in deepfake video detection is preprocessing and extracting
the video frames. These frames are then converted into a suitable format for input into
the CNN. Next, the CNN and RNN are pre-trained on a large dataset of real and deepfake
videos to extract meaningful features from the video frames. The pre-trained CNN and
RNN are then fine-tuned on the deepfake video detection task.

1 1  ———
R

Split Dataset
CNN Feature (Training and Testing)

Extraction

Image
Augmentation

Training and Testing
Image Resize Feature Generate Features Classification 1
Engineering RNN-LSTM Obtain Hyper

1 ChN l Parameter and

Deepfake
Dataset

Threshold

RNN (LSTM)

Image Reshape PSO Optimization

Classification

Detection and
Results

Image DeNoise

| I

Compute Best
Fitness

Figure 1. Proposed method flowchart.

The weights and biases of the CNN and RNN are initialized using PSO, and the model
is trained on the deepfake video detection task, updating the weights and biases based on
the gradients of the loss function. A threshold is applied to the output of the RNN to make
the final classification decision, with the video being classified as a “deepfake” if the output
is above a certain threshold and “real” if the output is below the threshold.

The performance of the fine-tuned CNN-RNN model is evaluated on a validation set
using performance metrics such as accuracy, precision, and recall. The hyperparameters of
the PSO algorithm, such as the learning rate, are adjusted to achieve optimal performance
on the deepfake video detection task. This process is repeated until the model’s performance
on the deepfake video detection task is satisfactory.

Finally, the fine-tuned CNN-RNN model is applied to each video in the input set to
extract features from the video frames and classify the video as “real” or “deepfake”. The
classification of each video in the input set is returned as the output.

The pseudocode for the proposed method is illustrated in Algorithm 1.

Algorithm 1. The proposed deepfake detection model.

Input: A set of videos, including both real and deepfake videos.
Output: The classification of each video as either “real” or “deepfake”.

1:  Preprocess the videos to extract the video frames and convert them into a suitable format for
input into the CNN.

2:  Pre-train the CNN and RNN on a large dataset of real and deepfake videos to extract
meaningful features from the video frames.

3:  Fine-tune the pre-trained CNN and RNN on the deepfake video detection task.

4:  Initialize the weights and biases of the CNN and RNN using particle swarm optimization
(PSO) or another optimization algorithm.

5:  while not converge and the maximum iterations not reached do

6: Train the CNN and RNN on the deepfake video detection task, updating the weights
and biases based on the gradients of the loss function, which measures the difference
between the predicted output and the true labels.
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Algorithm 1. Cont.

7: Apply a threshold to the output of the RNN to make the final classification decision. If
the output of the RNN is above a certain threshold, classify the video as “deepfake”. If the
output is below the threshold, classify the video as “real”.

8: Evaluate the performance of the fine-tuned CNN-RNN model on a validation set using
performance metrics such as accuracy, precision, and recall.
9: Adjust the hyperparameters of the optimization algorithm, such as the learning rate, to

achieve optimal performance on the deepfake video detection task.
10: end while
11:  for each video in the input set do

12: Apply the fine-tuned CNN-RNN model to extract features from the video frames and
classify the video as “real” or “deepfake”.
13:  end for

14:  Return the classification of each video in the input set.

4.2.1. Preprocessing

In deepfake detection, preprocessing the videos is an essential step to extract features
that can be used to identify manipulated videos. One common preprocessing step is
video segmentation. This step involves splitting the video into smaller segments, such as
frames or clips, which can be processed separately. This step can be useful for reducing the
computational complexity of the feature extraction process.

Another important preprocessing step is video resizing. This step involves changing
the resolution of the video to a standard size. This is useful for ensuring that the video is
compatible with the feature extraction algorithm and that the features extracted are not
affected by the resolution of the video. Video normalization, which involves adjusting the
video’s brightness, contrast, and color to a standard range, is also important. This is useful
for ensuring that the features extracted are not affected by variations in lighting or color.

In addition to video segmentation, resizing, and normalization, other important
preprocessing steps should be taken in deepfake detection. Video compression can help
reduce the size of the video by removing redundant information, which is useful for
reducing storage and computational requirements. Video stabilization is another important
step, which removes the effects of camera motion from the video, reducing the variability
of the features extracted. Additionally, audio extraction can be useful to extract the audio
track from the video and process it separately, providing information about the video’s
authenticity. Inter-frame and spatial-temporal analyses are also critical, as analyzing
the video in both spatial and temporal domains can provide insights into the video’s
authenticity. By comparing different video frames, it is possible to detect manipulation
in the video by looking at the changes in the frames. These preprocessing steps ensure
accurate and reliable feature extraction for deepfake detection.

Our paper followed a standard preprocessing pipeline to extract features from the
video frames for deepfake detection. We segmented the videos into smaller clips with
a length of 1 s, which can be processed independently, thus reducing the computational
complexity. Then, we resized the clips to a standard resolution of 256 x 256 pixels to
ensure compatibility with the feature extraction algorithm and to avoid any resolution-
based variations in the features. After resizing, we normalized the clips using the Z-score
normalization technique, which involves subtracting the mean and dividing by the standard
deviation of each clip’s pixel values.

This process adjusts the video’s brightness, contrast, and color to a standard range,
reducing the effect of variations in lighting and color on the extracted features. We also
applied video stabilization to remove camera motion effects from the clips, which can cause
feature variations. Furthermore, we extracted the audio track from each clip and processed
it separately to obtain additional information about the video’s authenticity. Lastly, we
performed inter-frame and spatial-temporal analysis on the clips to compare different
frames and detect any changes in the frames, which can indicate manipulation in the video.
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Image augmentation is employed here to generate new images from the existing data
set, increasing the dataset’s size and improving the CNN model’s performance. This can be
accomplished by applying various transformations to the original image, such as modifying
the color, brightness, and contrast. During training, image augmentation exposes the CNN
to more possibilities of altered images, which helps the model become more resilient to
changes in the input data. This lessens overfitting and enhances the CNN'’s performance
for generalization, enabling it to function better on unseen data.

Image denoising is the process of taking out noise from an image. Images with
noise might be of lower quality and more challenging to comprehend. By minimizing
or eliminating noise, image denoising algorithms seek to return an image to its original
quality while maintaining the image’s important features. Additionally, removing noise
from images will result in having better quality images that influence the training process
and thus the performance of the model.

The Synthetic Minority Oversampling Technique (SMOTE) is a technique used to
ensure that overfitting does not occur during the training and testing phases of the dataset,
as well as to overcome the imbalance problem of a class in the dataset.

The feature extraction layers of the CNN model are in charge of deriving coherent
groupings from the input data; for example, for face recognition, CNN extracts facial
features like the eyes, nose, and so on. The retrieved features are mapped to the intended
classes via the classification layers. A filter is applied to the input after it has passed through
several convolution layers in order to produce smaller data.

4.2.2. PSO

Swarm optimization is a metaheuristic optimization technique that can optimize
various parameters in deep learning models. In the case of detecting deepfake videos, a
hybrid deep learning model that combines convolutional neural networks (CNNs) and
recurrent neural networks (RNNs) can be used to maximize performance. It can be used
to find the optimal values of the model parameters that maximize its performance on the
deepfake detection task.

This could entail developing a fitness function for evaluating the model’s effectiveness
and utilizing the swarm optimization technique to iteratively change the parameters.
The idea of a swarm of particles, each of which represents a potential solution to the
optimization problem, is the foundation of the swarm optimization algorithm. The particles
navigate the search space, interacting with one another and modifying their positions in
response to their own experiences as well as those of their neighbors. The swarm finds the
best solution by iteratively updating its location.

Numerous factors, such as learning rates, batch sizes, and the number of hidden layers
in the model, can be optimized using the technique. The deepfake detection model can be
optimized using swarm optimization for improved accuracy and efficiency. The proposed
method with a hybrid CNN-RNN model with the following parameters (depending on
each dataset due to the model layers and networks being different in each dataset):

Number of layers in the CNN (L)

Number of neurons in each layer of the CNN (N)
Activation functions used in the CNN (A)
Number of layers in the RNN (R)

Number of neurons in each layer of the RNN (M)
Activation functions used in the RNN (B)

The PSO algorithm iteratively adjusts the values of the parameters L, N, A, R, M, and

B using the following steps:

e Initialize the particles in the swarm with random values for the parameters L, N, A, R,
M, and B.

e  Evaluate the fitness of each particle by training the model with the parameters’ current
values and measuring the validation set’s accuracy.
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e According to each particle’s fitness, update its global best position and personal best
position. A particle’s own best position is the optimal combination of parameters it
has come across. The optimal combination of characteristics that every particle in the
swarm encounters is known as the global best position.

e Update the velocity and position of each particle based on its personal best position
and the global best position using the following equations:

vl[i,t+ 1] = w x v[i, t] + cl * r1 * (pbest[i] — x[i, ]) + 2 x 12 *x (gbest — x[i, t])x[i, t + 1] = x[i, ] + v[i,t + 1] (9)

where o[i,t] is particle i’s velocity at time ¢; x[i,¢] is particle i’s position at time f; w
is the inertia weight; c1 and c2 are the acceleration constants; r1 and r2 are random
numbers ranging from 0 to 1; pbest[i] are particle i’s personal best positions; and best is
the global best.

e  The PSO algorithm will continue to update the values of the parameters until the
global best position is found, which corresponds to the set of parameters that maximize
the model’s accuracy on the validation set.

4.2.3. CNN-RNN Fine-Tuning

Fine-tuning a CNN-RNN model for deepfake video detection involves several impor-
tant steps. The first step is pre-training the CNN and RNN on a large dataset of real and
fake videos to extract meaningful features from the video frames. This allows the model
to recognize the general characteristics of real and fake videos, which can be useful for
fine-tuning the model on the deepfake video detection task.

The pre-trained CNN and RNN can be a starting point for fine-tuning the deepfake
video detection task. The weights and biases of the CNN and RNN can be fine-tuned to fit
the characteristics of the deepfake video dataset, improving the model’s performance. An
optimization algorithm, such as particle swarm optimization (PSO), can be used to change
the weights and biases of the CNN and RNN in order to reduce the loss function, which
quantifies the gap between predicted and true labels.

The hyperparameters of the optimization algorithm, such as the learning rate, can
be fine-tuned to achieve optimal performance on the deepfake video detection task. This
involves finding the best values for the hyperparameters to maximize the model’s perfor-
mance on the deepfake video detection task.

42.4. CNN

The CNN operates on individual video frames and uses a series of convolutional
and pooling layers to extract meaningful features from the raw pixel data. The convolu-
tional layers use filters on the incoming data to recognize patterns and features like edges
and textures. The pooling layers then down-sample the feature maps generated by the
convolutional layers, lowering spatial dimensions while maintaining the most critical data.

The extracted features from the CNN are then passed to the RNN, which uses a
sequence of recurrent cells to process the temporal information in the video. The RNN can
handle variable-length data sequences, making it well-suited for processing video data
where the length of the sequence (the number of frames) can vary.

The input to the model is a sequence of N video frames, where each frame is repre-
sented as a H x W x 3 matrix, where H and W are the height and width of the frame in
pixels, respectively, and 3 is the number of color channels (red, green, and blue).

The CNN takes as input the video frames and extracts features using a series of
convolutional and pooling layers. The output of the CNN is a sequence of N feature maps,
each with dimensions F X T x C, where E, T, and C are the number of filters, temporal
dimensions, and channels, respectively.

The extracted features are then passed to the RNN, which processes the features using
a sequence of recurrent cells. The RNN takes as input the sequence of N feature maps and
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outputs a single vector of dimension D, representing the classification of the video as real or
fake. The output of the RNN can be calculated using the following mathematical equation:

h[t] = RNN(h[t — 1], x[t]) (10)

h[t] = RNN(h[t — 1], x[t]) (11)

where y is the RNN’s output, W and b are the output layer’s weights and bias, RNN is the
functions that compute the hidden state, and h[t] is the RNN'’s hidden state at time t. x[¢] is
the input feature map at time .

4.2.5. RNN

The RNN is designed to handle sequential data and is well-suited for processing the
temporal information in a video. The RNN uses a sequence of recurrent cells to process the
input features, where each recurrent cell takes the previous and current features as input
and produces an updated hidden state. The hidden state is used to capture the information
about the input sequence and is passed from one recurrent cell to the next.

N feature maps are the sequence that the RNN receives as input, each with dimensions
F x T x C, where F, T, and C are the number of filters, temporal dimensions, and channels,
respectively. The RNN processes the sequence of features using a sequence of recurrent cells
and produces a single vector of dimension D, representing the classification of the video as
real or fake. The output of the RNN can be calculated using Equations (10) and (11).

Optimizing the weights and biases in the recurrent neural network (RNN) can be
achieved using PSO or another optimization algorithm. The optimization algorithm adjusts
the weights and biases in the RNN based on the gradients of the loss function, which
measures the gap between the predicted output and the true labels.

The final classification decision in the deepfake video detection task is determined
by applying a threshold to the output of the RNN. The threshold separates the predicted
outputs into two categories, “fake” and “real”. The threshold value can be adjusted to
obtain the desired level of precision and recall. The proportion of correctly classified “fake”
videos is represented by precision, and the proportion of correctly classified “real” videos
is represented by recall.

5. Results

This section presented the experimental results for the CNN-RNN model developed
using the particle swarm optimization metaheuristic. These results were compared to the
state-of-art approaches used for deepfake detection. Initially, the hyperparameters used
in our experiments were chosen in order to accomplish the run and obtain the outcomes.
Some of these parameters were the PSO hyperparameters that controlled both the efficiency
and the outcome of such a metaheuristic. These parameters were as follows:

Swarm size, which denotes the number of particles in the algorithm = 15.
Number of iterations indicates the precise number of passes the best search algorithm
will carry out prior to optimization being finished = 8.

o  Cognitive coefficient (c1) indicates the extent to which the particle is affected by its
optimal position = 4.

e  Social coefficient (c2) indicates the extent to which the particle neighbors” optimal
positions affected it = 4.

After that, PSO was used to initialize the weights and biases of the CNN and RNN
model. Therefore, the hyperparameters for optimization for the CNN using particle swarm
optimization (PSO) were as follows:

Number of filters in the convolutional layer ranges from 16 to 64.
The filter size ranges from 3 and 6.

The stride ranges from 2 to 4

Drop Out = 0.4.
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Learning Rate = 0.01.
Epochs = 20.
Batch Size = 100.

The PSO algorithm will continue to update the values of the parameters until the
global best position is found.

As discussed in the previous section, our proposed method involves preprocessing
the videos to extract video frames and convert them into a suitable format for input into
the CNN. The pre-trained CNN and RNN models are fine-tuned for the deepfake video
detection task using PSO to initialize the weights and biases of the model. The model is
then trained on the deepfake video detection task using the loss function, which measures
the gap between the predicted output and the true labels. To make the final classification
decision, a threshold is applied to the output of the RNN.

We evaluate the performance of the proposed approach on a validation set using
performance metrics such as accuracy, precision, and recall. We also adjust the hyper-
parameters of the optimization algorithm to achieve optimal performance. Our findings
demonstrate that the suggested strategy outperformed other state-of-art techniques in
recognizing deepfake videos, achieving high accuracy in the process.

Table 2 shows the results from the first dataset, Celeb-DF.

Table 2. CELEB-DF dataset results.

RUN Accuracy Sensitivity Specificity F1 Score
1 97.40 96.84 97.94 97.35
2 97.12 97.14 97.09 97.14
3 97.25 97.39 97.09 97.39
4 97.17 98.36 95.24 97.17
5 97.35 98.36 96.15 97.56

Table 2 lists the outcomes of the first dataset, Celeb-DF. The suggested deepfake video
recognition method’s accuracy, sensitivity, specificity, and F1 score are displayed in the
table after five runs. The percentage of correctly classified videos is measured by accuracy,
the percentage of correctly recognized deepfake videos is measured by sensitivity, the
percentage of correctly identified actual videos is measured by specificity, and the harmonic
mean of precision and recall is measured by the F1 score.

The results show that the proposed method achieved high accuracy in detecting
deepfake videos on the Celeb-DF dataset. The accuracy ranged from 97.12% to 97.4%,
averaging 97.26%. The sensitivity of the proposed method ranged from 96.84% to 98.36%,
while the specificity ranged from 95.24% to 97.94%. The F1 score ranged from 97.14% to
97.56%.

The proposed method achieved high accuracy, sensitivity, and specificity on the Celeb-
DF dataset, which indicates that the method can effectively detect deepfake videos. The F1
score, a combination of precision and recall, also demonstrates that the proposed method is
well-balanced and can simultaneously achieve high precision and recall.

Table 3 shows the results from the second dataset, the Deepfake Detection Challenge
Dataset.

Table 3. Deep fake detection challenge data set results.

RUN Accuracy Sensitivity Specificity F1 Score
1 94.42 93.75 95.24 94.86
2 93.99 94.40 93.52 94.40
3 94.12 94.62 93.52 94.62
4 94.47 94.57 94.34 94.94
5 94.02 94.53 93.40 94.53
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The findings from the second dataset, the Deepfake Detection Challenge Dataset, were
displayed in Table 3. These results include the F1 score, sensitivity, specificity, and accuracy
of the suggested deepfake video detection technique. Five iterations of the suggested
procedure are used to generate the findings.

The accuracy of the proposed method on this dataset ranged from 93.99% to 94.47%,
with an average of 94.2%. The sensitivity ranged from 93.75% to 94.62%, while the specificity
ranged from 93.40% to 95.24%. The F1 score ranged from 94.4% to 94.94%.

The results indicate that the proposed method achieved high accuracy and F1 score
but lower sensitivity and specificity than the results obtained on the Celeb-DF dataset.
Nevertheless, the method can still effectively detect deepfake videos on this dataset, with
an average accuracy of 94.2%.

5.1. Results Discussion

The two tables presented, Tables 2 and 3, represent the results obtained from two
different datasets, Celeb-DF and the Deepfake Detection Challenge Dataset, respectively.
These tables are meant to serve as a comparison of how well the suggested deepfake video
detection technique performs using these two datasets.

Table 2 presents the results obtained from the Celeb-DF dataset, which includes
accuracy, sensitivity, specificity, and F1 score measures. The proportion of successfully
classified videos is measured by the accuracy mount, the percentage of correctly recognized
deepfake videos is quantified by the sensitivity, the percentage of correctly identified actual
videos is evaluated by the specificity, and the harmonic mean of precision and recall is
measured by the F1 score. The results show that the proposed method achieved high
accuracy, sensitivity, specificity, and F1 score on the Celeb-DF dataset. The accuracy ranged
from 97.12% to 97.4%, averaging 97.26%. The sensitivity of the proposed method ranged
from 96.84% to 98.36%, while the specificity ranged from 95.24% to 97.94%. The F1 score
ranged from 97.14% to 97.56%.

Table 3 presents the Deepfake Detection Challenge Dataset results, including accuracy,
sensitivity, specificity, and F1 score measures. The results are based on five runs of the
suggested method. Using this dataset, the suggested method’s accuracy varied from 93.99%
to 94.47%, with an average of 94.2%. The sensitivity ranged from 93.75% to 94.62%, while
the specificity ranged from 93.40% to 95.24%. The F1 score ranged from 94.4% to 94.94%.

The results of Table 3 indicate that the presented method achieved high accuracy
and F1 score but lower sensitivity and specificity compared to the results obtained on the
Celeb-DF dataset. Nevertheless, the method can still effectively detect deepfake videos
on this dataset, with an average accuracy of 94.2%. Tables 2 and 3 present the proposed
deepfake video detection method result on Celeb-DF and the Deepfake Detection Challenge
Dataset. The results show that the presented method achieved high accuracy, sensitivity,
specificity, and F1 score on both datasets, but the performance was better on the Celeb-DF
dataset. These findings suggest that the proposed method can effectively detect deepfake
videos on different datasets and can be useful in addressing the growing concern about
deepfake videos.

5.2. Results Comparison

The proposed method achieved high accuracy, sensitivity, specificity, and F1 score in
detecting deepfake videos on both the Celeb-DF and DFDC datasets. Table 2 show that
the proposed method achieved an average accuracy of 97.26% on the Celeb-DF dataset,
which outperformed the other methods in Table 4. However, on the DFDC dataset, the
suggested method achieved an average accuracy of 94.2%, lower than other methods in
Table 4. Nevertheless, the proposed method’s results are still competitive with the other
state-of-the-art methods. For instance, the proposed method achieved higher accuracy
than Wodajo and Ismail, who used CNN and YOLO-CNN-XGBoost algorithms on the
DEDC dataset. On the other hand, Ge and Heo achieved higher accuracy than the proposed
method on the Celeb-DF dataset, but their methods used only CNN without the RNN
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component. Therefore, the proposed hybrid method with PSO outperformed some other
methods, showing the proposed method’s effectiveness in detecting deepfake videos on
different datasets.

Table 4. Results comparison.

Author Dataset Algorithm Accuracy Results %
Wodajo [19] DFDC CNN 91.5
Tran [20] DFDC CNN 92.4
Ismail [24] CelebDF-FaceForencics YOLO-CNN-XGBoost 90.62
Mitra [25] FaceForencies Resnet50-CNN 92.33
Ge [26] CelebDEF-FaceForencics CNN 95
Liu [27] FaceForencies CNN 92
Heo [28] CelebDEF-FaceForencics CNN 96
Proposed method—Celeb CelebDF Hybrid (CNN, RNN) with PSO 97.26
Proposed method—DFEC DFDC Hybrid (CNN, RNN) with PSO 94.2

The proposed method in this study achieved better results in detecting deepfake videos
compared to some of the other methods in Table 4. Using a hybrid algorithm with both
CNN and RNN components and the PSO, technique contributed to the proposed method’s
high accuracy, sensitivity, specificity, and F1 score. The RNN component enables the
proposed method to detect the temporal dependencies in the video frames, which is crucial
in detecting deepfake videos that often have unnatural facial movements. Furthermore,
the PSO technique optimized the hyperparameters of the CNN and RNN components to
achieve the best performance. The proposed method’s ability to effectively detect deepfake
videos on different datasets indicates its generalizability and potential for real-world
applications in detecting deepfake videos.

5.3. Model Complexity

Any model’s complexity can be quantified by the resources required to do its task, such
as running time and space. Since our model deals with and analyzes videos, it requires a
large amount of space. However, we attempted to reduce the model size, particularly for the
CNN, by using a smaller kernel size and depthwise-separable convolutions. Additionally,
approaches such as iterative pruning were employed to eliminate unnecessary connections
or filters, resulting in fewer parameters. Most importantly, and what makes us stand out
from other state-of-art models, is our use of the PSO which optimized the parameters of the
CNN-RNN hybrid model and helped the model to converge quickly. Numerous factors,
such as learning rates, batch sizes, and the number of hidden layers in the model, were
optimized using the PSO. Furthermore, the hyperparameters of the optimization algorithm,
such as the learning rate, were fine-tuned to achieve optimal performance on the deepfake
video detection task. This involves finding the best values for the hyperparameters to
maximize the model’s performance on the deepfake video detection task.

All the aforementioned reasons played a significant role in saving time and space
while training the model.

6. Conclusions

Deepfake videos have become a growing concern due to their potential to spread
disinformation and threaten the credibility of visual media. In this study, we proposed
a deepfake video detection method that uses a hybrid algorithm with both CNN and
RNN components, along with PSO for hyperparameters optimization. We evaluated the
proposed method on the Celeb-DF and DFDC and compared its performance to other
state-of-the-art methods.

The proposed method achieved high accuracy, sensitivity, specificity, and F1 score in
detecting deepfake videos on both the Celeb-DF and DFDC datasets. On the Celeb-DF
dataset, the suggested method recorded an average accuracy of 97.26%, while on the DFDC
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dataset, it achieved an average accuracy of 94.2%. The RNN component enabled the pro-
posed method to capture the temporal dependencies in the video frames. Simultaneously,
the PSO technique optimized the hyperparameters of the CNN and RNN components to
achieve the best performance.

The results also showed that the proposed method outperformed other methods in
Table 4, such as Wodajo and Ismail, who used CNN and YOLO-CNN-XGBoost algorithms
on the DFDC dataset. However, the proposed method’s performance on the Celeb-DF
dataset was lower than some other methods, such as that of Ge and Heo, which used only
a CNN without the RNN component. Nevertheless, the proposed hybrid method with PSO
demonstrated its effectiveness in detecting deepfake videos on different datasets.

In future work, we plan to explore additional techniques, such as attention mech-
anisms, to improve further the proposed method’s performance in detecting deepfake
videos. Additionally, we plan to investigate using different datasets with various levels of
complexity and challenges, such as videos with different resolutions, lighting conditions,
and camera angles. Moreover, we will investigate using the proposed method for real-time
applications, where detecting deepfake videos in real time is crucial.
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