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Message from the Guest Editors

Dear colleagues, This Special Issue takes a deeper look
at security and privacy issues in the Internet of Things
(loT) that are related to machine learning; blockchain;
quantum computing; low-power, low-bandwidth
protocols such as Bluetooth Low Energy (BLE), ZigBee,
and Z-Wave; and machine-to-machine communication
protocols such as MQTT and CoAP. Cybersecurity in the
loT faces challenges such as scalability, constraints on
loT devices, lack of standardization, insufficient trust
and integrity, hardware/software vulnerabilities and
flaws, malware targeting loT devices, insecure web
interfaces, large attack surfaces, privacy issues, and
weakest security links. We delve into the real-world
implications of cyber-attacks in the loT and examine the
solutions which are related to device identification,
access control, intrusion detection, malware analysis,
reverse engineering, software exploitation, etc., to
secure the loT. The goal is to provide practical solutions
and thought-provoking insights through case studies,
surveys, and original research articles, promoting
collaboration between stakeholders and addressing the
key security and privacy challenges in the loT.

Guest Editors
Prof. Dr. Yong Wang

The Beacom College of Computer and Cyber Sciences, Dakota State
University, Madison, SD 57042, USA
Dr. Bhaskar Rimal

The Beacom College of Computer and Cyber Sciences, Dakota State
University, Madison, SD 57042, USA

Deadline for manuscript submissions
30 September 2025

Sensors

an Open Access Journal

by MDPI

Impact Factor 3.5
CiteScore 8.2
Indexed in PubMed

mdpi.com/si/176281

Sensors

Editorial Office

MDPI, Grosspeteranlage 5
4052 Basel, Switzerland
Tel: +4161683 77 34
sensors@mdpi.com

mdpi.com/journal/
Sensors



https://www.mdpi.com/si/176281
https://mdpi.com/journal/sensors

Sensors

an Open Access Journal
by MDPI

Impact Factor 3.5
CiteScore 8.2
Indexed in PubMed

mdpi.com/journal/
Sensors

About the Journal

Message from the Editor-in-Chief

Sensors is a leading journal devoted to fast publication
of the latest achievements of technological
developments and scientific research in the huge area
of physical, chemical and biochemical sensors,
including remote sensing and sensor networks. Both
experimental and theoretical papers are published,
including all aspects of sensor design, technology, proof
of concept and application. Sensors organizes Special
Issues devoted to specific sensing areas and
applications each year.
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