Special Issue
Data Protection and Privacy

Message from the Guest Editors

Industry 4.0 includes many technological aspects that
have led to an integrated digital manufacturing
environment. The thoroughly interconnected ecosystem
of Industry 4.0 has to meet many security challenges
and threats for each component. Preserving security
plays a crucial role in Industry 4.0, and it is vital for its
existence; the key issue is how to ensure the
confidentiality, integrity, and availability of the
information shared among the Industry 4.0
components. With such a wide attack surface, these
innovative and emerging infrastructures and
applications based on IoT can effectively serve their
purpose only if privacy and security challenges are
addressed. This Special Issue aims to solicit high-quality
research articles addressing key challenges and state-
of-the-art solutions for security and privacy issues
related to Industry 4.0 technologies and applications.

- cybersecurity and privacy in industrial environments
- security in cyber-physical environments
cryptography in 14.0

security and privacy in industrial control systems

- loT security and privacy

loT system and network security

Guest Editors

Prof. Dr. Chrysostomos Stylios

Department of Informatics and Telecommunications, University of
loannina, 45110 loannina, Greece

Dr. Vasiliki Liagkou

Department of Informatics & Telecommunications, University of
loannina, 45110 loannina, Greece

Dr. Kyriakos Stefanidis
Industrial Systems Institute, 26504 Athena, Greece

Deadline for manuscript submissions

closed (20 November 2025)

Journal of
Cybersecurity
and Privacy

an Open Access Journal
by MDPI

CiteScore 9.1
Tracked for Impact Factor

O[]0
F] e ]
Bk

mdpi.com/si/179083

Journal of Cybersecurity and
Privacy

Editorial Office

MDPI, Grosspeteranlage 5
4052 Basel, Switzerland

Tel: +4161683 77 34
jcp@mdpi.com

mdpi.com/journal/
icp



https://www.mdpi.com/si/179083
https://mdpi.com/journal/jcp

About the Journal

Message from the Editor-in-Chief

Journal of Editor-in-Chief
Cybersecurity Prof. Dr. Danda B. Rawat
a nd Privacy Department of Electrical Engineering and Computer Science, Howard

University, Washington, DC 20059, USA

an Open Access Journal Author Benefits

by MDPI

High Visibility:
—————————— indexed within ESCI (Web of Science), Scopus, EBSCO,
CiteScore 9.1 and other databases.

Tracked for Impact Factor Rapid Publication:

manuscripts are peer-reviewed and a first decision is
provided to authors approximately 21.5 days after
submission; acceptance to publication is undertaken in 4.8
days (median values for papers published in this journal in
the second half of 2025).

Journal Rank:

CiteScore - Q1 (Computer Science (miscellaneous))

mdpi.com/journal/
icp



https://mdpi.com/journal/jcp

