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Message from the Guest Editors

This Special Issue seeks contributions reporting on
recent advancements concerning malware behavior
analyses using machine learning capabilities,
automation approaches, knowledge extraction,
behavioral information sources and introspection

techniques. This includes novel technologies deploying

behavioral analyses using machine learning and a
discussion regarding the deployment of novel
applications and frameworks. Moreover, the Special
Issue also considers Al-based applications to deploy
and manage next-generation malware behavioral
analyses in virtualized and cloud computing
environments. The basic idea is to propose new
approaches and ideas and present applications of
innovative approaches employing machine learning.
Topics of interest include, but are not limited to, the
following:

- Trends and challenges for malware analysis;

- Virtualization environments;

- Data analysis techniques;

- Behavioral data extraction, type and manner;

- Analysis frameworks;

- Machine learning and deep learning performance;
- Model efficiency and accuracy;

- Algorithms and data encoders;

- Malware and anomaly detection;

- Virtual memory forensic;

- Cloud security;

- Trustworthy Al in cybersecurity.
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About the Journal

Message from the Editor-in-Chief

The concept of Informationis to disseminate scientific
results achieved via experiments and theoretical results
in depth. It is very important to enable researchers and
practitioners to learn new technology and findings that
enable development in the applied field.

Information is an online open access journal of
information science and technology, data, knowledge
and communication. It publishes reviews, regular
research papers and short communications. We invite
high quality work, and our review and publication
processing is very efficient.
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