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The next generation of Electric Grids relies on an
invasive deployment of communication and information
technologies (IT) in multiple systems spread across the
large infrastructure that interconnects the consumer
premises and the electricity distribution, tranmission
and generation facilities.   Recent reports confirm that
cyberattacks targeting power grids and other critical
infrastructures have been increasing in frequency and
severity. In this context, smart grid operators and the
elecriticity industry stakeholders are required to design
and implement novel solutions to enhancethe grid
resilience and the capability to detect, neutralize and
respond to cyberattacks. The proposed papers consist
of novel and original ideas and results, theoretical and
applied research in the following topics, but not limited
to: 
- Smart grid risk management
- Security metrics and resilience assessment
- Security policy development
- Cyberattack simulation and case studies
- Detection and mitigation of cyberattacks
- Cybersecurity investments and the economic impact

of cyberattacks
- Privacy challenges
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Energies is an international, open access journal in
energy engineering and research. The journal publishes
original papers, review articles, technical notes, and
letters. Authors are encouraged to submit manuscripts
which bridge the gaps between research, development
and implementation. The journal provides a forum for
information on research, innovation, and demonstration
in the areas of energy conversion and conservation, the
optimal use of energy resources, optimization of energy
processes, mitigation of environmental pollutants, and
sustainable energy systems.

Editor-in-Chief

Prof. Dr. Enrico Sciubba
Department of Mechanical and Industrial Engineering, University
Niccolò Cusano, 00166 Roma, Italy

Author Benefits

Open Access:
free for readers, with article processing charges (APC) paid
by authors or their institutions.

High Visibility:
indexed within Scopus, SCIE (Web of Science), Ei
Compendex, RePEc, Inspec, CAPlus / SciFinder, and other
databases.

Journal Rank:
CiteScore - Q1 (Control and Optimization)

https://mdpi.com/journal/energies

