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Data privacy and protection in loT systems address
critical challenges arising from the proliferation of
interconnected devices in smart cities, healthcare,
industrial automation, and consumer applications. loT
devices, often deployed at the edge with limited security
mechanisms, are threatened by unauthorized data
access, device tampering, identity theft, and
eavesdropping. Key solutions to these issues include
lightweight encryption for resource-constrained
devices, blockchain-based authentication to ensure
data integrity and decentralized trust, and privacy-
preserving techniques such as hidden-policy access
control and network coding, which anonymize sensitive
information. Edge/fog computing architectures further
mitigate latency and bandwidth issues while enhancing
localized security. However, challenges related to
scalability, energy efficiency, regulatory compliance
(e.g., GDPR, CCPA), and resilience against evolving
threats such as adversarial Al attacks persist. Future
research should therefore address standardization, Al-
driven threat detection, and cross-domain collaboration
to balance innovation with robust privacy safeguards .
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Electronics is a multidisciplinary journal designed to
appeal to a diverse audience of research scientists,
H practitioners, and developers in academia and industry.
EIeCt ronics The journal is devoted to fast publication of latest
technological breakthroughs, cutting-edge
—_— developments, and timely reviews of current and
an Open Access Journal emerging technologies related to the broad field of
by MDPI electronics. Experimental and theoretical results are
published as regular peer-reviewed articles or as
- @ @ @ @ @ @@ articles within Special Issues guestedited by leading
Impact Factor 2.6 experts in selected topics of interest.
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High Visibility:
indexed within Scopus, SCIE (Web of Science), CAPlus /
SciFinder, Inspec, Ei Compendex and other databases.

Journal Rank:

electronics JCR - Q2 (Engineering, Electrical and Electronic) /
CiteScore - Q1 (Electrical and Electronic Engineering)

Rapid Publication:

manuscripts are peer-reviewed and a first decision is
provided to authors approximately 16.8 days after
submission; acceptance to publication is undertaken in 2.4
days (median values for papers published in this journal in
the first half of 2025).
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