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Message from the Guest Editors

As Al and ML capabilities are integrated into smart devices,
they enable novel applications but also advanced cyber
defenses. The latter now cover the whole cyber security
lifecycle from training, analysis, and design, to the
development  of accurate forecasting, protection
mechanisms, as well as incident response, mitigation, and
restoration approaches. The topics of

interest include, but are not limited to, the following:

e Al-enhanced system analysis and design

® asset management

e control effectiveness

e threat exposure

e breach risk prediction

e Al security by design

e forecast

e predictive intelligence for security and privacy
management

® malware analysis

e bot identification

e Al-based protection mechanisms

e Al-driven defenses

¢ secure and dependable autonomous systems

e smart device security

® moving target defenses (MTDs)

® reputation- and trust-based computing

¢ cloud-based Al

e machine learning and blockchaining

¢ 5G and novel nvironments u 'I

e COVID-19im J lahn
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Message from the Editor-in-Chief

Electronicsis a multidisciplinary journal designed to
appeal to a diverse audience of research scientists,
practitioners, and developers in academia and industry.
The journal is devoted to fast publication of latest
technological breakthroughs, cutting-edge developments,
and timely reviews of current and emerging technologies
related to the broad field of electronics. Experimental and
theoretical results are published as regular peer-reviewed
articles or as articles within Special Issues guestedited by
leading experts in selected topics of interest.

Open Access: free for readers, with article processing charges (APC) paid by authors or

their institutions.

High Visibility: indexed within Scopus, SCIE (Web of Science),
CAPlus / SciFinder, Inspec, Ei Compendex and other databases.

Journal Rank: JCR - Q2 (Engineering, Electrical and Electronic) / CiteScore - Q1
(Electrical and Electronic Engineering)

Contact Us

FElectronics Editorial Office
MDPI, Grosspeteranlage 5
4052 Basel, Switzerland

Tel: +41 61683 77 34 mdpi.com/journal/electronics
www.mdpi.com electronics@mdpi.com
X @electronicsMDPI


https://www.mdpi.com/openaccess
http://www.mdpi.com/journal/electronics/apc
https://www.scopus.com/sourceid/21100829272
https://mjl.clarivate.com/search-results?issn=2079-9292&hide_exact_match_fl=true&utm_source=mjl&utm_medium=share-by-link&utm_campaign=search-results-share-this-journal
https://sso.cas.org/as/authorization.oauth2?response_type=code&client_id=scifinder-n&redirect_uri=https%253A%252F%252Fscifinder-n.cas.org%252Fpa%252Foidc%252Fcb&state=eyJ6aXAiOiJERUYiLCJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2Iiwia2lkIjoianMiLCJzdWZmaXgiOiJUYWozcGUu
https://inspec-direct.theiet.org/
https://www.engineeringvillage.com/home.url
https://www.mdpi.com/journal/electronics/indexing
https://mdpi.com
https://mdpi.com/journal/electronics

	Artificial Intelligence Applications in Next Generation Communication Infrastructures Security

