Special Issue

Advances in Attack Detection
and Secure State Estimation
for Cyber-Physical Systems
(CPS)

Message from the Guest Editor

Cyber-physical systems (CPS) are sophisticated
networks that integrate computational and physical
elements, enabling a seamless interaction between
digital and real-world environments. Attack detection is
crucial as it enables the early identification of any cyber
threats or malicious activities aimed at disrupting the
normal operation of CPS. On the other hand, secure
state estimation is the process of accurately assessing
the current state of the system while ensuring its
confidentiality and integrity. They are both essential in
CPS. The aim of this Special Issue is to create a focused
platform for discourse and progress surrounding the
enhancement of attack detection and secure state
estimation in cyber-physical systems (CPS). We seek to
propel the development and application of innovative
methodologies, ensuring the security and safety of CPS
against evolving cyber threats.
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About the Journal

Message from the Editor-in-Chief

As the world of science becomes ever more specialized,
researchers may lose themselves in the deep forest of
the ever increasing number of subfields being created.
This open access journal Applied Sciences has been
started to link these subfields, so researchers can cut
through the forest and see the surrounding, or quite
distant fields and subfields to help develop his/her own
research even further with the aid of this multi-
dimensional network.
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