Special Issue

Security and Privacy in
Artificial Intelligence:
Technology, Applications, and
Challenges

Message from the Guest Editors

Artificial intelligence (Al) technology is widely integrated

into applications such as autonomous driving,

healthcare, and language processing. Although Al

technology, especially deep learning, holds tremendous

promise, it faces significant security risks regarding

adversarial robustness, model backdoors, fairness, and

privacy. This Special Issue will consolidate research

efforts to identify security and privacy challenges in Al

systems, develop secure and robust Al algorithms and

protocols, and create fairness- and copyright-

preserving techniques. We invite prospective authors to

submit original research contributions on topics

including, but not limited to, the following:

- Adversarial Attacks and Defenses for Al

- Backdoor Attacks and Defenses for Al;

- Data Poisoning Attacks and Defenses for Al;

- Jailbreak Attacks and Defenses for Large Models;

- The hallucination of Large Language Models;

- AIGC Detection and Attribution;

- Copyright Issues in Al;

- Privacy Issues in Al;

- Fairness Issues in Al

- Model Interpretability and its Applications in Al
Security.
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As the world of science becomes ever more specialized,
researchers may lose themselves in the deep forest of
the ever increasing number of subfields being created.
This open access journal Applied Sciences has been
started to link these subfields, so researchers can cut
through the forest and see the surrounding, or quite
distant fields and subfields to help develop his/her own
research even further with the aid of this multi-
dimensional network.
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