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Message from the Guest Editors

In the past decade, ML&AI techniques have been
increasingly deployed for automated decisions in many
critical applications, such as autonomous vehicles,
cybersecurity and many more.However, the use of ML&AI in
security- and privacy-sensitive domains, where adversaries
may attempt to mislead or evade intelligent mechanisms,
creates new frontiers for security research.On the one
hand, ML&AI technologies, especially deep learning, have
been repeatedly proven to suffer from trust and
interpretability challenges in the face of various attacks.  On
the other hand, to overcome the efficiency and application
limitation of simple data encryption solutions, new
security, and privacy technologies are necessary to exploit.
Therefore, how to ensure the security and privacy of the
systems enabled by ML&AI techniques is becoming urgent
and challenging.

ML&AI Theoretical topics: 
• ML&AI interpretability 
• Adversarial learning 
Application topics: 
• Evasion attacks and defenses
• AI-based detection techniques, e.g. intrusion detection,
anomaly detection, fraud detection, malicious codes,
network anomalous behaviors, etc.
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Editor-in-Chief
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Message from the Editor-in-Chief

As the world of science becomes ever more specialized,
researchers may lose themselves in the deep forest of the
ever increasing number of subfields being created. This
open access journal Applied Sciences has been started to
link these subfields, so researchers can cut through the
forest and see the surrounding, or quite distant fields and
subfields to help develop his/her own research even further
with the aid of this multi-dimensional network.

an Open Access Journal by MDPI

5.52.5

Author Benefits

Open Access: free for readers, with article processing charges (APC) paid by authors or
their institutions.
High Visibility: indexed within Scopus, SCIE (Web of Science), Ei Compendex, Inspec,
CAPlus / SciFinder, and other databases.
Journal Rank: JCR - Q2 (Engineering, Multidisciplinary) / CiteScore - Q1 (General
Engineering )

Contact Us

Applied Sciences Editorial Office
MDPI, Grosspeteranlage 5
4052 Basel, Switzerland

Tel: +41 61 683 77 34
www.mdpi.com

mdpi.com/journal/applsci
applsci@mdpi.com

@Applsci

https://www.mdpi.com/openaccess
http://www.mdpi.com/journal/applsci/apc
https://www.scopus.com/sourceid/21100829268?origin=sbrowse#tabs=0
https://mjl.clarivate.com/search-results?issn=2076-3417&hide_exact_match_fl=true&utm_source=mjl&utm_medium=share-by-link&utm_campaign=search-results-share-this-journal
https://www.engineeringvillage.com/home.url
https://www.theiet.org/publishing/inspec/inspec-content-coverage/
https://sso.cas.org/as/authorization.oauth2?response_type=code&client_id=scifinder-n&redirect_uri=https%253A%252F%252Fscifinder-n.cas.org%252Fpa%252Foidc%252Fcb&state=eyJ6aXAiOiJERUYiLCJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2Iiwia2lkIjoianMiLCJzdWZmaXgiOiJUYWozcGUu
https://www.mdpi.com/journal/applsci/indexing
https://mdpi.com
https://mdpi.com/journal/applsci

	Security and Privacy in Machine Learning and Artificial Intelligence (AI)

