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Message from the Guest Editors

Al's rapid integration into modern networks has
revolutionized digital security and forensics. With 6G
and IoE, cyberspace-physical boundaries blur, creating
complex CPS (autonomous robots, smart critical

infrastructures) and unprecedented security challenges:

physical-layer eavesdropping, unauthorized wireless
sensing, and Al-driven signal manipulation. This Special
Issue provides a platform for researchers to present
cutting-edge Al methods for network forensics and
cybersecurity. We focus on Al’s role in enhancing
network traceability, attribution, and resilience against
cyber and physical threats, welcoming studies using
advanced techniques (PINNs, contrastive learning,
generative models) to secure information systems’
"neural pathways". Original research and reviews are
welcome. Research areas (not limited to): Al forensics
for 6G, ISAC, loT; critical infrastructure cybersecurity
(e.g., smart grids, V2G); unauthorized wireless sensing
detection; privacy-preserving Al for human-centric CPS;
physical-layer security, Al intrusion detection
robustness, and network traffic anomaly detection. We
look forward to your contributions.
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