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Computer and network security is, has been, and will be
one of the most critical issues to be faced by industries
and people all over the world. Techniques to detect
attacks and manage the resulting risks have been
developed and deployed, but they must be continuously
improved in a cat-and-mouse play with cyber criminals
who are constantly evolving their attacks to stay one
step ahead. In the era of big data, systems can improve
tools to detect and manage attacks from humans or
malware by collecting and analyzing a huge amount of
information on the actual behavior of a system and of its
users. The purpose is to integrate current detection
methodologies with big data ones to continuously
improve detection of vulnerabilities and malware and
use the time savings from automated security
intelligence to identify threats and improve containment
processes. The resulting approach can offset human
shortcomings in detecting and handling cyberattacks
even if they have never been seen before, because they
exploit vulnerabilities that are not public yet. This will
strongly improve both the security and resilience of ICT
and OT systems.
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About the Journal
Message from the Editor-in-Chief
Big Data and Cognitive Computing (BDCC) is a scholarly
online journal which provides a platform for big data
theories with emerging technologies on smart clouds
and exploring supercomputers with new cognitive
applications. It is a peer-reviewed, open access journal
that publishes high quality original articles, reviews and
short communications. The primary aims of this journal
are to encourage contributions of high quality scientific
papers relating to data management and analytics in
industry, such as manufacturing, healthcare, education,
media and business, data mining, and cognitive science.
There is no restriction on the maximum length of the
papers.
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