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This Special Issue focuses on next-generation security
models tailored for IoT-enabled smart environments,
including smart cities, smart homes, healthcare
systems, and industrial automation. These systems
introduce unique challenges due to their scale,
heterogeneity, mobility, and resource constraints. We
invite high-quality, original research that proposes
innovative, real-time, and resilient security solutions for
IoT-based systems. Topics of interest include (but are
not limited to) the following:
- Adaptive access control mechanisms;
- Lightweight cryptographic techniques;
- Zero-trust security models;
- AI- and ML-based threat detection;
- Privacy-preserving architectures;
- Security in edge/fog computing environments.
We aim to further the formulation of integrated, context-
sensitive security methods that can effectively tackle the
intricate and dynamic threat landscape in intelligent
environments. This Special Issue will bridge the gap
between isolated security components and holistic,
next-generation frameworks.
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Big Data and Cognitive Computing (BDCC) is a scholarly
online journal which provides a platform for big data
theories with emerging technologies on smart clouds
and exploring supercomputers with new cognitive
applications. It is a peer-reviewed, open access journal
that publishes high quality original articles, reviews and
short communications. The primary aims of this journal
are to encourage contributions of high quality scientific
papers relating to data management and analytics in
industry, such as manufacturing, healthcare, education,
media and business, data mining, and cognitive science.
There is no restriction on the maximum length of the
papers.
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