Supplementary material

Scenario 1: Issuance and storage of a verifiable student identity by Unibo (IT)

Step 1: Eva opens the Una Europa student exchange website and Step2: Eva is redirected to the Unibo student portal to authenticate herself as
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Step 3: A QR code with a request for a Unibo verifiable student identity is generated. Eva scans this QR code with her user wallet
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Step 4: (1) Eva is asked to share her student email credential. (2) She gives consent, proves control over the DID and submits the request for a verifiable student
identity to Unibo. (3) Eva receives a message in her wallet, saying the credential needs to be verified. She will be notified as soon as the credential is ready. (4)
The request is processed by the Unibo backend system where the email credential is automatically checked against the student account. When the request is
validated, a verifiable student identity is generated, assigned to the DID of Eva's wallet and signed by Unibo. (5) The student is notified that the credential is

ready to be stored in the wallet.
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Step 5: (1) The credential is stored in Eva's wallet. (2) Eva can open the credential on her wallet.
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Scenario 2: Presentation and verification of verifiable student identity by KU Leuven (BEL)
Step 1: (1) Eva wants to apply at KU Leuven as an exchange student. She goes to the Una Europa student exchange website and requests to

apply for exchange. (2) A QR code with a request to share the Unibo verifiable student identity is generated. Eva's scan's the code with her user
wallet.
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Step 2: (1) Eva is asked to share (a part) of her Unibo student identity with KU Leuven. She gives consent, proves control over the DID and
sends the info to KU Leuven. (2) The verifiable student identity is verified by KU Leuven. The trusted registries on the EBSI blockchain are
consulted in this verification process.
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Step 3: After successful authentication based on the Unibo Student identity, the application form can be pre-filled with student info data. The
Unibo student identity can also be used during her stay at KU Leuven to subscribe in / login to online courses.
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Scenario 3: Issuance and storage of a verifiable transcript of Records (KU Leuven)

Step 1: (1) Eva wants to share the obtained KU Leuven credits with her home university Unibo. She goes to the Una Europa student exchange
website and requests a KU Leuven verifiable transcript of records. (2) A QR code is generated with the request to issue the verifiable transcript

of records based on the presented Unibo verifiable student identity. Eva scans the QR code with her user wallet.
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Step 2: (1) Eva is asked to authenticate herself based on (part of) the Unibo verifiable student identity. shares her Unibo student identity with
KU Leuven to authenticate herself. (2) She gives consent, proves control over the DID and submits the request for a verifiable transcript of
records to KU Leuven. (3) Eva receives a message in her wallet, saying the credential needs to be verified. She will be notified as soon as the
credential is ready.
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Step 3: The request is processed by the KU Leuven backend system: the verifiable student identity is verified, the corresponding student file is
retrieved, the obtained credits are put in the data schema of a verifiable transcript of records, the credential is signed by the KU Leuven and a
notification is send to Eva's user wallet.
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Step 4: (1) The credential is stored in Eva's wallet. (2) Eva can open the credential on her wallet. Since the data schema is more complex for a
transcript of records, the data is for the moment displayed in json format. In the future, a user friendly representation of complex data schemes is
desirable.

S My credentials - «— Credential details

| Diploma (TR)

ISSUED
KU Leuven
December 09 2021

eva.ebsi@unibo.it :
{"hasPart™:{"learningAchievement”:
[{"id":"urn:epass:learningAchievement:2k
WVsvoc3dfJCj6QArURSwWOfcgjzQY7K  'spe
cifiedBy":
eva.ebsi@unibo.it {"id":"urn:epass:qualification:2""title":"Adv
anced Time Series
Analysis""volumeOfLearning":"6"},"title":"A
dvanced Time Series
Analysis","wasDerivedFrom":
74DC5031-8BDD-46AE-BD82- D o Thee et
, utie D Advar | r nalysi .
EN2CCF874CA {"id":"urn:epass:learningAchievement:dhVv
BQIuKB1P2ryu4RddIL3i250y319Kz" "specifi
edBy":
{"id":"urn:epass:qualification:3""title":"Ge
neralized Linear
Models","volumeOfLearning":"6"},"title":"G
eneralized Linear
Models","wasDerivedFrom™:
{"grade™:"15""id":"urn:epass:assessment:3",
"title":"Generalized Linear
Models"}}]}."id":"urn:epass:learningAchiev
ement:qaNXjASONvxNB7S2hd3JYCNV4E3f
SDDc"identifier":{"schemelD":"Certificate
ID""value”:"51016837"},"title":"Master of
Statistics and Data Science"}

{"schemelD":"Student identification
numbervalue":"99201234"}




Scenario 4: Presentation and verification of a verifiable transcript of records by Unibo (IT)

Step 1: (1) Eva wants to share the obtained KU Leuven credits with her home university Unibo. She goes to the Una Europa student exchange
website and requests to share her verifiable transcript of records with Unibo. (2) A QR code is generated with the request to share the verifiable
transcript of records. Eva scans the QR code with her user wallet.
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Step 2: (1) Eva gives consent to share both her Unibo V-STID and her KU Leuven V-ToR and proves control over the DID. The shared
credentials are verified by Unibo and the obtained credits are stored in the student file on the Unibo backend system.
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