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Abstract

Industrial production plants in sectors such as chemicals, life sciences, metals and mining, 
pulp and paper, and power generation operate with a high degree of automation. During 
steady-state operation, control systems maintain process stability with little need for human 
intervention, while operators primarily supervise plant behavior and intervene during 
startup, shutdown, product transitions, or abnormal situations. At the same time, modern 
plants must monitor multiple domains simultaneously, including process performance, asset 
conditions, cybersecurity threats, and physical security. These developments significantly 
increase the number and diversity of events generated by monitoring systems. Advances in 
sensing technologies, connectivity, and data analytics have greatly improved the ability to 
detect deviations from normal operation. However, the increasing volume of anomalies 
detected raises the challenge of determining which events should be brought to the attention 
of human supervisors. Since direct human intervention becomes less frequent but more 
critical in highly automated plants, the effective use of operator attention becomes an 
essential aspect of system design. This paper examines monitoring within the broader 
framework of supervisory control in industrial systems. Monitoring is viewed as the 
continuous determination of system state across multiple domains, with anomaly detection 
forming the basis for subsequent supervisory decisions. Building on this perspective, the 
paper analyzes how detected deviations are translated into events and discusses criteria 
for deciding which events require human attention. A structured view of monitoring and 
supervision is proposed that integrates process operation, asset health, cybersecurity, and 
physical security. The goal is to outline event generation design principles supporting 
effective human oversight in increasingly autonomous industrial environments.

Keywords: industrial process monitoring; alarm management; supervisory control; 
anomaly detection; security in critical infrastructure; human attention & situation awareness

1.  Introduction
Industrial production plants are characterized by a high degree of automation [1]. 

Under steady-state conditions, process control systems maintain operation with minimal 
human intervention. With the ongoing development towards increasingly autonomous 
systems, direct operator involvement is decreasing further [2]. Automation increasingly 
handles both normal operation and a growing range of abnormal situations, allowing indi-
vidual operators to supervise larger numbers of control modules and progressively larger 
plant areas. Consequently, operator work is shifting away from direct interaction with the 
process towards supervisory control, complex diagnosis, and coordination with specialized 
personnel [3,4]. Tight continuous monitoring is no longer feasible, and a new kind of 
exception-based intervention needs to be adopted. Examples of industrial plants already 
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operating with high levels of autonomy include air separation units, combined heat and 
power plants, electrical substations, compressor stations for pipelines, normally unattended 
installations (NUIs), such as remote offshore production platforms and wind farms.

Sheridan [5] established the concept of supervisory control, in which lower-level 
control actions are performed by automation, while the human operator sets goals, monitors 
performance, diagnoses problems, and intervenes when necessary. Operators are not 
continuously controlling; they supervise. Excessive false alarms degrade their ability to 
supervise effectively.

Once monitoring has detected a deviation from normal, the subsequent workflow in-
volves three key steps: first, diagnosing the problem to identify its nature and scope; second, 
determining which responses to the abnormality are necessary; and third, implementing 
appropriate actions based on the diagnosis. Achieving a sustainable corrective action re-
quires understanding the root cause, as this approach addresses underlying issues and 
helps prevent recurring problems, rather than merely alleviating symptoms temporarily.

Historically, plant operation and plant maintenance have been organizationally sepa-
rated. Control room operators are responsible for supervising process performance and 
ensuring safe and efficient production, while maintenance personnel ensure that assets 
such as pumps, burners and reactors remain in a technically sound condition. In practice, 
however, these domains are interdependent. Equipment malfunctions are a major source 
of operational problems. Operational constraints might require maintenance actions to be 
shifted to earlier or later stages, e.g., to be able to satisfy strong and urgent demand.

In recent years, cybersecurity has become an increasingly important dimension of 
industrial control-room operations. Modern industrial plants are embedded in highly 
interconnected information technology (IT) and operational technology (OT) environments, 
often incorporating remote access, cloud-based services, vendor connections, and networked 
control systems. As many of these facilities form part of critical national infrastructure, 
continuous monitoring of network activity, system integrity, access patterns, and anomalous 
behavior is now necessary to maintain both operational continuity and process safety.

At the same time, recent armed conflicts have demonstrated that industrial infrastruc-
ture can also become a deliberate military or strategic target. Attacks may be conducted 
directly through kinetic means, or indirectly through cyberattacks, sabotage, disruption of 
supply chains, interference with communications, or coordinated hybrid operations. In this 
context, cybersecurity can no longer be treated solely as a conventional IT concern. Cyber 
incidents may form part of a broader attack intended to degrade production capacity, inter-
rupt energy or material supply, create unsafe process conditions, or undermine confidence 
in critical services. Although the defense against such attacks will usually be organized 
by personnel outside the plant, it will also change the job profile of plant operators, for 
example in monitoring unauthorized physical access to the plant.

This development expands the responsibilities of industrial control rooms. Many 
plants, particularly smaller or geographically distributed facilities, do not have dedicated cy-
bersecurity personnel available on a permanent basis. As a result, initial security monitoring, 
anomaly recognition, and incident escalation may become additional tasks for control-room 
operators. Operators may be required to assess whether unusual process behavior is caused 
by equipment failure, instrumentation problems, operator error, malicious manipulation, 
or an external attack. Effective support therefore requires the integration of cybersecurity 
information into control-room monitoring in a form that is operationally meaningful, while 
avoiding excessive alarm loads and demands for specialist expertise. Automated detection 
and correlation should handle continuous low-level surveillance, whereas human operators 
should remain responsible for contextual assessment, coordination, and decisions that 
involve process safety and operational consequences.
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Human operators are particularly well suited to managing unforeseen, ambiguous, or 
highly complex situations in which predefined procedures and automated decision rules 
may be insufficient. By drawing on experience, contextual understanding, and adaptive rea-
soning, operators can interpret incomplete or conflicting information and develop creative 
responses to novel problems. In contrast, humans are less suited to the continuous and 
consistent execution of repetitive, low-level monitoring and control tasks over extended pe-
riods. Performance in such tasks may deteriorate because of fatigue, reduced vigilance, and 
the difficulty of sustaining attention during monotonous work. Consequently, routine and 
time-critical functions that require continuous 24/7 operation are generally better assigned 
to automated systems, while human operators should retain responsibility for supervision, 
diagnosis, judgement, and intervention in abnormal or unanticipated conditions [6].

Human operators are increasingly scarce and difficult-to-replace. As Leach, Wright, 
and King [7] highlight, many industrial sectors are already experiencing critical shortages 
of skilled operators, driven by an aging workforce, intense competition for talent, and 
the significant time and cost required to train a new operator to full competence. Given 
this context, deploying qualified operators on poorly supported monitoring tasks—where 
inadequate tools, fragmented information displays, or low-quality alarm systems force 
operators to spend cognitive effort on work that better technology could handle—represents 
an inefficient use of scarce operator expertise and attention. When operators are burdened 
with inefficient monitoring support, their attention and expertise are consumed by low-
value activities rather than focused on the complex judgment and decision-making that 
only an experienced operator can provide.

Because human supervisors can attend to only a limited number of concurrent de-
mands, monitoring systems should allocate their attention to situations in which human 
assessment or intervention adds most value. Monitoring and automation systems must 
be designed to support this resource rather than erode it through nuisance alarms. Ac-
cordingly, this paper develops criteria for transforming detected deviations into human 
supervisor-facing events and examines how these criteria can support supervision across 
process, asset, cyber, and physical-security domains.

In older, heavily staffed plants, an operator could be largely occupied with monitoring 
the alarm list and filtering out alarms with little or no operational value; alarm rates 
exceeding 1000 alarms per day are still encountered in practice. In increasingly autonomous 
plants, where human attention is a scarce supervisory resource, such use of operator capacity 
is no longer sustainable.

This paper reframes industrial monitoring as an attention-allocation problem in in-
creasingly automated plants. Monitoring should not primarily be optimized for detecting 
abnormalities; it should be optimized for deciding which detected abnormalities deserve 
scarce human attention. In increasingly autonomous plants, human attention will be the 
limiting factor for both traditional process and asset monitoring tasks and the increasingly 
important cyber and physical security monitoring tasks.

Several established research streams address individual aspects of industrial moni-
toring and supervision, but they approach the problem from different starting points and 
with different objectives. Table 1 positions the present work relative to representative re-
views in these fields and highlights the gap addressed here: the selection and escalation of 
machine-detected deviations that warrant limited human attention.

The remainder of the paper follows the progression from monitoring to human-facing 
escalation. Section 2 describes the conceptual and integrative review methodology. Section 3 
examines the sources and forms of monitoring information in highly automated plants 
across process, asset, cybersecurity, and physical-security domains. Section 4 then places 
these monitoring functions within the broader supervisory-control loop and examines how 
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detected deviations are transformed into information for human supervision. Building 
on this analysis, Section 5 discusses the implications for meaningful escalation, cross-
domain integration, and the treatment of human attention as a design constraint. Section 6 
summarizes the main conclusions.

Table 1. Positioning of the present work relative to existing review literature.

Review Stream Representative
Reviews Main Emphasis Comment

Industrial process 
monitoring

Qin; Reis & Gins [8]; 
Li et al. [9]

Detection, diagnosis, 
prognosis; 

statistical/data-driven 
methods

Little emphasis on whether 
detected deviations deserve 

human attention

Anomaly detection/ML Qin & Chiang [10]; 
Li et al. [9]

Detection accuracy, 
robustness, interpretability, 

changing operating 
conditions

Detection output generally 
remains the primary object 

of evaluation

Alarm management
Mustafa et al. [11]; 
Dorgo et al. [12]; 

Hollender et al. [13]

Alarm lifecycle, nuisance 
alarms, floods, 

prioritization, standards

Primarily starts with alarms 
already intended for operators

Predictive/condition-based 
maintenance

Jardine et al. [14]; 
Gangsar & Tiwari [15]; 

Giacotto et al. [16]

Asset diagnostics, 
prognosis, maintenance 

decisions

Human-attention allocation 
across plant domains is not the 

central problem

Human–automation 
interaction

Wilhelm & Freitag [4] 
and foundational 

literature

Roles, function allocation, 
interaction with 

automation

Does not specifically address 
selection among large 

numbers of machine-detected 
deviations

This paper

Detection, evaluation, 
escalation across process, 

asset, cyber and 
physical-security domains

Human attention explicitly 
treated as scarce 

supervisory resource

2.  Methodology
The analysis draws on established concepts from industrial process monitoring, alarm 

management, supervisory control, human factors, asset monitoring and maintenance, and 
cybersecurity. These bodies of work are considered from a common supervisory perspec-
tive: an automated system observes the state of a technical system, identifies deviations 
from expected behavior, and may communicate information about these deviations to a 
human supervisor.

The analysis was structured around the sequence from detection to human interven-
tion. First, existing monitoring approaches and the main sources of abnormal events in 
industrial plants were considered across four domains: process operation, asset condition, 
cybersecurity, and physical security. Second, the role of automated monitoring was dis-
tinguished from the subsequent functions of diagnosis, decision-making, and corrective 
action. Third, established findings from alarm management and human-factors research 
were used to examine the consequences of presenting excessive, unreliable, redundant, or 
non-actionable events to human supervisors.

On this basis, the paper distinguishes between machine-level detection and human-
facing alarm generation. A detected deviation is treated as an internal result of a monitoring 
function, whereas escalation is treated as a separate decision concerning whether the infor-
mation warrants limited supervisory capacity. Alarms are therefore examined according to 
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factors such as their operational relevance, actionability, consequences, persistence and the 
need for human judgement, coordination, or intervention.

This paper is a conceptual, integrative review rather than a systematic literature review. 
References were selected to represent established frameworks, major industrial standards, 
seminal human-factors findings, and recent reviews across the relevant research domains. 
The objective is not exhaustive coverage of each individual field, but to synthesize their 
implications for the common problem of human-facing event generation in highly automated 
industrial systems.

3.  Industrial Monitoring in Highly Automated Plants
3.1.  Definition of Monitoring

Monitoring can be defined as the acquisition, processing, and evaluation of informa-
tion describing the state and condition of an industrial plant. This information is typically 
obtained from process measurements, equipment sensors, control-system data, alarms, 
laboratory analyses, and operator observations. The observed plant behavior is compared 
with expected operating conditions, predefined limits, reference models, or historical pat-
terns. The primary objective of monitoring is to identify deviations from normal or desired 
operation at an early stage. Such deviations may indicate process disturbances, equipment 
degradation, sensor or actuator faults, control-system deficiencies, or emerging safety risks. 
Monitoring therefore provides the information required to assess whether the plant remains 
within its intended operating envelope and whether further diagnostic or corrective actions 
are necessary.

A highly automated plant can run for extended periods without requiring any human 
intervention. The alarm system constitutes one of the most important interfaces between 
automation and human supervision.

Figure 1 shows how a detected deviation from normal operation can evolve into a 
human-facing alarm. The first step is to decide whether the deviation is operationally 
relevant or not. This is typically determined during alarm rationalization [17]. Deviations 
without operational relevance should never propagate to the human supervisor. The next 
step is to check if automatic resolution is available. Examples are switching to redundant 
equipment or decreasing throughput. Finally, it must be determined whether immediate 
human action is required. For example, it might be sufficient to wait until the next regular 
maintenance interval is reached. Only in the remaining cases should an alarm be sent to 
the human supervisor.

Figure 1. Conceptual decision framework for transforming detected deviations into human-facing 
alarms.

In the underlying domains, these terms are not synonymous. Event is used here as the 
generic term for a detected occurrence or state change, whereas alarm, notification and alert 
denote information communicated to a human which does not necessarily imply a required 
operator response; in alarm-management standards, an alarm specifically implies the need 
for timely operator response. Concerning terminology, a key issue is that foundational 
documents such as EEMUA 191, ISA-18.2, and IEC 62682 define an alarm as an event that 
requires a timely operator response. In industrial practice, however, this represents an 
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ideal that few plants achieve, and many plants continuously generate alarm notifications 
that do not require meaningful operator action. Practitioners often use the term alarm 
more broadly to refer to a configured condition that may generate a notification to a human 
supervisor. A persistent problem is that a substantial fraction of these human-facing events 
may have little or no operational value. For the purposes of this paper, all events presented 
to a human supervisor are referred to as alarms, while human-facing events that lack 
operational relevance are referred to as nuisance alarms.

In older, more heavily staffed plants, operators could themselves determine whether 
an alarm required action or could safely be ignored. In modern plants, human attention 
and cognition become scarce resources, so that the generation of many nuisance alarms is 
no longer an option.

3.2.  Sources of Process Deviations and Their Monitoring Implications
Under steady-state conditions, industrial plants operate with minimal human inter-

vention. Process control systems maintain stability and performance, while control room 
operators supervise overall system behavior rather than executing continuous control ac-
tions [5]. Industrial process systems are subject to a wide range of disturbances that can 
degrade performance, reduce product quality, increase operational risk, or lead to complete 
process failure. These disturbances may originate from material variability, environmen-
tal influences, technical degradation, or automation-related issues. The most relevant 
categories are summarized below.

3.2.1.  Feedstock and Material-Related Disturbances
Variability in raw materials represents one of the most common and influential distur-

bance sources in industrial processes. Changes in chemical composition, impurity levels, 
or concentration directly affect reaction kinetics and separation performance. In addition, 
fluctuations in physical properties such as density, viscosity, particle size distribution, or 
moisture content may alter heat and mass transfer behavior. Disturbances may also arise 
from inconsistent feed rates, upstream process variability, supply interruptions, or unin-
tended contamination. Even small deviations in feed characteristics can propagate through 
tightly integrated process units and lead to significant downstream effects.

3.2.2.  Environmental and External Influences
Process performance can be sensitive to changes in ambient and environmental con-

ditions. Variations in temperature, humidity, or atmospheric pressure influence cooling 
efficiency, heat exchanger performance, and energy consumption. Seasonal effects may 
systematically shift operating conditions, while extreme weather events can disrupt util-
ity systems or supply chains. Such disturbances are typically exogenous and not directly 
controllable by the plant operator, yet they may require compensation through control 
adjustments or operational adaptations.

3.2.3.  Utility and Infrastructure Disturbances
Reliable operation depends on stable utility supply and functional infrastructure. 

Interruptions or fluctuations in electricity, steam, compressed air, cooling water, or inert 
gas can immediately compromise process stability. Voltage drops, pressure variations, or 
degraded utility quality may cause suboptimal equipment performance or process constraint 
violations. Additionally, failures in communication networks, distributed control systems 
(DCS), programmable logic controllers (PLCs), or data acquisition systems can impair 
monitoring and control capabilities.
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3.2.4.  Equipment and Asset-Related Disturbances
Physical degradation of equipment represents a continuous source of disturbance. 

Gradual phenomena such as fouling, corrosion, scaling, erosion, or catalyst deactivation 
alter process dynamics over time and often manifest as slow performance drifts. Mechanical 
wear in pumps, compressors, bearings, and seals can reduce efficiency and eventually lead 
to failure. Sensor drift, calibration errors, and actuator degradation (e.g., valve stiction) 
further compromise control accuracy. In severe cases, sudden equipment failures—such as 
pump trips or heat exchanger leakage—introduce abrupt and potentially hazardous process 
deviations.

3.2.5.  Control and Automation-Related Disturbances
Automation systems themselves may introduce disturbances if not properly designed 

or maintained. Poorly tuned or unstable control loops can amplify process variability in-
stead of attenuating it. Controller saturation, constraint handling issues, or model mismatch 
in advanced control strategies (e.g., model predictive control) may lead to suboptimal or os-
cillatory behavior. Software configuration errors, incorrect parameterization, or unintended 
interactions between coupled control loops can further destabilize operation. As automation 
complexity increases, systematic validation and monitoring of control performance become 
essential to ensure robust process stability.

3.2.6.  Malicious and Geopolitical Disturbances
Industrial operations may also be affected by deliberate actions originating from crimi-

nal organizations, hostile state actors, or other malicious entities. Such disturbances may be 
motivated by financial gain, political objectives, strategic coercion, or attempts to assess and 
exploit weaknesses in critical infrastructure. Potential attack vectors include kinetic actions, 
cyberattacks, sabotage, supply-chain manipulation, communication interference, and co-
ordinated hybrid operations. These events can compromise process availability, integrity, 
safety, and confidentiality, while also producing cascading effects across interconnected 
infrastructure and supply networks. Owing to their intentional and potentially adaptive 
nature, such disturbances require integrated risk assessment, cybersecurity measures, phys-
ical protection, incident response capabilities, and organizational resilience planning [18]. 
Although cyber-security monitoring is usually done from centralized places like corporate 
headquarters or Security Operations Centers by external suppliers, in case of potential 
incidents close coordination with on-site control rooms is essential. Coordinating such 
disturbances accounts for an increasing share of the operator’s responsibilities [19].

3.3.  Asset Monitoring and Maintenance
The purpose of asset monitoring is to assess that assets such as motors, compressors, 

and sensors perform as designed. Assets can degrade slowly through wear and tear or fail 
abruptly. Although asset management is traditionally handled by a dedicated maintenance 
department, asset health is also critical to process operations. Control room operators there-
fore share responsibility, at least to some extent, for ensuring that assets remain functional 
and reliable. The resilience of autonomous plants depends strongly on the maturity of 
asset management and on the system’s ability to continue operating safely in degraded 
conditions [20].

Many assets include self-diagnostic capabilities [21]. These include drift detection 
and various other diagnostic algorithms. Critical instruments are usually implemented 
redundantly. For example, the 2oo3 strategy means that at least two out of three redundant 
instruments need to report the same value. Assets like motors and pumps are often equipped 
with vibration sensors. Numerous machine-learning methods have been developed for fault 
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detection and diagnosis in electric motors [15]. However, deploying such solutions reliably 
at scale remains challenging. Industrial installations contain a wide variety of motor types 
and operating conditions and installation conditions—such as whether a motor is mounted 
on a rigid or flexible structure—can significantly affect model performance. The quality of 
a solution must therefore be assessed not only by the number of failures it does not predict, 
but also by the number of unnecessary inspections triggered by false alarms.

Maintenance activities incur costs and often require temporary reductions in plant 
productivity. Determining the appropriate balance between preventive maintenance expen-
diture and the risk of costly unplanned failures is therefore a central challenge. Diagnostic 
results are often uncertain or ambiguous, which further complicates maintenance decision-
making. In practice, however, the available monitoring and diagnostic capabilities are not 
always fully exploited.

Condition-based maintenance is initiated when monitored indicators reveal a dete-
rioration in equipment condition. Relevant information may be obtained from process 
measurements, inspections, vibration analysis, lubricant analysis, thermal imaging, or 
other diagnostic methods. Maintenance is therefore performed according to the actual 
condition of the asset rather than at fixed intervals. This approach can reduce unnecessary 
interventions and improve equipment availability [14].

Prescriptive maintenance extends condition-based approaches by recommending spe-
cific maintenance actions based on the estimated equipment condition, failure risk, opera-
tional constraints, and expected consequences. In addition to identifying an emerging fault 
or predicting its remaining useful life, prescriptive methods evaluate alternative interven-
tions and determine when and how maintenance should be performed. Recommendations 
may include component replacement, operating-point adjustment, load reduction, inspec-
tion, or deferred maintenance. The objective is to select the action that best balances safety, 
availability, maintenance cost, production requirements, and asset lifetime. By consider-
ing asset condition together with production constraints, available resources, costs, and 
operational consequences, it supports the integration of maintenance and plant opera-
tion [16]. From a supervisory-control perspective, only recommendations requiring human 
judgement or coordination should demand human attention; routine responses should 
remain automated.

3.4.  Cybersecurity and Physical-Security Monitoring
Cybersecurity monitoring in operational technology (OT) environments differs from 

conventional IT monitoring because cyber events may directly affect physical processes, 
equipment, safety, and production. Typical monitoring functions include the analysis of 
network traffic, system logs, device configurations, access activity, and anomalous communi-
cation patterns using mechanisms such as intrusion-detection systems, security information 
and event management systems, and behavior-based anomaly detection. For OT systems, 
such monitoring must take account of the normal operating state of the plant and of po-
tential impacts on process performance and safety. It also emphasizes the importance of 
monitoring physical access, since unauthorized access to equipment, control cabinets, engi-
neering stations, or removable-media interfaces can provide another path for compromising 
OT systems [18].

Rehman and Bahsi [22] highlight the growing importance of process-aware security 
monitoring. Process-aware attacks do not merely exploit communication or software vulner-
abilities but deliberately manipulate the physical process or its control logic. Consequently, 
purely cyber-level indicators may be insufficient for detecting or interpreting such attacks. 
Process-aware monitoring therefore incorporates knowledge of the physical process and 
evaluates process measurements and dynamic behavior together with cyber information. 
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Their systematic review shows that this has developed into an important research direc-
tion for detecting attacks whose consequences become visible in the physical behavior of 
the plant.

From the perspective of plant supervision, cybersecurity, physical-security, and pro-
cess monitoring should therefore not be regarded as completely independent information 
streams. An unusual network connection may have little immediate operational signifi-
cance, whereas the same event occurring together with an unexplained process deviation 
or unauthorized physical access may require urgent attention. Conversely, an operational 
anomaly may provide evidence of a cyberattack that has bypassed conventional security 
mechanisms. The supervisory challenge is therefore not to present operators with all de-
tected cybersecurity events, but to correlate information across domains and escalate those 
situations that have potential operational consequences or require local human judgement 
and coordination.

4.  Monitoring as a Supervisory Control Function
Within a broader supervisory control structure, monitoring represents the first step in 

a sequence that includes detection, diagnosis, decision-making, and corrective action [23].
Figure 2 illustrates monitoring as the first stage of a broader supervisory-control loop. 

Detected deviations are not an end in themselves, but provide the input for subsequent 
diagnosis, decision-making, and corrective action. The value of a monitoring system there-
fore depends not only on its ability to detect abnormal conditions, but also on whether 
the resulting information supports these later stages. Events presented to the operator 
should contribute to understanding the situation and deciding whether human intervention 
is required. 

Figure 2. Supervisory control loop

This perspective also clarifies the role of the human operator. Continuous low-level 
detection can increasingly be performed by automation, whereas human attention is most 
valuable for interpreting ambiguous situations, assessing consequences, and selecting 
appropriate responses. The following sections therefore examine both the capabilities and 
limitations of humans in anomaly detection and the implications for the design of automated 
monitoring systems.
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4.1.  Human Capabilities in Anomaly Detection
Historically, anomaly detection relied heavily on human operators inspecting trend 

curves, alarms, and process indicators. Bliss et al. [24] link low alarm reliability to the 
“cry-wolf” effect [25]. Operators learn the statistical behavior of the alarm system and adjust 
their response accordingly. When many alarms are false or unimportant, they respond 
less frequently—even when a valid alarm eventually appears. For process monitoring, 
alarm reliability should therefore mean more than technical detection accuracy. An alarm 
should consistently indicate a condition that requires operator attention or action. Frequent 
nuisance alarms weaken the credibility of the entire monitoring system. The objective is 
not to detect and display every abnormal signal. It is to provide a small number of reliable, 
timely and actionable indications that remain effective even when the operator is under the 
greatest workload.

4.2.  Limits of Sustained Monitoring
The increasing scale and complexity of modern industrial systems exceed the limits of 

sustained human vigilance. Bainbridge [26] describes this situation as one of the ironies of 
automation. As routine control tasks are transferred to automated systems, operators are 
increasingly left with passive monitoring and intervention during rare abnormal situations. 
However, reduced involvement in normal operation makes it more difficult for operators to 
maintain an accurate understanding of the process and preserve the diagnostic and manual 
skills required when automation fails. Automation may therefore remove tasks that humans 
can perform routinely while leaving them responsible for the most complex, unfamiliar, and 
time-critical situations, often with limited opportunity to practice the required response.

4.3.  Automated Detection Approaches
Anomaly detection in modern industrial plants is increasingly performed by automated 

monitoring systems using statistical, model-based, and data-driven methods. Qin [27] 
provides a broad overview of data-driven process monitoring, in which multivariate statis-
tical techniques such as principal component analysis and partial least squares are used 
to characterize normal operating behavior and detect deviations caused by process dis-
turbances, sensor or actuator faults, control-performance degradation, or quality-related 
problems. These methods are particularly useful for large sets of correlated process mea-
surements because they can identify relevant relationships without requiring detailed 
first-principles models.

Detection alone, however, is not sufficient. Once an abnormal condition has been 
identified, the monitoring system should support diagnosis, fault reconstruction, and 
ultimately root-cause identification. Qin [27] also points to several practical limitations, 
including ambiguous contribution plots, nuisance alarms caused by deviations with little 
operational relevance, and the difficulty of accounting for process dynamics, multiple 
operating modes, hierarchical plant structures, and gradual changes in normal operating 
conditions. More sophisticated methods may improve detection performance, but this 
additional complexity must be balanced against ease of implementation, interpretation, 
and maintenance.

Machine-learning methods extend traditional process-monitoring approaches by allow-
ing complex and nonlinear relationships to be learned from historical plant data [10]. Their 
application to industrial processes is nevertheless challenging. Process data are strongly 
correlated and dynamic, influenced by feedback control, and generated under operating 
conditions that change over time. At the same time, representative data from abnormal 
situations is often scarce. Qin and Chiang [10] therefore argue that industrial machine-
learning methods need to incorporate process characteristics and domain knowledge and 
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must provide results that remain interpretable in an operational context. Their value con-
sequently depends not only on detection accuracy, but also on robustness in changing 
operating conditions and on whether the resulting information can support engineering 
and operator decisions.

Li et al. [9] illustrate this challenge for closed-loop industrial processes, where genuine 
faults must be distinguished from normal changes in operating conditions. Both may cause 
process variables to deviate from historical steady-state distributions, but their dynamic 
behavior can differ substantially. Feedback control may compensate for a legitimate operat-
ing change and establish a new stable condition, whereas a fault may result in persistent 
abnormal dynamics that the control system cannot suppress. The authors therefore pro-
pose considering static and dynamic characteristics separately, both within local process 
subsystems and at the plant-wide level. A persistent deviation in both static and dynamic 
indicators suggests that the process is no longer adequately controlled, whereas a static 
deviation followed by a return of the dynamic indicators to normal is more consistent with 
a controlled transition to a new operating state. Such distinctions can reduce unnecessary 
alarms and help determine whether operator intervention is indeed required.

The information available for automated monitoring has also expanded considerably. 
Earlier generations of field devices often provided little more than a single analogue process 
value, whereas modern digital field devices can communicate additional information about 
device status, detected faults, calibration, operating conditions, and measurement quality. 
Many devices also include self-diagnostic functions. Monitoring systems can therefore 
assess not only the behavior of the process variable, but also the condition and reliability 
of the instrument providing it. This additional information can improve anomaly assess-
ment and help prevent instrument-related deviations from being presented to operators as 
process problems.

Figure 3 illustrates how large numbers of machine-detected anomalies can be trans-
formed into a smaller, more manageable set of human-facing alarms. As industrial plants 
become increasingly automated, fewer human supervisors will be responsible for super-
vising larger plant areas, making their available cognitive capacity an increasingly scarce 
resource. Human supervisor attention should therefore be reserved for situations that 
require human awareness, judgement, coordination, or intervention, while duplicate, ex-
pected, or low-value events should be suppressed, correlated, or handled automatically. The 
objective is to use limited human attention where it provides the greatest operational value. 

Figure 3. Nuisance alarms consume attention and increase the risk of missed alarms.
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Although human supervisors can tolerate and filter a certain number of nuisance 
alarms, excessive nuisance alarms increase workload and reduce responsiveness to sub-
sequent alarms. As alarm reliability deteriorates, genuinely important alarms are more 
likely to be overlooked or acted upon too late. From the perspective of effective human 
supervision, nuisance alarms therefore carry a substantial cost of their own and must be 
considered alongside undetected relevant deviations when evaluating the performance of 
monitoring systems.

4.4.  Alarm Management
Alarm management [13,17,28,29] treats alarms as the boundary between automated 

monitoring and human intervention: an alarm should be generated only when the au-
tomation cannot adequately manage a developing situation and timely operator action is 
required. As Goel et al. [30] emphasize, alarms are a primary communication channel 
between the automated control system and the operator and, together with timely operator 
intervention, form an important layer of protection against escalating process disturbances. 
Alarm-system quality depends less on the number of detectable deviations than on whether 
each alarm is relevant, timely, understandable, appropriately prioritized, and associated 
with a defined operator response [11].

Alarm-system performance should therefore not be assessed solely by alarm quantity. 
Dorgo et al. [12] show that conventional performance measures are strongly dominated by 
alarm-load metrics, whereas qualitative properties such as informativeness and actionability 
receive considerably less attention

The ease with which alarms can be configured in modern control systems has, how-
ever, led to a rapid growth in their number, often without a corresponding assessment of 
their operational value. Standing, chattering, repeating, redundant, poorly prioritized, or 
otherwise irrelevant alarms consume limited operator attention and can develop into alarm 
floods that exceed the operator’s ability to detect, diagnose, and respond to critical events. 
Effective alarm management must therefore be maintained as a continuous lifecycle process 
involving systematic rationalization, appropriate limit and priority settings, documented 
design intent, performance monitoring, maintenance, management of change, and contin-
uous improvement. Advanced techniques such as state-based suppression, alarm-flood 
analysis, and decision support can further reduce unnecessary operator load by identifying 
recurring alarm patterns, distinguishing initiating causes from consequential alarms, and 
providing validated diagnostic guidance. Such methods must remain robust, explainable, 
and governed so that safety-critical information is not inadvertently suppressed. The objec-
tive is not to present every detectable deviation, but to provide a manageable number of 
reliable and actionable alarms that direct operator attention to situations in which human 
assessment or intervention is required.

4.5.  Changes over the Plant Lifecycle
Once commissioned, a control system gradually diverges from the assumptions on 

which its original design was based [13,17]. Over the plant lifecycle, equipment ages, 
instruments drift, production requirements change, raw-material properties vary, and 
environmental or regulatory constraints evolve. Components are replaced, process sections 
are modified, and new control strategies are added to existing automation. At the same 
time, operators and engineers gain practical knowledge that may reveal limitations in the 
original alarm design. These developments affect which alarms remain relevant, how they 
behave, and how they should be prioritized and presented. Without systematic monitoring, 
review, and management of change, even a carefully designed alarm configuration will 
deteriorate over time, leading to increasing numbers of nuisance, stale, and standing alarms.
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4.6.  Alarm Floods
During a propagating abnormal situation, numerous consequential, redundant, or 

chattering alarms may obscure the initiating alarm and compete for limited attention. 
This degrades operators’ situation awareness—that is, their ability to perceive relevant 
process information, understand its significance, and anticipate how the situation is likely 
to develop—thereby delaying diagnosis and increasing the likelihood that critical alarms or 
process conditions will be overlooked [31]. Prolonged alarm floods also increase cognitive 
workload and fatigue, making inappropriate or incomplete intervention more likely. As 
a result, the alarm system can cease to support recovery with potential consequences for 
plant safety, availability, product quality, and production [13].

During the design of monitoring systems, alarms are often added according to a “better 
safe than sorry” principle, even when it is uncertain whether the detected condition will 
indeed require operator attention. However, once the limited availability of human attention 
and the cry-wolf effect are considered, this conservative approach becomes problematic. 
Nuisance alarms are not harmless: they consume attention, increase workload, and reduce 
confidence in the alarm system [32]. From the perspective of effective human supervision, 
nuisance alarms therefore cannot be treated as cost-free errors and should be considered 
alongside missed detections.

5.  Discussion
Industrial plants are increasingly equipped with monitoring systems capable of de-

tecting deviations across multiple domains, including process operation, asset condition, 
cybersecurity, and physical security. At the same time, increasing levels of automation 
allow fewer operators to supervise progressively larger and more complex plant areas. This 
creates an important shift in the monitoring problem. The technical capability to detect 
abnormalities is expanding rapidly, whereas the human capacity to interpret and respond 
to the resulting events remains fundamentally limited. Human attention therefore becomes 
a critical design constraint for future supervisory systems.

This has important implications for how monitoring performance should be evaluated. 
A monitoring system should not be considered effective simply because it detects a large 
fraction of abnormal conditions. Each event presented to the operator consumes cognitive 
resources and competes with other events for attention. Events that are technically correct 
but operationally irrelevant can therefore reduce overall supervisory performance. In par-
ticular, excessive nuisance alarms increase workload and may erode trust in the monitoring 
system. Consequently, monitoring systems should be optimized not only for high detection 
rates, but also for the quality, relevance, and actionability of the information presented to 
the operator.

The design objective should therefore shift from maximizing detection toward max-
imizing the operational value of human attention. Automated systems should perform 
continuous low-level surveillance, correlation, filtering, and routine responses, while hu-
man operators should be involved primarily when contextual judgement, coordination, 
diagnosis, or intervention is required. This principle provides a common framework for 
integrating process monitoring, asset management, cybersecurity, and physical-security 
monitoring within increasingly autonomous industrial plants.

5.1.  From Detection to Meaningful Escalation
Meaningful escalation is the supervisory allocation decision that determines whether, 

when, and to whom a machine-detected deviation should be escalated after its operational 
context has been assessed. The possible outcomes include no further action, automated 
resolution, deferred human review, or timely human attention. Meaningful escalation is 
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therefore not an alternative detection, diagnosis, correlation, or alarm-management method; 
rather, it uses the outputs of these functions to determine the appropriate recipient and 
mode of response (Table 2).

Table 2. Relating basic concepts to meaningful escalation.

Concept Principal Question Relationship to
Meaningful Escalation

Anomaly detection Is there a difference 
from normal? Generates candidate events

Fault diagnosis What is the root cause? Provides context
Alarm

rationalization
Should this be an alarm, 

which priority and action? Design time mechanism

Alarm suppression and 
filtering

Should this alarm
currently be hidden? Runtime mechanism

Meaningful
escalation

Does this warrant human 
attention, when, and by 

whom?

Integrative supervisory
allocation decision

The focus of industrial monitoring needs to move from detection toward meaningful 
escalation. Reis and Gins [8] describe the development of process monitoring as a progres-
sion from detection, through diagnosis, toward prognosis. Earlier approaches concentrated 
primarily on identifying deviations as rapidly and reliably as possible. However, further 
reductions in detection time may provide limited operational benefit if the subsequent 
diagnosis, interpretation, and troubleshooting remain slow or uncertain. In many abnormal 
situations, determining what has happened, why it has happened, and what should be 
done is more difficult than recognizing that some deviation has occurred.

Monitoring should therefore not terminate with the detection of an abnormal signal. 
Detected deviations should be evaluated according to their operational relevance, likely 
consequences, persistence, relationship to other events, and the need for human intervention. 
Where possible, monitoring systems should correlate related deviations, identify likely 
initiating causes, suppress consequential or redundant events, and provide information 
that supports diagnosis and decision-making.

This distinction becomes increasingly important as advanced analytics and machine-
learning methods make it possible to detect increasingly subtle deviations. Greater sensi-
tivity can improve early fault detection, but it can also increase the number of marginal 
or uncertain events. A technically sensitive monitoring system may therefore perform 
poorly from a supervisory-control perspective if it continuously presents operators with 
conditions that do not require action. The relevant question is therefore not only whether 
an abnormality can be detected, but whether it should be escalated to the human operator. 
The system should determine whether the detected condition has sufficient operational 
significance to justify consuming scarce operator attention. Events that can be handled 
reliably by automation should remain within the automated control and monitoring layers, 
whereas situations involving uncertainty, conflicting objectives, unusual conditions, or 
significant operational consequences should be escalated.

5.2.  Cross-Domain Integration of Monitoring Information
This requires monitoring information to be considered across traditional organiza-

tional and technical boundaries. Process disturbances, asset degradation, cybersecurity 
incidents, and physical-security events cannot always be interpreted independently because 
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similar symptoms may have different underlying causes. A change in process behavior 
may originate from raw-material variability, equipment degradation, an instrumentation 
fault, an incorrect control action, or malicious manipulation. Determining the appropriate 
response therefore requires both technical information about the deviation and contextual 
information about the current operating situation.

Reis and Gins [8] emphasize the value of integrating process and maintenance infor-
mation, while Hu et al. [33] demonstrate the benefits of combining process measurements, 
alarm and event histories, and process-connectivity information.

The same principle should be extended beyond process and maintenance monitor-
ing. Cybersecurity and physical-security information may provide important context for 
interpreting unusual plant behavior. For example, a process deviation accompanied by 
unexpected network activity or unauthorized access should be assessed differently from an 
identical process deviation occurring during normal operating conditions. Conversely, an 
apparent cybersecurity anomaly may have little operational relevance unless it affects sys-
tems or assets that are important to the current production state. The Stuxnet incident [34] 
illustrates why monitoring domains cannot always be treated independently. A cyber 
intrusion manipulated the industrial process and caused abnormal equipment failures, 
while simultaneously falsifying the information presented to operators. Consequently, 
the observable event was initially an asset/process anomaly rather than an identifiable 
cybersecurity event. Cross-domain integration does not imply that control-room operators 
should become cybersecurity specialists. Security Operations Center personnel or cyber-
security specialists should remain responsible for interpreting network and system-level 
indicators and coordinating cyber incident response, while control-room operators assess 
process consequences and determine safe operational actions. Maintenance specialists 
contribute asset condition information, and physical-security personnel investigate access 
or perimeter events. Cross-domain correlation should combine these partial views into a 
common situation representation and route the resulting event to the personnel capable of 
acting, with escalation to the control room whenever process safety, availability, or local 
intervention is affected. Future monitoring architectures should therefore move toward 
cross-domain event correlation. Rather than presenting operators with separate streams of 
process alarms, maintenance, cybersecurity and security alarms, the system should combine 
related information into a smaller number of operationally meaningful situations. Such 
aggregation can reduce duplicate information, improve causal interpretation, and provide 
operators with a more coherent representation of what is happening in the plant.

5.3.  Human Attention as a Design Constraint
Human attention should be treated explicitly as a limited system resource [35]. In 

highly automated plants, operators are expected to supervise large numbers of control loops, 
assets, and increasingly also events originating from cybersecurity and physical-security 
systems. While automation can increase the amount of information that is monitored, it 
does not increase the cognitive capacity of the human operator.

At the same time, the nature of the information generated by automation has changed. 
Earlier field instrumentation primarily provided individual process measurements. Mod-
ern systems increasingly add interpretation at several levels: smart field devices provide 
self-diagnostics, condition-monitoring systems assess vibration and equipment health, ad-
vanced control systems monitor constraints and control performance, and data-driven and 
machine-learning methods detect anomalies, diagnose faults, and generate predictions. 
Asset-management, cybersecurity, and physical-security systems contribute additional 
event streams. Consequently, modern automation does not merely provide more measure-
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ments; it produces an increasing amount of derived and interpreted information that may 
potentially be escalated to a human operator (Figure 4).

Figure 4. From information scarcity to attention scarcity in industrial supervision.

This development creates a fundamental asymmetry between machine-based moni-
toring and human supervision. Automated systems can continuously evaluate thousands 
of measurements and derived indicators, whereas a human operator can actively assess 
only a limited number of concurrent situations. The limiting factor therefore shifts from the 
ability to acquire and detect information toward the ability to determine which information 
deserves human attention. A monitoring architecture that transfers increasing amounts of 
machine-level output directly to the operator merely moves the monitoring bottleneck from 
the automation system to the human supervisor.

Alarm floods further intensify this problem by overwhelming the operator’s capacity 
to perceive, understand, and project the development of the situation, thereby degrading 
situation awareness [31].

5.4.  Implications for Future Monitoring Systems
The principal challenge for future industrial monitoring systems is therefore not simply 

to detect more abnormalities, but to determine which detected abnormalities deserve 
human attention. This requires a stronger separation between machine-level detection and 
human-facing event generation. Detection algorithms may operate with relatively high 
sensitivity internally, provided that subsequent processing evaluates context, combines 
related information, suppresses duplicates, and determines whether escalation is justified.

Such systems should ideally support several levels of response. Routine and well-
understood deviations should be corrected automatically where this can be done safely. 
Events that require no immediate action may be logged for maintenance, engineer-
ing analysis, or later review without interrupting the operator. Only situations requir-
ing timely human awareness, judgement, coordination, or intervention should generate 
human-facing events.

This approach also changes how monitoring-system quality should be assessed. Per-
formance metrics such as sensitivity, specificity, precision, and detection delay remain 
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important, but they are insufficient on their own. A monitoring system ultimately con-
tributes value only if it improves the ability of the plant to remain safe, reliable, and available. 
Operator workload, alarm rate, actionability, diagnostic value, trust, and the probability 
that critical events are successfully recognized should therefore also be considered.

The long-term objective should be an attention-aware supervisory architecture in which 
automated monitoring systems protect rather than consume human cognitive resources. 
As plants become more autonomous, the operator’s role will increasingly concentrate on 
situations that are unusual, ambiguous, consequential, or difficult to automate. Monitoring 
systems should consequently be designed to ensure that, when such situations occur, the 
operator’s limited attention remains available for the events in which human judgement 
provides the greatest value.

6.  Conclusions
Monitoring of industrial plants is becoming increasingly automated, while human 

supervisors remain responsible for situations that require judgement, coordination, and 
intervention. As monitoring capabilities expand across process, asset, cybersecurity, and 
physical-security domains, the central challenge is no longer only to detect deviations, but to 
decide which deviations deserve human attention. Avoiding human-facing events without 
operational value is therefore a key design objective. In highly automated plants, nuisance 
alarms are no longer merely inefficient; they are incompatible with the need to protect 
scarce human attention. Monitoring systems should suppress, aggregate, defer, or auto-
matically handle events whenever possible and escalate only those situations that require 
timely human involvement. Treating human attention as a limited supervisory resource 
provides a common design principle for monitoring and alarm systems in increasingly 
autonomous plants.

Future research should focus on cross-domain monitoring architectures that integrate 
process, asset, cybersecurity, and physical-security information. This will become increas-
ingly important as critical infrastructure faces growing security threats while fewer human 
supervisors are responsible for larger and more automated facilities. The central challenge 
is not merely to detect more anomalies, but to correlate and interpret them sufficiently 
well to escalate only those situations that genuinely require human attention. Empirical 
studies in highly automated and normally unattended plants are also needed to determine 
how meaningful-escalation strategies affect workload, trust, situation awareness, and the 
probability of successful intervention.
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