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Abstract

Software-Defined Radios are particularly suited to performing radio spectrum monitoring
from unmanned aerial vehicles. This is thanks to their reduced size, wide bandwidth
and advanced signal processing capabilities. But their task is made increasingly more
difficult by the growing densification of the radio spectrum and the increasing presence
of interfering signals. These modern high-bandwidth receivers suffer from limitations
stemming from these interfering signals reaching the analog-to-digital converter. Beam-
forming and frequency filtering appear as efficient techniques to reduce the dynamic range
of the incoming signal so as not to saturate the analog-to-digital converter. The current
state of the art of both beamforming and frequency filtering is presented along with the
performance and limitations pertinent to wideband spectrum monitoring. Other mainly
digital techniques are also explored, offering some more specialized solutions to reduce
spurious signals post-acquisition.

Keywords: beamforming; dynamic range; electromagnetic compatibility; filters; radio-frequency;
Software-Defined Radio; spectrum monitoring; tuning; wideband

1. Introduction
This paper reviews existing techniques to improve the dynamic range of SDR-based

spectrum monitoring in adverse conditions. In particular, frequencies below 3 GHz are
considered. Software-defined radio (SDR) receivers are particularly suited for this task as
they are capable of receiving, processing, and analyzing a wide bandwidth, which increases
the possibility of intercepting wanted signals. Unfortunately this places them at risk of
receiving potentially high-powered intruding, jamming, or interfering signals. All wanted
signals are henceforth identified under the catch-all term signal of interest (SoI), and all
unwanted signals causing problems in the receiver are identified under the catch-all term
interfering signal (IS).

In this context, adverse conditions means that the IS is more powerful than the SoI
such that the power difference between the former and the least powerful SoI is larger than
the dynamic range of the receiver. This power difference can be caused by a large difference
in transmission power or because the source of the IS is much closer to the receiver than
the source of the SoI. Receivers onboard unmanned aerial vehicles (UAVs) are particularly
subject to these adverse conditions as they can be in the line of sight of many transceivers
once they are up in the air.
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Notably, the IS does not always come from a signal transmitted voluntarily or in-
voluntarily (a signal source extrinsic to the receiver). Situations arise in which the IS
degrading the monitoring performance originates from inside the receiver itself (a signal
source intrinsic to the receiver). Extrinsic IS can be a legitimate signal emitted according
to the local band-plan, at a legal power limit, with adequate filtering (such as a broad-
cast radio station, a mobile network base transceiver station (BTS), . . . ). These can also
be parasitic and unintentional signals (such as harmonics generated by an emitter with
improper filtering, defective devices generating out-of-band transmissions) or stem from
illegitimate or malicious sources (jamming, pirate transmissions, . . . ). Figure 1 represents a
non-exhaustive list of possible signals found in the RF spectrum.

Input signal

Extrinsic

Intrinsic

Legitimate

Illegitimate

Band-plan compliant

Occupation non-
compliant

Unintentional /
parasitic

Malicious
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e.g., LNA compression,
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Can constitute a SoI

Can constitute an IS

Figure 1. Classification of signal sources reaching the receiver by origin and legitimacy. An extrinsic
signal can be an IS, SoI or uninteresting depending on the situation. A non-compliant or illegitimate
signal usually is either an SoI or IS. An intrinsic signal is always considered an IS.

Intrinsic IS can be intermodulation products, harmonics, or aliased signals, most often
stemming from the memory effects of the analog front-end (AFE) [1]. Those intermodula-
tion products or harmonics can be caused by extrinsic IS which are outside the part of the
spectrum being monitored. As such, the counter-measures to put in place to reduce the
impact of intrinsic IS need to operate over a larger bandwidth than that of the receiver.

In the same way, the SoI can also be a legitimate signal transmitting within the local
band-plan (such as a mobile phone or other low-power transmitters) or a legitimate signal
not following the channel access and occupation rules (such as an improperly configured
access point transmitting at the same frequency as a radar) or an illegitimate signal (such
as observed earlier).

Legitimate signals follow the regulatory band-plan but because the parasitic and
unlawful signals do not, no assumption can be made about the frequency, content, and
modulation types of SoI or IS. As such, no pre-built, fixed filters can be used to filter out
extrinsic ISs. Any solution based on traditional methods such as automatic gain control, or
in-line attenuators would not be adequate as these would simply attenuate all signals (IS or
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SoI) indifferently and as such do not impact the dynamic range. Because the frequency of
the SoI and IS are not known, techniques that involve frequency slicing such as channelized
receivers and filter banks are not considered either as they do not address the source of
the problem.

Relying on this context, this paper first explains the source of the limited dynamic
range in SDR receivers, as well as the main figures of merit regarding dynamic range and
their meaning. It then evaluates what room for improvement remains in the components
forming the receiver. Next, potential solutions to reduce the dynamic range of the received
signal are explored starting with beamforming techniques and then frequency filtering
techniques. Essential digital techniques are also covered before concluding.

2. Dynamic Range
In most wideband SDR receivers, the global dynamic range is limited by the dynamic

range of the analog-to-digital converter (ADC). Examples are the LMS7002m from Lime
Microsystems with a specified dynamic range of 60 dB [2] or the BladeRF 2.0 series (using an
AD9361) which also has a dynamic range of around 60 dB. This value was experimentally
measured on a BladeRF 2.0 xA4 at 433.5 MHz, with the front-end gain set at midpoint and
the fastest sampling rate of 61.44 Msps. These values are given as examples and show
that the order of magnitude for a commercial SDR’s dynamic range is around 60 dB. The
precise value is of secondary importance because any careful system designer should
account for a sufficiently large margin of error. The ADC constrains the dynamic range of
the system by limiting both how strong a signal can be before clipping and how weak a
signal can be before its signal-to-noise ratio (SNR) becomes too low. When considering the
full bandwidth of the converter (BWADC), the theoretical maximum dynamic range (DR),
expressed in dB, is given by Equation (1)

DR = 6.02 × Nb + 1.76, (1)

with Nb being the resolution of the converter in bits. However, this theoretical maximum is,
in practice, limited by distortions within the converter such as harmonics or intermodu-
lation products. When accounting for the noise and the non-idealities of the components
causing signal degradation, the signal-to-noise and distortion ratio (SINAD) is considered
and can be expressed as an effective number of bits (ENOB) according to Equation (2)

SINAD = 6.02 × ENOB + 1.76. (2)

The ENOB expresses the exploitable resolution of the converter when assuming a
uniform distribution of the noise power and is lower than the converter resolution. In
addition, the imperfect conversion along with noise from the surrounding circuitry causes
spurious signals, which manifest as narrow-band low-power signals appearing in the
digitized version of the signal. The power of the various spurious signals is generally
below the total power of the noise and distortions, but because these spurious signals are
narrower in bandwidth than the quantization noise, they have a higher local noise density
than the quantization noise, and a characteristic bandwidth (BWc) has to be considered.
This characteristic bandwidth can be the width of a fast Fourier transform (FFT) bin when
computing the spectrum of the signal, often the case when performing dynamic range
measurements or spectrum monitoring, or the bandwidth of a band-pass filter based on the
width of the SoI. When taking this characteristic bandwidth into account, and assuming
a uniform distribution of the quantization noise, the actual dynamic range is increased
according to Equation (3)
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DRinc = 10 × log10(
BWADC

BWc
). (3)

The spurious signals, if they are comparable in bandwidth to or smaller than BWc,
keep the same power level, usually staying above the noise floor. The dynamic range
computed between the maximum input power and the strongest spurious signal is called
the spurious free dynamic range (SFDR). When performing spectrum monitoring tasks,
because no assumption can be made about the frequency of either the SoI or the IS, one
must assume that they will overlap, hence forcing consideration of the SFDR. When taking
the AFE into account, additional intrinsic ISs are generated by the various components of
the receiver (see Figure 2 for a representation of intrinsic IS sources within an SDR receiver
using intermediate frequency (IF) sampling), further reducing the SFDR.
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Figure 2. Various sources of intrinsic ISs in a typical SDR receiver using IF sampling.

In Figure 3, a hypothetical scenario illustrates the spectrum at the output of an ADC.
The top image shows a spectral view of the IS and SoI along with several spurious signals
as seen by the ADC. The gain of the AFE is selected so that the most powerful signal stays
a few decibels below the full scale of the ADC. The noise floor of the ADC is usually well
above the thermal noise floor of the AFE, and the SoI is surrounded by various spurious
signals. The bottom image shows a comparison between the IS, SoI, ADC dynamic range,
SFDR, SINAD, SNR and the worst-case SNR (using the full bandwidth of the receiver
without any post-acquisition filtering).
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Figure 3. (Top): Representative spectrum of the digital signal after the ADC. (Bottom): Graphical
representation of the SINAD, SFDR and SNR.
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As an example, consider an SoI with a bandwidth of 12.5 kHz and requiring 10 dB of
SNR for proper reception. The receiver has a 3.2 GHz bandwidth. Applying this scenario to
Equation (3) shows that the dynamic range is increased by 54 dB compared to the SINAD
computed from the ENOB alone, but the signal itself needs to be maintained 10 dB above
the noise floor. This improved dynamic range does not take spurious signals into account,
which are strongly related to the specific component used and its integration in the receiver.

3. Comparison Criterion
The next four sections explore and compare various techniques that help improve the

dynamic range of a spectrum monitor. Each section and each technique bring improvements
along several axes which are compared in Section 8. The comparison is done along the
following criteria:

Attenuation of extrinsic ISs is the difference in amplitude between the most powerful
and least powerful signals reaching the ADC.

Improvement in dynamic range after the ADC is the difference in amplitude between
the most powerful and least powerful signals in the digital domain, accounting for
intrinsic ISs introduced by the AFE and the ADC.

UAV suitability is given mainly by the size, weight and power (SWaP) of the technique.
The major criteria are the size and weight of the implementation. The power con-
sumption is usually small compared to the power consumption of the aircraft itself;
however, a design drawing too much power may need adequate heat dissipation, hin-
dering UAV suitability. Another criterion evaluated is the computing power required
as a large computing power can be difficult to accommodate aboard an aircraft.

Hardware complexity is the estimated difficulty in implementing the hardware aspects of
the technique.

Software complexity is the estimated difficulty in implementing the software aspects of
the technique.

Instantaneous bandwidth is the maximum bandwidth of the signal that the technique
can attenuate at a given time.

Tuning bandwidth is the difference between the highest and lowest center frequencies of
the signal that the technique can attenuate at different times.

4. Component-Centered Improvements
4.1. Analog Front-End

The first step to limit the various ISs is to avoid the appearance of intrinsic ISs in the
AFE of the receiver. As such one must observe three principles: simplifying the AFE as
much as possible by reducing the number of active components, choosing them as linear as
possible, and using adequate gain or attenuation control to avoid saturation. Regarding the
simplicity of the front-end, the best situation is achieved with direct-sampling receivers
where the signal from the antenna goes directly to the ADC after passing through an
optional low-noise amplifier (LNA). In designs not using direct sampling, a mixer must
be introduced between the antenna and the ADC along with image rejection and IF filters,
which can introduce extra nonlinearities. In both direct and IF sampling, anti-aliasing filters
must be used if the ADC risks sampling signals over more than a single Nyquist zone.

The linearity of an LNA can easily be assessed. Commercial devices exist with a
high linearity over a wide bandwidth and a compression point well above the full-scale
amplitude of high-speed ADCs [3–5]. With such devices, the ADC saturates before the LNA
enters the compression region, avoiding the creation of distortions through intermodulation.
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Mixers are, however, inherently nonlinear devices and can output signals outside the first
Nyquist zone of the ADC. Additionally, if the noise figure of the front-end is low enough, the
noise added by the front-end is negligible compared to the quantization noise of the ADC.
Moreover, the more linear analog components are, the higher their power consumption
tends to be. This can prove challenging in embedded systems with limited available power
or heat-dissipation capacity.

In summary, all these criteria need to be traded off in order to reduce the appearance
of signal distortions during spectrum monitoring while keeping the receiver compact and
low power.

4.2. Analog-to-Digital Converter

The dynamic range of an ADC is not only limited by the quantization noise, noise
figure, and distortions but also by the other spurious artifacts added by the converter itself
during conversions.

In order to improve the overall dynamic range of the receiver by improving the
dynamic range of the ADC, the main figure of merit to consider is the SFDR. There is,
however, a trade-off between the dynamic range and the sampling speed of an ADC. A
direct-sampling spectrum monitor requires a sampling rate of at least 6 Gsps in order to
monitor signals from 0 GHz to 3 GHz. This allows it to cover the whole band continuously,
increasing the probability of intercepting the SoI. At these sampling rates and resolutions,
state-of-the-art converters are designed by time-interleaving several successive approxi-
mation ADC slices [6–10]. This causes additional challenges as the slices must be perfectly
matched and aligned in order to avoid creating distortions and spurious signals [11]. The
main effect of timing errors between ADC slices is an increase in the amplitude of spurious
signals. These are more difficult to attenuate as the frequency of the input signal gets closer
to the sampling bandwidth [12]. With proper calibration techniques, the degradation of
SINAD caused by time-interleaving can be contained to below 2 dB. If the input signal
frequency does not get too close to the sampling bandwidth, the SFDR of an ADC using
time-interleaving can be kept to about the same as the SFDR of individual slices [9,13–17].

From [6–10], the state-of-the-art SFDR when considering signal bandwidths near-
ing the sampling bandwidth ranges between 60 dB and 70 dB. Increasing the sampling
bandwidth of the ADC above the monitored bandwidth helps keep the SFDR as high
as possible.

The commercially available ADC [5] detailed in [18] exemplifies the capabilities attain-
able by commercially available components. When in interleaving mode, it has a 3.2 GHz
bandwidth with an SFDR of 70 dB (for small signals, measured 12 dB below full scale) and
an ENOB around 8.5, translating to a SINAD of 53 dB. This measurement requires the most
powerful signal to be substantially below full scale, which reduces the usable dynamic
range further. The power consumption of this ADC is 6.6 W, but this does not account for
the power consumption of the Field-Programmable Gate Array (FPGA)-based system that
must process the data, including performing the timing calibration of the ADC slices.

The commercially available AFE LMS7002M from Lime Microsystems has an SFDR of
60 dB and an ENOB of nine, translating to a SINAD of 56 dB [2].

Reconsidering the example of a 12.5 kHz SoI requiring an SNR of 10 dB, we can
consider two situations. In a first situation, the SoI is known to be far enough from any
spurious signal. If the SoI is digitized by the ADC from [5], one can use Equation (3) to
obtain Equation (4), which gives the minimum acceptable power level below full-scale for
the SoI in ideal conditions.

53dB (SINAD) + 54dB (DRinc) − 10dB (SNR) = 97dB (4)
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In the same situation, if the SoI is now digitized by the LMS7002M at its widest
bandwidth (61.44 Msps), one gets Equation (5), which gives the minimum acceptable
power level below full-scale for the SoI in ideal conditions.

56dB (SINAD) + 37dB (DRinc) − 10dB (SNR) = 83dB (5)

This situation is quite advantageous for both ADCs. However, if the exact frequency
of the SoI is not known, then the possibility that it will overlap with a spurious signal must
be considered. In this new situation, if the SoI is digitized by the ADC from [5], Equation (3)
now gives Equation (6), which gives a significantly higher minimum acceptable power
level below full-scale for the same SoI.

70dB (SFDR) − 10dB (SNR) = 60dB (6)

In that same new situation, if the SoI is now digitized by the LMS7002M at 61.44 Msps,
Equation (3) gives Equation (7) for the minimum acceptable power level below full-scale:

60dB (SFDR) − 10dB (SNR) = 50dB (7)

These numbers might be even lower in the presence of additional extrinsic or intrinsic
ISs. A strong IS would set the power corresponding to the full scale, potentially bringing
the SoI too low relative to the noise floor for proper reception.

Putting in place even the most advanced counter-measures do not satisfactorily im-
prove the performance of a system with an inadequate hardware design. The selection of a
proper ADC is foundational in ensuring the highest possible performance of a spectrum
monitoring system but is not sufficient in high-dynamic-range environments.

5. Beamforming-Based Techniques
Beamforming consists of using an array of antennas to alter the radiation pattern of

the receiver, usually creating local maxima to increase the gain of the receiver in a specific
direction. This beam can then be steered in a chosen direction to favor signals coming from
that direction. Beamnulling is a similar technique except that the beam creates local minima
to attenuate the signal from specific directions. In use cases where it is desirable to attenuate
a powerful signal, beamnulling techniques are more appropriate as the origin direction of
the SoI is not yet known, whereas the IS, being strong, is easier to identify and locate. In
this section, the term beamforming is used to refer to both beamforming and beamnulling
as the hardware implementations are mainly the same. One major difference to consider is
that the maximum gain of a beam in a beamformer system follows a relationship described
by (8).

G = 10 × log10(Na) (8)

where G is the gain of the beam, and Na is the number of antennas in the array. This
implies that large gains require a large number of antennas. Beamnulling systems can
theoretically provide perfect attenuation and in practice can easily achieve several dozen
dB of attenuation with a reduced number of antennas [19]. The number of antennas impacts
the width of the nulls created as well as their number. An antenna array of size Na is able
to generate at most Na − 1 nulls [20].

The beam is steered and shaped by time-shifting and modifying the amplitude of each
input signal from each antenna. For a receiver composed of two antennas that must be able
to steer a beam across 360◦, the maximum delay to be applied to the signal is equal to the
propagation delay between the two antennas. Depending on whether the operations are
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performed in the analog or digital domain, beamforming can be classified into two groups:
analog beamforming and digital beamforming. A third category exists, hybrid beamform-
ing, using stages of both analog and digital beamforming to exploit the advantages of both
systems. Figure 4 gives an overview of the three categories of beamforming.

ADC

ADC

Hybrid

ADC

Analog

ADC

ADC

ADC

Digital

Figure 4. The three families of beamforming methods. LNA and other AFE components such as
mixers are not represented here.

The main downside of beamforming is that it requires an array of antennas, increasing
the spatial footprint of the receiver. Furthermore, the antennas’ size and spacing are
proportional to the largest wavelength the receiver must be able to receive. Reduced spacing
induces coupling between the antennas, leading to poor performance while increased
spacing increases the footprint of the array with diminishing returns in beam quality.

Having antennas too close to one another leads to coupling between the channels
which reduces the gain of the beam or the attenuation of the nulls. It is generally considered
that to minimize coupling effects, a minimum distance of 0.5λ must be respected between
antennas, with λ being the wavelength corresponding to the lower bound of the receiver’s
bandwidth. Larger distances lead to less coupling. Under that condition, a system with
three antennas, operating at a frequency as low as 100 MHz, requires a minimum bounding
triangle of 1 m2. A similar system using four antennas requires a minimum bounding
rectangle of 2.2 m2. The size of those two surfaces is reduced to 0.11 m2 and 0.25 m2

respectively when operating at 300 MHz.
Beamforming is able to attenuate extrinsic ISs, thus reducing intrinsic ISs if those

happen to originate from the high power of an extrinsic IS. Beamforming techniques do
not apply if the IS and SoI come from the same direction.

Two main use cases for beamforming are considered. Many modern communication
systems use beamforming techniques as a way to increase the user density, i.e., forming
multiple beams at the same frequency to multiply the number of data streams or as a way
to counteract strong free-space path loss (FSPL) in the band of operation [21–23]. In this use
case, however, the dynamic range of the receiver is not the primary motivation for using
beamforming; it is the need to spatially distinguish the various data streams coming from
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different directions at the same frequency. A second use case for beamforming is the ability
to amplify or attenuate signals from a specific direction whenever the SoI is too weak to
be received using an omnidirectional receiver [24,25] or when the systems operate over
several frequency bands with a varying FSPL.

In wideband receivers, two harmful effects can be observed. The first is called beam-
squint and arises when the effective beam angle varies with the frequency. The second is
called angular ambiguity and can be observed at frequencies whose wavelength is more
than twice the antenna spacing. In the case of beamnulling for example, beamsquint can
cause the null in the radiation pattern to move in an undesirable direction, potentially
attenuating the SoI that the system should have detected, in addition to not attenuating the
IS that is degrading the dynamic range. Angular ambiguity can cause additional beams
or nulls (side lobes) to appear at higher frequencies, and attenuate other signals than the
IS, again potentially preventing the detection of the SoI. These effects are very limited in
narrow-band communication systems.

5.1. Analog Beamforming

In analog beamforming techniques, the signals coming from the antennas are shifted
and summed before the digitization stage (ADC). This has the advantage that, particularly
in the case of beamnulling, it can reduce the dynamic range of the signal to digitize,
relaxing the requirements on the ADC. Linearity requirements of the AFE still apply, and
the components located before and up to the final adder must still be sufficiently linear so
as to avoid creating intrinsic ISs. Forming the beam is done by phase-aligning the signal
coming from the target direction and received through the antennas of the array. The
alignment can be realized using two main techniques.

The first technique involves applying a frequency-independent phase-shift to the
signals from the antennas. This phase shift is determined by the target angle of the beam
or null, the spacing between the antennas in the array and the operating frequency. It is
the most straightforward technique to implement but because the required phase shift
is inherently related to the operating frequency, the angle of the beam varies across the
receiver bandwidth, creating significant beamsquint.

The second technique uses true time delay (TTD) to apply an actual (true) time delay
to the signal. This time delay translates to different phase shifts at different frequencies,
theoretically preventing beamsquint. This makes TTD much more suitable for wideband
systems such as spectrum monitoring systems. In practice, however, the actual delay varies
with respect to frequency and this also induces beamsquint although much less than when
applying constant phase shifts [26].

TTD can be applied at various places along the path of the signal [27]. The most
obvious place is along the transmission line connecting each antenna to the adder. The
delay induced by that transmission line can be modified by either changing the propagation
delay or the length of the transmission line (for example, using switched transmission
lines) [28]. Variations of these approaches exist such as the Rotman lens where pre-set
beam directions are formed through a specific physical feature performing the delay and
summation at the same time. The size of those physical features is proportional to the
wavelength at which the lens must operate, making this method impractical for use at
lower frequencies.

The signal can also be delayed by placing an adder between the sample and hold
(S/H) cells and the ADC input. The S/H cells can then be driven with time-shifted clocks,
delaying the signal. The downside of this method is that it limits the maximum delay
applicable to the signal to one sampling clock delay per successive S/H. The maximum
distance between the antennas in the array or maximum target angle of the beam are thus
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limited, especially in systems with large bandwidth such as high-speed direct-sampling
receivers [19].

Analog beamforming, by being in the path of the analog signal, introduces insertion
losses potentially impacting the gain requirements of the AFE or the received signal strength
of the SoI. These insertion losses can also vary with the frequency, influencing the shape of
the beam, the gain or attenuation provided. Analog beamforming can also increase the risk
of generating intermodulation products before the digitization stage if additional nonlinear
components are in the signal path.

The design in [19] reported reaching an attenuation of 20 dB with 100 % bandwidth at
a center frequency of 2 GHz using an analog beamformer.

5.2. Digital Beamforming

In digital beamforming techniques, each antenna of the array is connected to one
ADC (or ADC channel). The beam is then formed using digital signal processing (DSP)
techniques in the processor after the signal is digitized. The immediate effect of this is that
each channel still has to digitize the complete spectrum including the IS and SoI whose
power has not been altered. As such, the beamforming itself does not improve the dynamic
range of the receiver.

The multiplication of digital data streams requires heavy computing capabilities and
increases the energy consumption [29], this effect being even more prominent at high
sampling rates as is the case in wideband receivers. However, this simplifies the front-end,
reducing the number of components required between the antenna and the ADC.

Only a slight dynamic range improvement might come from the averaging effect of
the noise coming from the various ADCs (assuming the noise between the channels is
uncorrelated). This effect improves the SNR according to (9)

SNRinc = 10 × log10(Nd) (9)

with Nd being the number of digital channels. Because IS are not random uncorrelated
noise, they are not attenuated by this averaging effect.

This technique is usually implemented when the receiver receives several signals at
the same or similar frequencies, from different directions and with power levels within
the ADC capabilities. In that case, digital beamforming is able to discriminate between
the various signals. This technique is thus suitable if the IS is at the same frequency as
the SoI and of comparable amplitude, causing the SNR of the SoI to be too low for proper
exploitation of the signal. Finally, because the beamforming operations are performed in the
digital domain, the data streams can be duplicated in order to create multiple independent
beamformers, but each beamformer is only able to have at most one less beam than the
number of antennas.

5.3. Hybrid Beamforming

In hybrid beamforming, concepts from both analog and digital beamforming are used.
Antennas in the array are grouped into sub-arrays using analog beamforming, the outputs
of which are then combined using digital beamforming. The digital beamforming step
enables more fine-grained delay between streams than analog TTD. It also enables the
exploitation of spatial diversity from the antenna array [30] and more complex analysis
such as direction finding of the various SoI or IS. The analog beamforming part has the
role of reducing the dynamic range of the input signal before it reaches the ADC. Hybrid
beamforming has the disadvantage of having fewer nulls to steer and requiring more
ADC channels.
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5.4. Summary

Beamforming is a versatile technique that can either amplify or attenuate signals from
specific directions. Its implementation must be carefully chosen as only analog beamform-
ing can efficiently reduce the dynamic range of input signals and more specifically, only
true-time delay allows sufficient reduction in beamsquint. Though beyond the scope of
this paper, and unlike simple component upgrades, beamformers require a control system
whose role is crucial in ensuring attenuation of the proper signals.

6. Frequency Filtering
Frequency filtering is an obvious candidate for interference rejection in spectrum

monitoring receivers through the use of band-stop filters (BSFs). Unlike beamforming
systems, they require only one antenna to operate, reducing the footprint of the system.
The goal is to reject the IS at specific frequencies with the obvious limitation that if the
SoI and the IS are too close in frequency or overlap (such as in time-division multiple
access (TDMA) systems or jamming) then the SoI will also be filtered out. This requires
filters with both a variable center frequency and a variable bandwidth, which increases the
receiver’s complexity.

Traditional frequency filtering is implemented with discrete passive components
and assembled in filter banks, but because of the frequency flexibility requirements for
spectrum monitoring, this is not a viable alternative as this would produce bulky systems.
Implementations with discrete passive variable components do not show enough flexibility
to be suitable either [31]. Filters with such requirements in terms of flexibility are called
hyperflexible RF filters or frequency-agile RF filters.

Many types of implementations exist but almost all have the common limitation that
the number of signals that may be simultaneously filtered out is implementation-dependent.

One major family of BSFs uses multiresonant cells, or frequency-tunable resonators.
The tunability of the system can be a limiting factor as these implementations have a
center frequency that varies in the 1 GHz to 2 GHz range [31]. One implementation in
particular has a notch depth of −17 dB to −46 dB in the 1.8 GHz to 2.16 GHz frequency
range [32]. Other tuning implementations using liquid metal or liquid crystal manage to go
beyond that tuning range, but their size limits them to higher frequencies (typically above
3 GHz) [33,34]. Their filtering capability is usually suitable for narrow-band ISs with the
possibility of arranging several transmission zeroes in close proximity to trade attenuation
for bandwidth.

N-Path filters work by frequency-shifting the input signal then applying a filter with
a known frequency response. This has the benefit of being widely tunable by shifting
the frequency flexibility burden away from the filter implementation [35]. Most of those
implementations, however, focus on implementing band-pass filters (BPFs), which are
suitable when the frequency of the SoI is known. They provide wider filtering capability
than multiresonant cells, with a bandwidth of up to 80 MHz. The design in [35], while
implementing a band-pass and not a band-stop filter, reaches a >24 dB rejection of out-of-
band signals with a bandwidth of 5 MHz to 80 MHz and a tuning frequency of 1 GHz to
5 GHz.

Both multiresonant-cells and N-path filters are directly in the path of the analog signal
and need to present a low insertion loss in order to avoid attenuating the SoI.

Feed-forward decoupling is a technique that digitizes the IS and process it using
DSP to synthesize a mirror image of the signals to decouple them from the main analog
path using a feed-forward loop [36]. The addition of a digital processor in the path of
the strongest signal opens the possibility for advanced processing including very sharp
frequency responses or multiple notches in close proximity. The limitations are the digital
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delay added by the DSP filtering operations and the bandwidth of the digital system.
This specific layout helps reduce the insertion losses and makes it possible to bypass
the filter which is not as easy if the filter is directly in the path of the digitized signal.
The implementation from Ref. [36] obtains an attenuation of ISs of 24 dB to 32 dB with a
bandwidth of 1 MHz to 8 MHz per signal attenuated. The center frequency ranges from
800 MHz to 1800 MHz and attenuates eight signals simultaneously within 200 MHz.

Frequency filtering is a complementary solution to beamforming in that it allows one
to cover different use cases such as signals coming from an identical direction. There are
many existing implementations but few offer the wide bandwidth required by spectrum
monitoring receivers, with N-path filters being a prime candidate for implementation.

7. Digital Processing Techniques
A range of techniques that mostly require digital processing exists to lessen the impact

or the creation of spurious signals.
Non-uniform sampling, also called compressive sensing, allows one to extend the

bandwidth of a receiver beyond a single Nyquist zone by sampling the signal at irregular
intervals, reducing aliasing. This requires fine control over the sampling clock of the ADC,
or several ADCs driven at varying sampling rates. This does not attenuate ISs and requires
additional computing power to improve the digitized bandwidth over what the monitoring
system requires [37,38].

A nonlinear equalizer (NLEQ) is a technique that uses digital signal processing to
reduce the amplitude of various intrinsic ISs originating from nonlinearities in a signal
path. In a receiver, this is done post-acquisition by processing the received samples using
a model of the front-end. This model is usually based on Volterra series to take the
memory effect of semiconductors into account [39]. Applying an NLEQ to an input signal
typically requires several hundred operations per sample, preventing real-time operation
in wideband receivers. According to [40], the power of intermodulation products created
within the ADC can be reduced by 16 dB with a cost of 110 operations per sample. This
translates to an improvement of the SFDR of the receiver by at most 16 dB on the condition
that the limiting factor in SFDR is the spurious signals created by the ADC. As such, it does
not improve the SINAD of the receiver, only the SFDR.

Modulo-sampling is a technique that applies a modulo operator to the signal before
sampling in order to prevent the ADC from saturating. This requires dedicated circuitry
for the modulo operation. This circuit does not yet reach the sampling rate required
for RF signals and spectrum monitoring but can enable a large increase in the ADC’s
SINAD. Modulo-sampling requires computationally heavy reconstruction algorithms
[41–43], making this perspective difficult to integrate into airborne wideband receivers.

8. Discussion
As can be seen in Figure 5, only some techniques among the several explored in

this paper can block ISs in a way that reduces the dynamic range of the input signal
before the ADC. Other techniques, compared in Figure 6, provide post-processing dynamic
range improvement after the ADC (digital beamforming, nonlinear equalizers). Hybrid
beamforming are not represented as it can be considered a composite of both analog and
digital beamforming. Compressive sensing does not significantly improve the dynamic
range in any way, and the maximum sampling frequency of modulo sampling does not
match the requirements for use in spectrum monitoring systems. As such, these techniques
are not discussed.
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Attenuation of extrinsic IS
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Instantaneous bandwidth                               

SW complexity
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Analog beamforming
N-Path filtering
Multiresonant cells
Feed-forward decoupling

Figure 5. Comparison of the techniques improving the dynamic range before the ADC along the
attenuation of extrinsic ISs, the suitability to unmanned aerial vehicles, the hardware and software
complexity, the instantaneous bandwidth and the tuning bandwidth.

The techniques discussed in this paper are briefly summarized below according to the
criteria exposed in Section 3.

Analog beamforming provides excellent tuning bandwidth with a very wide instanta-
neous bandwidth if implemented using TTD, the limiting factor being beamsquint. The
expected IS attenuation before the ADC is around 20 dB. The UAV suitability of all types of
beamforming is hindered by the footprint of the antenna array, limiting the beamforming
techniques to only the largest UAVs, especially at lower frequencies. The complexity of
analog beamforming comes mostly from the hardware implementation, with hybrid beam-
forming in particular inheriting the hardware complexity of analog beamforming and the
software complexity of digital beamforming.

DR improvement after ADC

Tuning bandwidth                    

Instantaneous bandwidth                                

SW complexity

                 HW complexity

            UAV suitability

1

2

3

4

5
Digital beamforming
Non-linear equalizer

Figure 6. Comparison of the techniques improving the dynamic range after the ADC. Comparison
along the improvement in dynamic range, the suitability to unmanned aerial vehicles, the hardware
and software complexity, the instantaneous bandwidth and the tuning bandwidth.

N-Path filtering has a good tuning bandwidth because the switches are responsible for
tuning the center frequency while the instantaneous bandwidth is more limited, reflecting
the difficulty of implementing filters with a highly flexible bandwidth. N-Path filters have a
particularly good IS attenuation before the ADC reaching up to 50 dB. The UAV suitability
is also good as the system has no moving parts, a limited physical footprint, low power
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consumption and low-computing-power requirement. The complexity of implementation
is hardware.

Multiresonant cells have a poor, implementation-dependent tuning bandwidth and
no single method can cover a significant portion of the frequencies below 3 GHz. The
instantaneous bandwidth of multiresonant cells has the same limitation as N-Path filters.
They do provide the best IS attenuation before the ADC, reaching up to 70 dB. Their UAV
suitability is limited by the need to assemble the filters in banks, increasing the size and
weight of the implementation and yielding particularly high hardware complexity. Moving
parts and liquid materials make some implementations sensitive to vibrations, further
reducing UAV suitability.

Feed-forward decoupling presents a limited instantaneous bandwidth due to the
DSP in the feed-forward loop. The tuning bandwidth is also limited by the coupling and
decoupling stages in the signal path. The expected IS attenuation before the ADC is around
20 dB. UAV suitability is quite good, with the main limiting factor being the required
computing power that is proportional to the instantaneous bandwidth. This technique
involves both hardware complexity for the proper coupling and decoupling stages and
software complexity for the implementation of adequate high-speed DSP.

Digital beamforming has an excellent tuning bandwidth, equal to the instantaneous
bandwidth. The attenuation of IS post-ADC can reach 20 dB but this neither prevents nor
attenuates the spurious signals created in the AFE due to excessive signal strength. The
dynamic range improvement in hybrid beamforming attributable to the digital beamform-
ing part is limited but both tuning and instantaneous bandwidth benefit from the digital
beamforming part. Both digital and hybrid beamforming (like analog beamforming) have
a reduced UAV suitability due to the footprint of the antenna array. Digital beamforming
does have low hardware complexity.

The instantaneous bandwidth of NLEQ is limited to the number of operations per
second the DSP is capable of. NLEQs do not limit the tuning bandwidth of a system.
The SFDR improvement after the ADC is slightly below 20 dB, but, contrary to digital
beamforming, it does reduce the spurious signals created in the ADC by powerful extrinsic
ISs. This improvement can be complementary to the improvements in dynamic range ob-
tained before the ADC through other techniques. The UAV suitability is also limited by the
computing power aboard the vehicle. The implementation complexity of an NLEQ is only
due to software, requiring a good digital model of the AFE and suitable computing power.

The techniques discussed can be combined to cover a more comprehensive range of
use cases, such as spatial and frequency overlap of the SoI and IS. Combining any form of
frequency filtering or analog or hybrid beamforming with an NLEQ does not introduce any
particular interaction. Combining frequency filtering with analog or hybrid beamforming,
however, can be done in two ways. A frequency filter can be inserted in each branch of the
beamformer, alongside the variable time delay. This multiplies the number of frequency
filters and requires that the frequency filters in each branch be very similar at the risk of
degrading the beamformer performance. If this is undesirable, a frequency filter can be
added after the adder of the beamformer. This reduces the number of frequency filters to
one per ADC channel, but increases the risk of having an IS creating distortion in the adder
of the beamformer. Figure 7 exemplifies the two proposed architectures. Combining analog
or hybrid beamforming with feed-forward decoupling could benefit from merging the
variable time delay of the beamformer with the time delay of the feed-forward decoupler
for a reduced layout footprint. This, however, adds a dependency between the variable
delay setting of the beamformer and the digital processing of the feed-forward decoupler.
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(a)

ADC

(b)

ADC

Frequency filterVariable time delay ReceiverSignal adder

Figure 7. Two architectures combining spatial and frequency filtering. In (a), frequency filters are
placed alongside each variable time delay of the beamformer. In (b), the frequency filter is placed
after the adder.

As an example of what such a system could provide, consider the previously men-
tioned 6.4 Gsps ADC with a SINAD of 53 dB and an SFDR of 70 dB. It receives two signals.
The IS is a 4 kW broadcast signal from a known location 5 km away at 442 MHz. The SoI
is a concealed global navigation satellite system (GNSS) jammer in a vehicle outputting a
0.1 W tone at 1572 MHz. The signal is attenuated by 14 dB exiting the vehicle. In order to
prevent intrinsic ISs from being created in the ADC, the AFE gain is set such that the IS is
12 dB below full-scale.

When observing the spectrum through a 1024-point FFT, Equation (3) gives a noise
floor of 83 dB below full scale. Under these conditions, the SoI is received 10 dB above the
noise floor at a distance less than 450 m. If a beamnulling system were able to attenuate
the IS by 20 dB, the same SoI could be sensed from a distance of 4.5 km. In the meantime,
a frequency filter could filter out signals in the 2400 MHz band that may emanate from
other moving vehicles close to the SoI. If the limiting factor is the SFDR, the SoI would
be received 10 dB above any spurious signal at a distance less than 100 m. A beamnulling
system with an attenuation of 20 dB would allow the same signal to be received from a
distance of 1 km. An NLEQ could be added to the ADC digital processing system, lowering
the SFDR by 16 dB and bringing it to a level comparable to the SINAD with a computing
load of around 682 × 109 operations per second.

Note that this is a simplified example that assumes free-space propagation losses and
that the frequency of the SoI is known. Those are not always observed, and in practice, the
propagation losses for a close-to-ground vehicle would be much higher than those from a
high-altitude broadcast antenna. Furthermore, the signal processing capabilities needed to
detect and locate the SoI are not discussed.

9. Conclusions
While the wide bandwidth and advanced capabilities of software-defined radio (SDR)

receivers make them well suited to spectrum monitoring, their performance is limited in
terms of dynamic range. This work presented a comprehensive range of techniques along
with the detailed limitations of each one.

A solution that uses hardware augmentations to attenuate ISs before the ADC is the
most suitable. Such a system should combine several techniques like analog beamforming
or N-path filtering and can also improve the SFDR after the ADC using, for example,
an NLEQ.
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Taking realistic use cases into account, there is also an advantage in being able to
simultaneously perform spatial filtering (beamnulling) and frequency filtering (N-Path fil-
tering, multiresonant cells or feed-forward decoupling) to cover a wider range of spectrum
monitoring conditions. The development of such a platform, designed to filter signals in
the frequencies from a few hundred MHz to 3 GHz, would significantly improve spectrum
monitoring capabilities.
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Abbreviations
The following abbreviations are used in this manuscript:

ADC Analog-to-digital converter
AFE Analog front-end
BPF Band-pass filter
BSF Band-stop filter
BTS Base transceiver station
DR Dynamic Range
DSP Digital signal processing
EMC Electromagnetic compatibility
ENOB Effective number of bits
FFT Fast Fourier transform
FPGA Field-Programmable Gate Array
FSPL Free-space path loss
GNSS Global navigation satellite system
IC Integrated circuit
IF Intermediate frequency
IS Interfering signal
LNA Low-noise amplifier
NLEQ Nonlinear equalizer
SDR Software-defined radio
SFDR Spurious free dynamic range
S/H Sample and hold
SINAD Signal-to-noise and distortion ratio
SNR Signal-to-noise ratio
SoI Signal of interest
SWaP Size, weight and power
TDMA Time-division multiple access
TTD True time delay
UAV Unmanned aerial vehicle
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