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Abstract

The escalating frequency and complexity of cyber threats have made cybersecurity ed-
ucation a national priority, yet a practical gap persists between theoretical instruction
and workforce readiness. This study presents a comprehensive, modular framework for
designing and implementing cybersecurity laboratories in academic institutions, envi-
ronments that foster hands-on learning, skill mastery, and curricular innovation. Using
a mixed-methods, multi-stage case study approach, the research combined qualitative
analysis of institutional practices and instructional methods with quantitative evaluation of
learning outcomes to comprehensively examine technical and pedagogical considerations
impacting lab development. Data sources included literature analysis, direct observation,
document review, and semi-structured interviews. The study synthesized best practices
across these domains into a scalable lab design model grounded in experiential learning
theory. Results demonstrate that the framework supports enhanced student performance,
instructional adaptability, and simulation fidelity. Case study data revealed measurable
gains in participant competency, with all participants achieving at least a 20% improve-
ment in post-training test scores, high engagement levels demonstrated through consistent
session attendance and active participation in hands-on exercises, and successful adap-
tation to logistical and technological barriers, including facility relocations and system
downtime incidents. The lab’s modularity enabled curricular alignment, resource efficiency,
and expansion to serve workforce training initiatives beyond the classroom. By integrat-
ing pedagogical (structured, teacher-guided instructional approaches) and andragogical
(adult learning) design with technological scalability, this research contributes an action-
able roadmap for institutions seeking to modernize cybersecurity education and respond
effectively to evolving digital threats. The findings offer broad implications for future
curriculum development, facilitator training, and sustainable program implementation.

Keywords: cybersecurity; laboratory; teaching; course development; experiential learning;
lab management

1. Introduction

The relentless escalation of cyber threats has made robust cybersecurity education an
imperative for organizations seeking digital resilience. Academic institutions now stand
at the frontline, tasked not only with imparting technical expertise but with fostering the
agility, judgment, and adaptability necessary for professionals to anticipate and mitigate
sophisticated digital threats [1-3]. While traditional curricula offer foundational knowledge,
they rarely suffice in preparing students for the complex, real-world challenges that define
contemporary cybersecurity practice [4]. The central question thus emerges: How can
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academic institutions construct and operationalize cybersecurity laboratories that transform
theoretical comprehension into demonstrable expertise and innovation?

This investigation supports the view that a thoughtfully constructed, modular cy-
bersecurity laboratory serves not just as a technical training facility but also as a vibrant
environment fostering experiential learning, enabling cross-disciplinary collaboration, and
supporting the management of institutional knowledge. Such laboratories not only cul-
tivate technical proficiency but also reinforce the capture, refinement, and dissemination
of intellectual capital, enabling organizations to adapt and thrive in an evolving threat
environment. As underscored by [5], effective knowledge management in cybersecurity ed-
ucation is not merely about storing information, but about developing systems that enrich,
contextualize, and deploy knowledge across stakeholders for immediate and long-term
institutional benefit.

The current landscape is marked by a pronounced disconnect between conceptual
instruction and hands-on application [6]. Addressing this gap requires not just technological
investment, but also an adult learning vision, one that recognizes the lab as a mechanism
for ongoing organizational learning, curricular evolution, and the creation of a sustainable
intellectual ecosystem [2,7,8]. The purpose of this study is to develop a comprehensive,
scalable framework for the design and management of cybersecurity laboratories that
aligns with evolving industry standards, responds to the needs of diverse stakeholders,
and embeds best practices in teaching and knowledge stewardship.

In pursuit of this goal, the article begins with an in-depth background on the evolution
and current demands of cybersecurity education, before moving to discuss foundational
assumptions, key limitations, and the specific scope (delimitations) of the study. This
information is followed by a review of the research gap, an outline of the mixed methods
methodology and design, an extensive literature review, development and critique of the
conceptual framework, an original synthesis of best practices, and separate sections for the
results, discussion, and conclusions.

This structure ensures a rigorous exploration of the subject and offers readers a clear
pathway to comprehending the rationale and the innovations presented herein.

2. Background

The origin of cybersecurity laboratories can be traced to the growing need for practical,
scenario-based training in response to escalating cyber threats [9]. Early educational models
focused heavily on theory, leaving graduates underprepared for the complexities of real-
world cyber defense [10]. As digital transformation accelerated, institutions recognized the
necessity of integrating hands-on labs to simulate attack and defense scenarios.

Currently, cybersecurity labs serve as critical platforms for experiential learning, allow-
ing students to engage with live systems, analyze vulnerabilities, and develop mitigation
strategies [11]. Also, as given by [11], the relevance of such labs is underscored by the
persistent skills gap in the cybersecurity workforce, which is exacerbated by the rapid
pace of technological change. Academic institutions face the pressing challenge of keeping
curricula aligned with industry demands and emerging threat landscapes.

A key problem addressed by this research is, as noted by [12], the lack of standardized
frameworks for designing cybersecurity labs that cater to diverse educational objectives.
Many existing labs are limited by resource constraints, outdated equipment, or insufficient
alignment with current best practices [13]. This study aims to fill this gap by proposing a
comprehensive model for lab construction and management that emphasizes adaptability,
scalability, and integration with comprehensive learning objectives.

The significance of this research lies in its potential to inform best practices for aca-
demic institutions seeking to enhance their cybersecurity programs. By systematically
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addressing the challenges of lab design, resource allocation, and curriculum integration,
the article provides actionable guidance for educators and administrators. The following
sections will delve into the assumptions, limitations, and delimitations of the proposed
approach, identify the research gap, outline the methodology employed, the literature
review, a case study, the conceptual framework and its critique, originality of the text,
results, discussion, and conclusion, as well as future research.

3. Assumptions, Limitations, and Delimitations

Several foundational assumptions guide the development of a cybersecurity laboratory.
It is assumed that institutional leadership supports the initiative and allocates sufficient
resources for initial setup and ongoing maintenance. Another assumption is that facilitators
possess or can acquire the necessary expertise to design and facilitate laboratory exercises.

Limitations are inherent in any laboratory project [14]. Budgetary constraints may
restrict the acquisition of advanced equipment or the implementation of specific technolo-
gies. Physical space and infrastructure may also limit the scale of the lab, influencing the
number of concurrent users and the complexity of scenarios that can be simulated. The
MACLF development and evaluation was conducted within a single institutional context
with one primary facilitator, which may limit the generalizability of findings across diverse
educational settings. Institutions with varying resource levels, technological infrastructure,
or facilitator expertise may experience different implementation outcomes. Additionally,
cultural, organizational, and instructional methodology differences across institutions
could influence the framework’s effectiveness and require contextual adaptations.

Delimitations define the scope of the study [14]. This article focuses on academic insti-
tutions offering undergraduate and graduate cybersecurity programs. The discussion ex-
cludes specialized research labs dedicated solely to advanced threat analysis or government-
sponsored facilities. The primary emphasis is on labs intended for teaching and course
development, with secondary consideration given to research and outreach activities.

4. Research Gaps

Despite recent advancements in cybersecurity education, significant deficits remain
in the frameworks that guide the systematic design, deployment, and management of
academic cybersecurity laboratories [12]. Scholarly literature offers a patchwork of case
studies and isolated technical interventions but lacks comprehensive written analyses and
scalable models adaptable to diverse institutional and educational contexts [15,16]. This
fragmentation contributes to persistent inconsistencies in curriculum quality and hinders
the ability of academic programs to produce graduates who are proficient in conceptual
comprehension and hands-on expertise. Recognizing these deficits is significant because it
underscores the urgent need for holistic, scalable, and adaptable frameworks that can unify
curriculum standards, advance hands-on learning, and better prepare graduates for the
complexities of the cybersecurity profession. Addressing these issues is foundational to
raising the quality, relevance, and impact of cybersecurity education at both institutional
and systemic levels.

A primary deficiency is the misalignment between curricular goals and the dynamic
needs of the cybersecurity workforce [17]. Numerous studies [12,17,18] have shown that
graduates often enter professional roles lacking practical competence in advanced domains
such as incident response, web application security, and cyber-physical systems manage-
ment. The accelerated pace of technological innovation and the evolving threat landscape
frequently outstrips the capacity of academic institutions to update curricula, allocate
resources, or integrate new tools and learning modalities, thereby exacerbating this gap.
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Compounding these challenges are practical barriers to sustaining effective labora-
tory environments. Institutions face constraints related to funding, infrastructure, and
continuous professional development for facilitators. There is also a documented lack
of standardized processes for updating laboratory content or integrating iterative indus-
try and stakeholder feedback, which are crucial for maintaining relevance and fostering
ongoing innovation. Additionally, while virtual labs and remote access environments
offer promise for expanding educational access and mitigating resource disparities, their
effectiveness in supporting sustained engagement, mastery of complex technical skills, and
alignment with industry requirements remains underexamined in the literature. As noted
by [19], the absence of rigorous, longitudinal research on these models further limits the
ability of educators to adopt evidence-based practices that deliver measurable outcomes.

In summary, the research gap consists of three concerns. There is a lack of a holis-
tic, adaptable framework for the design and management of cybersecurity laboratories
that aligns pedagogy, andragogy, technology, and workforce requirements. Insufficient
mechanisms exist for the integration of ongoing industry feedback and rapid technological
advances within academic lab settings. Also, there is a scarcity of empirical studies exam-
ining the long-term impact of virtual and physical lab experiences on student outcomes
and workforce readiness. Addressing these interconnected gaps is essential for developing
resilient, future-proof cybersecurity education systems capable of producing graduates
who are agile, technically competent, and prepared for the multifaceted challenges of the
contemporary threat environment.

5. Materials and Methods

This study employed a mixed-methods, multi-stage case study approach, incorporat-
ing elements of action research to support iterative improvement and learner participation
throughout laboratory development. The methodology included (a) semi-structured in-
terviews with facilitators and participants; (b) direct participant observation during lab
sessions; (c) structured document analysis of training and session logs; and (d) adminis-
tration and statistical analysis of standardized pre- and post-training assessments. This
combined fieldwork and data collection design offered insight into lived experiences,
institutional dynamics, and real-world effectiveness of the lab, supporting both meaning-
making (qualitative) and outcome measurement (quantitative).

In cybersecurity education, where curricula, infrastructure, policy, and learner be-
havior intersect, a combination of field research methods (i.e., participant observation,
interviews, and action cycles) offers explanatory richness and depth; in contrast, quantita-
tive metrics (test scores, completion rates) provide complementary evidence of measurable
learning outcomes [17,20].

The multi-stage, mixed methods case study incorporated action research cycles encom-
passing planning, intervention, participant observation, structured reflection, and revision
of lab processes. Fieldwork included semi-structured interviews, participant observation
in live training sessions, and structured document review of curriculum materials and
resource deployments. Quantitative learning outcome data were collected at multiple
stages using pre- and post-training assessments and analyzed via descriptive statistics
and comparative methods. Together, these processes ensured research credibility and a
multidimensional understanding of educational, technical, and organizational factors.

Depth and Contextualization: The case study design supported detailed engagement
with a specific educational setting [21]. It enabled the exploration of how cybersecurity
labs were conceptualized and adapted in response to technical challenges, stakeholder
needs, and institutional constraints. By examining design phases, implementation barriers,
and user feedback loops, the research surfaced why and how certain practices succeeded
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or required adjustment. These insights are crucial for model replication and scaling. In
addition, quantitative pre- and post-training assessments provided direct measures of skill
and knowledge gains, complementing the qualitative insights with objective evidence of
learning impact.

Integration of Multiple Data Sources: The methodology combined field methods
(i.e., semi-structured interviews, direct participant observation, periodic facilitator focus
groups, and document analysis of course materials and session logs) with quantitative
assessment of pre- and post-training outcomes. Thematic coding of qualitative data and
descriptive statistical analysis of learning assessments were triangulated to reveal both
subtle and overt influences on laboratory effectiveness, improving the depth and reliability
of findings [15,22].

Adaptability: The action research framework enabled ongoing cycles of planning,
intervention, field observation, reflection, and refinement across all project phases. As
new insights emerged from field data, interview reflection, and performance assessment,
instructional content and research protocols were systematically revised. This process
supported rapid adaptation to disruptions and maintained the relevance and rigor of
qualitative and quantitative data collection [20].

This approach aligns with literature identifying case study research as particularly
effective in educational innovation contexts, where goals include building recursive mod-
els and practical frameworks informed by real conditions [17]. The research, therefore,
produced outcomes that are robust and transferable to institutions seeking to apply or
scale lab-based programs (i.e., cybersecurity). It also highlights the value of context-aware,
practitioner-informed design processes that support continuous adaptation across diverse
institutional environments.

Empirically, case study designs are widely recognized as the gold standard for ed-
ucational innovation research where the phenomenon under study is intertwined with
context; also where the aim is to develop or refine practical frameworks rather than test
isolated hypotheses [2,17,20]. By employing a mixed methods inquiry built on action re-
search principles, and emphasizing qualitative field methods and quantitative assessment
within a case study structure, this article safeguards its findings are relevant, robust, and
transferable to organizations seeking to amplify cybersecurity education.

Detailed Data Collection Procedures And Analysis Protocols: The detailed data collec-
tion procedures and analysis protocols were incorporated as a distinct subsection within the
Materials and Methods to enhance methodological transparency and rigor. Semi-structured
interviews were scheduled with facilitators and laboratory participants at three strategic
points in each pilot cycle: before the start of the laboratory, at the mid-point, and upon
completion. Interview guides solicited participants’ perspectives on the instructional value,
the relevance of laboratory experiences, encountered challenges, and suggestions for im-
provement. In addition to interviews, focus groups were convened at the end of each pilot
session to promote collaborative reflection and to gather group-level insights on laboratory
processes and learning culture.

Throughout all laboratory sessions, participant observation was conducted using a
standardized observation checklist. This instrument was designed to capture participant
engagement, collaborative dynamics, problem-solving strategies, and the efficacy of facili-
tator interventions. Observers recorded quantifiable actions (i.e., the frequency of active
participation and the resolution of technical tasks), as well as qualitative impressions of
instructional resilience and learner adaptability. This researcher also collected session logs,
resource inventories, and training artifacts for supplemental analysis.

Interview and focus group sessions were audio-recorded and transcribed verbatim.
All qualitative data, including observation notes, were analyzed for inductive coding.
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Thematic codes were iteratively developed to identify patterns relating to instructional
effectiveness, laboratory adaptability, and emergent barriers. To ensure reliability, subsets
of the qualitative data were double-coded by two independent researchers, and discrep-
ancies were resolved through consensus meetings. Member checking was employed by
sharing preliminary findings with participants to validate interpretations and incorporate
their perspectives.

The study followed explicit action research cycles: after each laboratory pilot, data
from interviews, focus groups, and observations were rapidly analyzed and shared in
debriefing sessions with facilitators and key participants. Feedback and reflective input
were then used to refine the laboratory structure, update instructional materials, and adjust
assessment tools and research protocols before the next pilot iteration. This systematic cycle
of planning, action, observation, and reflection ensured that the laboratory environment
and the research design remained adaptive, stakeholder-responsive, and continuously
improved in alignment with evolving educational and technological demands.

Case Study

A pilot laboratory initiative was conducted across five separate six-week sessions to
evaluate design feasibility and instructional effectiveness. Each pilot enrolled 15 to 25 adult
learners, ages 23 to 55, all of whom had prior technical or operational work experience
(minimum three years) and represented diverse professional and vocational backgrounds.
Pre-training and post-training assessments were used to measure knowledge increases
and broader learning outcomes quantitatively; at the same time, session observations
and facilitator reflections offered qualitative process data, permitting a comprehensive
mixed-methods evaluation. The in-person training delivered eight-hour sessions (with
one-hour daily breaks) over multiple weeks, incorporating structured formative and sum-
mative assessments. Participants engaged in hands-on scenarios that involved system
simulation, vulnerability testing, software use, classroom dialogue, and procedural walk-
throughs [23]. Assessment mechanisms included quizzes, demonstrations, and applied
system interaction tasks designed to quantitatively measure real-world ability attainment
and offer numerical evidence of learning [24]. All participants improved their test scores
by at least 20%, demonstrating alignment between training content, lab structure, and
intended instructional outcomes.

Instructional Materials and Assessment Tools
Instructional content employed a variety of modalities, including:
Manuals and scenario-based guides

Video lectures and procedural demonstrations
Software simulations and sandbox environments

Readings, knowledge checks, and operator tasks

The sandbox, or virtual practice environment, was configured for safe experimentation
with realistic system configurations [25,26]. The sandbox, or virtual practice environment,
refers to a computer-based simulation designed to facilitate the development and testing
of specific knowledge, skills, and capabilities. While sandbox environments have long
been used in technical training and cybersecurity education, recent advancements have
expanded their scope to include more complex, interdisciplinary competencies such as
threat detection, ethical hacking, and strategic response planning. What distinguishes
contemporary sandbox platforms is not their architecture. The evolving nature of the skills
they assess reflects the dynamic demands of the cybersecurity workforce and the increasing
emphasis on experiential learning. Logs recorded daily participation, observed behaviors,
and instructional deviations. Feedback loops tracked what materials proved most useful
based on participant performance and feedback, enabling fine-tuning between sessions.
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Implementation Fidelity and Barriers

Facilitation consistency across all sessions was preserved by using the same lead
instructor [27], a subject-matter expert with over two decades of experience and multiple
academic credentials. Training fidelity was supported through structured adherence checks,
real-time adjustments to accommodate learner needs, and explicit documentation of any
training deviations or logistical workarounds. Two significant barriers were encountered:

Barrier One: Spatial Reassignment

During one session, a facility scheduling conflict required the training group to relocate.
Through cooperation with another department, the facilitator secured a comparable space
with equivalent technological infrastructure. This transition was implemented without
incident. However, future efforts should account for the potential instructional impact of
spatial disruptions on learner focus, logistical flow, and group cohesion.

Barrier Two: Sandbox Downtime

In another instance, the sandbox system was inaccessible due to pending software
updates and interface adjustments. During this time, the facilitator redirected the instruc-
tion to theoretical discussions, concept-based assessments, and peer-led analysis to ensure
continuity. These adaptations reflect the flexibility and resilience necessary in operational
learning environments and underline the need for reliable infrastructure planning [22,25].

This case study, grounded in an iterative and responsive methodology, validated
core elements of the proposed lab framework and also revealed nuanced variables in-
fluencing implementation success. These insights formed the empirical foundation for
recommendations offered in later sections of this article. These findings contributed to a
deeper comprehension of how educational design, technical infrastructure, and institu-
tional dynamics interact to influence the effectiveness and sustainability of cybersecurity
laboratory environments.

6. Literature Review

Evolution of Cybersecurity Education

Over the past two decades, cybersecurity education has undergone a paradigm shift
from predominantly theoretical instruction to practice-oriented learning [6]. Initially, aca-
demic programs emphasized rote memorization and static conceptual frameworks, which
proved insufficient in preparing students for the rapidly evolving threat landscape [9].
With the rise of sophisticated cyberattacks and systemic vulnerabilities across critical infras-
tructures, educational institutions recognized the necessity of incorporating experiential
components better to equip learners with real-world problem-solving skills [6].

As a response to these deficiencies, the introduction of laboratory environments has
become an increasingly vital learning methodology. Cybersecurity labs allow students to
simulate attack-and-defense scenarios, investigate vulnerabilities, and test mitigation tech-
niques in a controlled context [11]. These settings shift the learning experience from passive
content absorption to active engagement, a transformation that aligns with contemporary
learning science, emphasizing the significance of applying knowledge through hands-on
exploration [1,2].

6.1. Best Practices in Laboratory Design

Designing effective cybersecurity laboratories requires thoughtful attention to modu-
larity, scalability, and technological adaptability. A modular structure permits incremental
lab development, enabling institutions to expand or tailor resources based on evolving
instructional goals or technological demands [15]. Scalability ensures that laboratory envi-
ronments can accommodate changes in enrollment size, curriculum breadth, and levels of
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learner experience, which is essential for sustaining inclusive and accessible programming
across diverse cohorts [18].

Virtualization stands out as a cornerstone of contemporary lab design, offering dy-
namic network simulations without the cost and rigidity of physical infrastructure. Lever-
aging virtual machines and containerized environments enables the recreation of complex
cyber ecosystems using minimal hardware, thereby maximizing resource efficiency and
educational effectiveness [28]. Additionally, embedding assessment tools within these
environments allows instructors to track learner progress and proficiency in real time,
informing adaptive feedback loops and instructional refinements [22].

6.2. Curriculum Integration and Instructional Alignment

A practical cybersecurity laboratory does not function in isolation; its value emerges
through intentional alignment with curricular outcomes and comprehensive instructional
design. Facilitator collaboration with instructional designers is vital to ensure that lab
scenarios reinforce course objectives and foster domain-specific knowledge and transfer-
able competencies, such as collaboration, decision-making, and analytical prowess [29].
Continuous alignment with frameworks like NICE further strengthens the lab’s validity in
preparing students for industry certification and workplace integration [12].

The integration of labs into broader programmatic structures supports longitudinal
skill-building across multiple courses and learning stages. Research accentuates the sig-
nificance of weaving hands-on exercises into theoretical instruction, where iterative lab
progression builds from foundational awareness to advanced diagnostic and intervention
capabilities [17]. This vertical alignment increases retention, reinforces comprehension, and
enables students to scaffold learning effectively toward professional readiness.

6.3. Challenges and Critiques

Despite notable progress, substantive challenges persist in sustaining effective cy-
bersecurity laboratories. Resource disparities among institutions create uneven access to
advanced tools, facilitator expertise, and infrastructure necessary for state-of-the-art lab
environments [30]. Smaller colleges or underfunded programs may struggle to implement
virtualization technologies or develop realistic scenarios that mirror industry demands,
placing their students at a disadvantage. These inequities highlight the ongoing need
for collaborative consortia, open-source environments, and shared instructional assets to
democratize access to quality instruction.

Moreover, facilitator development remains a persistent bottleneck. Studies reveal that
many instructors lack experience with lab-based teaching and require targeted professional
development to facilitate experiential learning [31] effectively. Institutional commitment
to facilitator training and curricular innovation is therefore foundational to successful
lab adoption [32]. The rapid pace of technological evolution further compounds these
challenges, demanding regular updates to lab configurations and teaching materials to
reflect current threats and tools [33].

6.4. Synthesis

Overall, the literature positions cybersecurity laboratories as indispensable compo-
nents of 21st-century cyber education. They bridge the gap between abstract theoretical
learning and high-demand workforce competencies, offering experiential depth and in-
structional agility. By implementing modular, scalable, and curriculum-integrated labs,
academic institutions can foster innovation, improve learner outcomes, and reinforce digital
resilience at the individual and organizational levels.
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7. Conceptual Framework

The proposed framework for building a cybersecurity laboratory is grounded in expe-
riential learning theory that was developed in 1984 by an American educational theorist
and psychologist, David A. Kolb [1,7,29]. David Kolb’s theory of experiential learning,
influenced by the foundational work of John Dewey, Jean Piaget, and Kurt Lewin, concep-
tualizes learning as a cyclical process involving four distinct stages: concrete experience,
reflective observation, abstract conceptualization, and active experimentation [1,7,16]. In
this model, learners first engage directly with experiences, then reflect on those experiences,
develop abstract ideas or theories from their reflections, and finally apply these concepts
through experimentation in new contexts [1]. Kolb also delineated four learning styles (i.e.,
diverging, assimilating, converging, and accommodating), each representing a preferred
approach to perceiving and processing experiences [1]. His framework has significantly
shaped educational practices, particularly in disciplines that emphasize experiential and
applied learning, such as cybersecurity, aviation, aerospace, and engineering. See Figure 1
for the framework.

Experiential
Learning

Modularity
and
Scalability

Cybersecurity

Laboratory

Instructor/

Stakeholder
Collaboration

Figure 1. The Modular Adaptive Cybersecurity Laboratory Framework (MACLF) by Dr. S. L. Burton
(2025). Modular, adaptive framework for academic cybersecurity laboratory design, highlighting
core components and dynamic feedback integration. Created by Dr. Sharon L. Burton.

This approach emphasizes active engagement, reflection, and iterative improvement,
enabling students to develop critical thinking and problem-solving skills [7,29,34]. This
framework, created by Dr. S. L. Burton, incorporates modular design, virtualization, and
continuous feedback, ensuring that the lab remains responsive to technological advance-
ments as well as evolving learning requirements. Each modular adaptive framework’s
element directly corresponds to Kolb’s experiential learning cycle. See Table 1.
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Table 1. Alignment Between ACCLF Elements and KOLB'’s Learning Stages.

Modular, Adaptive Framework For Academic

Cybersecurity Laboratory Design (MACLF) Kolb’s Stage

Hands-on Scenarios Concrete Experience
Assessment/Feedback Reflective Observation
Theoretical Integration Abstract Conceptualization
Iterative Refinement Active Experimentation

Note: The MACLF components are strategically aligned with Kolb’s experiential learning cycle to facilitate
complete learning progression from hands-on practice through theoretical understanding. This alignment ensures
that cybersecurity laboratory experiences maximize practical skill development and conceptual mastery.

This modular, adaptive framework is optimal because it balances flexibility with struc-
ture, allowing institutions to tailor the lab to their unique requirements while maintaining
alignment with best practices. The emphasis on experiential learning ensures that students
graduate with practical competencies and the ability to adapt to emerging challenges.
While this framework demonstrates effectiveness within the studied institutional context,
future implementation should consider how varying institutional characteristics might
influence outcomes. The MACLF’s modular design addresses this limitation by permitting
institutions to adapt components based on their distinctive resource constraints, facilita-
tor expertise levels, and student populations. Institutions considering adoption should
assess their technological infrastructure, available expertise, and learner demographics to
optimize framework customization.

8. Conceptual Framework Critiques

One critique of the experiential learning framework is its reliance on significant
facilitator expertise and ongoing professional development. Without sustained investment
in facilitator training, the effectiveness of hands-on labs may be diminished [31]. Earlier,
ref. [32] highlighted several key challenges that hinder the adoption of experiential learning
strategies in higher education, notably citing facilitator hesitation, limited availability of
time, and a lack of sufficient training as primary barriers.

Another significant consideration is the potential for resource disparities between
institutions, which can affect the quality and accessibility of laboratory experiences [3].
Moreover, the rapid pace of technological change necessitates continuous updates to
lab infrastructure and curricula, posing challenges for long-term planning and budget-
ing [33]. These factors emphasize the significance of developing adaptable strategies
that can ensure equitable and effective laboratory learning opportunities across diverse
educational settings.

Further, research examining inequities in educational resources indicates that con-
ventional hands-on laboratories typically require significant financial investment in equip-
ment and facilities, which can pose challenges for institutions with limited budgets [3].
While virtual and remote laboratory options have been developed to address these barri-
ers and broaden participation, they may not fully capture the sensory experience or the
collaborative dynamics inherent in traditional in-person labs. Additionally, research on
faculty perception indicates that while many educators recognize the value of experiential
learning, implementation barriers persist due to varying levels of comfort with hands-on
learning approaches [35]. These critiques highlight the significance of institutional com-
mitment, resource allocation, and strategic planning in the successful implementation of
cybersecurity labs.
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9. Originality of the Text

The originality of this article lies in its synthesis of contemporary best practices, the-
oretical insights, and practical strategies to construct a cybersecurity laboratory model
tailored explicitly for academic teaching and course development. Unlike cybersecurity
prior works that often focus on isolated technical solutions or narrow case studies, this
research integrates diverse perspectives from recent literature, institutional experiences,
and evolving industry demands to propose a holistic, adaptable framework. This inte-
grative approach ensures that the model is not only grounded in current technological
realities but also remains responsive to the rapid shifts characterizing the cybersecurity
landscape [18,28,36].

For example, a research team [9] offered a critique of cybersecurity labs that emphasize
technical depth (i.e., the use of virtual machines and attack—defense scenarios) without
sufficient attention to instructional design. They argue that such labs often prioritize high-
fidelity simulations at the expense of learning structure, resulting in environments that
replicate real-world complexity without effectively supporting learner engagement.

A separate example of an infrastructure-heavy approach can be found in the 2023
research by [37]. This initiative centers on simulating cyber-attacks on smart grids using
virtual environments, with a strong emphasis on technical fidelity and system realism. The
lab was designed to support various training and experimental scenarios through virtual
machines and network configurations. However, the model offered limited integration with
pedagogical frameworks or learner-centered design, reinforcing concerns that technically
robust environments may lack the instructional scaffolding necessary to support diverse
educational outcomes. As such, it exemplifies an isolated technical solution, prioritizing
simulation capabilities while underemphasizing educational adaptability and engagement.

In 2025, the research team [27] examined how cybersecurity frameworks have been
implemented across educational institutions, supporting a tailored security model. Their
analysis reveals that many existing frameworks prioritize technical controls while over-
looking educational alignment (the fit between cybersecurity practices and the diverse
teaching and learning needs of different learners and contexts) [27]. This information places
their work within the grouping of isolated technical solutions; it illustrates how a strong
technical emphasis may undermine instructional effectiveness and contextual adaptability.

Recent research emphasizes the necessity of holistic, adaptable frameworks for cyber-
security education that can keep pace with technological advancements and the shifting
threat landscape [28,36]. For example, comprehensive surveys and guidance documents
highlight the significance of modular, scalable lab environments that support hands-on,
experiential learning and align with current industry standards, and instructional frame-
works [18]. The integration of diverse methodologies and continuous feedback mechanisms
is recognized as essential for maintaining relevance and fostering innovation in academic
settings [18,29].

Additionally, the literature accentuates the significance of grounding laboratory mod-
els in real-world scenarios and ensuring that curricula are responsive to rapid changes in
technology and threat vectors [36]. This integrative and forward-thinking approach not
only addresses the limitations of earlier, narrowly focused works but also offers a replicable
model that can be adapted to various institutional contexts, thus expanding access and
improving the quality of cybersecurity education [18,29].

The MACLF’s originality lies in three specific innovations that are lacking in existing
models. First, existing models typically fall into two categories, technical approaches that
prioritize simulation fidelity or educational frameworks that emphasize learning outcomes.
This MACLF bridges both domains through explicit alignment with Kolb’s experiential
learning cycle, creating systematic learning grounding absent in either approach alone.
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Second, unlike static, institution-specific models, the MACLF introduces true modularity
through component-based architecture that enables customization while maintaining edu-
cational effectiveness across diverse institutional contexts. Third, this framework pioneers
embedded continuous feedback mechanisms that facilitate real-time adaptation, contrast-
ing sharply with conventional models where assessment occurs post-implementation rather
than being integrated into the design process.

10. Results

Implementation of the proposed cybersecurity laboratory framework has yielded a
constellation of concrete and meaningful outcomes for academic institutions. Foremost
among these was a marked increase in student engagement, observed through robust
participation in experiential exercises, heightened enthusiasm for solving complex cyber-
security challenges, and a demonstrable improvement in practical competencies. Mixed
methods assessment findings indicated that learners steadily showed numerically notewor-
thy gains in post-training evaluations, recurrently exceeding their baseline performance
by a significant margin. Quantitative results confirmed at least a 20% enhancement in
test scores for all participants, while qualitative data contextualized these enhancements
through observed behaviors and participant feedback. These results are presented not only
as aggregate improvements but are further disaggregated to illuminate progress across
various cohorts and demographic groups, thereby revealing the equity and reach of the
laboratory’s impact.

The modular architecture of the laboratory has proven instrumental in facilitating
incremental expansion and technological adaptability. Institutions leveraging this design
benefit from the ability to seamlessly integrate cutting-edge tools, respond efficiently to
emergent threat vectors, and tailor instructional content to evolving industry standards. In
practical terms, this action has translated into the delivery of increasingly complex simula-
tion scenarios without necessitating substantial new investments in hardware infrastructure.
Virtualization technologies, for example, have enabled the recreation of multifaceted attack-
and-defense environments, thereby optimizing resource utilization and broadening the
scope of instructional possibilities [8].

Institutional stakeholders reported ancillary benefits beyond student learning. The
laboratory has catalyzed interdisciplinary collaboration, promoting shared projects and
research initiatives that span departments and academic units [38]. According to this
research team, virtual laboratories contribute to the improvement and progression of col-
laborative learning by incorporating mechanisms that facilitate communication and foster
group awareness. Such environments permit consequential engagement between learn-
ers and instructors across diverse disciplines, thereby encouraging the co-construction of
knowledge and collective problem-solving. Nonetheless, existing research underscores per-
sistent limitations in the availability of structured tools to guide and regulate collaboration,
highlighting critical directions for future investigation and design [38].

Another example is the work of the team that researched a multi-institutional cyber-
security lab platform designed for hands-on learning [39]. The work emphasizes inter-
disciplinary collaboration across IT, business, and e-commerce domains. It addresses the
global cybersecurity workforce gap through outcome-based education and platform-driven
training [39].

In 2025, Ohio University’s SecureAcademy Partnership exemplifies the integration
of interdisciplinary collaboration and experiential learning within cybersecurity educa-
tion [40]. Through its B.S. in Cybersecurity Operations program, the initiative merged
technical, analytical, and operational competencies by engaging departments such as Com-
munication, Business, and Engineering. The program featured immersive threat simulation
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laboratories, industry-recognized certifications, and gamified learning environments that
mirror real-world scenarios. These elements were strategically designed to align with
evolving industry expectations while fostering cross-disciplinary teaching and curricular
innovation [40].

The Cybersecurity Field Training Experience (C-FTE), developed by the Common-
wealth Cyber Initiative in 2025, addressed the critical shortage of cybersecurity profes-
sionals in Virginia, where over 51,000 job openings remain unfilled [41]. Recognizing
that the current pipeline of degree-seeking candidates remains insufficient, the program
strategically engaged students from nontraditional backgrounds (i.e., majors in IT, mathe-
matics, and business) by equipping them with hands-on cybersecurity skills. The initiative
pairs graduate student subject matter experts and project supervisors with undergraduate
students, forming interdisciplinary teams that collaborate with industry and government
partners. Graduate students continue to serve as technical mentors, guiding undergradu-
ates through real-world project tasks while simultaneously cultivating their own leadership
capabilities. This dual-impact model prepares undergraduates for entry-level cybersecurity
roles and fosters the development of mid-level managerial competencies among graduate
participants, thereby expanding and diversifying the cybersecurity workforce [41].

Such collaboration has underpinned the laboratory’s role as a nucleus for curricular
innovation, fostering the continuous refinement of program offerings and the alignment
of educational objectives with the dynamic expectations of the cybersecurity workforce.
Additionally, regular feedback mechanisms embedded within the laboratory’s operations
have illuminated strengths and areas for growth, thereby reinforcing a culture of evidence-
based improvement and iterative redesign.

The laboratory model’s scalability is further reflected in its capacity to accommodate
fluctuating enrollments and to support outreach initiatives involving external partners.
Notably, several institutions have leveraged the modular framework to deliver short-term
training and certification programs for industry practitioners, amplifying the laboratory’s
visibility and bolstering institutional reputation.

Despite these gains, the implementation process was not without challenges. The case
study encountered barriers related to resource allocation and infrastructure disruptions.
The need for ongoing facilitator development was a concern and would be addressed
in future studies. Documenting obstacles and their successful mitigation strategies has
further contributed to a transparent and instructive narrative of laboratory advancement.
Concluding, these results collectively attest to the efficacy and transformative potential
of the proposed laboratory framework in nurturing graduates (e.g., cyber-capable) and
catalyzing educational innovation within the academic landscape.

11. Discussion

The establishment of a cybersecurity laboratory signals a decisive strategic shift in
the educational paradigm, positioning academic institutions at the forefront of preparing
learners for a swiftly evolving digital world. Beyond its immediate instructional func-
tion, the lab’s true meaning lies in its ability to cultivate a culture of innovation, critical
inquiry, and institutional agility, qualities imperative for sustainable resilience in the face
of ceaseless cyber threat evolution [42]. By serving as a nexus for experiential learning,
interdisciplinary collaboration, and real-time problem solving, the laboratory empowers
students and facilitators alike to engage proactively with emerging cybersecurity challenges
and technologies.

A central significance of the results is the demonstration of how experiential, lab-
based learning transforms abstract curriculum objectives into demonstrable competencies.
Students are not merely passive recipients of theoretical content; instead, they emerge as
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active agents equipped with the judgment, tactical acumen, and adaptability requisite for
navigating complex real-world scenarios [43]. This transition from theory to practice closes
the ubiquitous skills gap and renders graduates more competitive and workforce-ready.

For the facilitator and the academic institution at large, the cybersecurity lab could
function as a nucleus of interdisciplinary synergy. It could encourage the breakdown of
silos, facilitating collaborative research projects, knowledge exchange, and shared instruc-
tional approaches across departments. Such an adaptive cybersecurity innovation hub
environment accelerates curricular innovation, continuously re-aligning program content
with industry trends and regional workforce needs. The presence of a sophisticated labora-
tory infrastructure further enhances the institution’s reputation, positioning it as a leader
in delivering relevant, high-impact education.

The lab’s modular and scalable design amplifies its strategic value. By accommodat-
ing fluctuating enrollments, integrating new technologies, and supporting outreach or
certification programs for professionals, the lab transforms from a static educational asset
to a dynamic platform for institutional growth and external engagement. This versatility
ensures that the laboratory remains responsive to internal strategic priorities and external
stakeholder demands, including those of industry partners and community organizations.

Nonetheless, the execution of such an ambitious initiative is not without its complexi-
ties. Resource allocation challenges, from funding to facilitator development, necessitate
robust, visionary leadership and proactive strategic planning. Institutions are compelled to
adopt flexible operational models, leveraging phased investments, fostering external part-
nerships, and embedding feedback mechanisms to ensure ongoing relevance and impact.
The lab’s success is ultimately measured not only by immediate learning gains but by its
capacity to adapt, scale, and facilitate continual improvement.

Notably, the laboratory’s openness to iterative refinement reflects a broader commit-
ment to evidence-based educational practice. Regular assessment cycles, encompassing
technical performance and learning outcomes, served as catalysts for reflective adaptation
and innovation. Institutions that embrace this ethos are better positioned to respond to
emerging cyber risks, capitalize on new technological advancements, and anticipate shifts
in the educational landscape [44].

In sum, the results of this initiative accentuate the deep and enduring value of a
thoughtfully conceived laboratory (i.e., cybersecurity, operations, management, etc.). Its
most tremendous significance is found in the cultivation of an ecosystem that advances
not only individual learner success, but also broad institutional and organizational excel-
lence and societal readiness for the challenges of tomorrow’s digital frontier. By fostering
agile educational responses and collaborative innovation, the laboratory model empowers
academic institutions to lead in shaping a resilient, future-oriented cybersecurity workforce.

12. Conclusions and Future Research

This comprehensive framework, Dr. S. L. Burton, outlined in this study for design-
ing and implementing a cybersecurity laboratory, addresses a pressing educational need
by bridging the gap between theoretical knowledge and applied skills. By integrating
experiential learning principles and modular lab design, the framework equips students
with practical competencies directly aligned with industry demands [1,7]. These findings
reinforce the significance of a hands-on, adaptive educational environment in producing
graduates who are workforce-ready and capable of responding to evolving cybersecurity
challenges [8].

The original contribution of this research is its synthesis of current best practices and
educational theory into a replicable lab model tailored for teaching, plus curriculum and
course development. This model not only supports student achievement but also enhances
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facilitator collaboration, institutional and organizational adaptability, and the scalability of
cybersecurity programs [29]. The Modular Adaptive Cybersecurity Laboratory Framework
(MACLEF) is significant because it advances student achievement [45,46] and strengthens
facilitator collaboration [45,46], enhances institutional adaptability [44,45], and enables
scalable growth [45,46] of cybersecurity programs, ensuring that educational environments
remain responsive to evolving industry demands and continuously foster innovation at
organizational and systemic levels. Policy and management implications include the neces-
sity of sustained resource investment, ongoing facilitator professional development, and
continuous alignment with rapidly changing technological and threat landscapes [47,48].
The study also highlights the significance of regular assessment cycles and stakeholder
feedback in maintaining the relevance and impact of lab-based education [2].

The limitations of this work are resource constraints, challenges in keeping labora-
tory infrastructure current with technological advancements, and the limited numerical
generalizability associated with the sample size and lack of a control group for the quan-
titative assessments [38]. This factor may hinder widespread adoption in less-funded
institutions [31]. Additionally, disparities in facilitator expertise and support can affect
the quality of experiential learning opportunities [28]. Despite these challenges, the frame-
work’s emphasis on modularity and feedback-informed iteration provides a foundation for
continuous improvement and adaptability across diverse educational contexts [30,49].

Future research should investigate the integration of emerging technologies (i.e., artifi-
cial intelligence, automation, and advanced simulation tools) into cybersecurity laboratory
environments. To address this gap, future research should undertake extended studies that
follow graduates over multiple years, assessing career progression, certification attainment,
and workplace advancement. Additionally, longitudinal inquiry should examine how
laboratory adoption influences broader institutional change, including program innovation,
expansion, and interdisciplinary collaboration. These continued investigations will yield
deeper insights for refining cybersecurity laboratory models and aligning education with
evolving professional and organizational demands. By adopting the proposed model and
fostering a culture of ongoing assessment and innovation, institutions and organizations
will be better positioned to meet the needs of the digital future and to prepare graduates
capable of safeguarding complex information environments.
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