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Abstract

The increasing availability of free-text components in electronic medical records (EMRs)
offers unprecedented opportunities for machine learning research, enabling improved dis-
ease phenotyping, risk prediction, and patient stratification. However, the use of narrative
clinical data raises distinct ethical challenges that are not fully addressed by conventional
frameworks for structured data. We conducted a narrative review synthesizing conceptual
and empirical literature on ethical issues in free-text EMR research, focusing on privacy,
fairness, autonomy, interpretability, and governance. We examined technical methods, in-
cluding de-identification, differential privacy, bias mitigation, and explainable Al, alongside
normative approaches, such as participatory design, dynamic consent models, and multi-
stakeholder governance. Our analysis highlights persistent risks, including re-identification,
algorithmic bias, and inequitable access, as well as limitations in current regulatory guid-
ance across jurisdictions. We propose ethics-by-design principles that integrate ethical
reflection into all stages of machine learning research, emphasize relational accountability
to patients and stakeholders, and support global harmonization in governance and stew-
ardship. Implementing these principles can enhance transparency, trust, and social value
while maintaining scientific rigor. Ethical integration is therefore not optional but essential
to ensure that machine learning research using free-text EMRs aligns with both clinical
relevance and societal expectations.

Keywords: machine learning; electronic medical records; free-text data; ethics; privacy;
fairness; governance; transparency; consent; interpretability

1. Introduction

The growing availability of large-scale electronic medical records (EMRs) has catalyzed
a new generation of machine learning (ML)-driven health research [1]. While structured
fields such as diagnosis codes, medication lists, and laboratory values provide valuable
information, they give only a partial view of the clinical narrative. Free-text components
of EMRs capture rich contextual details about symptoms, clinical reasoning, psychosocial
factors, and patient preferences, which are often absent from structured data [2,3]. Incor-
porating unstructured text has been shown to improve disease phenotype identification,
prediction of adverse events, and patient stratification for preventive care [4-9].
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Yet the use of free-text data introduces a distinct ethical landscape. Because clinical
narratives contain deeply personal health information that can be misused to affect an
individual’s social standing, employment, or insurability, ethical safeguards are especially
critical in the use of free-text EMR data. Textual records are inherently personal and idiosyn-
cratic, reflecting both patient disclosures and clinician interpretations. They often contain
direct identifiers or rare contextual clues that make re-identification possible even after
anonymization [8,9]. Unlike structured data, free-text notes are challenging to govern under
existing privacy frameworks because identifiers are embedded in linguistic context rather
than predefined fields [10,11]. ML systems trained on clinical narratives risk amplifying
social and clinical biases present in the source documentation [12,13].

A growing body of literature from informatics, medical ethics, and data protection
law highlights the urgency of establishing explicit ethical standards for free-text EMR
research. Position statements from the International Medical Informatics Association (IMIA)
and the UK Health Data Research Alliance emphasize that traditional anonymization
and consent models may be inadequate for unstructured text [14,15]. Despite this, there
remains no widely accepted framework to reconcile data utility, patient autonomy, and
institutional responsibility.

This article advances the discussion by articulating five core ethical questions that
recur across international jurisdictions. Each question is explored through current evidence,
normative reasoning, and emerging best practices. The aim is not to provide prescriptive
rules but to encourage reflective, “ethics-by-design” approaches that integrate ethical
analysis into every stage of ML research using EMR text. Key ethical risks, their ML
lifecycle stages, and recommended mitigation strategies are summarized.

2. Methods
2.1. Search Strategy

We developed a comprehensive search strategy (see Appendix A) and applied it to
PubMed, Web of Science, IEEE Xplore, EMBASE, and CINAHL from inception through
September 2025. The strategy combined terms for electronic medical records (EMRs),
electronic health records (EHRs), artificial intelligence (Al), machine learning (ML), natu-
ral language processing (NLP), and relevant ethical concepts including privacy, consent,
bias, fairness, accountability, and governance. Boolean operators (AND, OR) were em-
ployed to combine synonyms within and across concepts to ensure broad coverage while
maintaining specificity.

2.2. Inclusion and Exclusion Criteria

Articles were eligible for inclusion if they addressed ethical, legal, or governance issues
related to the use of free-text EMRs in ML research, including conceptual frameworks,
empirical studies, or methodological evaluations. Both original research and reviews were
considered. Studies were excluded if they did not focus on EMRs or AI/ML applications,
addressed only structured data, or were commentaries, editorials, letters, protocols, or
non-human studies.

2.3. Study Selection

All retrieved records were imported into EndNote 20 (Clarivate, Philadelphia, PA,
USA) for management and deduplication. Two reviewers (GW and FY) independently
screened titles and abstracts for relevance. Articles deemed potentially eligible were sub-
jected to full-text review by the same reviewers. Discrepancies were resolved through
discussion. A PRISMA flow diagram was used to document the number of records identi-
fied, screened, excluded, and ultimately included.
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2.4. Data Extraction and Synthesis

From each included study, we extracted key information regarding ethical domains,
ML lifecycle stage, technical and procedural controls, and contextual considerations. Data
were organized into a structured table to summarize recurring themes and illustrate the
relationships between ethical risks, technical mitigation strategies, and governance prac-
tices. Given the narrative nature of this review, results were synthesized descriptively,
emphasizing the convergence and divergence of ethical considerations across studies.

2.5. Results

This narrative review incorporates key principles of the PRISMA framework to ensure
transparency in study selection and reporting (Figure 1). We screened a total of 2746 articles
from PubMed, Web of Science, IEEE Xplore, EMBASE, and CINAHL. After title and abstract
review, 187 full-text articles were assessed for eligibility, yielding 19 studies (Table 1)
examining ethical considerations in using free-text EMRs for machine learning research.
Of them, 7 were empirical studies and 12 were conceptual studies. Across the literature,
five core ethical domains were consistently addressed: privacy and confidentiality, bias
and fairness, consent and autonomy, validity and accountability, and governance and
stewardship. The studies highlighted ethical risks spanning the ML lifecycle, from data
collection through model development and deployment, and described corresponding
technical and procedural mitigation strategies. Commonly reported approaches included
de-identification, differential privacy, explainable Al, dynamic consent models, federated
learning, and multi-stakeholder governance frameworks, reflecting both practical and
normative efforts to promote responsible ML use in healthcare.
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Figure 1. PRISMA Flow Diagram of Study Selection.



Hospitals 2025, 2, 29

40f17

Table 1. Ethical Domains, Risks and Mitigation Strategies in ML Using Free-Text EMR Data.

Ethical Domain

Key Risk

ML Lifecycle Stage

Technical Controls

Procedural/Governance
Controls

Privacy & Confidentiality
[4,5,10-12,14,16-18]

Re-identification via
narrative clues;
incomplete
de-identification

Data Collection,
Deployment

Hybrid rule + ML
de-identification;
differential privacy;
federated learning;
synthetic data

Trusted Research
Environments; continuous
risk audits; access logging;

ethics review

Stigmatizing or unequal
documentation;

Preprocessing, Model

Fairness-aware learning;

Participatory design with
clinicians/patients; bias

Bias & Fairness [19-25] under-representation Development, subgroup performance audits; transparent
Deployment evaluation
of subgroups model cards
Dynamic/meta-consent
Consent & Autonomy Lack of patient awareness . models; pu]?llc registries;
Data Collection - lay communication of data
[26,27] or control over text use
use; consent-to-contact
mechanisms
TRIPOD-AI/CONSORT-
Validity & Accountability Model opacity; poor Model Development, Explainable AI methods Al reporting; audit trails;

[21,25]

generalizability; missing

Validation, Deployment

(SHAP, counterfactuals)

external validation;

documentation algorithmic impact

assessments

Governance
& Stewardship [28,29]

Fragmented regulation;

Multi-stakeholder
oversight; harmonized
global standards (OECD,
GDPR, HIPAA, TCPS2);
ethics-by-design;
capacity-building
for LMICs

inequitable
benefit distribution

All stages -

3. Ethical Dimensions of Machine Learning in Health Research
3.1. How Can Privacy and Confidentiality Be Preserved in Free-Text EMR Data?

Privacy and confidentiality considerations should be addressed throughout the
ML lifecycle, particularly during data collection, preprocessing, and deployment, to
prevent unauthorized access or inadvertent disclosure of sensitive patient information.
Tu et al. demonstrated that automated de-identification of primary care free-text EMR data
can effectively remove most direct identifiers, but some patient health information may still
be retained, highlighting the trade-off between privacy protection and preserving clinical
content [10].

Free-text EMR data present unique challenges to privacy and confidentiality. Unlike
structured fields, clinical narratives may contain direct identifiers such as names, addresses,
and institutional references, as well as indirect identifiers including rare disease mentions,
occupational details, or geographic clues that can make individuals re-identifiable even after
de-identification [16,17]. Studies have shown that de-identification algorithms for clinical
text achieve imperfect performance, with recall rates ranging from 85-98% but sometimes
missing subtle identifiers embedded in narrative context [30,31]. These limitations raise
the risk of “data leakage”, particularly when datasets are shared across institutions or
integrated with external sources like social determinants, as highlighted by Cui [18].

Privacy protection in text-based ML research thus depends on multilayered strategies
rather than a single anonymization process. State-of-the-art methods include hybrid de-
identification pipelines that combine rule-based pattern matching with transformer-based
named-entity recognition [19], differential privacy mechanisms that add statistical noise to
outputs [20], and “privacy-preserving learning” paradigms such as federated learning and
homomorphic encryption [21]. Each offers partial protection but also introduces trade-offs
in model performance and reproducibility. For example, federated learning enables models
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to be trained on distributed data without centralizing identifiable text, but it can still leak
sensitive information through gradient inversion attacks [22].

From an ethical standpoint, the principle of respect for persons and the duty of
nonmaleficence demand that researchers minimize foreseeable harms arising from data
misuse. The General Data Protection Regulation (GDPR) and Canada’s Tri-Council Policy
Statement (TCPS2) both classify identifiable or potentially re-identifiable text data as
personal information, requiring proportionate safeguards [32]. The HIPAA Privacy Rule in
the United States mandates either removal of 18 specified identifiers or expert assessment
of minimal re-identification risk. However, these frameworks were not designed for
the linguistic complexity of clinical text. Ford and colleagues note that de-identification
alone cannot ensure privacy and advocate for contextual governance, including access
auditing, dynamic consent, and secure research environments, rather than relying solely
on anonymization [23].

Best practices emerging internationally emphasize a layered governance model:

1. Technical protections such as de-identification, encryption, and controlled
vocabularies [16,17,30,31].
2. Organizational controls, including restricted access within secure trusted research

environments [28,33].

3.  Ethical oversight, requiring institutional review boards to assess text-specific risks

and mitigation [24].

Future research should also explore synthetic text generation as an ethical alternative.
Recent evidence suggests that synthetic data—trained open-source language models can
achieve performance comparable to proprietary models for tasks such as radiology report-
ing, providing a promising approach to preserve privacy while enabling high-quality ma-
chine learning research [25]. However, this approach raises epistemic questions about data
authenticity and the potential loss of contextual nuance that underpins clinical reasoning.

In summary, preserving privacy in machine learning using EMR text requires moving
from a static concept of confidentiality to a contextual model that integrates technical
robustness with continuous ethical assessment.

3.2. How Should Bias and Fairness Be Managed in Text-Based ML Models?

Bias and fairness considerations should be integrated across preprocessing, model
development, and evaluation stages to ensure equitable performance and prevent systemic
discrimination. Liu et al. offer a users’ guide to evaluating clinical ML models, highlighting
how methodological rigor (e.g., validation strategy, reference-standard selection) is critical
to uncover subtle biases [34]. Obermeyer et al. empirically demonstrate how an algorithm
that uses healthcare cost as a proxy for health needs systematically underestimates risk in
Black patients, illustrating a real-world fairness failure rooted in proxy choice [26].

Bias in EMR text arises from both linguistic and systemic origins. Clinicians” docu-
mentation patterns reflect sociocultural norms, diagnostic heuristics, and implicit biases.
Empirical research shows that narrative language differs across patient groups, with stig-
matizing descriptors more frequently applied to racialized or low-income patients [35,36].
ML models trained on such notes risk learning and perpetuating inequitable patterns in
downstream predictions, raising ethical concerns directly linked to the principles of justice
and equity.

Bias manifests in several forms. Representation bias occurs when certain populations
are underrepresented in the training corpus, leading to degraded model performance
for minority groups. Annotation bias emerges when labeling or data curation reflect the
subjective interpretations of coders. Outcome bias arises when historical data encode
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inequitable clinical practices, such as differential access to care. These biases can converge,
producing algorithmic disparities that compound existing inequities [26,27].

Mitigating such bias requires methodological and ethical interventions. Technically,
researchers can employ fairness-aware learning strategies, such as reweighting samples,
adversarial debiasing, or post hoc calibration to equalize error rates across subgroups [37].
However, fairness cannot be reduced to a statistical property. Ethical fairness also entails
recognition of context: why certain disparities exist and whether correction may inadver-
tently obscure systemic problems [38]. For instance, “equalizing” documentation patterns
without addressing underlying disparities in healthcare delivery risks masking structural
inequities rather than rectifying them.

Interpretability and stakeholder engagement play central roles. Ethical ML devel-
opment should include participatory design involving clinicians, ethicists, and patient
representatives who can identify how textual features might encode bias. Transparent
reporting frameworks such as Model Cards for Clinical natural language processing (NLP)
and the CONSORT-AI extension help standardize documentation of dataset composition
and subgroup performance [39,40]. Journals and funders increasingly require bias assess-
ment as part of responsible research practices, aligning with WHO'’s 2023 “Guidance on
Ethics and Governance of Al in Health” [33].

Fairness in text-based machine learning is not a one-time adjustment but an ongoing
ethical commitment. Researchers should integrate bias analysis into a broader social
responsibility to examine how language reflects and can transform medical culture. Future
ethical frameworks may benefit from cross-disciplinary training in sociolinguistics, critical
race theory, and clinical ethics to sensitize machine learning researchers to the moral
implications of language data.

3.3. What Are the Obligations Around Consent, Autonomy, and Transparency?

Ethical obligations related to consent, autonomy, and transparency should be ad-
dressed during data collection and ongoing participant engagement, ensuring patients
understand and control how their EMR data are used in ML research. For example, Ober-
meyer et al. highlight the importance of clear patient communication to prevent misuse
of algorithmic outputs [26], and Rajkomar et al. discuss implementing fairness-aware
mechanisms alongside transparent consent procedures to uphold patient autonomy [27].

In most EMR-based ML studies, patient consent is waived under the assumption that
de-identified data entail minimal risk. However, free-text data challenge this rationale.
Because text can embed intimate personal narratives, including mental health experiences,
family dynamics, or clinician impressions, the potential for dignitary harm persists even
after technical anonymization [41]. The principle of respect for autonomy thus requires a re-
examination of what meaningful consent entails when patients” words are used in research.

Several consent models have been proposed. Broad consent allows reuse of data for
unspecified future research. Dynamic consent enables participants to manage permissions
over time through digital platforms. Meta-consent allows individuals to predefine prefer-
ences based on research type or sensitivity level [42,43]. Among these, dynamic consent has
been promoted as most compatible with evolving data-intensive research, but its feasibility
remains limited for retrospective EMR text where millions of records are already stored.

Transparency is the cornerstone of ethical legitimacy. Surveys show that patients
generally support secondary use of their data when governance is transparent and benefits
are clear [44]. Conversely, secrecy or commercial data-sharing arrangements erode trust.
In the context of free-text EMR data, transparency involves clear communication about
data types used, de-identification procedures, and intended ML applications. Ethical



Hospitals 2025, 2, 29

7 of 17

transparency goes beyond legal disclosure to relational transparency, emphasizing ongoing
engagement that treats patients as moral stakeholders rather than passive data sources [45].

Institutional Review Boards (IRBs) and data custodians thus bear a dual obligation:
to protect individual autonomy through oversight and to ensure social value by enabling
responsible data use. Emerging practice in the UK and Canada now mandates public
registries for ML projects using identifiable health data (Health Data Research UK, London,
UK). In parallel, several jurisdictions are exploring “consent-to-contact” models, where
patients opt in for recontact if their narratives are to be used for model development. This
approach balances feasibility with respect for autonomy [46].

In summary, while broad consent remains dominant, future ethical governance should
move toward participatory and transparent frameworks. ML research using free-text EMR
data must acknowledge that data are extensions of persons, and ethical legitimacy requires
both procedural consent and substantive respect.

3.4. How Can Validity, Interpretability, and Accountability Be Maintained in Text-Based
ML Research?

Validity, interpretability, and accountability should be embedded into model develop-
ment, validation, and deployment stages to promote reproducibility, transparent reporting,
and responsible decision-making. For example, Xu et al. review how federated learning
can help preserve data privacy by training models across institutions without centralizing
sensitive patient data [21], while Pandita et al. empirically demonstrate that open-source
LLMs fine-tuned on synthetic clinical narratives can achieve performance comparable to
proprietary models, offering a privacy-preserving and reproducible alternative [25].

Ensuring scientific validity and interpretability of ML models trained on EMR text is
an ethical obligation grounded in the principle of beneficence. Invalid or opaque models
can lead to harmful clinical or policy decisions, violating the duty to do good and avoid
harm [47]. Free-text EMR data are particularly challenging because clinical narratives are
noisy, inconsistent, and context-dependent. Abbreviations, colloquialisms, and idiosyn-
cratic clinician language complicate preprocessing and model generalization [48]. Further-
more, the lack of external validation across institutions amplifies the risk of dataset shift,
where a model trained on one hospital’s documentation performs poorly elsewhere [49].

Model interpretability remains a central ethical issue. Deep learning models, such as
transformer-based language models (e.g., BERT, GPT, or BioClinical BERT), achieve state-
of-the-art performance in clinical NLP but often operate as “black boxes” [50]. Without
transparency in how predictions are generated, clinicians and patients cannot meaning-
fully evaluate algorithmic recommendations. The European Commission’s High-Level
Expert Group on Al explicitly identifies explainability as a core requirement for trust-
worthy AI [51]. Interpretability tools, including attention visualization, Shapley additive
explanations (SHAP, which quantify the contribution of each feature to a model’s predic-
tion), and counterfactual reasoning, offer partial solutions but have limitations in clinical
reliability [29]. Ethical accountability thus extends beyond technical explainability to in-
clude epistemic accountability: ensuring that models’ representations correspond to valid
clinical reasoning and are reviewed by domain experts [52].

Reproducibility and documentation also underpin ethical validity. Studies of-
ten fail to report dataset preprocessing steps or hyperparameter tuning, undermining
replicability [53]. To address this, international guidelines such as TRIPOD-AI and
CONSORT-ALI call for transparent reporting of data sources, model architectures, and
validation procedures [34,53]. Journals increasingly require model-sharing statements or
code repositories as a condition of publication. Accountability mechanisms further include
algorithmic impact assessments, structured evaluations of potential harms, benefits, and
bias before deployment [54].
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The distribution of ethical concerns, risks, technical controls, accountability, and
feedback across ML stages is summarized in Figure 2. The heatmap, scored 0-5 (0 = not
relevant; 5 = very high), illustrates that privacy and autonomy concerns are most prominent
during data collection and deployment, while bias and fairness risks peak in preprocessing,
model development, and deployment. Technical safeguards such as de-identification,
bias detection, and monitoring are applied selectively according to the ML stage, and
accountability responsibilities are shared across researchers, data scientists, institutions,
and ethics boards. Feedback mechanisms, including continuous review, bias re-evaluation,
model updates, and post-deployment monitoring, are emphasized particularly in later
stages to ensure ongoing ethical oversight. This framework visually integrates multiple
dimensions of ethical responsibility, highlighting critical points for intervention to maintain
validity, interpretability, and accountability throughout the ML lifecycle.
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Figure 2. Ethical Risk Heatmap Across the Machine Learning Lifecycle.
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Responsibility must be distributed across the research ecosystem. Clinicians provide
contextual judgment, data scientists ensure technical robustness, and institutions bear legal
and moral accountability for data governance [55]. Emerging frameworks propose “audit
trails” that document every major analytic decision from data extraction to publication [56].
Such traceability supports retrospective accountability in case of harm or error.

Finally, epistemic humility is essential. No ML model can capture the full complex-
ity of clinical reasoning. A responsible research culture acknowledges uncertainty and
resists overstating predictive validity. Ethical ML research should thus commit to exter-
nal validation, continuous performance monitoring, and open publication of negative
findings [57].

3.5. How Should Governance, Stewardship, and Global Ethical Harmonization Be Structured?

Governance, stewardship, and harmonization efforts should span all stages of the ML
lifecycle, aligning legal, ethical, and societal expectations while promoting equitable benefits
and international ethical standards. For example, Sun et al. review how EMR systems’ data
processing pipelines must grapple with the inherent diversity, incompleteness, and privacy
concerns of clinical data [48].

Governance frameworks determine who controls data, under what conditions, and for
whose benefit. For free-text EMR data, governance must reconcile individual rights with
collective social value [58]. The challenge is amplified in international collaborations where
datasets cross legal and cultural boundaries. Privacy regulations such as the EU GDPR,
Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA), and the
U.S. HIPAA Privacy Rule differ in definitions of identifiability and permissible secondary
uses [51,59,60]. Textual data often fall into gray zones: they may be technically de-identified
but remain “personal” in the sense of being expressive of human experience [61].

Practical implementation in low- and middle-income countries (LMICs) illustrates
these cross-jurisdictional challenges. For example, Ghosheh and colleagues synthesized
ICU EHR data from Vietnam to develop predictive models for hospital-acquired infections.
Their work highlights constraints such as limited data availability, infrastructure gaps, and
differing local regulations [62]. Ethical governance must therefore be adaptable, balancing
local requirements with global standards to ensure equitable access, accountability, and
trust in Al systems across diverse settings.

Ethical stewardship requires both procedural justice, which involves transparent and
accountable decision-making, and substantive justice, which ensures equitable distribution
of benefits and burdens [63]. Multi-stakeholder governance bodies can help ensure that
patients, clinicians, data scientists, and ethicists share responsibility for oversight [34].
Patients contribute perspectives on acceptable data use and potential impacts on autonomy;
clinicians ensure that model development aligns with clinical realities; data scientists
manage technical design, validation, and monitoring; and ethicists guide value-based
decision-making and help navigate trade-offs between risk and utility. The UK’s Trusted
Research Environments (TREs) and the Canadian Pan-Canadian Health Data Strategy
exemplify institutional infrastructures balancing access with security through controlled
enclaves, access logs, and public transparency reports [64].

International harmonization remains difficult. While the OECD Recommendation
on Health Data Governance and the WHO 2023 Guidance on Ethics and Governance of
Al in Health advocate common principles such as transparency, accountability, equity,
but implementation varies widely. Low- and middle-income countries face particular
challenges, as imported models may embed biases from high-income settings [52]. Ethical
globalization therefore requires reciprocal capacity building: data partnerships that include
shared governance training, technology transfer, and benefit sharing [55]. Selected interna-
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tional frameworks relevant to these principles are summarized in Table 2, illustrating their
applicability to EMR text and considerations for ML deployment.

Table 2. Overview of Selected International Guidelines and Frameworks Addressing Ethical, Gover-

nance, and Accountability Considerations for ML Using Health.

Framework/Guideline Jurisdiction/Organization Key Ethical Principles Applicability to EMR Rele‘vant ML
Text Considerations
IMIA Code of Ethics for . X - . . que.s trammg, ethical
. . Integrity, confidentiality, Stresses ethical literacy decision-making, and
Health Information International . s . . . .
. social responsibility among informaticians responsible reporting of
Professionals (2021) [15]
ML outputs
Emphasizes
WHO Guidance on Ethics Accountability, Global reference for ethics-by-design,
. World Health . . . . .
and Governance of Al in Oreanization inclusiveness, human AI/ML ethics; applicable participatory governance,
Health (2023) [33] & oversight, sustainability to text analytics human-in-the-loop
oversight
OECD Recommendation Privacy, transparency, . Supports federat.ed
) Promotes cross-national learning, standardized
on Health Data OECD Members stewardship, data-sharine ethics de-identification
Governance (2017) [28] interoperability & !

multi-site validation

GDPR (2018) [46]

European Union

Lawfulness, fairness,
transparency, purpose
limitation, data
minimization

Defines identifiable data
broadly—applies to
pseudonymized text

Requires careful
de-identification,
transparency, and lawful
basis for ML training

TCPS 2 (2022) [32]

Canada

Respect for persons,
concern for welfare, justice

Requires proportionate
safeguards for
re-identifiable EMR text

Dynamic/meta-consent
models; ethics board
oversight; risk-based

de-identification

HIPAA Privacy Rule
(1996) [48]

United States

Safe-harbor
de-identification, expert
determination,
accountability

Limited guidance for
narrative text—expert
review required

Expert determination for
free-text EMR; secure
TREs; audit trails

Stewardship also entails sustainability. Data infrastructures must ensure long-term
preservation, secure deletion policies, and responsible linkage with other datasets. Gov-
ernance charters should specify conditions for data sharing, model ownership, and
intellectual-property rights arising from publicly funded data. Without explicit provi-
sions, the commercialization of models trained on public EMR text risks eroding public
trust [54].

In practice, best governance combines technical safeguards with normative com-
mitments. This includes ethics-by-design approaches that embed privacy, fairness, and
accountability throughout the data lifecycle. Rather than treating ethics as a post hoc review,
research institutions should integrate continuous ethical reflexivity, including committees
with expertise in ML, mandatory ethics statements in publications, and cross-disciplinary
education [57].

4. Discussion

The ethical use of free-text EMR data in ML research reveals overlapping challenges
of privacy, fairness, autonomy, and accountability. Across these domains, a central tension
emerges: how to balance innovation in medical Al with the obligation to protect individual
rights and societal trust.

First, technical safeguards alone are insufficient. De-identification, bias correction, and
explainable Al enhance compliance but cannot substitute transparent governance and ethi-
cal reflection [65,66]. Widely used de-identification tools, such as UCSF Philter, PhysioNet
De-ID, and emerging LLM-based anonymization systems, exemplify technical strategies to
protect patient privacy while enabling ML research, yet they remain insufficient without
accompanying ethical oversight [67-69]. Ethical soundness must be built into study design,
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validation, and interpretation, rather than applied retroactively after technical development.
Emerging reporting standards, such as TRIPOD-LLM, are being developed to enhance
transparency and reproducibility in LLM-driven clinical research. These frameworks ad-
dress LLM-specific challenges such as prompt leakage, semantic re-identification, and
contextual memorization, complementing existing guidance on ethical study design and
oversight [70]. Global guidance, such as the WHO Ethics and Governance of Artificial
Intelligence for Health and OECD Health Data Governance Framework, emphasize human
oversight and institutional responsibility as cornerstones of trustworthy Al [28,33].

Second, beyond technical safeguards, ethical stewardship also requires clarity on data
ownership and permissible use for both clinical care and research. Patients are the primary
stakeholders and data originators, yet institutions often act as custodians, balancing privacy,
utility, and regulatory obligations. Clear policies on access, secondary use, and data sharing
are essential to align institutional practices with patient rights, enhance transparency,
and support responsible research. Patients should be informed about the involvement
of machine learning systems in their care, including how model outputs may inform
clinical decisions.

Third, trust depends on relational accountability. Evidence shows that patients
generally support secondary use of their data when safeguards and benefits are clearly
explained [71,72]. Sustainable trust therefore requires openness about data flows, partici-
patory governance, and clear mechanisms for redress. To further strengthen accountability
and provenance in ML and LLM research, practical tools such as model cards, dataset
versioning, and audit logging are increasingly recommended [40,73,74]. Model cards pro-
vide structured documentation of model purpose, performance, and limitations; dataset
versioning ensures reproducibility by tracking changes in training data; and audit logs cap-
ture usage and outputs, enabling retrospective review and governance of model behavior.
Beyond compliance with regulations like GDPR, ethical considerations in ML research also
encompass algorithm design, bias mitigation strategies, and assessment of the downstream
impact of models on clinical decision-making. Importantly, ethical responsibility is distinct
from legal liability: accountability may involve multiple actors, including algorithm de-
signers, those overseeing model training, and healthcare professionals applying the system
in practice. Clarifying these roles supports ethics-by-design approaches and ensures that
both technical and moral responsibilities are addressed alongside legal compliance.

Last but not least, ethical governance must operate across global contexts and be
supported by robust institutional practices. Current ML and NLP systems are often devel-
oped using English-language data from high-income settings, risking systemic exclusion of
underrepresented populations [75]. Scholars have called for equitable data partnerships
and shared oversight to prevent “ethics dumping” and promote fairness in global health
research [76,77]. Institutional safeguards such as Trusted Research Environments (TREs), Al
ethics review boards, and IRB-level oversight help operationalize these principles, ensuring
that both technical and procedural controls are effectively applied across diverse regulatory
and cultural settings [78,79]. Governance is also shaped by differing political and regulatory
environments: the EU Al Act adopts a risk-based framework for high-risk health applica-
tions, the United States relies on decentralized sectoral regulation, and China emphasizes
centralized oversight and data localization [80,81]. These variations highlight the need for
interoperable ethical principles that can guide responsible ML practice internationally.

Limitations

While our manuscript emphasizes regulatory and governance frameworks for ethical
use of free-text EMR data, we do not extensively address complementary measures such
as internal auditing, ethics training, or organizational procedures that reinforce researcher
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responsibility. Additionally, although synthetic data can mitigate privacy risks and support
ethical research practices, it does not replace the need for robust governance, oversight,
and accountability mechanisms. Additionally, AI/ML methods, large language models
(LLMs), and de-identification techniques are evolving rapidly; consequently, some findings
and recommendations may become outdated as new tools, methodologies, or ethical
standards emerge.

5. Conclusions

Free-text EMR data provide powerful insights into clinical reasoning and patient
experience but raise profound ethical challenges. Addressing these challenges requires
integrating ethics into every stage of machine learning research, from data extraction to
model deployment.

Across privacy, fairness, autonomy, validity, and governance, one conclusion stands
out: ethics is inseparable from scientific quality. ML tools that fail to address ethical design
risk both social mistrust and scientific bias. Embedding “ethics-by-design” principles
ensures models are transparent, equitable, and clinically meaningful [65].

Ultimately, the question is not whether EMR text data should be used, but how they can
be used responsibly. Progress will depend on sustained collaboration among clinicians, data
scientists, ethicists, and patients. In this sense, the future of artificial intelligence in medicine
will depend as much on moral imagination as on algorithmic sophistication, ensuring that
technological advancement aligns with the enduring goals of care, compassion, and justice.

6. Future Directions

Effective ethical governance and stewardship of ML in healthcare depend not only
on policies and technical safeguards but also on sufficient financial and human resources
to support infrastructure, oversight, and continuous evaluation. Future research could
examine the impact of different national and regional Al policies on ML implementation
in healthcare, providing guidance for harmonizing ethical standards across jurisdictions.
Future work should also prioritize participatory ethics research exploring how patients
and clinicians perceive risks and benefits; ethics-by-design methods that integrate fairness
and transparency into model objectives [82]; and comparative analysis of how diverse reg-
ulatory systems, such as GDPR, HIPAA, and TCPS2, operationalize similar principles [83].
As Mittelstadt and Floridi suggested, ethical governance should act “not as a brake on
innovation, but as its steering mechanism” [76].
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Appendix A. Search Strategy
Web of Science [1311]

electronic medical record (All Fields) and Electronic Health Records (OR—Search
within topic) and Electronic Health Record (OR—Search within topic) and Electronic
Medical Records (OR—Search within topic) and Electronic Medical Record (OR—Search
within topic) and Ehr (OR—Search within topic) and Electronic Patient Record (OR—Search
within topic) and Electronic Health Record Ehr (OR—Search within topic) and Electronic
Medical Record Emr (OR—Search within topic) and Electronic Patient Records (OR—Search
within topic)

AND

artificial intelligence (All Fields) and Artificial Intelligence (OR—Search within topic)
and Artificial Intelligence Ai (OR—Search within topic) and Machine Learning (OR—Search
within topic) and Nlp (OR—Search within topic)

AND

ethic (All Fields) and Privacy (OR—Search within topic) and Consent (OR—Search
within topic) and Autonomy (OR—Search within topic) and Bias(OR—Search within topic)
and Fairness (OR—Search within topic) and Accountability (OR—Search within topic) and
Governance (OR—Search within topic)

PubMed [1922]

(“electronic medical record*” OR EMR OR EHR OR “health record*”) AND (“machine
learning” OR “artificial intelligence” OR AI OR “natural language processing” OR NLP)
AND (ethic* OR “privacy” OR “confidentiality” OR “consent” OR “autonomy” OR “bias”
OR “fairness” OR “accountability” OR “governance”)

IEEE [1395]

(“electronic medical record*” OR EMR OR EHR OR “health record*”) AND (“machine
learning” OR “artificial intelligence” OR AI OR “natural language processing” OR NLP)
AND (ethic* OR “privacy” OR “confidentiality” OR “consent” OR “autonomy” OR “bias”
OR “fairness” OR “accountability” OR “governance”)

EMBASE [197]

((“electronic medical record*” or EMR or ‘electronic health record* or EHR) and (‘free-
text” or ‘clinical text” or narrative) and (‘machine learning’ or “artificial intelligence” or ‘deep
learning’ or ‘natural language processing’ or NLP) and (ethic* or privacy or autonomy or
consent or bias or fairness or governance)).mp.

CINAHL [46]

(“electronic medical record*” OR EMR OR “electronic health record*” OR EHR)

AND (“free-text” OR “clinical text” OR narrative)

AND (“machine learning” OR “artificial intelligence” OR “deep learning” OR “natural
language processing” OR NLP)

AND (ethic* OR privacy OR autonomy OR consent OR bias OR fairness OR governance).
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