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Abstract

:

This paper offers an in-depth exploration into the intricate world of decentralized digital assets (DDAs), shedding light on their categorization as currencies, commodities, or securities. Building on foundational cases such as SEC v. Howey, the analysis delves into the current controversies surrounding assets like XRP and LBC, exploring the nuances in their classification. By highlighting the challenges of defining categories of DDAs within traditional legal frameworks, this study emphasizes the need for a simple taxonomy that encapsulates the dynamism of digital currencies while permitting flexibility. A proposed framework aims to simplify the categorization process while respecting recent jurisprudence, ensuring regulatory clarity for developers and users of DDAs.
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1. Introduction


In 2009, a person or group going by the pseudonym Satoshi Nakamoto established Bitcoin, a decentralized and permissionless system of exchange, and the first cryptocurrency was born [1]. Since then, the number and types of decentralized digital assets (DDAs) has exploded [2]. This expansion of the asset class was facilitated by the advent of smart contract capable chains that can support a variety of functions [3,4,5,6,7,8], governance tokens, and the creation of decentralized finance (DeFi) [9]. As a small asset class and associated industry, DDAs have been largely unregulated aside from the application of securities laws to initial coin offerings (ICOs) that were prominent around 2017 [10,11]. However, in late 2021, the market capitalization of the entire asset class reached approximately USD 3 trillion, with Bitcoin’s market cap at approximately USD 1.3 trillion [12,13], gaining the attention of governments around the world. Although organizations like the Financial Action Task Force (FATF) have established guidelines for regulation [14,15], few jurisdictions have adopted laws specific to the regulation of DDAs, instead relying on other legal frameworks that sometimes lead to internal power struggles over jurisdiction. At the core of these debates is whether assets are currencies, commodities, or securities [16,17]. Recent court decisions have added some clarity to the debate and justify a more simplified approach to categorizing DDAs to facilitate clear standards for developers, investors, and end users of various classes of DDAs. After providing a review of the literature addressing the classification of DDAs and the methodology, this paper first provides a basic technical background on the distributed ledger technology that underlies DDAs. It then discusses a simplified framework for categorizing DDAs and why, after recent court decisions, a simplified approach based on the intended use case will provide greater clarity. As DDAs are not located in any one jurisdiction, unlike physical assets, a simplified approach also assists in adding clarity between jurisdictions and in the establishment of more flexible model laws that can encourage the growth of the industry and the development of new technologies.




2. Literature Review


Absent specialized digital asset regulation, attempts to regulate DDAs ordinarily fall to agencies that regulate securities or commodities, often with political power struggles between government bodies [18,19]. As a result, much of the literature focuses on the role of security and commodity regulations [20,21,22,23,24,25], illustrating the importance of establishing a taxonomy [21]. ICOs have been a focus of much of the literature [2,25,26,27,28,29]. However, as ICOs are usually limited to qualified investors under securities laws and are a form of distribution, and not a type of asset, this paper excludes ICOs from its analysis. This article also does not address other regulatory frameworks aside from the classification of assets as currencies, commodities, or securities, and does not address concerns such as criminal activity and intellectual property protection [30].



The problem with jurisdiction-specific research is that if DDAs are categorized and regulated differently between jurisdictions [31], it may place undue hardship on smaller projects trying to comply with inconsistent regulatory regimes [32]. Decentralized projects, such as Bitcoin, are more resistant to these impacts. However, many projects begin centralized and heavy or inconsistent regulation may prevent the establishment and growth of new projects. A wide range of the literature has addressed categorizing DDAs, from the literature addressing the teaching of economics, to traditional business and legal literature. The proposed taxonomies have become increasingly complex, addressing the many characteristics of DDAs. For example, one framework considers 13 attributes, including going beyond legal considerations to issues such as burnability and supply [33] to a complicated framework involving 14 attributes, each with multiple characteristics [34]. While these complexities add value for economic studies, this paper argues for a simplified structure for regulatory purposes. This is similar to the approach adopted by the Swiss Financial Market Supervisory Authority to regulate ICOs in 2018 [34].



While complex taxonomies are logical in some contexts, this article advocates a simple approach based on a primary use case. This paper is the first to address taxonomy after the court’s determination, discussed below, that XRP is not inherently a security. It relies on the court’s reasoning that the type of transaction, rather than the nature of the underlying asset, is often what determines whether a transaction is a securities offering. This paper therefore makes two novel arguments. First, it argues that classification should be based on the primary purpose of an asset with a rebuttable presumption that sales of assets are for the assets’ intended use case. The use case should then be a question of fact rather than law. Second, it argues that based on the principle of comity, Bitcoin and other assets adopted as currencies in any country should at least be respected as a foreign currency in other jurisdictions, even where not adopted as a domestic medium of exchange.




3. Methodology


This article adopts a doctrinal approach to analyse recent cases involving the categorisation of decentralized digital assets, [35,36,37] the standard approach for most legal scholarship, along with a comparative analysis [35,38,39,40,41,42] examining cases, statutes, and the literature from multiple jurisdictions to propose a basic common taxonomy for DDAs. Doctrinal research focuses on legal principles and, by applying the methodology, this article undertakes a comprehensive and systematic analysis of legal doctrines in the emerging field. Doctrinal research traditionally involves the analysis of case law and statutes to critically interpret the law [43]. In addition to examining the existing literature, this article involves examining the existing legal frameworks including Bitcoin’s role as a currency in El Salvador, the first country to adopt Bitcoin as legal tender, and establishing a common taxonomy that works within existing legal frameworks.




4. An Overview of Blockchain Technology and Consensus Mechanisms


4.1. Distributed Ledger Technology


Blockchain is a distributed ledger that is hosted on multiple nodes, which can be located around the world [44,45]. A traditional ledger is held by only one party. For example, the bank keeps a record of all the transactions involving money going in or out of an account. For this to work, the bank must be trusted by customers in both its ability to keep an accurate ledger and its honesty in maintaining the ledger. Distributed ledger technology removes the need to trust a centralized party by allowing for anyone to hold a copy of the ledger, and it secures the ledger from unauthorized changes through cryptographic technology.



Each “block” comprises three types of data: transaction data, the hash for the current block, and the hash from the previous block. Hashes serve as digital fingerprints. They are unique to each block, and altering the data in a block would modify its hash [46]. Coupled with the fact that each block has the hash of the previous block, this makes it impossible to alter the data on a decentralized blockchain. This connection of each block of data by hashes is where the term blockchain is derived.



Sending or receiving assets takes the form of transactions that alter the ledger. Each user has an address, known as a public key, where others may send assets [47]. They also have a private key, akin to a password, which allows the user to send assets from the address. The Bitcoin private key is 64 characters, and the public key (address) is 26–35 characters. If a user makes a single digit error when sending a DDA, the asset can be lost. To manage addresses and private keys, digital wallets are used to interact with the chain [48]. To users, these wallets appear to hold balances, but only actually hold the user’s keys and reflect the balances held on nodes around the world.




4.2. Consensus Mechanisms


One way to categorize decentralized digital assets is through the consensus mechanism that secures the blockchain by ensuring only authorized transactions take place. There is a number of consensus mechanisms [49,50,51,52]. However, the two primary mechanisms are proof of work and proof of stake. These systems determine how the hashes are calculated to secure the blockchain.



4.2.1. Proof of Work


The proof of work consensus mechanism operates by slowing the rate at which computers can calculate the next hash to add a block to the blockchain. Bitcoin operates via proof of work, and a new block is added approximately once every ten minutes by computers, known as miners, that compete via calculations to update the blockchain. When successful, these miners are rewarded with Bitcoin, or other assets if mining on a different chain. By slowing the rate at which computers can calculate a hash, proof of work makes it difficult to alter past blocks. With a decentralized blockchain like Bitcoin, which has over 15,000 full nodes securing the blockchain worldwide, this provides such a high degree of security that the Bitcoin blockchain has never been hacked [32,53]. While highly secure, the high computational needs of proof of work have resulted in criticism over energy use [54,55]. However, Bitcoin, with its proof of work consensus mechanism, has also been argued to have positive environmental impacts such as reducing methane emission [56]. Due largely to environmental criticism, many projects have adopted the proof of stake model, including the Ethereum blockchain, which recently transitioned from proof of work.




4.2.2. Proof of Stake


Whereas proof of work relies on computing power to determine which nodes verify transactions and create a new block on the blockchain, proof of stake allows users of the chain’s native digital asset to determine which nodes update the chain by staking their tokens with nodes [57,58,59,60,61]. This reduces the computational power and thereby the energy required. The theory behind proof of stake is that those who hold assets will be incentivized to ensure the blockchain remains secure or the value of their digital assets will decrease. Some blockchains, such as Ethereum, which made the switch from proof of work to proof of stake in 2022 [62], also “slash” the staked assets if a node misbehaves to ensure no one tries to improperly alter the blockchain. The primary risk of proof of stake is the risk of centralization. Some centralized exchanges allow users who purchase DDAs and stake them through the centralized exchange, resulting in a high degree of centralization. While the interests of decentralized exchanges in maintaining the blockchain should be aligned with other users of the technology, pooling large quantities of an asset with one centralized exchange increases the risk of an attack by a hacker or other bad actor that would not exist in a truly decentralized environment.



Technical specifications, such as the consensus mechanism, is one way to categorize blockchains, but is of less legal significance when it comes to determining whether the sale of an asset constitutes a securities offering or whether the asset should be treated as a commodity or currency. Proof of stake, however, has a greater risk of centralization, which, in some circumstances, could signal reliance on an entity for development. There are benefits to proof of stake, especially for highly decentralized projects. For example, the high rate of staking of the native token ADA on the Cardano chain has resulted in a high degree of decentralization. The next session discusses the legal classification of DDAs.






5. Discussion


DDAs can be broadly placed into three categories: currencies, commodities and securities. See Table 1 below. In some circumstances, as will be discussed below, a DDA may be a currency or commodity in some context, but their sale, when completed with an expectation of profit from a third party, may constitute a security offering. This section begins by addressing the term cryptocurrency. Then, it discusses how, based on the principle of comity, assets that are legal tender in any country should be treated as a foreign currency in other jurisdictions. Finally, it addresses when DDAs may be deemed securities under recent jurisprudence.



5.1. Describing the Asset Class: Cryptocurrency, Virtual Assets, Digital Assets, or DDAs


Whether to use the term cryptocurrency to describe the entire asset class is a source of contention amongst many, with some proponents of the term cryptocurrency claiming the use of other terms, such as virtual assets, refuses to acknowledge the role of the asset class as a medium of exchange. While this may be true for some, even proponents could view the term as inappropriate for all decentralized digital assets. The first decentralized digital asset, Bitcoin, is certainly a cryptocurrency in that it was established to serve as a medium of exchange. Smart contract capable layer one chains, such as Ethereum, may be intended both as a medium of exchange and as a platform for smart contracts and web3 for a variety of commercial and non-commercial purposes [63,64,65,66,67,68]. Ether has been called “ultrasound money”, and in addition to its currency aspects, has utility in that it can be used to fund transactions, such as minting NFTs, beyond the limits of a traditional currency. Other tokens are used to fund transactions on DeFi protocols, and some are governance tokens that allow for holders to make decisions for decentralized autonomous organizations (DAOs). While they can be used as a medium of exchange, the focus of these tokens is a specific utility. As such, the term cryptocurrency could be seen to imply a more limited functionality than what exists for many decentralized digital assets. Some, of course, are currencies with Bitcoin legal tender in El Salvador.



Bitcoin is often described as an asset that serves as a store of value rather than primarily serving as a cryptocurrency, a characterization that has resulted in it often being called digital gold. While this may make sense from an investment perspective, with many individuals holding Bitcoin as a form of diversification rather than with the intent to use it, Bitcoin’s value flows from its ability to be easily and cheaply transferred. Unlike gold, which is tangible, Bitcoin is a distributed ledger, and its currency-related characteristics and the security of the chain underpin its value. While the court in the LBRY case was clear that a token with “both consumptive and speculative uses” can be an investment contract, a rebuttable presumption that the sale is for the intended use case would be a reasonable step in providing certainty and facilitate the development of decentralized projects without preventing regulatory oversight for actual securities.



In its examination of DDAs, the White House adopted the term “Digital Assets” and the Financial Action Task Force, an organization comprising 39 member states that set financial standards, adopted the term “Virtual assets” in its proposed regulatory framework [14]. However, these terms are even more ambiguous than cryptocurrency. Whereas being permissionless and decentralized are central tenets of what is generally considered a cryptocurrency, any digital file could be said to be a digital asset or virtual asset. Perhaps this terminology is meant to include central bank digital currencies, a form of digital asset that stands in stark contrast to permissionless and decentralized blockchains. It may also be intended to include assets such as NFTs, which are not themselves currencies and, due to the lack of fungibility, are distinct from other categories of decentralized digital assets.



The name cryptocurrency, referencing the cryptographic technology used to secure the blockchain, is perhaps an unfortunate label for distributed ledger-based digital assets. The term “crypto” carries a negative connotation, leading some to associate the technology with nefarious activity. While all tools can be used by nefarious actors, cryptography is also used by banks and email servers to protect accounts and ensure privacy. As such, the cryptography is not what is unique to decentralized digital assets, but rather the personal control of digital assets without the need to trust a third party to maintain and secure the ledger.




5.2. When Assets Are a Foreign Currency: The Principle of Comity


Comity is the “rules of politeness and courtesy observed by states in their mutual intercourse” [69]; it is a foundational principle in relations between states and is related to international public law. The principle, which has also been described as “respect” for other sovereigns, [70] has been said to have its origins in medieval law, ius gentium, or natural law [71]. The principle is employed both in the recognition of foreign laws, including some judgements, and as a basis of declining jurisdiction when it would encroach on the sphere of another sovereign. Comity does not employ strict legal requirements like the norms of international public law, which has resulted in it being called a “never-never land whose borders are marked by fuzzy lines of politics, courtesy and good faith” [72].



Although it may not be used as legal tender within a jurisdiction, foreign currency should be respected as currency based on comity. Indeed, even foreign currency controls have been argued to be protected on the basis of comity [73]. El Salvador and the Central African Republic both adopted Bitcoin as legal tender. However, the Central African Republic subsequently repealed the law. As Bitcoin is a legal currency in El Salvador, it should be respected, under the principle of comity, as a foreign currency in other nations. This does not mean other nations must use it as a medium of exchange, but that they treat it the same as other foreign currencies.




5.3. When an Asset Is a Security


If not a currency, an asset will generally be considered a commodity unless it meets the test to be deemed a security. To determine whether an asset is a security, a four-part test was established by the United States Supreme Court in the 1946 case of SEC v. Howey, which interpreted the Securities Act of 1933. Many other jurisdictions have established similar tests. Under the Howey test, an investment contract is considered a security if the following is present:




	
There is an investment of money;



	
Into a common enterprise;



	
Where there is an expectation of profits;



	
From the efforts of a promoter or other identifiable third party.








Most digital assets meet the first three parts of the Howey test, with the key issue being whether the desired profits are based on the efforts of a third party. If they are, the asset is deemed a security; if not, the asset is a commodity. Although regulators claim that most digital assets are securities, even the SEC has admitted that Bitcoin, being a highly decentralized digital asset, is not a security. However, many jurisdictions do not recognize it as a currency.



XRP, a DDA accused by the SEC of being a security, has a fixed supply of 100 billion, of which the three founders of Ripple, a related company, retained 20 billion and transferred 80 billion to Ripple. The goal of the network, for which XRP is the native token, is to serve as a fast and secure payment settlement system, putting it in competition with current financial payment systems such as SWIFT. As such, XRP is aimed largely at financial institutions and, shortly after the court’s decision, one country announced that XRP technology will be used in pilot central bank digital currency (CBDC) stable coin.



However, the judge rejected the classification of XRP as a security. Instead, the court held that “XRP, as a digital token, is not in and of itself a ‘contract transaction [,] or scheme’ that embodies the Howey requirements of an investment contract”. The court instead looked at each transaction, deciding that sales to institutional investors constituted securities offerings, but sales on the secondary market did not. The court reasoned that retail investors buying on exchanges and other secondary sales were not necessarily buying because of Ripple, and therefore did not have an expectation of profit from the activities of Ripple, whereas the institutional investors buying directly from Ripple did have this expectation.



The allegations against Ripple claimed that three categories of XRP sales constitute the unlicensed sale of securities. These include early sales made by Ripple to institutional buyers, XRP sales to digital asset exchanges, and the use of XRP by Ripple as payment to employees and developers.



In addressing these allegations, the court applied the Howey doctrine and clarified that the question is not whether an asset is a security for all purposes, but rather that the context of a transaction must be examined to determine whether an asset is the subject of an investment contract under the Howey test. The court stated that “ordinary assets”, such as gold, silver, and sugar, while ordinarily not securities, can also be sold as investment contracts in some circumstances. This shows that a commodity can, in some contexts, be the subject of an investment contract that constitutes a security. The court held that “[e]ven if XRP exhibits certain characteristics of a commodity or a currency, it may nonetheless be offered or sold as an investment contract”. As such, the court found that XRP “is not in and of itself a contract, transaction, or scheme” and therefore not inherently a security, but that some transactions could constitute a securities offering.



The court found that the sales to institutional investors constituted a security offering, but those made on exchanges to retail investors did not. Although retail investors were purchasing XRP as an investment and not for its utility, the court held that a “speculative motive” was insufficient to meet the Howey requirement that an expectation of profit must come from the efforts of others. Those who purchased XRP on exchanges were unaware of the sellers’ identities, and many purchasers were even unaware of the existence of Ripple, indicating they were not relying upon the efforts of Ripple for expected profits. However, this was not the case with institutional investors who purchased directly from Ripple and expected Ripple’s continued efforts to increase the value of XRP. Additionally, payments of XRP in consideration for services was held by the court not to constitute an investment, and therefore, these transactions were not found to be securities.



The outcome was a partial win for both sides and was hailed as a victory for Ripple by supporters of DDAs and a victory for the SEC by DDA’s detractors. However, the decision that XRP is not a not inherently a security and its sale on exchanges does not constitute a securities offering led to the immediate relisting of XRP on several exchanges and a jump in the token’s price. While the decision, subject to appeal, is binding on the parties, decisions by the District Court are merely persuasive, and not binding, on other courts. Therefore, the case provides clarity for XRP, but additional clarity for other projects will not be obtained until this case or others are appealed to higher courts that can establish a binding precedent for future cases. However, the fact that the court referred to XRP as having characteristics of a commodity or currency without explicitly assigning it a category may indicate a desire on behalf of the court to provide some certainty to investors and to those involved in the development of projects on distributed ledgers. The conclusion that the sale of XRP to institutional investors was not a sale of commodities but an investment contract was because the investors “understood the sale of XRP to be an investment in Ripple’s efforts”. This reasoning also provides a foundation to argue that DDAs provided with the intent that they be used as a medium of exchange and tokens provided for utility should be treated as currencies and commodities, respectively. A fact-based analysis considering the context of a sale will be necessary, but it would be reasonable to begin with a presumption based on the purpose of the token with assets such as Bitcoin, having a primary purpose of exchange, a currency, and the tokens used for other functionalities, such as using a decentralized exchange, presumed a commodity.



LBRY


The partial win for Ripple is the first for digital assets after a string of losses. After holding that Telegram violated securities laws through an initial coin offering [12] of its Gram token, in late 2022, the SEC also scored a victory over LBRY and its LBC token when the court held that despite not distributing tokens through an ICO, the LBC token sales were nevertheless a securities offering, violating Section 5 of the Securities Act of 1933.



LBRY operates a decentralized file sharing and payment network known for, among other things, providing the foundation for the decentralized YouTube competitor, Odyssey. The only disputed element of the Howey test was whether purchasers expected profits from the efforts of LBRY. While LBRY did not conduct an ICO, it sold these tokens and, in summary judgment, the court held that a reasonable purchaser would expect profit from the efforts of LBRY because LBRY “made no secret in its communications with potential investors that it expected LBC to grow in value through its managerial and entrepreneurial efforts”. The court also made it clear that disclaimers stating that the token was not an investment product do not negate the expectation of profit created by LBRY, which is an important lesson for future projects.





5.4. Establishing a Presumption Based on an Asset’s Purpose


As demonstrated above, the three major categories for regulatory purposes are already complicated, where the sale of the same asset may be viewed as a sale of a currency, commodity, or security in different contexts. For regulatory purposes, the trend towards more complex taxonomies will only further sow uncertainty and prevent development in the industry. To simplify the process, this article proposes building on the reasoning of the cases discussed above and establishes a rebuttable presumption that an asset is being used for a particular use case. Additionally, raising the standard for proof to rebut the presumption from a preponderance of the evidence to clear and convincing evidence would provide additional certainty within the industry.



As can be seen from Figure 1, there are four large categories of DDAs identified, with payment and utility being the primary categories. Securities are not a specific category because the categorizations as a security would depend not just on the asset, but the intention at the sale to know whether it meets the Howey test. The term, cryptocurrency, is not adopted here due to the vagueness of the term. Some may view payment tokens as the correct place for the cryptocurrency label, while others would consider the DDA label the correct place. Some have even associated CDAs with cryptocurrency even though they contrast the decentralized principles of DDAs.



Tokenized assets, which could arguably be placed under the CDA heading and/or grouped with centralized stable coins, is a complex area and beyond the scope of this article, as are meme coins. In this taxonomy, meme coins only include coins that have no value proposition aside from the meme, and not coins that have an intended function and are capitalized upon a meme for marketing purposes. For example, Pepe coin, which had no stated use case but was traded on pure speculation to a temporary market capitalization of over USD 1.6 billion, would fit in this category at the time of writing [74]. The sale of these tokens may constitute a securities offering, but the underlying asset is more akin to digital trading cards than a regulated commodity or other asset class. There is also an overlap between tokenized assets and NFTs [75]. However, NFTs can be used for a variety of purposes.



Utility tokens, which are meant to be used primarily for a purpose other than a medium of exchange, are perhaps the most complex category due to the diversity of use cases. Figure 2 illustrates the major use cases, which include governance tokens that allow the user to vote or make proposals regarding the project or DAO, native assets on layer 1 blockchains such as Ether and ADA, layer 2 scaling solutions to help increase the speed and capacity of layer 1s, and tokens for other specific utilities, such as decentralized finance (DeFi). While other types of regulations may be necessary depending on the use case, utility tokens, often used as “gas” to utilize the blockchain, are somewhat analogous to oil and should be viewed as commodities.



While some use-case-specific regulation may be necessary for certain assets, simplifying the structure with a basic descriptive taxonomy and a presumption that the sale of assets is for the assets’ intended use case will support the government’s interest in regulating while providing a greater degree of certainty for developers and users of DDAs. For assets that exist simultaneously on distributed ledgers around the world, this approach also strikes a balance between flexibility, in that countries can adopt more detailed regulations within sub-categories, and certainty for the industry. Perhaps most importantly, the approach is consistent with the recent jurisprudence, making its adoption feasible.





6. Conclusions


Since the creation of the first cryptocurrency in 2009, technological advances and the development of decentralized digital assets with varying use cases has increased ambiguity in terminology, which poses a challenge in establishing a coherent and adaptable regulatory framework that supports development within the industry. Traditional financial regulatory frameworks, designed in a pre-digital age, fail to consider the complexity of the asset class.



Recent decisions regarding the sale of LBC and XRP tokens make it clear that under the Howey test, the sale of an asset may constitute a security offering, even if the underlying asset is otherwise a currency or commodity. However, because decentralisation decreases the likelihood that a purchaser of a currency or commodity is relying on others to profit, the sales of truly decentralized assets, like Bitcoin, are less likely to be deemed securities offerings than assets that require substantial development. For developers and investors in DDAs, a lack of clear standards and varying standards between jurisdictions places uncertainty and potential compliance costs that may supress the development of new technologies. To avoid this and facilitate technological development while permitting the regulation of actual securities, a simplified framework should be adopted with a rebuttable presumption that the sale of an asset is for the asset’s intended use case. This framework would allow for developers of utility tokens to issue and sell tokens for use without the uncertainty from the current lack of a clear regulatory framework.
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