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Abstract

Machine learning (ML) engineering increasingly incorporates principles from software and
requirements engineering to improve development rigor; however, key non-functional
requirements (NFRs) such as interpretability and explainability remain difficult to specify
and verify using traditional requirements practices. Although prior work defines these
qualities conceptually, their lack of measurable criteria prevents systematic verification. This
paper presents a novel provenance-driven approach that decomposes ML interpretability
and explainability NFRs into verifiable functional requirements (FRs) by leveraging model
and data provenance to make model behavior transparent. The approach identifies the
specific provenance artifacts required to validate each FR and demonstrates how their
verification collectively establishes compliance with interpretability and explainability
NFRs. The results show that ML provenance can operationalize otherwise abstract NFRs,
transforming interpretability and explainability into quantifiable, testable properties and
enabling more rigorous, requirements-based ML engineering.

Keywords: machine learning; requirements engineering; interpretability; explainability;
provenance; verification

1. Introduction
As Machine Learning (ML) becomes increasingly ubiquitous, it is critical that its

development embodies the same level of rigor as that of traditional software systems.
This is especially true as safety-critical domains—which tend to have stricter rules and
regulations, e.g., the European Union’s General Data Protection Regulation (GDPR)—
explore the potential uses of ML [1,2]. Towards this goal, the existing literature has drawn
parallels between ML Engineering and Requirements Engineering (RE), including defining
ML-specific Non-Functional Requirements (NFRs) [3]. However, these definitions often
lack a clear description of how the NFRs can be measured [3,4]. Some literature notes
that in addition to NFR measurement being difficult, decompositions from one NFR to
another might also change for ML systems [4]. This work addresses both challenges for
interpretability and explainability, which are defined in the literature as ML NFRs [3]. Both
NFRs will be verified by decomposing them into provenance and using that provenance to
implicitly verify it [5]. In the context of this work, verification refers to software verification
by testing the system to verify functional requirements. Note that this paper does not claim
to use formal software verification, but rather verification of requirement specifications.
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Specifically, this work focuses on interpretability and explainability requirements because
of their importance throughout the literature.

Provenance is the origin and lineage of something [6,7]. In the case of ML, it is the
origin and lineage of model behavior. It includes various data throughout the model
development process that contributes to the development of model behavior including
datasets, preprocessing steps, and hyperparameters [5]. This contributes to behavioral
transparency, which lends itself well to ML interpretability and explainability methods, e.g.,
anchors or saliency maps. Therefore, this work proposes using provenance to decompose
and verify model interpretability and explainability requirements by specifying which
provenance data to save.

It is important to note that although interpretability and explainability are often used
synonymously in the literature, they are distinct ML model qualities. The distinction
between the two will become more important as regulations for ML systems emerge and
RE for ML becomes commonplace. This work will also contribute to the literature by
categorizing interpretability and explainability methods in line with their NFR definitions.

The contributions of this work are as follows:

1. Categorizing interpretability and explainability methods in line with their NFR definitions.
2. Decomposing ML interpretability and explainability requirements into provenance

requirements by specifying what provenance will be saved.
3. Verifying ML interpretability and explainability requirements using provenance Func-

tional Requirements (FRs).
4. Identifying trends in the decomposition of interpretability and explainability NFRs.

The rest of this paper is structured as follows: Section 2 describes existing work in the
field, Section 3 gives important background information for understanding the approach,
Section 4 gives a detailed description of the approach, Section 5 verifies the approach with
case studies, Section 6 discusses the results, Section 7 analyzes limitations and future work
for this paper, and Section 8 concludes the paper.

2. Related Work
Our previous work has identified provenance as an ML-specific NFR that can de-

compose interpretability [5]. However, it does not verify the method with case studies
which this work does. Other authors have linked provenance to interpretability or other
similar ML quality attributes [6,8]. Kale et al. show how provenance contributes to model
transparency and by extension, to model explainability [6]. Their literature review discusses
how provenance can increase the trustworthiness of ML systems and also mentions how
PROV-O and JSON can be used to format and store ML provenance. Although this has
greatly influenced this work, it does not show practical examples of how provenance can
be used to verify such quality attributes. Meanwhile, Nakagawa et al. connect provenance
and model traceability to ML quality assurance [8]. The authors extend W3C’s PROV
model to include ML quality characteristics. Although the authors connect provenance
to quality verification, this work is distinct in that it frames provenance as a requirement
specification that can be used to verify interpretability NFRs. Additionally, Schlegel and
Sattler provide a detailed discussion of provenance data that is generated during the ML
development lifecycle and that should be saved [9]. The authors describe some phases of
ML development and provide many suggestions on what provenance data should be saved
within each development phase. However, Schlegel and Sattler do not relate provenance to
the RE process, nor do they give much discussion on how provenance relates to other ML
quality attributes, e.g., transparency and traceability.

More broadly, the existing literature notes the importance of provenance for software
because of the use of external source code, e.g., libraries, and the evolution of software
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functionality over time [10–13]. Software provenance can become complex based on
package versions, licenses, and tweaks [10,11,14]. Davies et al. offer a provenance tracking
system based on early forensic approaches that builds software provenance using homing
questions to narrow the search space for building a system’s provenance [10,11]; Pham
et al. collected package versions and dependencies to help in system reproducibility [14].
Meanwhile Godfrey notes that provenance is also important to understand the evolution of
a software system [13].

Some authors have focused scopes for software provenance collection. For instance,
Chittimalli and Naik propose variable provenance to trace the values of variables through
software [15]. Other authors use a broader provenance scope [12,16–18]. Wendel et al. use
provenance to answer the question of why the build fails currently [16]. Their approach
includes provenance not only from their code version control system, but also from their
issue tracker and documentation system. Costa et al. describe an extension of the W3C
PROV model for software processes to include provenance from product data, process
data, and organizational data [17]. Similarly, Sáenz-Adán et al. offer a method to convert
Universal Modeling Language (UML) diagrams to fit the PROV model [18]. Using a
different approach, Bose et al. provide a framework for capturing and documenting
software provenance using blockchain technology [12]. Meanwhile Schreiber et al. extract
provenance data from code versioning tools and visualize the data within graphs [19].

Prior work on XAI verification has primarily focused on evaluating explanation prop-
erties such as faithfulness, robustness, and stability. Early studies demonstrated that many
popular explanation methods fail basic sanity checks and can be largely independent of
the trained model, raising concerns about their correctness [20]. Subsequent work showed
that explanations are often highly sensitive to small input perturbations or adversarial ma-
nipulation, even when model predictions remain unchanged [21]. To address these issues,
researchers have proposed verification and evaluation techniques based on perturbation
analysis, robustness testing, and quantitative faithfulness metrics [22].

Despite these advances, existing XAI verification approaches remain largely model-
centric and insufficiently grounded in RE principles. Most methods implicitly assume
generic explanation objectives and do not rely on explicitly specified explanation require-
ments derived from stakeholder goals or domain constraints. Consequently, explanation
correctness is assessed using heuristic metrics rather than being verified against declared
system requirements. Moreover, current tools lack traceability between explanation prop-
erties and stakeholder-driven requirements such as auditability, safety assurance, or reg-
ulatory compliance, allowing explanations to satisfy verification metrics while failing
their intended purpose [23]. Verification is also typically performed post hoc and inde-
pendently of the system lifecycle, ignoring requirement evolution and the presence of
multiple stakeholders with distinct explanation needs [24]. As a result, while existing XAI
verification methods expose important weaknesses in explanation techniques, they fall
short of ensuring that explanations satisfy real-world requirements, motivating the need
for requirements-aware XAI verification frameworks.

3. Background
Before describing this paper’s approach, it is critical to first have clear definitions for

RE, ML interpretability, ML explainability, and ML provenance.

3.1. Requirements Engineering

RE is the systematic process of defining, documenting, and managing the requirements
of a software or system. It ensures that the final product meets the needs of its stakeholders
(customers, users, regulators, developers, etc.) and reduces the risk of building the “wrong”
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system [25]. RE is a crucial phase in the traditional Software Development Life Cycle
(SDLC) because requirements act as the foundation for design, implementation, and testing.
RE includes a series of activities which lead to requirement specifications, i.e., the formal,
documented statement of what the system must do and the constraints under which it must
operate. After these specifications are complete and finalized, they are used for Validation
and Verification (V&V), ensuring the requirements are correct, complete, and reflect the
stakeholders’ needs [26].

RE for ML-based systems is still an emerging topic that requires additional application
and adaptation of RE practices to the development of ML-based systems, with attention
to data, model behavior, and uncertainty [27]. RE for ML is still the process of gathering,
analyzing, documenting, validating, and managing requirements for ML-based systems,
but it now handles not only functional needs, but also data quality, model performance,
and fairness. At the end of this process, the requirements are still captured in requirement
specifications, much like for traditional software [28]. However, the content of requirements
specifications is different from those of traditional software as it must now capture data
requirements, ML evaluation metrics, newly emerging NFRs, and system monitoring and
retraining [29]. V&V is also still important in RE for ML-based systems, but the literature
notes that there are not yet methods for verifying some of the newly emerging NFRs [3,4,30].
Habibullah et al. present a quality model for ML-based systems, but note that some ML-
specific NFRs, e.g., interpretability and explainability, do not yet have measurements and
are therefore difficult to verify [3]. This work focuses on the verification of interpretability
and explainability NFRs for ML models.

3.2. Interpretability Versus Explainability

The literature often uses interpretability and explainability synonymously, but they are
distinct qualities. The two NFRs occupy distinct logical categories: while interpretability
concerns transparency of data and model semantics, explainability concerns communicabil-
ity of model decisions [3]. Interpretability is not merely a premise from which explainability
necessarily follows; one may have an interpretable model that fails to be explainable to
non-experts, or conversely, an opaque model that offers solid post hoc explanations. The
two NFRs are orthogonal yet complementary, engendering, respectively, epistemic access
(knowing how) and semantic communication (knowing why). Definitions are provided in
the context of ML for a common understanding.

• Interpretability: typically defined as the degree to which a human can understand
internal model mechanics and data patterns, i.e., how inputs, features, parameters,
etc., map to outputs.

• Explainability: typically defined as the degree to which a human can understand the
reasons for model output, i.e., why a model made some decisions.

In terms of causal realism, explanations (operationalizations of explainability [31])
are descriptions of causality, i.e., chains of causes and effects. Explainability is difficult
to quantify, as it is subjective from human to human; however, it may be asserted that
explainability is proportional to the number of accurate explanations provided [32]. The
next two sub-sections will identify specific methods for interpretability and explainability
to make decomposition accessible.

3.3. ML Interpretability

ML model interpretability encompasses methods that allow model users to understand
the underlying patterns within the data [3,33]. This is distinct from explainability methods,
which are means of understanding the model mechanics when making decisions. In other
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words, interpretability aims to provide insight into the data, while explainability provides
insight into the model.

There are many existing interpretability methods and various surveys that organize
them in unique ways [1,34–36]. Some examples are:

• Global versus local interpretability where global interpretability methods show the
model’s generalized behavior, while local interpretability methods clarify reasons for
a specific decision [33,34].

• Pre hoc versus post hoc interpretability where pre hoc interpretability design takes
place before and during model training, while post hoc interpretability methods are
applied only after model training [1,35].

• Model-specific versus model-agnostic interpretability where model-specific methods
change based on the architecture of the black box model while model-agnostic methods
do not [36].

• Explanation type where interpretability methods are categorized based on their output,
e.g., rule-based interpretability and saliency maps [37].

For the purposes of this work, interpretability methods are categorized by their un-
derlying description mechanism so that a single example from each category will suffice
to represent a provenance decomposition for each method in that category. Therefore,
each category maps to similar provenance decompositions. The categorization of popular
interpretability methods is shown in Table 1. Table 1 is not meant to be a full survey
of interpretability methods, but rather examples of popular methods for the purpose of
verifying this work.

Table 1. Categorization of popular interpretability methods. Synthesized from [1,4,15–18,20–24].

Category Interpretability Method Output Format

Inherently interpretable
models

Linear regression Mathematical function
Logistic regression Mathematical function

Decision trees If-then rule(s)
Decision rules If-then rule(s)

Surrogate models
Local Interpretable

Model-agnostic
Explanations (LIME)

Any output format of inherently
interpretable models, e.g.,

mathematical function or if-then
rules

Feature attribution

Shapley values Mathematical function
SHapley Additive

exPlanations (SHAP) Mathematical function

Counterfactual
explanations If-then rule(s)

Anchors If-then rule(s)
Occlusion tests Image regions of importance

Simplification Functional
decomposition Mathematical function

The interpretability methods in Table 1 are separated into three categories based
on their underlying description mechanism: inherently interpretable models, surrogate
models, and feature attribution. Inherently interpretable models have a simpler structure
that allows developers and users to simulate their behavior [35]. Surrogate models are
inherently interpretable models that train alongside more complex models and provide
an approximate explanation for the complex model’s behavior [34]. Feature attribution
includes methods that directly describe the black box model’s behavior with respect to
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input values [38]. While Table 1 is not a complete survey of interpretability methods, it
provides some popular methods with which to verify this paper’s approach.

The choice of which interpretability method to use depends on the problem’s complex-
ity, the input type, and the desired output format. Simple problems that can use inherently
interpretable models generally should. If the problem is too complex for inherently inter-
pretable models, but the engineer would like to simulate the model’s behavior, they may
choose a surrogate model. Otherwise, method choice relies partially on input type, e.g.,
occlusion tests can only be used for images, and partially on the desired output format, e.g.,
choosing between Shapley values or counterfactual explanations.

3.4. ML Explainability

As stated previously, explainability refers to the ability of a human to understand
a model’s mechanics regarding specific decisions. Therefore, the explainability methods
presented in this brief survey are those that describe specific model decisions. Table 2
shows a brief survey of popular explainability methods. As with the interpretability survey,
this is not meant to be a systematic survey of explainability methods, but rather a brief
survey to show examples of how provenance can decompose explainability NFRs. As with
Table 1, the explainability methods in Table 2 are organized by their underlying description
mechanism. As with the interpretability methods, the categorization of these explainability
methods maps to similar provenance decompositions.

Table 2. Categorization of popular explainability methods. Synthesized from [39,40].

Category Explainability Method Output Format

Feature attribution

Saliency mapping Pixel map
Explanatory graphs Image regions of importance

Deconvolutional Neural Network Pixel map
Feature inversion Image

Visual backpropagation Pixel map

Interestingly, because explainability methods look at internal model mechanics for
specific decisions, all of the explainability methods in this survey can be grouped into the
feature attribution category. The methods describe how the model used features from a
specific input to make a decision. There are, however, still reasons that engineers may
choose one method over another for their application. Some output formats are different,
e.g., feature inversion outputs a reconstructed image while saliency mapping provides a
pixel map. Additionally, though various methods output a pixel map, they use varying
methods for calculating feature relevance, which may be important to method selection.

3.5. ML Provenance

The final necessary background topic is provenance. As previously stated, prove-
nance means the origin of something [6,7]. In ML, this refers to the origin, history, and
transformations of data, models, and processes throughout the ML lifecycle [41]. In our
previous work, we defined many types of provenance data in ML development, but this
work focuses on two main categories: data and model [5]. The specific provenance in each
of these categories is shown in Table 3.

Data provenance is the record that describes the origins and processing of data. Data
provenance helps with fairness, accountability, transparency, and explainability in AI
systems [42]. Data provenance focuses on the lineage and history of data, answering
questions about its source or origin, the methods of collection (such as human input,
sensors, or web scraping), and the types of transformations applied, including cleaning,
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normalization, feature extraction, augmentation, or aggregation. It also captures who made
modifications to the data, essentially tracing how the data changed and reached its current
state through specific contexts or decisions [42]. Data provenance focuses on documenting
the history of the data, from its origin to all the evolution and transformations until it
reached its final state, so that it can be trusted, reused, and reproduced. Model provenance
is very similar to data provenance, but it focuses on the model rather than the data. It
captures the creation, origin, and evolution of the model by addressing questions related
to its architecture, different versions, the changes it undergoes across those versions, the
parameters and hyperparameters used, as well as the code, libraries, and environments
involved [9]. Model provenance focuses on the history of how a model was built, trained,
and modified, including its architecture, parameters, datasets, and environment, by keeping
a record of all the changes the model itself has gone through.

ML provenance—just like regular provenance—is a key aspect for increasing the
authenticity of, and trust in, an ML model by increasing the chances of reproducing the
same conditions the model had when training, and making the results as reproducible
as possible [41]. Without being able to get similar results as the creators, there is no way
to guarantee that the behavior demonstrated by the model is not an outlier instead of
the norm.

Table 3. Types of ML provenance data [5].

Requirements Data Model

• Customer requirement
artifacts [9]

• Model quality attributes
• Requirement prioritization
• Requirement specifications
• Constraints (computational,

data, privacy, time, budget)
• Developers and dates associated

with the requirements phase
• Decisions associated with the

requirements phase

• Datasets [9]
• Data type
• Data source
• Data authenticity (real or

synthetic)
• Data metadata, as applicable

(resolution, size/length,
contrast, etc.)

• Synthetic data metadata, as
applicable (prompt, seed, etc.)

• Method of collection, collector,
date of collection [9]

• Inclusion/exclusion criteria
(person, date)

• Preprocessing steps
(transformations, cleaning,
denoising, resizing, cropping,
normalization) (person, date for
each) [9]

• Labeling (annotation type,
annotator, date of
annotating) [9]

• Feature selection, if relevant
(person, date) [9]

• Training/validation/testing
split

• Training/validation/testing
dataset class proportions

• Pretraining provenance, if
applicable and available (model
comparison and selection)
(person and date)

• Model size
• Model speed
• Parameters (weights and

biases) [9]
• Hyperparameters (number of

layers, learning rate, batch size,
dropout) [9]

• Architecture comparisons
• Optimization algorithms [9]
• Pipelines [9]
• Execution logs and statistics [9]
• Environment configurations [9]
• Source code (Jupyter notebooks,

library dependencies) [9]
• Gradients

https://doi.org/10.3390/software5010009

https://doi.org/10.3390/software5010009


Software 2026, 5, 9 8 of 20

Table 3. Cont.

Requirements Data Model

Verification and Behavior Deployment Maintenance and Revisions

• Performance metrics (accuracy,
precision, recall, F1-Score) [9]

• Synthetic dataset verification
results, if applicable [43]

• Testing history
• Model versions

• Online or offline mode
• Execution logs [9]
• Prediction logs
• Operation location (local, edge

device, server, cloud) [9]
• Licenses [9]
• Environmental dependences [9]
• Containers (Docker, Conda,

virtual machines)

• Data changes
• Model retraining
• Versioning (data, model,

verification) [9]
• Requirement changes
• Reverts [9]

4. Approach
This approach uses ML provenance as a lower-level NFR to decompose interpretability,

then it decomposes provenance into verifiable FRs by defining what provenance data
a system will collect. The verification of these FRs then by extension verifies that the
provenance and interpretability NFRs have been met for the system. In software, FRs are
verified by directly ensuring that the code satisfies the requirements. Therefore, saving
provenance in the code satisfies and verifies the provenance requirements.

Given that interpretability is the ability for humans to draw connections among model
data, training, and behavior, the storage of model provenance throughout development
allows for humans to trace behavior from training data to model deployment, making
the model interpretable. For the purpose of verifying this approach, this section includes
requirement specifications and implementation for one interpretability and explainabil-
ity method from each format category. For maximum scalability, the ideal amount of
provenance to be stored is the least amount necessary to verify the NFR in question.

Provenance Storage

There are several platforms meant to help developers save model provenance includ-
ing MLFlow, Data Version Control (DVC), Weights & Biases (W&B), Neptune AI, and
Comet [44–48]. Each of these tools can track dataset versions, model versions, hyperpa-
rameters, and other common provenance data. However, they are not built to handle
more unique provenance data as defined in our previous work, e.g., preprocessing steps or
feature selection choices [5]. To accommodate additional necessary provenance tracking,
this approach uses yProv4ML, which is compliant with the World Wide Web Consortium’s
(W3C’s) PROVenance Ontology (PROV-O) [49].

PROV-O is an ontology defined using the Web Ontology Language (OWL) that ex-
presses the PROV Data Model (PROV-DM) [50,51]. Its three “Starting Point” classes,
Activity, Entity, and Agent, are shown in Figure 1 along with some of their subclasses [50].
Ontologies represent the structure of entities within a domain [52]. This ontology provides
a schema, or structure, for the collected provenance data. yProv4ML then instantiates the
structure using PROV-JSON, which can easily be formatted into a graph for readability [49].

yProv4ML, version 2.0.3, is a Python library that handles all the provenance format-
ting, making this approach accessible to ML developers, even those without ontology
experience [49]. Its usage requires only a small learning curve to know the appropriate
function calls for each provenance data type. The output can be viewed either as JSON or
as a graph.
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Figure 1. The three “Starting Point” classes and some of their subclasses in PROV-O [50].

5. Verification
The following sub-sections will verify the approach via interpretability and explain-

ability case studies.

5.1. Linear Regression Case Study

Linear regression models are inherently interpretable models. Therefore, saving
development provenance allows the model’s training and predictions to be simulated and
verifies the interpretability NFR. This process is shown in this section.

5.1.1. Requirement Specifications–Linear Regression

The first step is deciding what provenance to save to decompose and verify the
interpretability NFR. This provenance may not be the same for all models. The purpose
of interpretability is to gather information about the underlying trends in the data and to
simulate the model’s behavior as a result. To do that for linear regression, one must be
able to reproduce the line of best fit for the data and make future predictions using that
function. Therefore, the necessary provenance includes the training and testing datasets,
the preprocessing steps, e.g., any data trimming, and the resulting function for the line of
best fit. This example uses simple linear regression, so these provenance types are sufficient;
however, additional provenance may be important for multiple linear regression problems,
e.g., feature selection. The requirement specifications, with NFRs in italics, are as follows:

[Req. 1] The model’s development pipeline shall incorporate prediction interpretations for
the user.

[Req. 2] The model’s development artifacts shall be traceable throughout its lifecycle to
ensure interpretability.

[Req. 3] The model’s development pipeline shall save development provenance to ensure
development artifact traceability to model specifications.

[Req. 4] The model’s development pipeline shall save the training dataset to
the provenance documentation.

[Req. 5] The model’s development pipeline shall save the testing dataset to the
provenance documentation.

[Req. 6] The model’s development pipeline shall save the data preprocessing
steps to the provenance documentation.
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[Req. 7] The model’s development pipeline shall save the model’s linear re-
gression function to the provenance documentation.

5.1.2. Requirement Specification Verification–Linear Regression

A simple Kaggle example of linear regression is sufficient for the purposes of this case
study [53]. Per the requirement specifications for this case study, the model’s development
pipeline needs to save the training and testing datasets, the data preprocessing steps, and
the model’s linear regression function. Figure 2 is an example of how the training dataset is
stored to the provenance documentation.

yprov4ml.start_run( 
    prov_user_namespace="www.example.og", 
    experiment_name="linear_regression", 
    provenance_save_dir="/save/path/" 
) 
yprov4ml.log_dataset(train_data, "train_data") 
yprov4ml.log_dataset(test_data, "test_data") 
yprov4ml.end_run(create_graph=True, create_svg=True) 

Figure 2. Example Python code for saving provenance data.

The full code for this case study, along with the full provenance JSON file and
provenance graph can be found at https://github.com/lynndalou/ProvInterpretExplain,
accessed on 13 December 2025. Two sections of the provenance graph are shown in
Figures 3 and 4. Figure 3 shows how the model is saved to the graph and Figure 4 shows
the model parameters are saved to the graph.

 

Figure 3. Section of the linear regression provenance graph. The nodes and arrows align with the
W3C’s PROV-O.

 
Figure 4. Model parameters saved to the provenance graph.

The purpose of saving this provenance data is to interpret and simulate the model’s
behavior to verify the overarching interpretability NFR. This verification follows the prove-
nance step-by-step to achieve the same result as the Kaggle linear regression example [33].
Microsoft Excel is used for verifying this experimental result. The full Excel file can be

https://doi.org/10.3390/software5010009
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found at https://github.com/lynndalou/ProvInterpretExplain, accessed on 13 December
2025. Per the saved provenance data, the following steps were taken:

1. Removing N/A or empty datapoints from the training and testing datasets.
2. Standardizing the independent variable for the training and testing datasets.
3. Using the Analysis Toolpak to calculate the linear regression line [54].

These steps lead to the same linear regression function as the Kaggle code, thereby
simulating the behavior of the ML model.

5.2. Counterfactual Explanation Case Study

Inherently interpretable models are unique in that provenance allows their behavior
to be simulated, as was shown in the linear regression case study. Other methods are more
complex because they can no longer simulate the model’s behavior directly. However,
provenance can still be used to map the model’s behavior to an input space as a way
to understand it. Counterfactual Explanations (CEs) will be used in this case study to
demonstrate how to do this.

5.2.1. Requirement Specifications–Counterfactual Explanations

[Req. 1] The model’s development pipeline shall incorporate prediction interpretations for
the user.

[Req. 2] The model’s development artifacts shall be traceable throughout its lifecycle to
ensure interpretability.

[Req. 3] The model’s development pipeline shall save development provenance to ensure
development artifact traceability to model specifications.

[Req. 4] The model’s development pipeline shall save the training dataset to
the provenance documentation.

[Req. 5] The model’s development pipeline shall save the testing dataset to the
provenance documentation.

[Req. 6] The model’s development pipeline shall save the data preprocessing
steps to the provenance documentation.

[Req. 7] The model’s development pipeline shall save the selected features to
the provenance documentation.

[Req. 8] The model’s development pipeline shall save the counterfactual ex-
planations to the provenance documentation.

5.2.2. Requirement Specification Verification–Counterfactual Explanations

This case study utilizes a simple binary classification example with Diverse Coun-
terfactual Explanations (DiCE) [55,56]. The full code for this case study and the prove-
nance data saved during the case study can be found at https://github.com/lynndalou/
ProvInterpretExplain, accessed on 13 December 2025. The goal of this case study is still
to understand the black box model’s behavior in human-understandable terms, but it
is accomplished a bit differently than the linear regression example because the behav-
ior can no longer be simulated. However, provenance data can still help to verify this
interpretability requirement.

CEs offer ways to change the inputs to a model that would produce a different
output [55,57]. Therefore, these explanations can be used to map the input space that
produces the possible outputs, as is shown in Figure 5. The provenance data required to
accomplish this understanding is outlined in the requirement specifications for this case
study. Some of the provenance data is the same as in the first case study, but this case study
requires feature selection data. As is shown in Figure 5, three of the selected features are
“age”, “education”, and “hours per week”. The space then shows “positive” predications,
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in this case predictions of “high income”, within the sphere and “negative” predictions
outside of the sphere. Model developers and users can utilize this provenance-based
technique to visualize how input changes affect the model’s predictions.

Figure 5. A depiction of how counterfactuals can verify an interpretability requirement. The blue
dots show positive predictions and the orange dots show negative predictions.

5.3. Functional Decomposition Case Study

Functional decomposition mathematically simplifies complex functions to show un-
derlying patterns [57,58]. There are several methods for functional decomposition. This
case study follows a Kaggle example for a Simple Moving Average (SMA) decomposi-
tion [58]. An SMA decomposition involves taking the rolling mean of time series data,
thereby forming a trendline. The residual function can be found by subtracting the rolling
mean from each individual data point.

5.3.1. Requirement Specifications–Functional Decomposition

[Req. 1] The model’s development pipeline shall incorporate prediction interpretations for
the user.

[Req. 2] The model’s development artifacts shall be traceable throughout its lifecycle to
ensure interpretability.

[Req. 3] The model’s development pipeline shall save development provenance to ensure
development artifact traceability to model specifications.

[Req. 4] The model’s development pipeline shall save the training dataset to
the provenance documentation.
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[Req. 5] The model’s development pipeline shall save the rolling mean to the
provenance documentation.

[Req. 6] The model’s development pipeline shall save the residual data to the
provenance documentation.

5.3.2. Requirement Specification Verification–Functional Decomposition

As mentioned previously, this case study uses a simple Kaggle example to show
how provenance can be saved to perform SMA decomposition [58]. The requirement
specifications state what data is required to produce the visualization shown in Figure 6,
which decomposes the time series data into a trendline and the residual.

Figure 6. Functional decomposition example [58].

5.4. Saliency Mapping Case Study

The requirement specifications for explainability methods are simpler than those for
interpretability methods because they are only meant to understand the model mechanics
for a specific decision as opposed to understanding the underlying patterns within the data
and the model. Therefore, the only necessary provenance will be the model weights and
whatever provenance is necessary for building the desired visualization. This case study
shows the verification for saliency mapping.

In the context of ML, saliency maps are a method of feature attribution for a specific
model decision [59]. This method calculates a relevance score for each pixel within an
image in relation to the final decision. There are various relevance calculations to choose
from, e.g., Layer-wise Relevance Propagation (LRP), with the saliency map being the
visualization of the pixel relevancy. The provenance requirement specifications will be
identical regardless of the chosen relevancy calculation. Though the layer gradients may
vary slightly depending on the calculation, it does not change what provenance must be
saved to verify the explainability NFR.

5.4.1. Requirement Specifications–Saliency Mapping

[Req. 1] The model’s development pipeline shall incorporate prediction explanations for the
user.

[Req. 2] The model’s development artifacts shall be traceable throughout its lifecycle to ensure
explainability.

[Req. 3] The model’s development pipeline shall save development provenance to ensure
development artifact traceability to model specifications.
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[Req. 4] The model’s development pipeline shall save the model weights to
the provenance documentation.

[Req. 5] The model’s development pipeline shall save the final layer gradients
to the provenance documentation.

5.4.2. Requirement Specification Verification–Saliency Mapping

This case study uses a simple Kaggle example of saliency mapping on the MNIST
dataset with some small versioning modifications [40]. Based on the requirement spec-
ifications, the only two pieces of necessary provenance data are the model weights and
the gradients from the final network layer. This provenance data can be used to recreate
the model’s decision process and generate a saliency map as means of explanation. An
example saliency map is shown in Figure 7 where red pixels are the most relevant to the
decision and the dark blue pixels are the least relevant.

Figure 7. Example saliency map for the MNIST dataset [40]. The red pixels are the most relevant to
the decision and the dark blue pixels are the least relevant.

5.5. Visual Backpropagation Case Study

For the purpose of identifying trends in what provenance needs to be saved for
each NFR, visual backpropagation will offer another chance to verify an explainability
NFR. As with the saliency mapping case study, it was found that visual backpropagation
requires simpler specifications than the interpretability methods. Because it seeks only to
understand a specific decision, only the model and decision-specific provenance is needed.

As with the saliency mapping case study, visual backpropagation is a feature attri-
bution method, so the provenance specifications will be similar. Visual backpropagation
generates a similar visualization to saliency mapping using a different relevance calculation.
The relevance scores used for this method involve calculating activation gradients in each
layer [60]. As the name implies, this is similar to backpropagation during neural network
training, but merely to visualize the activations as opposed to adjusting the model weights.

5.5.1. Requirement Specifications–Visual Backpropagation

[Req. 1] The model’s development pipeline shall incorporate prediction explanations for the user.

[Req. 2] The model’s development artifacts shall be traceable throughout its lifecycle to
ensure explainability.
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[Req. 3] The model’s development pipeline shall save development provenance to ensure
development artifact traceability to model specifications.

[Req. 4] The model’s development pipeline shall save the model weights to
the provenance documentation.

[Req. 5] The model’s development pipeline shall save the layer activation
gradients to the provenance documentation.

5.5.2. Requirement Specification Verification–Visual Backpropagation

This case study uses the same Kaggle example as the saliency mapping case study with
a model trained on the MNIST dataset [40]. The requirements’ specifications necessitate
saving the model weights and the layer activation gradients in order to create a relevancy
map, such as the one shown in Figure 8. The light pixels in the relevancy map indicate
regions of high activation.

Figure 8. Example relevancy map formed using visual backpropagation [40]. The lighter the pixel,
the more relevant it is to the decision.

6. Discussion
These case studies utilize a method from each category in Tables 1 and 2, with the

exception of surrogate models because they are also inherently interpretable models, just
used in a different way. Each case study is meant to represent how provenance decomposes
an interpretability or explainability requirement for any method within their category.
Therefore, the decomposition for a decision tree would be similar to that of linear regression
because the goal of both is to replicate and simulate the model’s behavior. Similarly, the
goal of any feature attribution method is to understand how changes in the model’s inputs
affect the model’s predictions, so any method within that category would follow a similar
decomposition to CE.

These case studies are proofs of concept; developers can save additional provenance
based on their needs. Figure 5 is also an example visualization that developers and users
may find useful in understanding their model’s behavior but is by no means the only way
to verify interpretability using the saved provenance. Developers may choose to adjust the
visualization as needed to fit their needs.
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The case studies work with yProv4ML, which saves most of the data as needed.
However, as Figure 4 shows, the preprocessing steps had to be saved as model parameters,
which is incorrect. Therefore, this research area would benefit from a new provenance tool
that could handle more data types, e.g., preprocessing steps.

6.1. Provenance Trends

Through the verification of three interpretability NFRs and two explainability NFRs,
it is possible to find trends in what provenance data is necessary to verify a generalized
version of interpretability and explainability requirements.

Based on the examples presented in this work, interpretability NFRs most notably
require provenance regarding the processing of the training data. This includes the training
data itself, along with preprocessing steps and any necessary feature selection. This makes
sense when considering that interpretability entails understanding data trends and how
the model represents them.

In contrast, explainability NFRs, which are concerned with the model’s mechanics
for a single data point, need provenance regarding the final model along with its decision
process for that specific data instance. Such provenance includes the model weights and
the relevancy scores relevant to the desired visualization method.

While requirement engineers are free to store any provenance data that their applica-
tion deems necessary, these trends may offer guidance for how to decompose and verify
interpretability and explainability NFRs using provenance. Because of the vast amount of
provenance data generated, it is recommended to only save the provenance necessary for
NFR verification to avoid system slowdown.

6.2. Method Scalability

The case studies presented in this work offer simple, but effective, examples of how
provenance can be used to verify interpretability and explainability requirements. However,
most problems in the real world are more complex than the ones presented here. As such,
the precise type and amount of saved provenance data may vary for real world examples.
This brings method scalability into consideration.

As with many other NFRs, provenance has some trade-offs, including one with
scalability. As problems become more complex, the amount of provenance data increases,
making it more difficult to store and analyze the data. Although an in-depth analysis
of this trade-off is outside of the scope of this work, future work will study the point of
diminishing return between provenance and scalability. A brief analysis of the scalability
of this approach can be done by showing the runtime for graph generation, which is shown
in Table 4.

Table 4. Runtime for graph generation over each case study.

Case Study Graph Generation Time

Linear Regression 11 min
Counterfactual Explanations 14 min
Functional Decomposition 11 min

Saliency Mapping 15 min
Visual Backpropagation 15 min

7. Limitations and Future Work
This work successfully verifies three interpretability NFRs and two explainability

NFRs. However, this work does not include a complete survey of interpretability or
explainability methods. Future work could expand to encompass additional methods to
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ensure that this approach verifies all of them. A more in-depth survey and analysis will
also provide additional evidence for the trends discussed in this work.

Additionally, it was noted in the approach section that none of the available ML
development and provenance tracking tools were capable of correctly tracking all of the
necessary provenance for this work, e.g., data preprocessing steps. Therefore, future work
will include the development of a more complete ML provenance tracking tool that is
compatible with other development platforms.

As was mentioned in the discussion, the trade-off between scalability and provenance
poses a limitation to this method. Because real world problems are often more complex than
the problems discussed in this work, the amount of provenance data necessary to verify
requirements may increase dramatically, causing storage and computational concerns.
Future work will analyze this limitation and evaluate its threat to the validity of this work.

8. Conclusions
This work presents a requirements-based method for measuring and verifying inter-

pretability and explainability non-functional requirements (NFRs) in machine learning
(ML) systems. The approach decomposes these NFRs into provenance requirements and
defines corresponding functional requirements (FRs) that specify which model and data
provenance must be captured. The resulting provenance enables developers to simulate or
visualize model behavior in human-understandable terms, providing a concrete mechanism
for verification.

The approach was validated through three interpretability case studies and two ex-
plainability case studies. Provenance was used to verify interpretability requirements
for linear regression, counterfactual explanations, and functional decomposition, as well
as explainability requirements for saliency mapping and visual backpropagation. In the
linear regression case, saved provenance enables direct simulation of model behavior,
while in the remaining case studies, provenance supports visualizations that expose inter-
nal decision-making processes. Collectively, these results demonstrate that provenance
can operationalize interpretability and explainability as verifiable properties rather than
abstract qualities.

Future work includes extending the approach to additional interpretability and ex-
plainability techniques and developing provenance tracking tools capable of capturing
a broader range of ML-specific provenance artifacts. This would further strengthen the
applicability of requirements-driven verification for complex ML systems.
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Abbreviations
The following abbreviations are used in this manuscript:

ML Machine Learning
NFR Non-Functional Requirement
FR Functional Requirement
RE Requirements Engineering
SDLC Software Development Life Cycle
V&V Validation and Verification
LIME Local Interpretable Model-agnostic Explanations
SHAP SHapley Additive exPlanations
DVC Data Version Control
W&B Weights and Biases
W3C World Wide Web Consortium
PROV-O PROVenance Ontology
OWL Web Ontology Language
PROV-DM PROVenance Data Model
PROV-JSON PROVenance JavaScript Object Notation
CE Counterfactual Explanations
DiCE Diverse Counterfactual Explanations
SMA Simple Moving Average
LRP Layer-wise Relevance Propagation
MNIST Modified National Institute of Standards and Technology
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