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Abstract

The rapid digitalization of financial banking services has increased the need for effective
cybersecurity risk mitigation as institutions rely on interconnected digital infrastructures.
Understanding how technological, organizational, and human-related factors interact is
important for supporting cybersecurity planning and risk management. This study exam-
ines the internal structure of cybersecurity risk mitigation in financial banking systems
through a framework that combines bibliometric analysis, the Decision Making Trial and
Evaluation Laboratory (DEMATEL) method, and the Matrix Impact Cross-reference Mul-
tiplication Applied to Classification (MICMAC) technique. The bibliometric analysis iden-
tified the factors most frequently associated with cybersecurity risk mitigation in scientific
publications indexed in the Web of Science Core Collection. These factors were subse-
quently evaluated by a panel of IT and cybersecurity experts from the banking sector.
DEMATEL was applied to examine the influence relationships among the identified fac-
tors, and MICMAC was used to refine the system by classifying the factors according to
their driving and dependence power. The analysis provides a structured representation
of the cybersecurity risk mitigation system and clarifies the role of each factor within the
overall structure. The proposed framework may support managers, cybersecurity special-
ists and decision makers in cybersecurity planning, resource allocation, and strategic de-
cision making within financial institutions.

Keywords: financial banking systems; DEMATEL; MICMAGC; bibliometric analysis; cyber
risk management; digital transformation; decision-making

JEL Classification: G32

1. Introduction

The financial and banking sector has undergone major digital transformation during
the last decades. Banking operations that were previously limited to physical infrastruc-
tures and direct institutional interaction are now strongly connected to digital technolo-
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gies, online platforms, cloud environments, mobile applications, automated financial ser-
vices, and interconnected payment systems [1]. Financial institutions increasingly depend
on digital infrastructures for transaction processing, customer communication, data stor-
age, authentication procedures, risk monitoring, and service delivery. The expansion of
digital financial ecosystems has created new opportunities for operational efficiency and
accessibility, yet it has also increased the exposure of banking systems to cybersecurity
risks [2—4].

Cybersecurity incidents affecting financial institutions have become a persistent con-
cern across both developed and developing economies. Cyberattacks directed toward fi-
nancial systems frequently target customer data, financial transactions, authentication
systems, payment infrastructures, communication networks, and institutional databases.
Financial institutions remain attractive targets because of the high economic value of dig-
ital assets, the concentration of sensitive information, and the possibility of disrupting
critical financial operations [3,5]. The increasing sophistication of cyber threats has further
complicated the capacity of institutions to maintain secure digital environments.

The problem manifests itself in different forms across financial-banking systems. Un-
authorized access incidents may compromise customer information and institutional rec-
ords [6,7]. Malware and ransomware attacks may interrupt banking operations and gen-
erate substantial financial losses. Phishing campaigns continue to affect both customers
and employees through fraudulent communication practices designed to obtain confiden-
tial information. Weaknesses in digital infrastructures, insufficient protection mecha-
nisms, limited employee awareness, outdated technologies, and poor integration between
security procedures may increase institutional vulnerability to cyber threats [3]. The inte-
gration of fintech services and third-party technologies into banking infrastructures has
also created additional security challenges because vulnerabilities can spread through in-
terconnected systems and external digital services [8,9].

Cybersecurity risks in financial systems intensified during periods characterized by
rapid digital adoption and increased online financial activity. The expansion of remote
banking services, mobile payment systems, digital wallets, and cloud-based financial op-
erations has widened the attack surface available to cybercriminals. The accelerated use
of digital financial technologies during periods of social and economic disruption further
increased institutional dependence on online infrastructures and electronic services [1].
Under these conditions, financial institutions have been required to continuously adapt
cybersecurity strategies, protection mechanisms, and risk management procedures in or-
der to preserve operational continuity and customer trust [7].

The consequences of cybersecurity incidents extend beyond direct financial losses.
Security breaches may affect institutional reputation, customer confidence, regulatory
compliance, operational stability, and the reliability of digital financial services. Disrup-
tions affecting payment infrastructures or banking networks may produce broader eco-
nomic effects because financial systems support commercial transactions, investment ac-
tivities, credit operations, and public financial interactions [10]. Cybersecurity problems
within financial systems therefore affect financial institutions, customers, technology pro-
viders, regulatory authorities, businesses, and the wider economic environment [7,10].

The growing importance of cybersecurity in financial systems has generated increas-
ing research interest in recent years. Existing studies examine topics such as information
security, cyber risk management, digital banking protection, data privacy, technological
vulnerabilities, financial technology security, blockchain security, artificial intelligence
(AI) applications in cybersecurity, and institutional resilience strategies [11,12]. Research
has also explored regulatory frameworks, cyber governance structures, employee aware-
ness programs, intrusion detection systems, and encryption technologies used to improve
digital security in financial environments.
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Despite the increasing volume of studies related to cybersecurity and financial tech-
nologies, several limitations remain visible in the existing literature. Many studies ap-
proach cybersecurity risks from isolated technical perspectives and focus on specific tech-
nologies, attack methods, or protection mechanisms. Other studies examine organiza-
tional or regulatory aspects without analyzing the interaction between the multiple factors
that shape cybersecurity risk mitigation within financial-banking systems [7,12]. The lit-
erature contains limited research dedicated to understanding how technological, organi-
zational, operational, strategic, and human-related factors interact within a broader cy-
bersecurity mitigation structure.

Another limitation concerns the fragmentation of the research field. Cybersecurity,
cyber risk management, financial technologies, resilience strategies, and digital banking
security are often discussed as separate thematic areas [13]. This fragmentation compli-
cates the identification of the factors that exert the strongest influence on cybersecurity
risk mitigation processes within financial systems. It also limits the possibility of distin-
guishing between driving factors, dependent factors, and secondary elements within the
cybersecurity mitigation structure.

A clearer understanding of the relationships between cybersecurity mitigation fac-
tors is important for both academic research and institutional decision-making. Financial
institutions operate within interconnected technological environments where changes af-
fecting one component may influence other components of the system. The identification
of highly influential factors may support the prioritization of cybersecurity investments,
the adaptation of institutional strategies, the improvement of risk management proce-
dures, and the development of more effective resilience mechanisms. At the same time,
identifying factors with limited influence may support the refinement of cybersecurity
systems and reduce unnecessary complexity in institutional security structures [13].

The present study addresses these issues through a combined bibliometric and multi-
criteria decision-making (MCDM) framework focused on cybersecurity risk mitigation in
financial-banking systems. The study aims to identify the main factors associated with
cybersecurity risk mitigation, to examine the relationships between these factors, and to
refine the factor structure according to the influence and dependence levels observed
within the system.

The first stage of the research is based on bibliometric analysis conducted using sci-
entific publications indexed in the Web of Science Core Collection database. The biblio-
metric stage focuses on identifying the dominant research directions associated with cy-
bersecurity risk mitigation in financial systems and on extracting the factors most fre-
quently connected to this research area. The search strategy integrates concepts related to
cybersecurity, cyber risks, mitigation processes, and financial-banking infrastructures in
order to capture the interdisciplinary structure of the field. The bibliometric analysis in-
cludes overlay visualization and density visualization based on all keywords extracted
from the selected scientific literature. Overlay visualization is employed to observe the
evolution of research interests and thematic developments within the field. Density visu-
alization is used to identify areas characterized by high keyword concentration and
stronger thematic connectivity. The use of all keywords supports a more detailed identi-
fication of the factors associated with cybersecurity risk mitigation because keyword
structures frequently reflect the conceptual priorities present within scientific research.

The factors extracted during the bibliometric stage are further examined through the
Decision-Making Trial and Evaluation Laboratory (DEMATEL) method. DEMATEL sup-
ports the analysis of causal relationships between factors and facilitates the identification
of direct and indirect influences within the system [14]. This method makes it possible to
distinguish between influential factors and dependent factors according to the intensity
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of their interactions. This stage contributes to the understanding of how cybersecurity
mitigation factors interact within financial-banking systems.

The Matrix Impact Cross-reference Multiplication Applied to Classification (MIC-
MAC) method is subsequently applied in order to classify the identified factors according
to their driving and dependence power. MICMAC analysis supports the refinement of the
system by differentiating between autonomous, dependent, linkage, and driving factors
[15]. This process contributes to the identification of factors that exert limited influence
within the system structure and facilitates the clarification of the internal dynamics asso-
ciated with cybersecurity risk mitigation.

The integration of bibliometric analysis with DEMATEL and MICMAC methods al-
lows the study to move beyond simple literature description and toward the examination
of relationships existing between cybersecurity mitigation factors [13]. The combination
of these approaches supports both the identification of relevant factors and the analysis of
their interaction within the broader financial-banking cybersecurity environment [14-16].

The expected results of the study include the identification of the principal factors
associated with cybersecurity risk mitigation in financial-banking systems, the clarifica-
tion of the causal relationships existing between these factors, and the classification of
factors according to their role within the system structure. The findings are expected to
contribute to a better understanding of cybersecurity mitigation processes in digital finan-
cial environments and to support future research related to cyber risk management, finan-
cial system resilience, and digital security strategies.

The study also provides practical relevance for financial institutions and decision-
makers interested in strengthening cybersecurity preparedness and improving institu-
tional resilience against cyber threats. The identification of influential factors may support
the development of more targeted cybersecurity strategies, while the refinement of the
factor structure may facilitate more efficient resource allocation and strategic planning
within financial-banking systems.

2. Materials and Methods

The present study applies a hybrid methodological framework designed to investi-
gate the factors associated with cybersecurity risk mitigation in financial-banking systems
and to examine the internal relationships that exist between these factors. The methodo-
logical structure combines bibliometric analysis with two multi-criteria decision-making
methods, namely the DEMATEL method and the MICMAC technique.

The methodological sequence follows three successive stages. The first stage focuses
on the identification and extraction of factors from the scientific literature through biblio-
metric analysis. The second stage examines the causal influence relationships between the
extracted factors through DEMATEL analysis. The third stage applies MICMAC in order
to refine the factor structure according to the driving and dependence power of each factor
within the cybersecurity mitigation system.

The selection of this methodological combination is linked to the complexity of cy-
bersecurity environments in financial systems [15]. Cybersecurity mitigation in banking
infrastructures depends on multiple interconnected technological, organizational, opera-
tional, and strategic elements. Changes affecting one component of the system may gen-
erate influence chains across several related areas. Under these conditions, conventional
ranking methods provide limited insights into underlying structural interactions [14,17].
The integration of bibliometric analysis with DEMATEL and MICMAC methods supports
the transition from factor identification toward the examination of systemic interaction
patterns and structural influence mechanisms.
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2.1. Bibliometric Analysis

Bibliometric analysis was selected as the first stage of the research because it allows
the examination of a large scientific literature base and facilitates the extraction of the fac-
tors most frequently associated with cybersecurity mitigation in financial-banking sys-
tems. The method reduces subjective factor selection and supports the identification of
concepts that appear consistently across the scientific literature.

The scientific publications included in the analysis were retrieved exclusively from
the Web of Science Core Collection database. This database was selected because it in-
dexes peer-reviewed journals that pass strict editorial and scientific evaluation proce-
dures. The database also offers stable citation indexing, standardized bibliographic infor-
mation, and reliable keyword structures frequently used in management, information se-
curity, engineering, and financial system research.

The search strategy was structured around four thematic directions associated with
cybersecurity mitigation in financial-banking environments. The first thematic direction
focused on cybersecurity and information security concepts through terms associated
with cyber security, digital security, computer security, information protection, and data
security. The second thematic direction targeted cyber risk and technology-related risk
concepts. The third thematic direction addressed mitigation and protection mechanisms
through terms associated with prevention, management, resilience, protection, reduction,
and control processes. The fourth thematic direction focused on financial-banking infra-
structures through concepts associated with banking systems, financial technologies, pay-
ment systems, digital financial services, networks, and technological infrastructures.

The search formula was constructed with proximity operators in order to preserve
semantic association between terms while avoiding restrictive fixed expressions:

TS = ((((cyber * OR information OR data OR computer OR digital *)
NEAR /4 secur *) OR ((cyber * OR digital * OR technolog *) NEAR /4 risk *))
NEAR/6 (mitigat * OR reduc * OR prevent * OR control * OR manag
* OR protect * OR resilien ) (1)
NEAR/6 ( (bank * OR financ * OR credit x OR fintech x OR payment *)
NEAR/4 (system * OR infrastructur * OR network * OR technolog
* OR service * OR platform )))

The use of proximity operators increased the flexibility of the retrieval process and
allowed the identification of conceptually related terms appearing in different textual
forms within titles, abstracts, and keywords.

The cybersecurity and information security-related search sequence generated
135,596 indexed publications. The cyber risk-related sequence produced 28,258 records.
The mitigation and resilience-related sequence generated 24,350,265 publications, indicat-
ing the broad use of these concepts across multiple scientific fields. The financial-banking
infrastructure and digital financial systems-related sequence produced 138,471 indexed
records.

The relationships between the thematic groups were subsequently examined
through pairwise intersections in order to evaluate the degree of integration between the
research directions. The intersection between cybersecurity and cyber risk concepts gen-
erated 1244 publications. The combination between cybersecurity and mitigation-related
concepts produced 23,421 records. The intersection between cybersecurity and financial-
banking system concepts generated 475 publications. The association between cyber risk
and mitigation-related concepts produced 7222 publications, while the relationship be-
tween cyber risk and financial-banking infrastructure concepts generated 661 publica-
tions. The intersection between mitigation-related concepts and financial-banking sys-
tems generated 155,999 publications.
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The complete intersection integrating cybersecurity, cyber risk, mitigation processes,
and financial-banking system concepts generated 283 indexed publications within the
Web of Science Core Collection database. The comparatively reduced number of records
obtained through the intersection of all conceptual directions indicates that the combined
research area remains relatively narrow compared to the individual thematic domains.
This result suggests the existence of a focused research niche situated at the intersection
between cybersecurity mitigation and financial-banking infrastructures.

The selection, eligibility, screening, and inclusion stages of the scientific publications
followed the PRISMA workflow presented in Figure 1. The identification stage started
from the 283 records obtained through the complete search formula intersection. The first
eligibility filter limited the publication period to the interval between 2016 and 2026. This
temporal interval was selected because the financial sector experienced accelerated digital
transformation during the last decade through the expansion of fintech services, cloud
banking infrastructures, digital payment systems, mobile financial applications, and Al
integration within financial operations. The same period also corresponds to the rapid
growth of cybersecurity incidents targeting digital financial systems, including ransom-
ware attacks, phishing campaigns, financial data breaches, and attacks directed toward
payment infrastructures. Earlier publications frequently address cybersecurity from tra-
ditional information security perspectives that are less connected to the current digital
financial ecosystem. Applying the publication year filter reduced the dataset from 283 to
216 eligible publications, resulting in the exclusion of 67 records.

Web of Science Database
Selection of database [
L] T 1 1
TS={ (bank* OR financ*
OR credit* OR fintech*

TS=( ({cyber* OR
information OR data OR
computer OR digital*)

TS=( ((cyber* OR digital*
OR technolog*) NEAR/4

T5=( mitigat* OR reduc*
OR prevent® OR control®
OR manag® OR protect*

NEAR/4 secur”) ) risk®) ) OR resilien® )

OR payment*) NEAR/4 (
system* OR
infrastructur* OR
network® OR technolog*
OR service* OR
platform* ) )

135,596 [records 28258 | records 24,350,265 | records

138,471 | records

Identification | 283 records |

Eligibility based on the
publication period (2016-2026)
|

i

L}

| 216 records | ’

67 records exluded ‘

l

Eligibility by document type
(Article)
|

L]

¥

| 167 records | ‘

49 records exluded l

Eligibility I

Alignment with the purpose of
the study

+

+

| 106 records

Screening

61 records exluded ‘

Number of records included in
the current study

Include n=106

Figure 1. PRISMA Workflow.

The second eligibility stage restricted the dataset to publications classified exclu-
sively as research articles. This filter was introduced in order to preserve original scientific
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contributions and to reduce citation concentration bias associated with review papers. Re-
view articles frequently summarize and repeatedly cite a limited group of original studies,
which may artificially amplify the visibility of certain concepts or factors within biblio-
metric structures. Restricting the dataset to original articles supports a more balanced fac-
tor extraction process because the identified concepts originate directly from primary re-
search contributions. After applying the document type filter, the dataset decreased from
216 to 167 eligible publications, leading to the exclusion of 49 records.

The screening stage focused on the alignment between the selected publications and
the objective of the present study. Titles and abstracts were examined in order to identify
studies directly associated with cybersecurity risk mitigation in financial-banking sys-
tems. Publications addressing unrelated technological fields, general information security
topics without financial relevance, or studies lacking direct connection to cybersecurity
mitigation were excluded during this stage. Publications carrying the “retracted” label
within the Web of Science database were also removed from the dataset in order to pre-
serve the scientific reliability of the analyzed literature. The screening process resulted in
the exclusion of 61 publications.

The final dataset included 106 scientific articles used for the bibliometric analysis and
subsequent factor extraction process.

Keyword co-occurrence analysis was conducted with VOSviewer software version
1.6.20. The analytical unit was defined as “All keywords” because this structure allows
the identification of broader conceptual relationships present within the scientific litera-
ture. Overlay visualization analysis was employed in order to examine the temporal evo-
lution of research interests associated with cybersecurity mitigation in financial systems.
This stage facilitated the identification of themes that gained increasing scientific attention
during recent years.

Density visualization analysis was subsequently applied in order to identify areas
characterized by stronger conceptual concentration and higher thematic connectivity. The
density structure supported the identification of the factors most frequently associated
with cybersecurity mitigation in financial-banking systems and facilitated the extraction
of the factors included in the following analytical stages.

The factors selected for DEMATEL and MICMAC analysis were extracted according
to recurrence frequency, thematic relevance, and conceptual connectivity within the key-
word network.

2.2. DEMATEL Method

After the bibliometric analysis and the extraction of the cybersecurity mitigation fac-
tors associated with financial-banking systems, the next stage of the research focused on
examining the causal relationships within the model. This stage determines how factors
interact, how influence propagates through the network, and which elements act primar-
ily as cause or effect components. Managing cyber risks in financial infrastructures in-
volves complex interactions among technological, operational, organizational, and strate-
gic dimensions. Under these conditions, the behavior of the system cannot be understood
through isolated factor evaluation because changes affecting one area may generate mul-
tiple indirect consequences throughout the entire structure.

The DEMATEL method was selected because it allows the analysis of causal influ-
ence relationships between interconnected factors. The method is particularly suitable for
systems characterized by feedback effects, multidirectional influence propagation, and in-
teraction chains extending beyond direct relationships. Financial-banking cybersecurity
environments contain this type of structural complexity because cyber resilience, risk
management procedures, technological infrastructure, operational monitoring, employee
awareness, digital payment security, and governance mechanisms continuously affect one
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another. A modification introduced in one area may therefore influence several related
components inside the system.

The use of DEMATEL was also necessary because the objective of the present study
is connected to the later refinement of the cybersecurity mitigation factor structure
through MICMAC analysis. The purpose of the research is not limited to identifying im-
portant factors from the literature. The study also seeks to determine which factors main-
tain strong systemic activity, which factors shape the behavior of the remaining system
components, and which factors exhibit limited structural contribution. DEMATEL pro-
vides the influence and dependence values necessary for this type of classification. The
method therefore acts as the analytical foundation for the subsequent MICMAC stage,
where the membership and non-membership of factors inside the cybersecurity mitiga-
tion system can be interpreted according to their structural behavior.

The DEMATEL evaluation process involved a panel of 15 experts specialized in in-
formation technology and cybersecurity risk management within the banking sector. The
selected experts currently work in financial-banking institutions where their professional
activity focuses on cyber risk assessment, digital infrastructure protection, information
security management, and cybersecurity monitoring processes. A minimum professional
experience of 5 years was established as an eligibility criterion. This threshold was se-
lected to increase the likelihood that the experts had encountered, during their profes-
sional activity, cybersecurity risks with different levels of occurrence probability, includ-
ing risks with a lower probability of materialization that may require a longer period of
professional exposure to be observed in practice [18,19]. Their practical experience in man-
aging cybersecurity challenges associated with banking systems provided the contextual
knowledge necessary for evaluating the influence relationships between the extracted fac-
tors. The expert evaluations were collected during May and June 2026 and focused on
identifying the intensity of influence exerted by one factor on another within the cyberse-
curity mitigation structure. Each expert evaluated the interaction relationships between
factors through a five-point influence scale:

e (0 =no influence;

. 1 = weak influence;

e 2 =moderate influence;

. 3 = strong influence;

e  4=very strong influence.

The use of this scale allowed the transformation of qualitative expert judgments into
numerical influence values suitable for mathematical analysis. The individual evaluation
matrices obtained from the experts were subsequently aggregated into a single direct re-
lation matrix representing the initial interaction structure of the cybersecurity mitigation
system.

The first mathematical stage of DEMATEL involves the construction of the direct re-
lation matrix. This matrix reflects the direct influence relationships existing between all
extracted factors. For each pair of factors, the individual influence scores assigned by the
15 experts were aggregated using the arithmetic mean, and the resulting mean value was
used as the corresponding element of the direct relation matrix. Thus, each matrix element
represents the mean intensity of the direct influence transmitted from one factor toward
another factor. The resulting matrix provides the initial quantitative representation of the
interaction structure characterizing cybersecurity risk mitigation in financial-banking sys-
tems.

The direct relation matrix is expressed as follows:
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In this matrix, A represents the initial direct relation matrix describing the direct in-
teraction structure between factors. The element a;; represents the influence exerted by
factor i on factor j, while n represents the total number of factors included in the anal-
ysis. The diagonal elements are equal to zero because a factor does not directly influence
itself.

After constructing the direct relation matrix, the next mathematical stage involves
matrix normalization. This stage is necessary because the original influence values may
contain unequal scaling conditions generated by variations in expert scoring intensity.
Certain factors may accumulate larger influence values simply because stronger numeri-
cal evaluations were assigned during the assessment process. Without normalization,
these differences may distort the calculation of indirect relationships and influence prop-
agation paths.

The normalization procedure transforms the matrix into a proportional structure
where all values remain inside a controlled interval suitable for subsequent calculations.
This operation ensures mathematical comparability between influence relationships and
stabilizes the propagation process used during the calculation of indirect effects.

The normalized matrix is obtained through the following expression:

Y=A-k 3)

In this formula, Y represents the normalized direct relation matrix, A represents the
initial direct relation matrix, and k represents the normalization coefficient used to pro-
portionally scale the matrix values. The normalization coefficient is calculated through the
following formula:

1

a MmaXi<isn (Z?ﬂ aU)

In this expression, k represents the normalization coefficient, a;; represents the in-

(,j=12,..,n) 4)

fluence value between factor i and factor j, while ZL , @ij represents the total influence

exerted by factor i. The operator maxidentifies the largest row sum inside the matrix. The
normalization procedure ensures that the highest cumulative influence value becomes
equal to one, while the remaining values are proportionally reduced according to the same
scaling ratio.

After normalization, the next objective of the DEMATEL procedure is the identifica-
tion of indirect influence relationships. Direct influence alone cannot fully explain the be-
havior of cybersecurity mitigation systems because many interactions occur through in-
termediary factors. A factor may therefore influence another component indirectly
through multiple interaction chains distributed across the system structure.

For example, cybersecurity governance mechanisms may indirectly affect opera-
tional resilience through employee awareness procedures, monitoring systems, and inci-
dent response structures. Similarly, digital infrastructure quality may indirectly influence
cyber risk mitigation through threat detection capacity, operational continuity, and data
protection mechanisms. The cybersecurity mitigation system therefore contains cumula-
tive influence paths extending beyond immediate interactions.

In order to capture these propagation effects, DEMATEL calculates the total relation
matrix T. This matrix integrates both direct and indirect influence relationships and pro-
vides a complete representation of influence circulation inside the system. The total rela-
tion matrix T is calculated through the following formula:

https://doi.org/10.3390/fintech5030083
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T=Y-(I-Y)! (5)

In this formula, T represents the total relation matrix containing all direct and indi-
rect influence relationships, Y represents the normalized direct relation matrix, and I
represents the identity matrix. The component (I —Y)™* represents the inverse matrix
used for calculating cumulative influence propagation throughout the system.

The purpose of this mathematical operation is to capture the series of indirect inter-
actions generated between factors. The resulting matrix therefore reflects both immediate
causal relationships and all indirect influence chains transmitted through intermediary
components. This stage is particularly important in cybersecurity mitigation analysis be-
cause financial-banking systems operate through interconnected digital environments
where influence propagation frequently extends across multiple operational and techno-
logical layers.

After obtaining the total relation matrix, the next analytical stage involves identifying
the most meaningful relationships inside the system. Complex systems usually contain
numerous weak interactions characterized by limited influence intensity. Including all
minor relationships inside the causal diagram may reduce readability and obscure the
principal structural relationships defining the behavior of the cybersecurity mitigation
system.

To address this issue, a threshold value («) is calculated in order to retain the influ-
ence relationships exceeding the selected threshold and to exclude weaker interaction
paths considered less relevant for the causal diagram.

The threshold value is calculated through the following expression:

o= Ly Xa[ty] ©6)
N

In this formula, a represents the threshold value used for filtering the influence re-
lationships, t;; represents the influence value located inside the total relation matrix, and
N represents the total number of matrix elements, including the diagonal elements. Since
the matrix has n rows and n columns, N = n?, where n is the total number of factors.

Relationships characterized by values below the threshold are excluded from the fi-
nal causal diagram because they are treated as weaker interactions for the purpose of vis-
ualizing the main influence structure. The threshold stage is important because cyberse-
curity mitigation systems frequently generate many secondary influence paths that may
complicate the interpretation of the system structure. Removing these weak relationships
improves the visibility of the principal causal mechanisms shaping the behavior of the
cybersecurity mitigation environment.

Once the relevant relationships are retained, the DEMATEL procedure continues
with the calculation of the total influence exerted and received by each factor. This stage
allows the identification of factors acting mainly as causal drivers and factors behaving
mainly as receivers of influence.

The total influence exerted by each factor (D;) is calculated through the row sums of
the total relation matrix:

n
Dy = Z ty| = [ty 7)
=t
D; represents the total influence exerted by factor i, while ¢;; represents the influ-
ence transmitted from factor i toward factor j. The value of D; indicates the degree to
which a factor affects the remaining components of the cybersecurity mitigation system.
The total influence received by each factor (R;) is subsequently calculated through
the column sums of the total relation matrix:

https://doi.org/10.3390/fintech5030083
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Ry = [z tii] = [6],, ®)
j=1 1xn

R; represents the total influence received by factor j, while t;; represents the influ-
ence transmitted toward factor j. The value of R; indicates the degree to which a factor
depends on the remaining system components.

The next stage of the analysis focused on interpreting the systemic role of each factor
based on the influence values obtained from the total relation matrix. Two indicators were
subsequently derived from the calculated influence values in order to evaluate the posi-
tion and behavior of each factor inside the cybersecurity mitigation system.

The first indicator, represented by the D + R value, was obtained by combining the
total influence exerted by a factor with the total influence received by the same factor. This
value reflects the overall prominence of the factor inside the system and indicates the de-
gree to which the factor participates in the interaction structure. Higher D + R values
suggest that the factor occupies a central position within the cybersecurity mitigation en-
vironment and maintains strong interaction relationships with the remaining system com-
ponents.

The second indicator, represented by the D — R value, was obtained by calculating
the difference between the total influence exerted and the total influence received by each
factor. This value was used to determine the causal orientation of the factor inside the
system. Positive D — R values indicate that the factor mainly acts as a causal driver capa-
ble of influencing other components of the cybersecurity mitigation structure. Negative
D — R values indicate that the factor mainly behaves as a receiver of influence generated
by the remaining system elements.

The values obtained through these calculations supported the construction of the DE-
MATEL causal diagram and facilitated the interpretation of influence propagation
throughout the cybersecurity mitigation structure associated with financial-banking sys-
tems.

The DEMATEL stage therefore provided the mathematical and conceptual basis nec-
essary for the following MICMAC analysis. The method allowed the study to move be-
yond isolated factor evaluation toward the examination of systemic interaction patterns,
influence circulation mechanisms, and structural activity inside the cybersecurity mitiga-
tion system.

2.3. MICMAC Technique

Built directly upon the DEMATEL total-relation matrix T, the MICMAC technique
categorizes factors based on their systemic role. Without introducing new inputs, this step
translates pairwise influence values into a functional classification based on driving
power and dependence levels.

Driving power for each factor is obtained as the sum of each row of T, corresponding
to D;. This value shows how strongly a factor influences all other elements in the system.
Dependence is obtained as the sum of each column of T, corresponding to R;. This value
shows how strongly a factor is influenced by the rest of the system.

Each factor is then placed on a two-axis diagram where the horizontal axis represents
dependence (R;) and the vertical axis represents driving power (D;). This positioning
allows a direct view of how each factor behaves inside the system and supports interpre-
tation of its structural role.

The diagram is divided into four quadrants.

e QuadrantI (Linkage) includes factors with high driving power and high dependence
(D; high, R; high). These factors are strongly connected in both directions and tend
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to create feedback effects inside the system. Any change affecting them spreads
through several parts of the structure.

¢ Quadrant II (Drivers) includes factors with high driving power and low dependence
(D; high, R; low). These factors act as main sources of influence inside the system
and shape the behaviour of other elements. They represent key drivers of the cyber-
security mitigation structure.

e  Quadrant III (Autonomous) includes factors with low driving power and low de-
pendence (D; low, R; low). These factors remain weakly connected to the system
and show limited interaction with other components.

e QuadrantIV (Dependent) includes factors with low driving power and high depend-
ence (D; low, R; high). These factors are mainly influenced by other elements and
usually reflect outcomes generated within the system. The MICMAC diagram pro-
vides a structured way to interpret matrix T and supports the classification of factors
according to their role in cybersecurity mitigation processes within financial banking
systems.

The MICMAC diagram provides a structured way to interpret matrix T and sup-
ports the classification of factors according to their role in cybersecurity mitigation pro-
cesses within financial banking systems.

Although MICMAC uses the same underlying relationship information as DE-
MATEL, its purpose in the present study is different. DEMATEL quantifies the causal in-
fluence structure through the D and R values, whereas MICMAC provides a visual clas-
sification of the factors according to their driving power and dependence. This visual rep-
resentation makes it easier to distinguish factors that strongly influence the system, factors
that are highly interconnected, and factors with relatively limited interaction with the re-
maining structure. Autonomous factors should therefore be interpreted as elements with
comparatively low driving power and dependence, rather than as factors that are irrele-
vant or suitable for removal. Their classification may indicate that their influence is more
limited or context-dependent within the analysed system. Thus, MICMAC is used as a
complementary interpretative tool rather than as a separate source of causal information.

3. Results

This section presents the findings obtained through the multi-stage analytical frame-
work applied to cybersecurity risk mitigation mechanisms within financial-banking envi-
ronments. The procedure follows three consecutive stages: bibliometric mapping of the
research field, structural modelling of factor interactions using the DEMATEL approach,
and classification of system elements through the MICMAC method. The purpose of this
section is to present the structure of the dataset, the variables used, and the resulting ma-
trices before any form of interpretation is addressed in later sections.

3.1. Results of the Biblimetric Analysis

The first stage involved an initial exploration of the literature related to cybersecurity
risk management in banking institutions. The objective of this step was to identify the
main conceptual directions reflected in the existing research landscape. A keyword co-
occurrence analysis was conducted using VOSviewer software, with the unit of analysis
defined as all keywords extracted from the selected documents.

The dataset consisted of a filtered collection of scientific publications selected accord-
ing to predefined inclusion criteria. From the total set of extracted keywords, only those
meeting the minimum occurrence threshold were included in the mapping process. These

https://doi.org/10.3390/fintech5030083



FinTech 2026, 5, 83 13 of 26

keywords were used to construct visual representations based on co-occurrence relation-
ships, temporal evolution, and density distribution. The representation in Figure 2 shows
the evolution of keywords over time based on publication year.

The color gradient reflects temporal distribution, where different shades indicate ear-
lier or more recent research activity. This allows observation of how research attention
shifts across different topics within the dataset.

A second visualization was generated in order to capture the density of keyword
distribution across the dataset (Figure 3).
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Figure 2. Keyword co-occurrence: overlay visualisation.

Figure 3. Keyword co-occurrence: density visualisation.
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The density map in Figure 3 illustrates the concentration of keywords within the re-
search field. Areas with higher intensity indicate regions where terms appear more fre-
quently together, while lower intensity zones reflect more dispersed keyword usage
across publications.

The bibliometric analysis was used as the starting point for identifying the concepts
that received substantial attention in the analyzed literature. The occurrence and connec-
tivity of keywords were considered as indicators of the visibility and thematic relevance
of particular concepts within the research field, rather than as a ranking of their practical
importance. The keywords identified in the bibliometric maps were therefore not directly
transferred as individual factors. Some terms were too broad or context-dependent to rep-
resent a clearly defined component of a cybersecurity risk mitigation system. Related
terms were consequently interpreted and grouped into broader conceptual dimensions
according to their meaning, thematic relationships, and relevance to the objective of the
study.

The grouping was based on three criteria. First, occurrence and thematic visibility
were considered to identify concepts that were sufficiently represented within the ana-
lyzed literature and connected to the main themes of the keyword network. Second, con-
ceptual relatedness among keywords was examined to determine whether different terms
referred to the same or closely related underlying dimension. Third, relevance and inter-
pretability for cybersecurity risk mitigation in financial-banking systems were considered
to ensure that each resulting construct had a sufficiently clear meaning and could be con-
sistently evaluated by the expert panel. Thus, keyword frequency alone was not used as
a selection rule.

The resulting factors should therefore be understood as conceptual umbrellas de-
rived from the bibliometric evidence rather than as individual bibliometric keywords.
This distinction also means that the final factors do not have independent keyword occur-
rence frequencies. The frequencies observed in the bibliometric analysis refer to the indi-
vidual keywords, whereas the eight factors were subsequently formulated by grouping
related concepts into analytically defined constructs. This approach was adopted to avoid
assigning a specific meaning to broad terms and to provide sufficiently clear factor defi-
nitions for the subsequent expert assessment.

The final set of factors is presented below:

e  Fi—Digitalization level: the degree to which banking operations and services are im-
plemented through digital platforms and electronic systems.

e  F>—Artificial intelligence integration: the extent of use of machine learning systems
for detection, prediction, and response to cyber threats.

e  Fs—Blockchain technology adoption: the level of implementation of distributed
ledger systems for securing transactions and data integrity.

e Fi—Risk management system complexity: the structural depth of procedures, con-
trols, and mechanisms used for identifying and managing cyber risks.

e  Fs—System sustainability: the ability of the cybersecurity framework to maintain op-
erational stability over time under changing external conditions.

e  Fs—Regulatory compliance: the alignment of internal cybersecurity practices with
applicable legal and supervisory requirements in the banking sector.

e Fr—Technical infrastructure resilience: the capacity of digital and physical infrastruc-
ture to maintain functionality during and after cyber incidents.

e  Fs—Human factor awareness: the level of employee understanding and behavioral
readiness regarding cybersecurity practices and threats.

These operational definitions were subsequently used to ensure a common interpre-
tation of the eight constructs during the expert evaluation and DEMATEL analysis.
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3.2. DEMATEL Results

In the second stage of the analysis, expert evaluations were collected in order to de-
termine the direct influence relationships between the previously defined factors. Each
expert completed a structured comparison between all pairs of variables based on the op-
erational definitions provided during the preparation phase.

Before completing the evaluation matrices, the experts were introduced to the mean-
ing of each factor in a controlled session designed to standardize understanding across
participants. The results of this stage are organized in a sequence of matrices that repre-
sent direct and indirect relationships within the system.

The normalized direct relationship matrix is presented below (Table 1).

Table 1. Normalized direct relationship matrix.

Factor F1 E: Fs Fa Fs Fe F7 Fs
F1 0.000 0.112 0.119 0.143 0.155 0.119 0.152 0.109
F2 0.112 0.000 0.085 0.137 0.131 0.106 0.122 0.097
Fs 0.082 0.073 0.000 0.109 0.112 0.106 0.125 0.061
Fa 0.112 0.116 0.094 0.000 0.152 0.158 0.146 0.134
Fs 0.155 0.097 0.103 0.128 0.000 0.122 0.179 0.109
Fe 0.103 0.091 0.091 0.161 0.143 0.000 0.106 0.134
F7 0.146 0.094 0.103 0.143 0.179 0.137 0.000 0.088
Fs 0.100 0.097 0.052 0.146 0.128 0.128 0.112 0.000

The total-relation matrix (Table 2) is derived from the normalized matrix and in-
cludes both direct and indirect effects among variables. A a-threshold value is applied to
distinguish relevant interactions from weaker connections within the system. Only values
above this threshold are considered significant for system-level mapping.

Table 2. Total-relation matrix with relationships exceeding the selected threshold marked with (*)
(@ > 0.655).

Factor F1 ) ] Fs Fa Fs Fs F7 Fs
F1 0.601 0.607 0.591 0.815(*) 0.852 (*) 0.743 (*) 0.814 (*) 0.644
F2 0.633 0.449 0.508 0.731 (*) 0.751 (*) 0.660 (*) 0.711 (*) 0.572
Fs 0.532 0.452 0.369 0.622 0.646 0.580 0.628 0.472

Fa  0703(%) 0611 0572 0.693(*) 0.851(*) 0.776 (*) 0.810 (*) 0.666 (*)
Fs  0729(*) 0590 0574 0.9 (*) 0.711(*) 0.739(*) 0.827 (*) 0.637

Fs 0.647 0552 0530 0.777(*) 0787 (*) 0589 0.725(*) 0.623
F,  0722(*) 0587 0574 0.807 (%) 0.862(*) 0.750 (*) 0.675(*) 0.621
Fs 0609 0526  0.468 0.724(*) 0.732(*) 0.663 (*) 0.688(*) 0.473

The sums of rows and columns from the total-relation matrix are used to compute
two indicators for each factor: D, representing the total influence given, and R, represent-
ing the total influence received. These values are further used to determine prominence
(D + R) and net influence (D — R), which support the construction of the causal structure.

The causal diagram (Figure 4) is generated based on the values contained in Table 3.
The visualization presents directional links between factors, where only relationships ex-
ceeding the defined threshold are displayed.
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Table 3. Assessment of the influence and causality of factors.

Factor D R D+R D-R Net Characteristic

F1 5.668 5.176 10.844 0.492 Cause

F2 5.015 4.373 9.388 0.642 Cause

Fs 4.302 4.187 8.490 0.115 Cause

Fa 5.682 5.965 11.647 —-0.284 Effect

Fs 5.604 6.192 11.796 —-0.588 Effect

Fs 5.229 5.500 10.730 -0.271 Effect

F7 5.597 5.878 11.475 -0.281 Effect

Fs 4.883 4.708 9.591 0.175 Cause

0.8

0.6

0.4

0.2

0.01

-0.21

-0.61

Fs

8.5 9.0 9.5 10.0 10.5 11.0 11.5 12.0

D+R

Figure 4. Causal diagram.

The diagram illustrates the structure of influence among variables, with directional
arrows representing relationships derived from the total-relation matrix. The positioning
of elements is based on computed prominence and net influence values.

3.3. MICMAC Results

The final stage of the analysis applies the MICMAC technique to classify the factors
according to their driving power and dependence levels. Driving power is calculated from
the sum of rows in the total-relation matrix, while dependence is obtained from the sum
of columns.

These values are used to position each factor within a two-dimensional matrix (Fig-
ure 5) where the vertical axis represents driving power and the horizontal axis represents
dependence. The resulting classification is displayed in a quadrant-based diagram.

The diagram divides the system into four categories using the mean values of D and
R as the separation thresholds:

¢  Quadrant I (linkage factors): Fs, F5, and F7 are positioned in the linkage quadrant,
showing both high driving power and high dependence. These factors are strongly
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connected to the other elements of the system and may both influence and be influ-
enced by changes occurring within the cybersecurity risk mitigation structure.

e Quadrant II (driving factors): F1 is positioned in the strong drivers quadrant, with
high driving power and relatively low dependence. This position indicates that dig-
italization level has a strong influence on the other factors while being less dependent
on changes occurring elsewhere in the system. F1 therefore represents an upstream
factor within the cybersecurity risk mitigation structure.

e Quadrant IIl (autonomous factors): F, F3, and Fs are located in the autonomous quad-
rant, showing relatively low driving power and low dependence. These factors ex-
hibit comparatively lower driving power and dependence than the factors positioned
in the other quadrants. This classification reflects their relative position within the
analysed system and does not imply that they are irrelevant to cybersecurity risk
mitigation.

e  Quadrant IV (dependent factors): Fs is positioned in the dependent quadrant, with
relatively low driving power and high dependence. This indicates that regulatory
compliance is more strongly influenced by other elements of the cybersecurity risk
mitigation system than it influences them directly.

The classification presented in Figure 5 provides a structured representation of how
cybersecurity-related variables are distributed within the analytical framework. This lay-
out serves as the final output of the quantitative modelling stage before further interpre-
tation is conducted in subsequent sections.

Quadrant Il Quadrant |
Strong drivers i Linkage
F1 PR J
: F7 F5
Classification
"""""""""""""""""""""""""""""""" " G T T ¢ Autonomous factors (QIl)
F6 @ Sstrong drivers (QIl)
@ Linkage factors {(Q1)
<>F2 O & Dependent factors (QIV)
F8
F3
Quadrant Il i Quadrant IV
Autonomous ! Dependent
10 a5 5.0 5.5 6.0 6.5 7.0

Dependence (R)

Figure 5. MICMAC diagram.

Although some factors have a cause characteristic according to DEMATEL, this does
not necessarily mean that they have a high level of interaction with the entire system.
DEMATEL identifies the net direction of influence through the D — R value, while the
overall level of interaction can be observed through the magnitude of the influence exerted
and received, reflected by D, R, and their sum D + R. This distinction is particularly rel-
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evant for F8. With D = 4.883 and R = 4.708, Fs has relatively low levels of influence ex-
erted and received compared with several other factors. Nevertheless, its D — R value is
positive (0.175), indicating that the influence exerted by Fs is greater than the influence it
receives. It can therefore be classified as a cause factor in DEMATEL while still having a
comparatively limited level of overall interaction within the system. The MICMAC cap-
tures this second aspect by considering driving power and dependence and comparing
their levels within the system. The autonomous position of Fs should therefore be under-
stood as an indication of its relatively limited system-wide interaction, rather than as an
indication that the factor is unimportant.

The same distinction applies to F2 and Fs. Their positive D — R values of 0.642 and
0.115, respectively, indicate a net causal orientation, while their MICMAC autonomous
classification reflects their comparatively lower levels of driving power and dependence.
Thus, the two classifications address different aspects of the factor relationships. DE-
MATEL indicates whether a factor exerts more influence than it receives, whereas MIC-
MAC indicates the strength of its driving and dependence position within the system. A
positive net influence can therefore coexist with a relatively low overall level of interac-
tion.

4. Sensitivity Analysis

To examine whether the DEMATEL results were influenced by the judgments of in-
dividual experts, a leave-one-expert-out (LOO) sensitivity analysis was performed. The
analysis used the 15 individual questionnaires and recalculated the aggregated matrix and
the DEMATEL results 15 times. In each iteration, one questionnaire was excluded and the
remaining 14 questionnaires were used to obtain the arithmetic mean matrix. The DE-
MATEL procedure was then applied to each resulting matrix. This approach was selected
to assess whether the classification and ranking of the factors remained stable when the
assessment of one expert was removed from the dataset.

The dispersion of the individual judgments was also examined for the 56 off-diagonal
relationships among the eight factors. The mean standard deviation was 0.98, the median
standard deviation was 1.01, and the maximum standard deviation was 1.26. In addition,
72.86% of the individual ratings were within one point of the aggregated arithmetic mean,
while 87.26% were within 1.5 points. These results indicate that differences existed be-
tween the experts’ assessments, although most individual evaluations remained relatively
close to the aggregated values. Table 4 summarizes the dispersion of the individual expert
evaluations.

Table 4. Dispersion of the individual expert evaluations.

Measure Value
Number of experts 15
Number of off-diagonal relationships 56
Mean standard deviation 0.98
Median standard deviation 1.01
Maximum standard deviation 1.26
Ratings within =1 point of the aggregated mean 72.86%
Ratings within +1.5 points of the aggregated mean 87.26%

The baseline DEMATEL results and the ranges obtained after excluding each expert
in turn are presented in Table 5. The baseline D — R values place Fi, F2, F3, and Fs in the
cause group, while Fi, Fs, Fs, and F7 belong to the effect group. The sensitivity analysis
produced the same classification in all 15 cases.

https://doi.org/10.3390/fintech5030083



FinTech 2026, 5, 83

19 of 26

F1 remained a cause factor in every sensitivity scenario, with D — R values ranging
from 0.424 to 0.614. F2 also remained stable, with values between 0.523 and 0.728. Fs
showed the smallest positive net influence among the cause factors, with values ranging
from 0.013 to 0.379. Although its lower bound was close to zero, Fs remained in the cause
group in all 15 analyses. Fs also retained its cause classification, with D — R values rang-
ing from 0.042 to 0.205.

The effect factors remained stable as well. Fs had D — R values between —0.402 and
—0.228, Fs between —0.678 and —0.506, Fs between —0.363 and —0.172, and F~ between —0.386
and -0.192. Therefore, none of these factors changed from the effect group to the cause
group in any of the sensitivity scenarios.

Table 5. LOO sensitivity analysis of the DEMATEL results.

Factor Baseline D - RLOO Min. D - RLOO Max. D - R Baseline Group Cause Classification Effect Classification

F1
F2
Fs
Fa
Fs
Fe
F7
Fs

0.492
0.642
0.115
-0.284
-0.588
-0.271
-0.281
0.175

0.424 0.614 Cause 15/15 0/15

0.523 0.728 Cause 15/15 0/15

0.013 0.379 Cause 15/15 0/15

-0.402 -0.228 Effect 0/15 15/15
-0.678 -0.506 Effect 0/15 15/15
-0.363 -0.172 Effect 0/15 15/15
-0.386 -0.192 Effect 0/15 15/15
0.042 0.205 Cause 15/15 0/15

The sensitivity analysis confirms that the causal structure obtained from the aggre-
gated matrix is stable across the 15 expert-exclusion scenarios. F1, F2, F3, and Fs consistently
remain in the cause group, whereas Fs, F5, Fs, and Fr consistently remain in the effect
group. The variations observed in the D - R values reflect differences in individual expert
judgments, but they do not alter the main causal interpretation of the model. The aggre-
gated matrix can therefore be retained as the basis for the subsequent MICMAC analysis
and the interpretation of the factor relationships, since the LOO results did not change the
DEMATEL cause—effect classification.

5. Discussion

Combining bibliometric mapping with DEMATEL and MICMAC provides a struc-
tured view of the mechanisms shaping cyber risk mitigation in banking. While the eight
core constructs align with broader literature trends, their relative causal positioning clar-
ifies key operational interdependencies. This section examines these findings against stud-
ies published mainly between 2021 and 2026, focusing on how the current analysis posi-
tions the factors within ongoing debates about technology adoption, organizational prac-
tices, and risk management in banking.

The bibliometric stage highlighted persistent themes around digital transformation
and security in banking. Overlay and density visualizations showed clusters centered on
technology integration and human elements, consistent with patterns reported in reviews
of the field. For instance, research on digitalization in banking frequently notes its dual
role as both an enabler of efficiency and a source of new vulnerabilities. In the present
study, digitalization level (F1) emerged as a cause factor with notable prominence in the
DEMATEL results. This finding matches observations that broader digital adoption ex-
pands the attack surface while simultaneously driving the need for stronger protective
measures. Studies from the early 2020s [20,21] document how the shift to online and mo-
bile banking during periods of disruption amplified exposure to threats, supporting the
positioning of F1 as an influential driver rather than a mere outcome.
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Artificial intelligence integration (F2) also appeared among the cause factors. Expert
evaluations placed it as exerting influence on several other elements, including risk man-
agement and infrastructure resilience. This aligns with work that examines Al’s role in
threat detection and predictive analytics within financial institutions. One analysis using
cognitive mapping and DEMATEL in the banking context similarly identified Al-related
elements as central to addressing cybersecurity alongside digital transformation. Recent
papers emphasize that Al tools help institutions move from reactive to proactive security
postures, yet they also introduce complexities around data quality and model explaina-
bility [20]. The causal orientation of F» here reinforces the idea that Al acts more as an
upstream influence than a dependent outcome, though implementation challenges re-
main.

Blockchain technology adoption (Fs) belongs to the cause group according to the DE-
MATEL results, although its net influence remains relatively low. An important finding
is that Fs does not exhibit any influence relationship exceeding the threshold value in the
causal diagram. This indicates that blockchain technology adoption remains relatively iso-
lated within the cybersecurity risk mitigation system and does not participate in the main
influence pathways connecting the other factors. In practical terms, changes in blockchain
adoption are not associated with influence relationships exceeding the selected threshold
in the analysed system. This result suggests that, within the expert-assessed structure,
blockchain technology adoption functions as a comparatively isolated component whose
influence is less visible in the main pathways of the system. Recent studies acknowledge
its potential to improve transaction integrity, transparency, and security in financial ser-
vices, although implementation continues to be influenced by integration costs, regulatory
uncertainty, and differences in organizational readiness [22,23]. The present findings in-
dicate that blockchain has recognized value in financial banking cybersecurity, although
it does not currently represent a significant structural driver of the cybersecurity risk mit-
igation system.

Risk management system complexity (Fs) fell into the effect category in the DE-
MATEL analysis. This suggests it responds to changes in upstream factors such as digi-
talization and regulatory demands. Such positioning finds support in studies that treat
complex risk frameworks as outcomes shaped by technological and external pressures.
For example, research on banking risk practices [24-26] highlights how evolving threat
landscapes and compliance requirements drive increases in procedural depth, sometimes
leading to operational burdens [27,28]. The findings here indicate that while sophisticated
risk systems are necessary, their effectiveness depends heavily on the quality of driving
factors like infrastructure and awareness.

System sustainability (Fs) and technical infrastructure resilience (F7) both registered
as effect factors with high prominence. Their dependence on other elements echoes dis-
cussions in resilience literature, where the ability to maintain operations under stress is
viewed as the result of foundational investments in technology and governance [29]. Re-
ports on financial system stability frequently link sustained performance to the interplay
of digital tools and adaptive capacities, rather than treating resilience as an independent
driver [30,31]. The MICMAC further clarifies these roles by placing certain factors in de-
pendent or linkage quadrants, underscoring their sensitivity to broader system dynamics.

Regulatory compliance (Fs) appeared as an effect factor. This outcome aligns with
analyses showing that compliance often follows from technological capabilities and risk
management maturity rather than leading them outright. Recent examinations of banking
regulations [31] note that while frameworks like those from supervisory authorities set
minimum standards, actual adherence levels reflect internal readiness in areas such as
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infrastructure and staff preparedness. The present study’s results suggest that strength-
ening upstream drivers may improve compliance outcomes more effectively than isolated
regulatory efforts.

Human factor awareness (Fs) stood out as a cause factor. Expert assessments indi-
cated it influences multiple downstream elements, including risk management and sus-
tainability. This finding is consistent with a growing body of evidence that positions em-
ployee behavior as a critical leverage point in cybersecurity. Human errors or lapses con-
tribute to a substantial share of incidents in financial settings, often outweighing purely
technical failures. Training programs and awareness initiatives appear repeatedly as rec-
ommended interventions, supporting the causal role identified here [32]. The results rein-
force that awareness efforts can propagate improvements across the system when inte-
grated with technological measures.

Overall, the DEMATEL causal diagram illustrates clear distinctions between driving
and receiving factors. Cause-group elements (F1, F2, Fs, Fs) tend to shape the environment
in which mitigation occurs, while effect-group factors (F+—F7) reflect the state of the system
at a given time. This pattern matches broader calls in the literature for holistic approaches
that address root influences rather than symptoms alone.

The MICMAC diagram complements these insights by mapping the factors accord-
ing to their driving power and dependence. The linkage factors (F4, F5, and F) indicate
elements with strong connections in both directions, while F1 is positioned as a strong
driving factor. F2, Fs, and Fs fall into the autonomous quadrant, whereas Fs appears as a
dependent factor. This classification provides an additional perspective on the structural
position of each factor within the cybersecurity risk mitigation system.

Earlier assessments of electronic security risks in financial transactions, such as the
framework developed by Glaessner, Kellermann and McNevin [33], focused on founda-
tional pillars required to build a secure electronic environment. These included the legal
framework and enforcement, the electronic security of payment systems, supervisory and
prevention challenges, the role of private insurance, certification and standards, improved
information sharing on security incidents, and education as a key preventive measure. In
that period, the emphasis was placed on basic risk-management principles proportional
to transaction value and on emerging threats such as identity theft, insider abuse, fraud
and denial-of-service attacks. In contrast, the present multi-stage analysis identifies a more
differentiated causal structure. Digitalisation level (F1) emerges as a strong driving factor,
while artificial intelligence integration (Fz) and human factor awareness (Fs) also act as
causal elements. Risk-management system complexity (Fs), system sustainability (Fs) and
technical infrastructure resilience (F7) appear as linkage factors, and regulatory compli-
ance (Fe) is positioned as a dependent outcome. This comparison illustrates the shift from
relatively discrete foundational concerns toward a tightly interconnected configuration
shaped by accelerated digital transformation.

A complementary perspective is offered by more recent work that classifies organi-
sational responses according to financial constraints. Burtescu [34] distinguishes three
practical approaches (minimum, optimal and imposed security) determined by the organ-
isation’s understanding of risk and its available funding. Minimum security corresponds
to low maturity levels and is frequently observed when resources are insufficient, while
optimal security follows a cost-benefit logic and imposed security arises when allocated
funds fall short of calculated needs. In contrast to these resource-driven classifications, the
present framework reveals that cybersecurity risk mitigation in financial-banking systems
is structured around a small set of upstream drivers. Digitalisation level (F1) exerts strong
influence with relatively low dependence; artificial intelligence integration (F2) and hu-
man factor awareness (Fs) act as additional causal factors; and the linkage group (Fs, Fs,
F7) shows high bidirectional connectivity. These findings suggest that effective mitigation
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depends less on isolated budgetary decisions and more on the prioritisation of structural
drivers that propagate influence throughout the system.

A further relevant perspective comes from research on the psychological dimension
of financial decision-making. Gadoiu [35] highlights that managers frequently rely on per-
sonal beliefs, perceptions, emotions and subjective interpretations when processing com-
plex information, rather than on purely rational analysis. Cognitive biases, overconfi-
dence, loss aversion and emotional states can therefore distort risk assessments and re-
source-allocation choices. In the present study, human factor awareness (Fs) emerges as a
causal driver within the cybersecurity risk mitigation system. This positioning is con-
sistent with the behavioural evidence that employee and managerial awareness, shaped
by psychological factors, can exert upstream influence on risk-management practices, sys-
tem sustainability and overall cyber resilience. The finding reinforces the need to treat the
human component not merely as a residual vulnerability but as an active structural ele-
ment capable of propagating improvements across the cybersecurity framework.

The present study contributes to the literature in several ways. First, it combines bib-
liometric mapping with structural modeling to derive factors empirically from recent pub-
lications rather than relying solely on expert opinion or narrow case studies. Second, the
application of DEMATEL and MICMAC to this specific intersection of cybersecurity and
financial-banking contexts offers a refined view of influence flows that goes beyond sim-
ple rankings. Third, the emphasis on cause-effect dynamics provides actionable insights
for institutions seeking to allocate resources more effectively, with particular attention to
system-level drivers such as digitalization and to human awareness as a causal factor that
should remain part of cybersecurity planning.

These contributions address gaps noted in fragmented research that examines tech-
nologies or regulations in silos. By clarifying interdependencies, the analysis helps bridge
technical, organizational, and human dimensions in a way that supports both academic
understanding and practical decision-making.

Future research could extend this work in several directions. Longitudinal studies
might track how factor relationships evolve as new technologies, such as advanced Al or
quantum-resistant cryptography, enter banking environments. Comparative analyses
across different regulatory jurisdictions or institution sizes would test the generalizability
of the current classification. Incorporating quantitative performance metrics alongside ex-
pert judgments could further validate the model. Additionally, exploring interactions
with emerging threats like Al-powered attacks or supply-chain vulnerabilities would
keep the framework relevant. Researchers might also apply similar hybrid methodologies
to other critical sectors to identify common patterns or sector-specific nuances.

In summary, the results show that cybersecurity risk mitigation is shaped by a set of
factors with different causal and structural roles. Some factors exert stronger system-level
influence, while others have a causal orientation within a more limited pattern of interac-
tions. This perspective adds depth to existing literature and offers a basis for more tar-
geted strategies in financial institutions.

6. Conclusions

This study examined the internal structure of cybersecurity risk mitigation in finan-
cial-banking environments through a framework that combines bibliometric analysis, DE-
MATEL, and MICMAC. It identified the main factors discussed in the scientific literature,
examined the influence relationships among them, and classified their role within the
overall system.

The findings show that cybersecurity risk mitigation depends on the interaction of
technological, organizational, and human-related factors. Digitalization level, Al integra-
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tion, blockchain technology adoption, and human factor awareness belong to the DE-
MATEL cause group, indicating that the influence exerted by these factors exceeds the
influence they receive. Their MICMAC positions, however, show that Fz, Fs, and Fs have
comparatively lower levels of driving power and dependence within the system. Risk
management system complexity, system sustainability, regulatory compliance, and tech-
nical infrastructure resilience belong to the DEMATEL effect group and are more strongly
shaped by changes in the rest of the system.

The main contribution of this study lies in the integration of three complementary
methods into a single analytical framework dedicated to cybersecurity risk mitigation in
financial-banking environments. The bibliometric stage provided a structured process for
identifying the relevant factors from the scientific literature, while the DEMATEL and
MICMAC analyses explained how these factors interact and how they are positioned
within the system. This approach offers a clear view of the relationships between the iden-
tified factors and supports a better understanding of their influence on cybersecurity risk
mitigation.

The originality of the study comes from the way these methods are combined to ex-
amine cybersecurity risk mitigation in the financial-banking sector. Previous studies often
focused on individual technologies, specific security measures, or separate organizational
aspects. This study brings these elements together within a single framework that explains
both the relationships among the factors and their structural position inside the system.
The use of bibliometric analysis as the starting point for factor identification also provides
a transparent basis for the subsequent stages of the analysis.

The results may be useful for several categories of stakeholders. Researchers can use
the proposed framework as a reference for future studies on cybersecurity risk mitigation
and for similar analyses in other critical sectors. Managers and decision makers in finan-
cial institutions can use the findings to support strategic planning and to identify the fac-
tors that deserve greater attention when strengthening cybersecurity capabilities. The
framework may also be relevant for cybersecurity specialists, risk management profes-
sionals, and regulatory authorities interested in understanding how different components
of the cybersecurity system influence one another.

The practical value of the study comes from its ability to support decision making.
The combined interpretation of influence direction and driving-dependence position
helps organizations distinguish between factors that exert a net causal influence and fac-
tors that have stronger system-level driving or dependence roles. The classification of fac-
tors according to their influence and dependence helps organizations distinguish between
upstream drivers, highly interconnected factors, dependent outcomes, and factors with
comparatively limited system-wide interaction. This information can support the plan-
ning of security investments, the development of employee awareness programs, the im-
provement of governance practices, and the design of cybersecurity strategies that are
consistent with the characteristics of financial-banking environments.

Like any study, this research has several limitations. The bibliometric analysis was
based only on publications indexed in the Web of Science Core Collection, meaning that
relevant studies available in other scientific databases were not considered. This may in-
troduce a degree of database-related bias, while the visibility of certain keywords may
also be influenced by periods of increased academic interest in specific topics. Therefore,
the prominence of a concept in the bibliometric analysis should not be interpreted directly
as an indication of its practical importance for cybersecurity risk mitigation.

The DEMATEL analysis relied on the judgments of a panel of experts from the finan-
cial-banking sector, and the results reflect their professional experience and assessment of
the relationships among the identified factors. The findings are therefore linked to the
context examined in this study and should be interpreted with this aspect in mind. In
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addition, the proposed framework represents the relationships between the selected fac-
tors within the study period. Changes in cybersecurity technologies, regulatory require-
ments, and the threat landscape may modify these relationships over time. In particular,
the increasing use of new security approaches, including autonomous security-oriented
agents, may influence the visibility and structural role of particular factors. The present
study does not provide a separate comparison between different time periods; therefore,
future research could examine the stability of the identified relationships through longi-
tudinal analyses.

Future research can extend this work by applying the proposed framework to differ-
ent countries or financial systems in order to examine possible differences between insti-
tutional and regulatory environments. Additional studies may include a larger panel of
experts, incorporate new cybersecurity technologies as they become widely adopted, or
compare financial institutions of different sizes. The framework may also be applied to
other sectors that rely on complex digital infrastructures, such as healthcare, energy, tele-
communications, or public administration, to examine whether similar influence patterns
are observed.
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