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Abstract

As artificial intelligence (AI) technologies are increasingly integrated into emergency man-
agement, ethical considerations demand greater attention. Essential components of compre-
hensive emergency management include mitigation, preparedness, response, and recovery,
which should serve as the foundation for integrating AI-driven science and technologies to
effectively safeguard populations and infrastructure in times of crisis. This paper reviewed
the ethical challenges of AI in emergency management in terms of critical issues, best
practices, applications, emerging ethical considerations, and strategies addressing ethical
challenges. Three core ethical themes are identified: algorithmic bias; privacy, transparency
and accountability; and human–AI collaboration. This paper thoroughly analyzed the
associated ethical challenges, reviewed the theoretical frameworks and proposed strategies
to mitigate ethical challenges by strengthening the audits of algorithms, enhancing trans-
parency in AI decision-making, and incorporating stakeholder engagement. Finally, the
importance of creating policies to govern AI ethics was discussed.

Keywords: AI ethics; emergency management; algorithmic bias; transparency; privacy

1. Introduction
The increased frequency and intensity of disasters have posed severe threats to society,

the economy, and the environment [1]. For instance, disasters like hurricanes, wildfires,
pandemics, and infrastructure failures leave more than immediate damage—they often
cause long-term consequences such as injuries, trauma, economic hardship, and social
instability [2–4]. As climate change, pandemics, and a wide range of emergencies become
increasingly frequent and severe, societies must continue to refine and adjust their emer-
gency preparedness and disaster response strategies to mitigate effects from disasters,
enhance resilience, and accelerate recovery efforts. Artificial intelligence (AI) is now in-
creasingly leveraged to prepare for, respond to, and recover from disasters. Yet, these
technological advancements are accompanied by profound ethical challenges that demand
careful attention from policymakers, practitioners, researchers, and stakeholders.
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The emergency management cycle defines four phases of emergency management:
mitigation, preparedness, response, and recovery [5]. As each phase presents complex logis-
tical, informational, and decision-making challenges, AI has emerged as a transformative
tool in emergency management. AI-driven technologies provide significant advantages by
analyzing vast datasets, predicting disaster patterns, optimizing resource allocation, and
facilitating decision-making in real-time [6–8]. For example, Pacific Northwest National
Laboratory’s Rapid Analysis of Disaster Response (RADR) software enables situational
awareness and damage assessment within hours of a disaster, which illustrates AI’s poten-
tial to enhance emergency response efficiency [9]. AI applications (e.g., machine learning
models for flood forecasting and evacuation planning) play an important role in modern
emergency preparedness strategies by helping reduce casualties and economic losses [9].

AI has been utilized to improve many aspects of emergency management, from pre-
dicting and detecting disasters to optimizing response and recovery efforts. The growing
reliance on AI in disaster management reflects broader global trends, including climate
change, urbanization, and geopolitical instability [10–12], all of which increase the com-
plexity of emergency scenarios. AI-powered predictive analytics, automation, and decision
support systems enhance emergency response efforts, which enable public health agencies
and disaster management organizations to operate more effectively despite resource con-
straints [13]. These advancements signal a paradigm shift, where AI is not a supplementary
tool but a crucial component in disaster risk management, strengthening preparedness,
response coordination, and recovery efforts [14]. To continue with these advancements,
ethical considerations should be an integral part of AI implementation. Ethical concerns
such as privacy, accountability, and the potential biases in AI algorithms pose risks that
could impact the trust and reliability of emergency management processes [15]. As AI
continues to reshape disaster response frameworks, it is imperative for researchers, practi-
tioners, stakeholders, and policymakers to address these ethical challenges in a way that
ensures AI applications in emergency management are equitable, transparent, and aligned
with societal values. Policymakers should implement policies that help mitigate bias and
uphold ethical standards in AI. By promoting ethical use of AI, stakeholders can maximize
benefits while mitigating potential risks and strengthening global resilience to disasters.

This paper aims to provide a comprehensive review of the evolving interplay between
AI ethics and emergency management, while highlighting both the transformative impacts
of AI technologies and the ethical issues they introduce. The review is multidimensional,
considering the technical, ethical, and practical facets of AI applications in emergency
management. In particular, the paper addresses the following research question (RQ):

RQ: What are the key challenges of AI ethics in emergency management, and how can
they be addressed?

2. Previous Work
2.1. AI in Emergency Management

Emergency management in the US involves various stakeholders, such as govern-
ments, non-governmental organizations, and local communities, each contributing to
disaster preparedness, response, and long-term recovery efforts [16]. Given that emergency
management necessitates a prompt response, AI can enhance effective and efficient com-
munication and collaboration among multiple stakeholders during disasters by predicting
outcomes, identifying vulnerable places, facilitating organized and streamlined commu-
nications, summarizing the main points, mitigating further threats, and accelerating the
recovery process by optimizing planning [16–19]. Despite the advantages offered by the
deployment of AI, certain risks exist. In emergency management, the risks around AI
include the following: (1) exacerbating existing social inequalities through biased datasets;
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(2) privacy and security issues; (3) restricted opportunities for public engagement in disaster
management; (4) restricting the involvement of human experts; and 5) the potential for
exaggeration of AI capabilities due to private sector funding Global Facility for Disaster
Reduction and Recovery [20]. The European Commission (2020) [21] proposed the first bind-
ing worldwide horizontal regulation on AI, the AI Act, setting a common framework for
the use and supply of AI systems in the EU with a focus on a human-centric approach [22].
This regulatory framework for AI consists of seven key requirements: human agency and
oversight; technical robustness and safety; privacy and data governance; transparency;
diversity, non-discrimination and fairness; societal and environmental wellbeing; and
accountability [21]. While such nationwide regulation does not exist in the U.S., a few
states have adopted AI frameworks with limited scope, such as in California (S.B. 1047
Safe and Secure Innovation for Frontier Artificial Intelligence Models Act), Colorado (S.B.
24–207 Colorado Artificial Intelligence Act (CAIA)), Utah (S.B. 149 “Artificial Intelligence
Policy Act”), and Tennessee (S.B. 2096 The ELVIS Act or Ensuring Likeness Voice and
Image Security Act). However, new proposed legislation at the federal level may place a
moratorium on state laws restricting AI regulations [23].

In the realm of disaster prediction and early warning, AI algorithms can analyze vast
amounts of heterogeneous data from such sources as weather sensors, satellite imagery,
and historical records to identify patterns and forecast the likelihood and severity of
impending disasters such as hurricanes, floods, earthquakes, and wildfires [6,17,24–27].
Deep learning models, such as Recurrent Neural Networks with Long Short-Term Memory
(LSTM), are well-suited for predicting the path and intensity of events because they excel at
processing sequential data and forecasting time-dependent natural phenomena [28]. Other
deep learning techniques combined with Convolutional Neural Networks contribute to
building multimedia platforms for flood disaster management by analyzing spatial data
from satellite imagery [28]. Furthermore, Deep Neural Networks can enhance weather
and climate forecasting [29]. While time-series models can help predict natural disaster
occurrences and public opinion trends, they are more suitable for analyzing data collected
over time to predict future patterns [30]. Some machine learning algorithms can predict
potential critical events and emergencies by analyzing diverse datasets, including weather
patterns and historical crisis data [12]. The U.S. Geological Survey’s ShakeAlert system [31]
and Google’s flood forecasting initiative [32] exemplify AI’s potential in this domain.

2.2. Ethical Issues Related to AI in Emergency Management

Fjeld et al. [33] identified eight globally recognized principles that guide the ethi-
cal implications of AI in emergency contexts: privacy, accountability, safety and security,
transparency and explainability, fairness and non-discrimination, human control of tech-
nology, professional responsibility, and human values. As AI becomes more prominent
in emergency management, researchers have begun to explore the ethical challenges it
raises. In emergency response management, the ethical deployment of AI is not merely a
technical issue but a fundamental humanitarian concern. Humanitarian standards for AI,
as outlined in the Recommendation on the Ethics of Artificial Intelligence by the United
Nations Educational, Scientific and Cultural Organization [34] and Principles for the Ethical
Use of AI in the UN System the United Nations System Chief Executives Board for Coordi-
nation [35], emphasize the protection of human dignity, equality, and fundamental freedom.
These standards call for the principles of no harm, justifiability, safety and security, equity,
sustainability, transparency, accountability, and the protection of vulnerable populations
during crises.

Firstly, algorithm recommendations have shown bias against minority groups, which
reinforces social inequalities that already exist [36] This algorithmic bias was caused by
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biased training data or flawed algorithm design [16]. In times of crises, limited and frag-
mented information can fuel the spread of unreliable misinformation and disinformation
through rumors and fake news [19,37]. The most recent case of the COVID-19 pandemic
brought attention to the concept of an ‘infodemic,’ referring to the widespread circulation
of inaccurate and deceptive information during a public health crisis [38]. Though some
researchers contend that AI has the capability to detect misinformation (e.g., [19], there are
still ongoing concerns about potential biases. Secondly, because disaster risk management
has a strong humanitarian focus, concerns about privacy and security are often balanced
against the need for openness and transparency [36]. However, such data often requires
the collection and analysis of large amounts of substantial quantities of sensitive personal
information [37]. The aggregation and application of large datasets raises inquiries regard-
ing the potential threat to privacy and security [16]. Thirdly, predictions made by AI are
often difficult to explain, even for the developers of the machine learning system [36,37].
Additionally, deciding who is responsible for managing the information generated by
automated systems is also an important consideration [37]. Ensuring transparency and
accountability is crucial for establishing trust with the public and identifying potential
biases or errors [16]. Fourthly, hallucinations—defined as outputs that seem plausible but
are factually inaccurate [39]—can occur due to constraints in the AI model’s understanding,
training data biases, or the model’s tendency to generate outputs that appear contextually
relevant [40]. They may pose a disproportionate risk to vulnerable populations who often
lack the resources to detect or correct errors, thus causing inappropriate decision-making
or interventions in social services that further exacerbate existing inequities [41]. Lastly,
the integration of advanced AI systems in the workforce may result in a transformation of
job roles, leading to the emergence of new opportunities while also potentially displacing
some workers [16,36].

In sum, a significant amount of literature has been dedicated to exploring the ethical
considerations of employing AI, yet there remain certain areas where research is lacking.
There is a clear research gap, as existing studies rarely offer realistic or actionable strategies
for tackling these challenges. For instance, no specific strategies have been proposed for
building trust and public acceptance, ensuring fair access for underprivileged individuals
and communities, developing ways to identify and address data biases, or enhancing
human capabilities while taking cultural, linguistic, geographic, and organizational contexts
into account [16,33,37].

In this paper, we begin by discussing the applications of AI in emergency management,
followed by an exploration of current ethical considerations and strategies for addressing
ethical challenges in this field. We conclude with suggestions for future research directions.

The literature for this narrative review was identified through targeted searches of
English-language peer-reviewed publications using various combinations of keywords
such as “AI,” “ethics,” “emergency management,” “risk management,” “disaster response”,
“privacy”, “crisis”, “AI emergency response,” ‘machine learning,’ ‘crisis management’,
“disaster” and “decision support.” Searches were conducted across databases including
PubMed, IEEE Xplore, Web of Science and Google Scholar, covering publications available
as of May 2024. Hand searches of journals and reference lists were also conducted to
ensure comprehensive coverage. Bibliographic analysis was used to assess the relevance of
the selected studies, focusing on thematic areas related to AI applications in emergency
management and ethical considerations, and methodological approaches and ethical frame-
works relevant to AI decision-making in emergency contexts. To capture key themes, this
review does not include strict inclusion/exclusion criteria or a predefined time frame.



Knowledge 2025, 5, 21 5 of 18

3. Applications of AI in Emergency Management
AI is proving effective for optimizing resource allocation and logistical planning dur-

ing emergencies [42]. Machine learning models can help emergency managers determine
the optimal positioning of supplies, equipment, and personnel based on such factors as
infrastructure status, population density, and real-time ground conditions [42–44]. Machine
learning and optimization algorithms support allocating resources effectively, minimiz-
ing response time, and responding to changing needs in emergency situations [45]. For
instance, in the aftermath of Hurricane Harvey in 2017 and Hurricane Ian in 2022, AI-
assisted damage assessment using satellite and drone imagery enabled aid to be allocated
more efficiently to the hardest-hit areas [46–49]. Additionally, reinforcement learning opti-
mizes task allocation in multi-robot emergency response systems to improve efficiency in
dynamic environments [28].

In terms of real-time response and coordination, AI enhances both the capacity and
speed of emergency services [25,50,51]. Natural language processing enables AI-powered
chatbots and virtual assistants to handle and prioritize massive volumes of incoming
requests for help [30,52,53], while computer vision enables drones and robots to au-
tonomously search for survivors and provides critical situational awareness to rescue
teams [54–57]. Deep learning also applies to images of disaster areas to identify survivors
through image recognition and pattern detection [45]. Such techniques are important for
rapidly analyzing visual information, such as crowdsourcing image data, and for assessing
damage and identifying critical areas [58]. For example, the use of AI to guide firefighting
strategies during the devastating 2019–20 Australian bushfires illustrates its potential in
this regard [59,60]. Natural language processing techniques are useful for analyzing social
media posts to provide real-time insights into public sentiments and situational updates
during disasters by processing human language and extracting relevant information and
key themes through vectorization [61,62]. Similarly, clustering algorithms can identify
emergency-related topic areas on social media and highlight high-impact locations [61].
On the other hand, when it comes to identifying panic and misinformation on social
media, AI classifiers help manage rumors and improve emergency communication [62].
Ontologies also structure information to support analysis and reasoning, such as for text
classification [61,63]. Systems utilizing multi-modal data enabled situational awareness
and damage assessment [62].

One transformative application of AI is in the deployment of drones, or unmanned
aerial vehicles (UAVs), for disaster response tasks. AI-powered drones can deliver essential
supplies to inaccessible areas, conduct search-and-rescue operations, and assess damage in
hazardous environments. For example, during simulated earthquake relief operations in
Tehran, 460 UAV helicopters equipped with AI were projected to transport nearly 100,000 kg
of supplies from three supply centers to 44 demand points within just 2.5 h [64].

Experts predict that AI will become even more integral to emergency management.
As edge computing continues to improve, more AI systems will be able to run directly
on devices like drones and smart sensors, which leads to reduced latency and quicker,
more localized responses [25,65]. Digital twins of cities, powered by machine learning,
will facilitate more sophisticated disaster simulation and mitigation planning [66–68].
Meanwhile, improving the interpretability and robustness of AI models will be crucial for
building trust and usability in high-stakes emergency applications [69,70].

Emergency crisis management using AI technologies considers place, time, and people
in meaningful ways. For instance, AI can identify affected areas through geospatial analysis
and satellite imagery [28], and data analysis using time-series models [30], helping teams
respond more effectively to the areas that need it most. It also helps allocate resources
more efficiently by pinpointing high-risk zones [71,72]. AI enables quicker responses by
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analyzing incoming data in real time to predict disasters and support informed decision-
making [6,30]. It can also assess community needs and address the most urgent needs for
marginalized communities [6–8,71].

4. Current Ethical Challenges of AI in Emergency Management
4.1. AI Algorithmic Bias

The rapid improvement of AI holds outstanding potential for improving decision-
making in emergency management, but meaningful ethical challenges also arise that must
be carefully addressed [72]. As AI becomes more deeply integrated into this critical field, it
is crucial to think ahead about fairness, accountability, transparency, and human oversight
to make sure these systems are used responsibly [73,74]. Although AI is prone to some
cognitive functions like fatigue, it can replicate and amplify human and historical biases
embedded in our society and in the training data [75–78]. This fundamental issue may arise
when data is imbalanced, unreliable, or under-representative; and it can eventually lead
to biased outcomes, discrimination or inequality, and inaccurate or misleading results [77].
AI systems pose the risk of amplifying existing biases present in historical data, which
causes inequitable outcomes disproportionately affecting vulnerable populations [79,80].
For example, Obermeyer et al. [81] found that a popularly adopted healthcare AI algorithm
for allocating resources underestimated the important needs of Black patients systematically.
To address this issue, management groups should gather complete data, routinely check AI
systems for impartiality, and have multiple parties help create and operate these tools [82,83].

Historical data from emergency management may lead to inequitable AI algorithms
when used across all phases of disaster. Researchers have noted significant racial dispar-
ities [84–87], gender concerns [88,89], and exacerbated wealth inequality [90] in disaster
recovery and aid distribution. During evacuation and search and rescue efforts, there
has been documented LGBTQ bias in response [91], gender bias at shelters [92], and chal-
lenges with facial recognition software [93]. During logistics and planning, studies have
discussed racial disparities with community planning [94], household planning [95], as
well as decision biases among emergency managers [96] and some first responders [97].

In emergency management, biased algorithms in AI systems can cause unequal re-
source allocation, such as prioritizing certain areas or communities for aid or support
based on flawed results and inaccurate risk assessment, while leaving other areas un-
derserved [71,75]. Moreover, bias in AI systems can disproportionately affect vulnera-
ble or tribal communities with limited access by excluding them from the planning pro-
cesses [71,78,98]. Additionally, facial recognition technology with lower accuracy detecting
darker skin could lead to misidentification and denial of resources during emergencies [99].
In emergency health departments with rapid decision-making, AI-driven triage systems
could unfairly prioritize patients based on social factors such as race, gender, or disability re-
gardless of their likelihood of survival [78]. Community perceptions of AI systems as biased
could lead to a lack of trust and reduced adoption of beneficial AI technologies [75,100].

4.2. AI Transparency, Privacy and Accountability

Another key challenge is ensuring enough transparency, privacy, and accountability in
AI-assisted decision-making [101,102]. In emergency management, all decisions can have
life-or-death results [103,104]. Many AI systems, specifically deep learning models, are
like black boxes, making it hard to understand how decisions are made or to figure out
who’s responsible when something goes wrong [105], to explain the underlying decision-
making processes and output rationale [76,106]. This lack of transparency can erode trust
in emergency AI systems with high-stakes situations [75,107].
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The emerging field of explainable AI focuses on addressing these problems by provid-
ing justifications for actions made by AI systems [107]. It is important to establish ways
to audit, explain, and appeal decisions made by AI systems. Ensuring meaningful public
scrutiny and redress requires new governance frameworks and technical solutions [108,109].
Given that AI systems often rely on personal data, this dependence introduces significant
privacy risks [72,110]. Even though data-driven understandings can significantly improve
emergency response efforts, it is important to ensure that the collection and use of personal
data are transparent, secure and limited to legitimate purposes [33,111]. To address this,
it requires data governance policies that give individuals control over their personal data
and hold organizations accountable for responsible data practices [112,113].

For emergency managers to trust and use emergency AI systems, it is critical that
they understand the reasoning behind decisions [100,106,107]. Besides explainability,
transparency of training data in terms of data type, collection method, and bias potential
are important in building trust [75]. Additionally, clear frameworks of accountability,
ethical principles, and legal requirements are crucial for AI decision-making in high-
stakes situations, especially those that significantly impact people’s lives [106,114]. To
our knowledge, there is less consideration for vulnerable populations in the context of AI
decision-making.

Information and communication systems, such as social media, play important roles
during emergencies and often contain personally identifiable information (PII). Researchers
and practitioners must be mindful of explicit or inferred PII (e.g., location data) to prevent
any violation of individuals’ expectations of privacy [115]. Such issues have created tension
between the need for collecting comprehensive data for adequate training, testing, and
validating of AI models, and the principles of data minimization, which supports collecting
only the data that is truly needed [78,116]. Collecting more data may lead to better models
but can compromise privacy and transparency [78]. Individuals have the right to know
what type of information they share, who has access and why, and the timeline of its
storage without carrying the burden of excessive data collection [78,79]. However, data
collection practices by organizations and governments have raised concerns among users.
Legal restrictions, such as the Privacy Act, limit the collection and use of PII by prohibiting
agencies from disclosing PII without written consent [116]. It is important to strike a balance
between leveraging data to deliver services and safeguarding user interests, particularly
during emergencies when survival and safety matter most. In the current AI systems,
users have no way to protect their privacy other than making extreme choices at either
end, opting in or opting out. The AI systems need to improve users’ privacy protection
experience by controlling the degree of multiple privacy settings [99].

4.3. Human–AI Collaboration

There has been ongoing uncertainty about who is responsible for errors in AI system
decision-making. This ambiguity stems from the unclear allocation of liability among users,
developers, and the organizations that deploy these systems, which makes it difficult to
determine who should be held accountable when something goes wrong [114]. There-
fore, the argument for keeping humans in the loop during decision-making processes is
becoming increasingly important. In addition to the work by Nunes and Jannach [117],
the importance of preserving human judgment in AI-assisted decision-making has been
emphasized, particularly by Jarrahi [118]. While AI is a powerful tool in managing disasters
and emergencies, human judgment that provides oversight, context, error identification,
recommendation validation, and bias correction is not replaceable [75,76,78,114,119].

AI can support individuals in performing various tasks during emergencies, but those
with expertise should always remain in control [9,120]. Effective human–AI collaboration
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requires new training models, interface designs and organizational protocols so human
operators can meaningfully interpret, question and override AI recommendations when-
ever needed [121,122]. Effectively proactive, cross-disciplinary collaboration among AI
developers, emergency management practitioners, policymakers and the general public is
needed for dealing with these quite varied moral challenges [72,109,123]. When using AI
systems in emergencies, we must absolutely go beyond general moral ideas to deal with
specific problems along with choices [124]. To make AI technologies that work well and fit
with what society values and wants, the emergency management community can combine
different ideas and skills [73,125].

One of the main challenges of AI integration into emergency management is the na-
ture and possibility of effective human–AI collaborations, including the level of autonomy
granted to AI systems and the degree of human oversight required [77,114,126–129]. While
some researchers argue that the ultimate responsibility of decisions should depend on
human decision-makers, with AI serving as a supportive tool, others acknowledge both
the limitations and cognitive abilities of humans [77,114,128,129]. Especially in the case of
emergency care, researchers propose AI as a supplement (not a replacement) to human
caregivers to promote human–AI collaboration [78]. For instance, humans are still better
suited to provide empathy, comfort, and a nuanced understanding of human needs than
AI [76]. On the other hand, reliance on AI systems as efficacious collaborators depends
on trust. Human–human collaborations have stronger trust bonds due to the absence of
the established social contracts in human–AI partnerships [114]. Using emotions as a form
of communication between humans and robots could be especially helpful in search and
rescue situations [107]. Ethical concerns play a vital role when it comes to managing and
identifying human remains during mass casualty events, and in making AI-driven deci-
sions for unmanned aircraft systems [106,130]. However, different emergency cases require
unique considerations of ethical dimensions [126]. Fully realizing the potential of AI in
emergency management while carefully navigating its ethical challenges demands continu-
ous commitment to in-depth dialog, thorough research and flexible governance [123,131].
Due to the evolving nature of the AI capabilities, a consistently forward-thinking approach
is important for reducing risks and making ethical improvements [132,133]. By fully ad-
dressing these complexities, we can build public trust and make sure AI truly serves the
public good in every crisis.

5. Addressing Ethical Challenges in Emergency Management
5.1. Framework/Guidelines for AI in Emergency Management

The application of AI in emergency management has the potential to bring about
transformative advances that enhance human society’s ability to predict, prepare for, and
respond to disasters. As AI gathers data from a multitude of sources, including social
media, news media, and sensors, the inherent biases and prejudices present in these datasets
will inevitably influence the decisions made by AI systems. This raises significant ethical
concerns regarding the fairness, privacy, data security, and transparency of AI-driven
systems, which could be addressed by robust ethical frameworks and guidelines [37].

In an extensive study, Floridi and colleagues [72] developed an AI4people framework
through a meta-analysis of existing AI ethical frameworks, and proposed five principles:
beneficence, non-maleficence, autonomy, justice, and explicability. The ethical principles of
the AI4people framework provide a reference for applying AI in emergency management.
Mass-care emergencies require ensuring vital resources like blood are available; some
researchers are exploring how AI can better support healthcare coverage in such situations.
To ensure that the use of AI in emergency management respects the rights and dignity
of individuals and strives to provide the best possible care, Visave [37] proposed an
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ethical framework in mass-care scenarios that encompasses: (1) respect for individuals’
dignity, privacy, and autonomy; (2) transparency and explainability; (3) fairness and equity;
(4) accountability and responsibility; (5) inclusion and participation; and (6) safety and
risk mitigation. In the context of emergency rescue and treatment, it gathers additional
personal information about the user. To achieve a more balanced approach to data collection
and privacy protection, Masoumian Hosseini et al. [77] put forth an ethical framework
comprising two principal elements: the designer and the user. This framework addresses
the importance of user needs, preferences, and experiences while evaluating the ethical
implications of each decision in accordance with the Asilomar AI principles [77].

It is imperative to critically examine how ethical guidelines can effectively inform
and regulate practice. Taddeo et al. [134] provided a method for the explanation of AI
ethics principles. It proposes a framework to identify the requirements at each stage of
the AI lifecycle by effectively modeling the lifecycle. It also suggests learning from past
frameworks to embed ethical goals in AI. For example, Nussbaumer et al. [135] put forth
an ethical design approach in the context of emergency management decision support
systems, which has been articulated and applied in the specific context of emergency
management, and its overall concepts can be transferred to other domains to fit the context
of AI technology applications.

A synthesis of previous research has led to the proposal of the “AI4EM” framework
(see Figure 1), with the objective of promoting the more effective application of AI tech-
nologies in emergency management scenarios. Within this framework, user experience
is considered to be as important as AI technology itself. We advocate a dual approach
to ethical and moral dilemmas, with solutions being sought not only at the technological
level, but also with a focus on the user experience and the needs of the user. These needs
include privacy, autonomy, inclusiveness, fairness, and justice. The optimization of the
user experience is achieved through relevant design. The overarching objective of this
framework is to facilitate a harmonious coexistence between technology and humans,
thereby establishing a collaborative relationship between humans and AI. The ultimate aim
is to achieve ethical and humanized emergency management.

Figure 1. An ethical framework about AI for emergency management.

5.2. Strategies to Mitigate Ethical Challenges

AI can mitigate the impact of disasters by analyzing vast quantities of data to identify
potential risks and assist individuals in making crucial decisions regarding emergency
preparedness. Nevertheless, AI encounters several obstacles in its implementation in
emergency management. The unavailability or compromised integrity of data during
emergencies can result in delayed data analysis and processing, which in turn hinders
effective disaster management [136]. Simultaneously, challenges such as data and al-
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gorithmic bias [137], the dehumanization of decision-making processes, a lack of trans-
parency, and a lack of standardization will impede the development of effective AI for
emergency response [137].

Taking these factors into account, we propose the following three potential strategies:
(1) Strengthening the audits of algorithms. As mentioned earlier, in the field of emer-

gency management, it is crucial to implement more strict regulatory measures pertaining
to algorithms and data for the purpose of safeguarding everyone’s right to equal pro-
tection during disasters. The objective of ensuring that algorithms meet the regulatory
requirements in emergency management scenarios can be achieved through the exam-
ination of their governance guidelines and specification documents, the assessment of
their outputs, and the evaluation of their internal operations. However, it is essential to
acknowledge that algorithm audits are not exhaustive, and auditors are unable to test every
aspect. Consequently, it is crucial to incorporate the perspectives of multiple stakeholders
in the algorithm auditing process and to enhance algorithm transparency by continuously
upgrading technological tools to enhance algorithm capabilities in emergency manage-
ment scenarios.

(2) Enhancing transparency in AI decision-making. The use of AI in emergency
management is further complicated by the lack of transparency surrounding its applications.
This issue can make it harder for people to understand how AI makes decisions, which
in turn makes it difficult to spot and correct errors in its outputs. Additionally, a lack of
transparency can make it difficult to hold individuals or organizations accountable for the
outcomes produced by AI [138]. As we have learned, explainability represents a significant
aspect of AI transparency. Therefore, enhancing the transparency and credibility of AI
can be effectively achieved by increasing the explainability of the AI decision-making
process. Incorporating human input into the algorithmic lifecycle can help emergency
managers better understand, trust, and define responsibilities in AI-driven decision-making.
Furthermore, the involvement of humans in the decision-making process can facilitate the
integration of empathy and help make decisions more compassionate and better aligned
with human values.

(3) Incorporating stakeholder engagement. The integration of AI into emergency man-
agement demands a substantial investment of resources from a multitude of stakeholders,
including financial, technological, and infrastructural capital. Furthermore, the advance-
ment of equitable, dependable, and secure AI applications necessitates the involvement of
all segments of society. It is essential that emergency response departments and organiza-
tions allocate sufficient financial and human resources to ensure the efficacy of emergency
operations and the provision of relief. Moreover, they must facilitate the formulation of
pertinent guidelines and measures to guarantee the appropriate implementation of AI in
these operations. We should ensure that the technical aspects are guided by interdisci-
plinary research teams and experts from fields such as computer science, management, law,
ethics, and other relevant disciplines. The convergence of knowledge across disciplines
will help create more ethical applications of AI. Additionally, it is imperative to improve
individuals’ AI literacy and awareness of protection measures in emergency situations. We
believe that the resilience of future digital societies will be strengthened by a comprehensive
understanding of AI ethics.

5.3. Policy-Related Ethical Challenges

In light of the well-known ethical challenges associated with AI, effective governance
and regulation are essential. Policymakers and emergency officials, along with technology
professionals, need to collaborate to create policies to govern the usage of AI which will aid
decision-makers and stakeholders. For example, utilizing AI to help with sorting massive
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amounts of data during a disaster [139] will need policies to help prioritize the efforts
needed to be implemented. Also, emergency response data often includes unstructured
information, so policies are needed to ensure the data is analyzed with privacy and ethics
in mind [140].

As government and public systems are key stakeholders in AI development, they
can play a vital role in establishing guidelines for areas such as extreme weather and
disaster management. Policymakers, in particular, help guide the responsible use of these
technologies to improve efficiency and save lives [140]. In response to AI challenges, the
Biden administration implemented policies under an Executive Order to ensure AI’s safe,
secure, and trustworthy deployment across various sectors [141]. These policies mandate
safety and security standards, demand regulatory transparency for dual-use AI models,
and integrate AI risk management into critical national and public safety infrastructure.
The Trump Administration launched a new Artificial Intelligence Action Plan in 2025 by a
special committee comprising the Assistant to the President for Science and Technology
(APST), the Special Advisor for AI and Crypto, and the Assistant to the President for
National Security Affairs (APNSA), in coordination with the Assistant to the President for
Economic Policy, the Assistant to the President for Domestic Policy, the Director of the Office
of Management and Budget (OMB Director), and the heads of such executive departments
and agencies as the APST and APNSA deem relevant, is tasked with developing and
submitting the plan to the President [142].

Policymaking around AI should be seen as an ongoing, evolving process. To support
the AI community in emergency management, we need flexible, forward-thinking policies
that can keep up with how quickly technology is changing. As AI continues to evolve,
the policies governing its use must also be adapted to reflect the real needs and practices
of emergency management practitioners. In sum, creating clear, flexible, and thoughtful
policies is key to guiding the AI community in emergency management, where decisions
can have a real impact on people’s lives.

6. Conclusions
This paper reviewed the status of the literature with the focus on the ethical challenges

in emergency management in terms of critical issues and best practices, applications,
emerging ethical considerations, and strategies addressing ethical challenges. This review
acknowledged the rapid development and importance of using AI systems in emergency
management, while identifying gaps in research related to the ethical challenges of AI
in this field. It discovered main areas where AI applications have been popularly used,
including disaster prediction, resource allocation, crisis communication, and decision-
making processes. Next, it emphasized three major ethical themes: algorithmic bias;
privacy, transparency and accountability; and human–AI collaboration. It then carefully
examined the frameworks and guidelines, and strategies to mitigate the above-mentioned
ethical challenges.

This paper contributes to the field of AI and emergency management by examining
current literature to identify key issues and concerns, and by proposing strategies to address
these concerns, such as strengthening the audits of algorithms, enhancing transparency
in AI decision-making, and incorporating stakeholder engagement. From an academic
perspective, this study brings together insights from various fields to help us better un-
derstand the AI ethical issues in emergency management. For policymakers, it offers
practical takeaways by laying out reasonable ethical guidelines and strategies for using AI
responsibly in the field of emergency management.

As extreme climate-induced emergencies become more frequent and severe, we should
consider building AI models designed for extreme weather-related disasters (EWRDs) [143].
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Marginalized communities should be involved in every phase of the development process,
from the initial design stages to final implementation [144]. Our future research will focus
on conducting user-centered experiments involving socially vulnerable populations in the
context of AI-driven decision-making.
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