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Abstract: Digital Twins (DTs) of buildings can generate large volumes of dynamic data
from various sources (e.g., sensors and IoT devices), enabling real-time representation
of physical building states in a digital environment. Although machine learning (ML)
techniques are increasingly used to predict building energy consumption from this DT
data, existing approaches often lack scalability in handling data growth (data scalability)
and/or adapting to evolving data patterns (model scalability). This study aims to address
both drawbacks by developing a scalable cloud-based framework for the prediction of
the building energy consumption. A key contribution to the field is the inclusion of a
“monitoring and maintenance” module, which continuously evaluates model performance
and triggers retraining only when needed. This enables timely adaptation of the ML
model while avoiding unnecessary retraining and the associated computational costs. The
framework was implemented and tested in a case study of a commercial building for
90 days, demonstrating its applicability. In a practical setting, the developed model could
detect anomalies in time when the accuracy declined below the set threshold (70%) for
five days and prevented unnecessary retraining of ML models. The findings support the
feasibility of using cloud-based approaches to implement scalable ML models for energy
prediction in buildings.

Keywords: digital twin; building energy; cloud computing; machine learning; scalable models

1. Introduction

A total of 40% of global energy use and 30% of the global greenhouse gas (GHG)
emissions are attributed to the building sector [1]. In the UK, the built environment
produces 25% of the total greenhouse gas emissions [2]. Many countries have set a target
to reduce carbon emission to mitigate climate change impacts. For instance, the UK aims
to reduce carbon emissions by 78% by 2035, compared to 1990 levels, and reach net zero
by 2050 [2]. Improving building energy performance plays a crucial role in achieving
these targets, as emphasized by the UK’s net zero strategy [3]. The adoption of emerging
digital technologies in the building sector can support the endeavors in achieving these
set goals. DT is one of these technologies that can improve building energy management
by monitoring, optimizing, and predicting building energy consumption in real-time [4].
DT was coined by Grieves [5] and is defined as a “virtual replica of the physical asset”,
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which interconnects the two entities with bidirectional flow of real-time information to
improve decision making based on its ability to monitor, compare, predict, and conduct
what-if analyses [6]. For the information flow from physical assets to the digital model,
first, it requires sensing technologies, such as the Internet of Things (IoT), radio-frequency
identification (RFID), and QR code, to capture the data from the physical asset [7]. Then,
communication technologies such as wireless communication (i.e., Wi-Fi, Bluetooth, and
5G), and cloud data pipelines to transfer the data to the digital model are required [7]. The
information flow from the digital model to the physical asset requires data integration and
data visualization techniques to present the current condition of the asset, and predictive
analytics using various methods and techniques such as ML, simulation, and statistical
methods to extract actionable insights from the data and support informed decision making.

DT can provide the required data for model-free approaches for building energy
control, and data-driven approaches for building energy prediction in real-time. In the
literature, several studies (e.g., [8-10]) have used DT data for creating data-drive models
using ML to predict the energy consumption of buildings. While in real world applications,
sensory data from buildings is continuously generated and stored in DT models to represent
the real-time status of the buildings, these studies used stationary historical data for
developing their ML models and overlooked the scalability of the models. Scalability
of AI/ML models could have several dimensions. In this research, two dimensions of
scalability are considered: (1) data scalability, which refers to the ability (computational
power) of a system to handle increasing data quantities, and (2) model scalability, which
refers to the ability of ML models to adapt to changes in data patterns and address new
use cases [11]. These two dimensions are selected due to the computational need for
handling an increasing amount of data constantly generated by DT, and the dynamic
nature of building energy performance influenced by several factors varying overtime
such as occupant behavior. Some studies (e.g., [12,13]) have attempted to address data
scalability in their DT framework by proposing cloud computing as a suitable technology
for transmitting and storing a large volume of data. These studies demonstrated the
suitability of cloud computing in handling an increasing volume of DT data; however, they
have not properly addressed model scalability in their frameworks.

Model scalability requires the adaptability of ML models to the changing conditions
of buildings. Some studies have developed adaptive ML models for enhancing building
energy. There are two main approaches for triggering the initiation of the adaptation
process: (1) triggering the cycle on a regular basis (a fixed interval approach) or (2) triggering
the adaptation process after significant changes in real-time conditions (an event-based
approach) [14]. Several studies have used the first approach and adapted their ML models
by incorporating newly generated data into the model in a fixed time interval. For instance,
ref. [15] developed adaptive ML-based building models for building automation and
control applications. Their models could update the building model regularly every 24 h
using online building operation data. They showed that the model adaptation feature can
improve the prediction accuracy of the predictive models, and the prediction accuracy
continues to improve as more data become available for the models. Ref. [16] developed an
adaptive ML approach for the hourly prediction of building energy by incorporating new
building data into the model every two weeks. While the fixed interval approach is easy
to implement, there is no universal method for determining the optimum time interval
for retraining. Relatively fewer studies focused on an event-based approach such as [17]
that developed an event-triggered paradigm by setting temperature thresholds for the
learning and control of micro-climate in buildings. They demonstrated that their proposed
approach could improve the controller’s performance measure by 70% and outperform
the fixed time interval approach. However, these studies did not consider data scalability
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in their approach. To the best knowledge of the authors, there is only one study [6] that
has addressed both data scalability (by deploying cloud computing for handling DT data)
and model scalability (by adapting ML models). However, this study used the fixed
interval approach for retraining the models, which is not a very efficient approach because
retraining the models too early entails extra computational cost and time and retraining the
models too late leads to the underperformance of ML models. In addition, the dynamics of
building energy requires adaptability to foreseeable and unforeseeable changes, which is
not addressed thoroughly by a fixed retraining interval in this approach.

This research aims to bridge this gap and propose a framework that efficiently ad-
dresses both data scalability and model scalability of ML models for predicting energy
performance of buildings from DT data. To this end, the objectives of this research are
(i) developing a seamless data pipeline for transmitting DT data to ML models, training
and executing the models, and visualizing the data in a DT dashboard on a single cloud
platform, which addresses data scalability; (ii) devising a novel monitoring module to
provide continuous feedback about the accuracy of the ML models and alert the users
about any potential need for adapting the ML models, which addresses model scalability
more efficiently; and (iii) implementing the framework in a case study to test and validate
its applicability and practicality. In this study, Microsoft Azure is used as a cloud platform
for developing the framework. The devised monitoring module adopts an event-based ap-
proach for triggering the initiation of the ML model adaptation. This module continuously
monitors the defined accuracy metrics, and a fixed threshold is set to alert the user when
the accuracy declines below the threshold. Upon receiving an alert, the user can decide
whether the ML model adaptation is required and initiate it if needed.

In the next sections, first, the literature review on DT applications for improving
building energy performance and cloud computing technology for creating DT is presented.
Then, the research methodology and the proposed framework are described. Next, the
applicability and practicality of the proposed framework are tested and validated in a
demonstration case study, followed by a discussion on the evaluation of the framework.
Finally, the research summary and conclusion along with some recommendations for future
research are provided in the last section.

2. Literature Review

This section reviews the literature on DT applications for improving building energy
performance, and cloud computing applications to enhance the scalability of DT, which are
presented in the following subsections.

2.1. Digital Twin for Improving Building Energy Performance

Several studies have been conducted on leveraging DT to enhance building energy
performance and reduce GHG emissions. Some studies have focused on reality capture
technologies and investigated how to adopt these technologies for creating 3D models of
existing buildings and using the models for visualization and energy analysis. For instance,
ref. [18] used the BIM models created through 3D laser scanning and scan-to-BIM tech-
nologies for simulating building energy to identify and evaluate the feasibility of existing
building retrofitting schemes based on the concept of nearly zero-energy buildings (nZEBs).
Their approach could reduce building energy costs by 14.1%, increase solar photovoltaic
power generation by 24.13%, and reduce carbon dioxide emissions by 4306.0 kg CO, eq/a
(kilograms of carbon dioxide equivalent per year) in a case study. For using DT at the macro
level, ref. [19] developed a geographic information system (GIS)-enabled DT framework to
propose an optimal strategy for reducing carbon emissions in urban areas. In their frame-
work, they deployed various data sources including monthly electricity usage, city gas
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consumption, monthly household waste, and the amount of emitted CO;. They analyzed
these data using ML techniques to predict spatial trends of carbon emissions and finally
visualized the results on a GIS-enabled dashboard for decision making.

Some DT models have been created to evaluate the impact of occupants’ behavior
on building energy performance. For instance, ref. [20] created a novel Occupant-Centric
Digital Twin (OCDT) to explore the impact of live IoT temperature data on occupants’
thermal satisfaction. OCDT enabled occupants to make choices about where to work
based on their individual thermal preferences by providing them with a live thermal map.
Another study [21] developed a DT-based framework integrating smart sensor data, real-
time measurements, and BIM for the operational rating of buildings’ energy performance.

DT is also being used for building energy monitoring as it can provide information
related to energy performance of buildings in real-time. In one study, ref. [22] used in-
terpretable regression models to give insights on the energy performance of the building.
In this study, the dynamics of DT was considered by periodically calibrating the models
and recomputing model coefficients. In another study, ref. [23] used Natural Language
Processing (NLP) to advance applications of DT in automated monitoring for existing
buildings by creating semantic Digital Twins of buildings, their systems, and technical
components.

These studies demonstrated the benefits of DT in enhancing the energy performance of
buildings in some pilot studies or small-scale projects. However, they have not considered
the scalability of DT, which is one of the root causes of limited DT implementations on
an industrial scale [24]. In the next subsection, the studies on using cloud computing as a
technology that can address this challenge are reviewed.

2.2. Cloud Computing for Digital Twin

Due to the dynamic nature of DT, a large amount of data needs to be collected, trans-
ferred, and analyzed over the lifecycle of a project, which could span over several years.
Handling this amount of data is a critical challenge, which could limit the data scalability
of DT. Cloud computing is a technology that can be integrated with Digital Twins for
streamlining extensive data storage and processing to ensure scalability and accessibil-
ity [25]. Ref. [26] proposed a five-layer IoT architecture, including (1) the perception layer
(2) the Network Layer, (3) the middleware layer, (4) the Application Layer, and (5) the
Business Layer, for developing linked devices in DT, and identified how to incorporate
cloud computing into the development of DT in the proposed architecture.

Most studies that have developed cloud-based solutions for DT in the context of
building energy performance have focused on the perception layer and middleware layer.
In the perception layer, physical devices linked to the Internet collect data from the envi-
ronment and transfer it to the cloud for further analysis [26]. Cloud computing can handle
transferring and storing a large amount of DT data to facilitate the information flow from
the physical asset to the digital model while enhancing data security and accessibility.
For instance, ref. [27] developed a BIM-based DT for asset management and used cloud
computing to host their developed intelligent platform and collect sensor data such as
temperature and humidity with secured accessibility.

In the middleware layer, the data collected from the devices and stored in the database
are processed and made available for further analysis using data analysis and interpretation
technologies such as Al and ML [26]. Some researchers have deployed cloud computing for
the middleware layer to visualize data and provide insights by further analyzing the data.
For structural health monitoring and analyzing sensor data in real-time, ref. [28] transmitted
the sensor data to an integrated cloud platform, which stored the data and displayed the
real-time monitoring data, statistical parameters, and BIM models of the structures. In
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another study, ref. [29] developed a DT model for sustainable comfort monitoring in a
smart campus using an emotion detection system. Their system consisted of capturing the
faces of the occupants with a camera lens assembled in a Raspberry Pi 3b+ sensor and used
cloud computing for transferring and analyzing the captured data. In a recent study, ref. [6]
created a DT model by collecting IoT data and visualizing it on the 3D BIM models. Finally,
they used ML to predict CO, equivalent emissions and support decision making in facility
management processes. In this study, Microsoft Azure was used as a cloud platform for
connecting IoT devices with the DT model and integrating their real-time data with the
BIM model for visualization.

Table 1 summarizes the applications of cloud computing in DT for enhancing building
energy performance and how they addressed scalability. As seen in Table 1, all the reviewed
studies used cloud computing to address data scalability in transferring, storing, and
visualizing an increasing amount of DT data, and most of them neglected addressing
model scalability for ML models. Only [6] attempted to address model scalability through
retraining ML models every 15 days and incorporating newly generated data within a
15-day period into the retraining process. As mentioned earlier in the Introduction Section,
it is an easy-to-implement approach, but no universal method has been developed for
determining the optimum time interval for retraining ML models. Hence, this study aims
to address both data scalability and model scalability in a more effective manner. In the
Discussion Section, the approach proposed by [6] is compared with the new approach
proposed in this study, and their effectiveness is evaluated.

Table 1 also presents the cloud platform used in different studies. As seen in Table 1,
Microsoft Azure and Amazon AWS are the commonly used cloud platforms in developing
DT for enhancing building energy performance. Microsoft Azure has a Digital Twin
platform that provides Digital Twin architecture to create digital models of physical objects,
such as buildings and factories, and manages them through real-time monitoring of asset
performance and predictive analytics to optimize operations [30]. AWS offers an IoT
Twin Maker service that enables importing pre-existing 3D models of the physical system
components to develop a Digital Twin and overlaying the models with knowledge graph
data to capture the relationships and properties of the physical system and create a realistic
and dynamic Digital Twin [30].

Table 1. Studies that used cloud computing for middleware layer.

Cloud Cloud Cloud
Computing for Cloud Computing for Computing for
Used Cloud puting Computing puting puting
Study Purpose of DT Transferring Enhancing Enhancing
Platform . for Data
and Storing Visualization Data Model
Data Scalability Scalability
Predictive monitoring of
[6] CO; equivalent from Azure Yes Yes Yes Yes
existing buildings
[29] Momtor‘mg lgvgl of Azure and AWS Yes Yes Yes No
comfort in buildings
University campus
[27] management (asset AWS Yes Yes Yes No
management)
[26] Modeling 1.ndoo? t}}ermal Azure Yes Yes Yes No
comfort in buildings
Monitoring the indoor
[31] environment of Azure Yes Yes Yes No

historic buildings
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Table 1. Cont.
Cloud Cloud Cloud
Computing for Cloud Computing for Computing for
Used Cloud P 8 Computing puting puting
Study Purpose of DT Transferring Enhancing Enhancing
Platform . for Data
and Storing Visualization Data Model
Data Scalability Scalability
Modeling of indoor
[32] envuppmental qual}ty, Not specified Yes Yes Yes No
electricity consumption,
and user behavior
Improving energy
[33] efficiency of Not specified Yes No Yes No

indoor lighting

In summary, it is understood that cloud computing is a promising technology to
enhance the scalability of DT. However, most of the existing studies have focused only
on data scalability, and they have not properly addressed model scalability. Therefore,
this study proposes a framework that leverages cloud computing for addressing both
data scalability and model scalability in analyzing DT data using ML to predict building
energy consumption.

3. Research Methodology

In this research, the Design Science Research (DSR) method is adopted as a research
methodology. DSR, which aims to generate knowledge of how things can and should be
constructed [34], encompasses six main processes including (1) problem identification and
motivation, (2) define the objectives for a solution, (3) design and development, (4) demon-
stration, (5) evaluation, and (6) communication [35]. If needed, this process can be iterated
to refine objectives and/or the design and development. DSR is a suitable method for
our research because our aim is to develop a framework as a solution for the identified
problem, and DSR is a systematic method for clearly defining the problem and developing
a problem-driven solution ensuring that the solution meets the defined objectives for the
solution. In addition, developing a cloud-based ML framework requires several iterations
for development, testing, and refinements, and DSR offers an iterative cycle of design,
development, and evaluation, which aligns well with the requirement of this research. The
six processes of DSR are followed in this research as described below.

1.  Defining the problem: The problem is how to adopt cloud computing to develop and
execute ML models using dynamic DT data for predicting the energy performance
of buildings.

2. Defining objectives and requirements of a solution: The main objectives of the so-
lutions are to (1) develop a seamless data pipeline for transmitting DT data to ML
models, training and executing the models, and visualizing the data in a DT dash-
board on a single cloud platform; and (2) devise a novel monitoring approach to
provide continuous feedback about the accuracy of the ML models. The requirements
of the solution are (i) addressing data scalability for handling an increasing amount of
DT data and (ii) addressing model scalability to maintain performance of ML models
at an acceptable level over time by adapting ML models when needed.

3. Design and development: Design and development of a framework using one of the
common cloud platforms (i.e., Microsoft Azure) that has elements for handling DT
data, developing and executing machine learning, and analyzing data.

4. Demonstration: Conduct a case study as an instance to test and validate the developed
framework in predicting the energy consumption of a building in a scalable manner.
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5. Evaluation: Analyze the results of the case study (demonstration) to assess the prac-
ticality and applicability of the framework. If any refinement to the framework is
needed, the previous steps are repeated as needed to ensure that the framework can
address the identified problem and meet the objectives and requirements.

6. Communication: Disseminate the research outcomes to researchers and practitioners
(i.e., publishing this paper).

4. Proposed Framework

In this research, prior to developing the required framework, a conceptual model was
created to identify the key components and their functionalities, as shown in Figure 1. The
conceptual model has three main sequential modules for executing ML models: #(1) data
transfer and data preparation module, which is required for transferring DT data to the
ML models, and pre-processing the data as a preparation prior to training the ML mod-
els; #(2) model development and training, which is required for developing and train-
ing/retraining ML models using the pre-processed DT data; and #(3) model deployment
and interface, which is required for executing ML models and visualizing the model input
and output data on a dashboard. To address the requirement of data scalability, a seamless
data pipeline transmitting DT data to ML models, training the models, and visualizing
the data needs to be developed on a single cloud platform. It should be noted that in
this research, it is assumed that a DT model has already been created, the reality capture
technologies (e.g., sensor and IoT) are in place, and the required data are being collected.
Therefore, the proposed framework focuses only on processing the DT data by developing
and executing scalable ML models.

---Retrain ML models when needed ---,

DT Model

Function:
« Generate DT data

(1) Data Transfer and Data
Preparation Module

v
(2) Model Development and
Training Module

(3) Model Deployment and
Interface Module

Function:
* Transfer DT data to ML

models
« Pre-processing DT data

Function:
»| * Train ML models
* Retrain ML models when
needed

Function:

»| * Execute ML models

« Visualise the input/output
data on a dashboard

A

A
(4) Monitoring and Maintenance
Module

Function:

» Monitor ML model
performance

* Give alerts to users about ML
model degradation

Figure 1. A conceptual model for developing the framework.

In addition to these three modules, a novel (4) monitoring and maintenance module
is incorporated in the process, which is a key component to address model scalability by
continuously monitoring the performance of ML models and providing alerts to users
about ML model degradation and any potential need for adapting ML models. The
monitoring and maintenance module receives the ML model performance data from the
model deployment and interface module and sends the alert back to this module when
any model performance degradation is detected. Analyzing the input and output data, the
user can decide whether retraining the ML is needed or not. If needed, the ML model is
retrained in the model development and training module, and this process is repeated.

Based on the conceptual model, a framework was developed in Microsoft Azure, as
shown in Figure 2. Microsoft Azure was chosen as it is one of the most common cloud
platforms that have required services for DT. Therefore, all the required functions can be
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developed on a single platform, which enhances data scalability. Microsoft Azure offers the
“Azure Digital Twins” (Azure DT) service, which is used for designing and developing DT
architecture [36]. “Azure IoT (Internet of Things) Hub”, which is a central message hub
for communication between an IoT application and its attached devices, is another service
that complements Azure Digital Twins by scaling to millions of simultaneously connected
devices and managing tons of events every second to support IoT workloads [37]. Azure
Machine Learning (Azure ML), which is used for accelerating and managing the machine
learning project lifecycle, and supports monitoring, retraining, and redeploying models [38],
is a key component for training and executing scalable ML models using dynamic DT data.
The detail of the processes in the framework is presented in the following subsections.

1. Data Transfer and Data
Preparation Module

Access/Interact with |
Digital Twin Data

11T} Contextualized Data

API

T
Digital Twin API
Azure Digital Twins | VY | | J

Azure Dtabricks

2. Model Development

Azure ML Model |

Containerized Training Management

-
|
|
I
|
|
|
|
|
|

!

Launch Training or

|

|

I

|

|

| Retraining Job |

| |

||| |

| ]

| |
|

i

I

|

— Azure

Azure Container Save Model Artifcact to Machine Learning
Instances Registry (Trained or M .
. odel Regist
Retrained) o g_ry_ ——— =
e e e e e e e S e S e BT e R s B s Bl e B e B e Evm e o
Initiate retraining if needed *

3. Model Deployment
and Inference Module

Deploy Model to ACI

Inference Results

Azure Gontainer

I
|
I
I
I
I
I
I
I
I
I
I
I
)
I
Instances |
I

Performance Logs
and Metrics

4. Monitoring and

Dashboard Alert Nélnquélj\j:g Module |V

Drift
Alerts/Anomaly

|

|

|

|

| A =
| %
|

|

|

|

|

Azure Alert

Figure 2. The proposed framework in Microsoft Azure.

4.1. Data Transfer and Data Preparation Module

The framework starts with Azure Digital Twin (Azure DT), which is the first element
in this workflow. Azure DT contains related data from a physical asset to represent its
state in real-time. This information could be sensor/IoT readings, states of devices, or
other operational history that supports any data analytics or prediction by ML models in
the workflow.
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Azure provides the Digital Twin API to transfer these data to external services. This
API serves as a link between Azure DT and other elements by providing contextualized
data [36]. Contextualized data are the data that are enriched by relevant information and
details (e.g., related building element or building space) derived from the Digital Twin
model, which is useful for data analytics and machine learning applications. Using Digital
Twin API, an application or service can easily access, query, and receive Digital Twin data
for processing [39] in a structured, secure, and efficient manner, making it a key connection
point for the upcoming processes.

In the next step, the data obtained from the API is pre-processed using Azure
Databricks to make the data suitable for developing machine learning models. Azure
Databricks, which is a unified analytics platform, helps process large amounts of raw
data (from Azure DT) and prepare it with quality, structured, sanitized, and enriched
features [40]. Since sensor and IoT data often contain noise or missing values that may
degrade machine learning models, this pre-processing step is essential. Databricks provides
tools to clean the data, as well as normalizing and data engineering, ensuring the data are
accurate and fit for specific modeling requirements.

After preparing the data, it is transferred to Azure ML, which supports the full lifecycle
of machine learning projects. At this stage, the data are processed for training machine
learning models. This part of the pipeline, which is from Azure DT to Azure Databricks
and Azure ML, creates the basis for developing intelligent systems. This supports the
integration of Azure data management tools with machine learning platforms to ensure
that the ML models are trained over the contextualized data. This step provides the
foundation for accurate and usable input in the next two modules (i.e., model development
and training module, and model deployment and interface module), as described in the
next subsections.

4.2. Model Development and Training Module

Creating and training ML models that predict building energy consumption with an
acceptable level of accuracy is an important component of the “Model Development and
Training” module. The process in this module starts in the Azure ML Model Management
environment, which consists of Azure ML and the Model Registry. Azure ML simplifies the
training process by offering a space where experts in data can create, test and analyze the
models [38], which enhances scalability and effectiveness by utilizing Azures capabilities
to manage ML operations [41]. The Model Registry serves as a central repository for the
models, storing and versioning them [42], which is a crucial task in ML model development
and training. Model Registry designs proper model security for trained or retrained models
with version control and assists experimental models to be transferred to a production
stage [42].

To train or retrain models, the workflow transitions from the Model Management
group to Azure Container Instances (ACI), which serves as the execution environment for
containerized training tasks [43]. ACl is a serverless, on-demand container hosting service
within the Azure platform, designed to run containerized workloads in a lightweight,
cost-effective, and isolated environment [43]. As building energy predictions often require
large datasets and complicated calculations during training, ACI offers the ability to run
containerized training scripts. This allows for the efficient use of computational resources
since they will be pooled and scaled up or down as necessary without the overhead of
maintaining physical infrastructure [43].

For training ML models, a suitable ML algorithm needs to be selected and deployed
for prediction. In this study, a type of Recurrent Neural Network (RNN) algorithm is
considered for developing ML models. RNN is a suitable approach for processing and
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learning long-term dependencies of time series data that are generated by DT. At the
completion of the ML model training or retraining process, the generated models are
pushed to the Model Registry. This flow is denoted by an arrow annotated as “Save Model
Artifact to Registry (Trained or Retrained)” in Figure 2. This action indicates that the latest
model, which could be a newly created mode or a refined model through retraining, is
kept safely.

Incorporating Azure ML, ACI, and Model Registry provides a process that is efficient,
repeatable, and scalable to accelerate the development and/or refinement of ML models
by new data when needed. As DT constantly generates a large amount of data, ACI
allows for accelerated processes for training and testing algorithms and retraining the
models with new data to maintain the ML model’s performance. The trained ML model is
then transferred to the “model development and interface” module for deployment and
visualization of data.

4.3. Model Deployment and Inference Module

In this module, the initial step is to deploy the model artifact (artifact is “any file
generated and captured from an experiment’s run or job” [44]) that was trained in the
previous step and stored in the Model Registry. The Model Registry helps make sure the
right and the latest version of the model is used while deploying the model. This step is
necessary for version control and governance to ensure that the workflow is consistent and
traceable across various steps in the machine learning lifecycle [42].

After selecting the model artifact, it will be deployed to ACI. In this scenario, ACI
acts as a light, scalable, and effective containerized environment to perform inference
tasks [43]. ACI allows for a quick deployment of the trained model for real-time predictions,
abstracting the details for managing dedicated infrastructure [43]. These steps allow fast
processing of inference requests to produce predictions of the building energy consumption.

The inference from ACI deployment is sent to the Digital Twin Dashboard, which is
the interface to the user to view the prediction results. These results along with the input
data can be visualized and analyzed using the Digital Twin Dashboard, which promotes
data-informed decision making.

4.4. Monitoring and Maintenance Module

The monitoring and maintenance process plays an important role in ensuring the
acceptable performance of the model after deployment, particularly for tracking model drift
(i.e., degradation of ML models” performance over time when the models are deployed in
production environments [45]), anomalies, and retraining requirements. One of the under-
lying issues of ML model for energy prediction is “concept drift” [46], which refers to the
change in the statistical properties of the target variable over time in unforeseen ways [47].
According to [48], there are several drift detection algorithms that are classified into three
main categories: (1) error-based drift detection, which focuses on “tracking changes in
the online error rate of base classifiers”; (2) data distribution-based drift detection, which
uses “a distance function/metric to quantify the dissimilarity between the distribution of
historical data and new data”; and (3) multiple hypothesis test drift detection, which uses
multiple hypothesis test such as Kolmogorov-Smirnov test or the Cramer—Von Mises test
to detect the drift in various ways. In this study, the error-based drift detection method is
adopted by tracking a performance measure (i.e., accuracy) of ML models.

The monitoring and maintenance module contains two major steps to identify a
reduction in model performance, and any potential need for retraining. The following
subsections describe the main steps for monitoring and maintenance.
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4.4.1. Integration of Azure Monitor and Azure Alert

Azure Monitor continuously monitors model performance metrics to detect any
anomaly and/or potential drift. Azure Monitor is seamlessly integrated with other Azure
services to make sure no performance degradation, model drift, or anomaly is overlooked.

From Azure Monitor, the process feeds into Azure Alerts, which is used as the alerting
mechanism that sends notifications when the performance of the model is deteriorated
below an acceptable threshold. This implies that there is a potential need for retraining
the models. Performance metrics calculated for ML models indicate when the accuracy or
other measures of the model decline over time, which can be a sign of data drift (i.e., “the
change in model input data that leads to model performance degradation” [49]).

4.4.2. Digital Twin Dashboard Alerts

The alerts received in Azure Alerts are displayed on Digital Twin Dashboard allowing
users to make appropriate decisions about the required actions following the alerts. The
user can monitor the distribution of the input data in real-time in visual charts to identify
significant deviation between the current data and historical data, and any potential drift
or anomalies. This insight from the Digital Twin Dashboard can guide the user to figure
out the necessity of the retraining process. For example, users can tag data anomalies
due to the malfunction of IoT devices. Anomaly detection mechanisms are also used to
identify abnormal records, which are instances where actual outcomes deviate significantly
from what the model predicted. If retraining the ML model is needed, the user initiates its
process in the Azure ML. This helps Azure ML integrate feedback from the dashboard into
the model production. This iterative loop of feedback and retraining helps maintain model
accuracy and mitigates the risk of performance degradation over time, which can address
the dynamic nature and changing conditions of the building energy.

In summary, the devised continuous feedback loop in the framework helps ML models
keep learning from new data and any changes in the environment and ensures that the
models remain in an acceptable accuracy level throughout their operational lifecycle.
Retraining ML models only when needed allows the model to adapt to the complexities of
the real world, ensuring model scalability.

5. Case Study

The proposed framework is implemented in a case study of a commercial building to
predict its energy consumption. We used Azure Machine Learning Studio for development
and Python 3.10 as a programming language. The following subsections outline the
implementation for each module of the framework.

5.1. Implementation of the Data Transfer and Data Preparation Module

In this module, the generated DT data are transmitted from Azure DT API to the
Azure ML via Databricks. Databricks transforms the raw DT data into a format suitable
for ML models through various processes such as data cleaning, normalizing, and data
engineering. In this case study, the DT data used for training the ML model includes
(1) temperature, (2) wind direction, (3) wind speed, and (4) dew point temperature, and the
output for the prediction is the energy (electricity) consumption of the building. Since the
data are time-dependent, temporal feature engineering was performed to create time-based
features including quarter, month, week of year, day of year, day of week, a day, and
weekend /weekday. These features help ML models understand patterns and seasonality
in time series data. To impute data (i.e., substituting missing values in a dataset [50]),
the linear interpolation technique was used. This technique, which estimates the missing
values by drawing a straight line between the known data before and after the missing
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data, is a suitable technique in weather data imputation because weather conditions such as
temperature, dew point, wind speed, and wind direction generally change gradually. The
DT data collected on an hourly basis were aggregated in Databricks, and their daily average
was calculated to be used in Azure ML. Then, Azure ML predicts the daily electricity
consumption of the building.

5.2. Implementation of the Model Development and Training Module

7

To develop and train the first ML model in the “model development and training’
module, two years of historical building data are used. In this case study, Bidirectional
Long Short-Term Memory (Bi-LSTM), which is a type of Recurrent Neural Network (RNN),
is employed as an algorithm for developing ML models. Long Short-Term Memory (LSTM)
has feedback connections allowing for processing the time dependency between sequential
data that can address the long-term dependency of the data [51]. Unidirectional LSTM and
Bidirectional LSTM are common ML algorithms for analyzing time series such as sensory
data that have been adopted in many studies (e.g., [52-57]) for predicting building energy
performance. Most of the RNN algorithms (including Unidirectional LSTM) only process
the past data (one direction), while processing the future data as well as the past data of
a given point in the series (bidirectional) could be useful. Bi-LSTM has addressed this
shortcoming by using the history of previous hidden states in addition to the information
of the future hidden states and showed a better performance in predicting building energy
consumption comparing to Unidirectional LSTM [58]. Therefore, Bi-LSTM was selected as
a suitable ML algorithm in this study.

After training the first ML model, the created model is pushed to the Model Registry to
safely store the model. When any retraining procedure is triggered, the process of retraining
the ML model is performed by incorporating the newly generated DT data into the training
processes. Then, the Model Register as a central repository keeps all the versions of the ML
models with the proper version control for the deployment. It should be noted that prior
to incorporating new data in the retraining procedure, the data need to be processed and
cleaned through Databricks.

5.3. Implementation of the Model Deployment and Inference Module

In this module, first, the right version of the trained ML model is selected in Model
Register. Then, the selected model is deployed to ACI to perform inference tasks and
real-time predictions. A DT dashboard is also developed in the “model deployment and
interface” module. The inference from ACI deployment is sent to the DT dashboard to
visualize the sensor data as well as the prediction data versus the actual values of the energy
consumption. The user can navigate through the data by selecting various timeframes for
visualization.

For measuring the performance of the ML model, the accuracy of the model is calcu-
lated using the following formula:

‘ytrue — Ypred

Accuracy =100 x (1 —
maXx (]/true/ ypred)

1)

where yire represents the actual value and y,,.s represents the predicted value. This formula
calculates the closeness of the predicted value to the actual value while normalizing the
error based on the maximum of the two values. This performance metric could be more
useful than other formulas that have only actual values in the denominator because they
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return to a high or a negative number when the actual values are relatively small. For
instance, Mean Absolute Percentage Error (MAPE) is calculated as the following formula:

n N — .
MAPE — 1 Z |ytrue(z) Ypred(i) | % 100 )
n.,3 Ytrue(i)

where the actual values are in the denominator.
The calculated accuracy, as defined in Formula (1), is sent to the “monitoring and
maintenance module” for monitoring the ML model’s performance.

5.4. Implementation of the Monitoring and Maintenance Module

In the “monitoring and maintenance” module, the value of the accuracy of the ML
model is monitored, and the user can set a threshold for the accuracy, where, when the
accuracy declines below that threshold, an alert is generated through integration of Azure
Monitor and Azure Alert. Then, the alert is sent back to the “model deployment and
interface” module to display the alert on the dashboard to notify the user. In this case study,
an alert was set to trigger if the accuracy drops below 70%.

Following the alert, the user can investigate the root causes of the low ML model
performance through reviewing the data and operational conditions of the building. If
needed, retraining of the ML model is initiated by the user to adapt the ML model to the
changing conditions. The model is retrained in the “model development and training”
module and stored in the Model Registry. Then, the retrained ML model is deployed in
the “model deployment and inference module”. This process is repeated throughout the
lifecycle of the project.

6. Results

Training the ML model using the historical data on a container configured with
4 vCPUs and 32 GB of RAM, equivalent to the Azure VM size Standard_E4ds_v4 took
about 9 min. Throughout training, the learning curve of the ML model was monitored to
make sure that the training process is healthy. To this end, training loss, which refers to
the error the model makes on the data it learns from, and validation loss, which illustrates
the error that the model makes on unseen data, are monitored in each complete training
iteration, which is called an epoch. Figure 3 shows how the values of training loss and
validation loss changed over 36 epochs. As seen in this figure, the value of training loss
was significantly declined at the beginning, which indicates effective learning at the early
stage. This value continues to decline gradually, which shows that the model is fitting the
training data to achieve higher accuracy. On the other hand, the value of the validation
loss fluctuated throughout the training iterations, but the range of the fluctuation became
smaller, which indicates stabilization of validation loss over time. Analyzing the learning
curve confirms the healthy training process.

In this case study, 90 days (3 months) of DT data were streamed through Microsoft
Azure for energy consumption prediction. During the first 69 days of the prediction and
observation, the accuracy of the ML model ranged from 73% to 99%. However, on Day 70,
the accuracy declined to 63.9%. Figure 4 shows the value of actual energy consumption
versus the predicted value over 90 days.

When the significant decline in the accuracy of the ML model was detected on Day 70,
an alert was sent to the user to notify them about potential drift or anomaly in the model.
The user investigated the input data and the ML model to detect any potential anomaly
or error. The DT dashboard can help with this investigation by visualizing the input and
output data. Figure 5 shows a DT dashboard visualizing data for the input data of the ML
model (the four charts on the top) and the ML model prediction values versus the actual
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values (the chart on the bottom left). There is also an alert log in the dashboard showing
the history of the alerts received over the past days.

Learning Curve

—— Training Loss
0.300 1 === Validation Loss

0.275 A1
0.250 A
g 0.225 1
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Figure 3. Learning curve of training ML model using historical data.
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Figure 4. Actual versus predicted values of energy consumption in case study.

To diagnose the accuracy issue, the DT data were reviewed, and it was revealed that
there is a significant decline in the actual energy consumption from Day 70 to Day 74 as
shown in Figure 4. Investigating the root of this decline, it was revealed that the building
was shut down for major maintenance and the consumed energy was much lower than
anticipated under normal circumstances. Because of these temporary changes in energy
consumption, and an acceptable level of accuracy before and after this anomaly, it was
realized that there is no need for retraining the ML model.

This case study shows how the devised modules are scalable by handling an increasing
amount of DT data and adapting ML models when needed. The monitoring and mainte-
nance module is of great assistance in notifying users about any drift or anomaly in a timely
manner. In addition, the retraining process of ML models triggers only when needed.
The user is kept informed about the ML model’s performance and the changes in the
input and output data to be able to make the right decisions about initiating the retraining
process. These are the main advantages of the proposed framework, which significantly
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enhances the data scalability and model scalability of predictive ML models. This case
study demonstrated applicability and practicality of the proposed framework in leveraging
cloud computing to develop scalable ML models for predicting energy consumption of
buildings from DT data.
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Figure 5. A screenshot of the Digital Twin Dashboard for the case study.

7. Discussion

This study developed a cloud-based framework that could address both data scalabil-
ity and model scalability. This section evaluates the proposed framework by comparing it
with other existing studies.

One of the key characteristics of DT is the dynamic flow of data and providing feedback
and insight as new data are generated and processed using AI/ML. As discussed in the
Introduction Section, handling a large volume of DT data (data scalability) and adapting
ML to changes in data patterns (model scalability) are the underlying issues of most
existing studies attempting to use DT data for enhancing building energy performance.
The proposed framework addresses the data scalability by leveraging cloud computing and
addresses the model scalability by devising a novel monitoring and maintenance module to
address the model. Notably, by integrating multiple services from a single cloud platform
(i.e., Microsoft Azure), all the data processing and ML model training, retraining, and
execution are streamlined and handled seamlessly.

As per the discussion presented in the Literature Review Section, only [6] has at-
tempted to address both data scalability and model scalability. Therefore, ref. [6] is taken as
a basis for comparison with this study. Ref. [6] used Digital Twin data for the predictive
monitoring of CO, equivalent from existing buildings and contributed significantly to the
body of knowledge and practice by developing and implementing the Digital Twin of a



Architecture 2025, 5, 29

16 of 22

building in the real world. The key features of [6] are analyzed in comparison to those of
this study, as shown in Table 2.

Table 2. A comparison between [6] and this study.

Feature

[6]

This Study

Purpose

Data pipeline to transfer DT data to
ML models

Prediction module

Single cloud platform infrastructure
for integration of DT

Alert System

Drift/anomaly detection
Continuous monitoring of ML
model’s performance

Retraining ML models

User intervention in retraining

ML models

Number of retraining in 90 days of

DT development and IoT installation
and integration with DT

Yes, available

Yes, predicting carbon emission

Yes, Azure was used

Yes, alerts are given when sensor data
are not within an acceptable range
Not available

Not available
Yes, retraining every 15 days

No

6

Developing scalable ML models
predicting building energy
consumption from DT data

Yes, available
Yes, predicting energy consumption
Yes, Azure was used

Yes, alerts are given when accuracy
of ML models declines
Yes, available

Yes, available
Yes, retraining when needed

Yes

0

the case study

As seen in Table 2, the purpose of the studies are different: ref. [6] focused on IoT
installation and integration with DT for predicting carbon emission, and this study fo-
cuses on developing scalable ML models for predicting energy consumption from DT
data. However, both studies developed a cloud-based solution for creating data pipelines
and transferring DT data to ML models using Microsoft Azure. While both studies have
designed modules for retraining ML models and giving alerts, their processes and applica-
tions are different. Retraining ML models in [6] is undertaken every 15 days, and the alert
system is only for detecting anomalies in sensor data. The lack of continuous monitoring
of the ML model’s performance and retraining ML models in a fixed interval as proposed
by [6] can cause underperformance or inefficiency of ML models. Underperformance of ML
models occurs when the model performance declines as no alert is created, and ML models
may not be retrained in time. Therefore, in such situations, the ML models are retrained
later than when needed. Inefficiency of ML models occurs when the performance stays at
an acceptable level and retraining the models at a set interval causes extra computational
time and cost for unnecessarily retraining the models. For instance, in this case study, the
model is retrained 6 times over 90 days while no training was required, as per the proposed
framework. This study has addressed this drawback by incorporating the monitoring
and maintenance module in the workflow. This module undertakes an important task
of detecting the degradation of ML models by identifying drifts or anomalies. When the
accuracy of ML models declines below an acceptable level, an alert is generated to notify
the user about it, and the ML model is retrained only when needed. Selecting a suitable
performance measure for monitoring and setting a suitable threshold for triggering an
alert are important factors influencing the effectiveness of the monitoring and maintenance
module. As mentioned in Section 5.3, the accuracy, which is defined by Formula (1), is
tracked in this study for evaluating the performance of the ML models. Figure 6 shows
the values of the accuracy in the case study. MAPE, which is defined by Formula (2), is
another performance measure that has been widely used to evaluate the performance of
ML models. The values of MAPE in the case study are shown in Figure 7. In the case that
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Yirue is larger than y,4, the defined accuracy equals 1-MAPE. In this case, MAPE > 30%
represents Accuracy < 70%. However, when v, is smaller than Ypreds this relationship does
not exist, and 1-MAPE returns smaller values than the defined accuracy. If MAPE is selected
for evaluating the ML model’s performance, and the threshold sets for MAPE > 30%, the
alert is triggered for days 3, 4, 10, 11, and 75 while the accuracy is below 70% on those
days. Therefore, normalizing the error in the defined accuracy reduces the number of
alerts compared to MAPE in this case study. Further investigation could be undertaken to
experiment with different ML model performance measures and assess their impact on the
effectiveness of the monitoring and maintenance module.
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Figure 6. Accuracy of energy consumption prediction in case study over 90 days.
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Figure 7. MAPE of energy consumption prediction in case study over 90 days.
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In addition, setting a suitable threshold can impact the effectiveness of the monitoring
and maintenance module. In this case study, 70% was set as a threshold for accuracy and
five alerts were triggered on days 70 to 74. If the threshold is set at 75%, additional alerts are
triggered on days 4, 10, 75, 76, and 90. In this study, the threshold was selected subjectively
based on the accuracy in the training dataset. Further statistical analysis is required to find
a suitable threshold for triggering alerts.

In the process of decision making on model retraining, the user intervention is required,
which can enhance reliability of the decisions. Some examples of root causes of drift or
anomaly include the following;:

e  Significant changes to the building occupant behavior affecting energy efficiency of the
buildings (e.g., significant changes to the number of occupants, or building shutdown
due to major maintenance) that affect energy consumption.

e  Malfunction of IoT devices that affect reading their data.

e  Significant changes to the physics of the buildings that can affect the energy efficiency
of the buildings and ultimately energy consumption.

The case study is an example of significant change to building occupant behavior.
This example illustrates the advantage of continuously monitoring ML models and pro-
viding timely feedback to the user about any drift and anomaly. The devised continuous
monitoring and feedback loop in the proposed framework can help detect any drift or
anomaly in a timely manner, and the ML models are adapted to the changes while the
unnecessary retraining of ML models is prevented. Ultimately, the proposed framework
can enhance the reliability of the data-driven models, in terms of accuracy, and promote
their applications in predicting building energy consumption. More accurate prediction
of energy consumption can help practitioners make timely adjustments to their building
operation strategies, leading to potential building energy savings and more thermal comfort
for building occupants.

8. Conclusions

This study proposed a framework for deploying cloud computing to develop scalable
ML models for building energy performance prediction from DT data. The dynamic nature
of building energy and increasing volumes of DT data impose challenges for model scala-
bility and data scalability of the ML models, respectively. To address these challenges, DSR
method was used to develop the framework, and Microsoft Azure was used as a cloud plat-
form integrating several modules proposed in this framework. The proposed framework
was tested and evaluated in a case study to demonstrate its practicality and applicability.
The result of the case study showed that the devised monitoring and maintenance mod-
ule in the framework plays a pivotal role in providing continuous feedback about model
performance and addressing model scalability. This feedback and retraining the models
can enhance the reliability of the data-driven models by maintaining the accuracy of the
models above an acceptable threshold. The alerts generated for detected drift or anomaly
and the real-time data visualized on the DT dashboard enable the user to make informed
decisions about retraining ML models. In the case study, it was observed that over 90 days
of monitoring the ML model’s performance, the accuracy declined below the set threshold
on a few days, and our model could timely detect data drift. However, retaining of the ML
model did not trigger as it was recognized that the data drift occurred due to a temporary
change to the occupant behavior. Therefore, there was no need for retraining the ML model,
and the proposed framework could help avoid unnecessary retraining of the model and the
associated computational costs. In addition, streamlining data processing by integrating
multiple services on a single cloud platform could enhance the data scalability of the ML
models handling an increasing amount of data.
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The main contribution of this research is addressing both data scalability and model

scalability that will help researchers in the following ways:

Handling an increasing volume of DT data for predicting the energy consumption of
buildings by leveraging cloud computing and developing a seamless data pipeline on
a single cloud platform, and

Adapting ML models to evolving patterns and changes in data only when needed (not
too early, which increases the computational time and cost, and not too late, which
causes degradation of the ML models) by continuously monitoring the performance
of the models.

The proposed framework can advance the adoption of cloud-based approaches in creat-

ing more scalable ML models using the DT data of buildings, particularly for predicting the

energy consumption of buildings. This can further contribute to broader decarbonization

strategies by enabling scalable monitoring of energy use.

The study was undertaken with some assumptions and limitations that can be ad-

dressed in future research as follows:

The proposed framework was tested and validated for a case study of a commercial
building in London. Further tests and validations for other building types (e.g., residen-
tial buildings) on different climate conditions are required to generalize the framework.
The main assumption of this study is that the DT of buildings is already in place
because this study focuses on enhancing the scalability of ML models. Therefore,
the development of DT (e.g., installing IoT devices, connecting them to the network,
etc.) was not within the scope of this study. Future work can extend the proposed
framework to include DT development in the processes. In addition, the integration
of the proposed framework into building management systems (BMS) can be studied
in future to further promote its application in practice.

In this study, Microsoft Azure as one of the most common cloud platforms was utilized
since it has the required services for cloud-based Digital Twin and machine learning
such as Azure Digital Twins and Azure ML. Amazon AWS also has similar services
that could be utilized and tested for comparison in future studies. For instance,
AWS JoT TwinMaker, Amazon S3, Amazon SageMaker, SageMaker Registry, and
SageMaker Endpoint (or AWS Fargate) have similar functionality as Azure Digital
Twins, Azure Databricks, Azure ML, Azure Registry, and ACI, respectively. Following
the conceptual model presented in Figure 1 and adjusting the proposed framework
to replace Azure services by equivalent AWS services could help future research to
develop a similar framework with AWS.

Creating an initial ML model requires enough historical DT data that may not be
available in some cases. Future research could investigate the possibility of deploying
advanced approaches for developing ML models even with limited DT data.

In the Discussion Section, different scenarios that can cause data drift in ML models
were described. In this study, only one scenario, i.e., changes in occupant behavior, was
considered. Future studies can experiment with other drift scenarios to demonstrate
the effectiveness of the proposed framework in various operational conditions.

This study used a fixed accuracy threshold for detecting drift. This method needs
further investigation to avoid subjectivity in setting the threshold. Also, other drift
detection methods, as described in Section 4.4, can be tested in future research to
evaluate their effectiveness in the proposed framework.

For developing ML models in this study, Bi-LSTM was used as one of the common
algorithms for predicting the energy performance of buildings. While the proposed
framework is independent of the ML algorithm’s type, other algorithms could be
tested, and their performances are evaluated in future studies.
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