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Abstract

Frequency-hopping spread spectrum (FHSS) information and communication systems are
widely used to enhance the resilience of wireless networks to interference. The effectiveness
of traditional algorithms is significantly reduced in the presence of active and intelligent
jammers. The aim of this manuscript is to develop an adaptive FHSS algorithm based on
statistical learning of frequency-channel quality and to analyze its effectiveness compared
with existing algorithms. A software simulator has been developed that implements six
FHSS algorithms, four intentional jamming models, and one baseline noise condition, and
provides statistical evaluation based on sequential packet-level simulation, including bit
error rate, error vector magnitude, normalized throughput, computational complexity,
and resource assessment. The software-implemented adaptive algorithm delivered the
best results among all those studied, achieving the highest overall performance metric.
Compared with a system without FHSS, a 64.43% reduction in the bit error rate, 22.80%
increase in throughput and 60.71% reduction in the error vector magnitude were achieved.
The results obtained confirm the feasibility of using adaptive statistical frequency channel
selection to improve the interference resilience of FHSS systems. Promising areas for further
research include the modeling of intelligent jammers and the experimental verification of
the implemented algorithm on computing platforms with limited resources.

Keywords: frequency hopping; anti-jamming communications; wireless system; statistical
channel learning; software; spectrum adaptation

1. Introduction
At present, there is dynamic growth in the number of wireless communication systems.

These systems form the information and communications infrastructure for a significant
number of technical devices, such as autonomous robotic platforms, unmanned aerial
vehicles, Internet of Things systems, and others. This, in turn, significantly increases
the demands placed on the resilience of information transmission channels in the face
of deliberate electronic jamming. One of the most widespread and dangerous threats
to wireless information and communication networks is active jamming. Indeed, such
radio-electronic jamming can significantly reduce throughput, increase the probability of
packet loss, and disrupt the functioning of systems as a whole [1–3]. Consequently, the
development and implementation of effective methods to counter deliberate jamming are
among the main areas of current research in protecting information and communication
systems and networks [4].
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A method for ensuring interference-resistant communication that has become widely
used in modern practice is FHSS [4,5]. This method is based on periodically varying
the operating frequency according to a defined hopping sequence. However, despite
extensive global experience in the application of FHSS, modern electronic warfare systems
are increasingly utilizing adaptive and intelligent algorithms capable of analyzing hopping
patterns and predicting future transmission frequencies [4,6]. Recent scientific and applied
research shows that a significant number of modifications to the FHSS have been proposed
to date. In particular, relevant scientific studies have focused on the use of multi-sequential
frequency hopping [7], the optimization of FHSS index modulation [8], the increase in
throughput of frequency-hopping systems [9], and the application of reinforcement [10,11]
and deep [12] learning algorithms. A separate area of research involves the use of quantum
random number generators (QRNGs). This approach allows the generation of practically
unpredictable frequency-hopping sequences, thereby enhancing the cryptographic security
of FHSS systems [13].

Along with the development of FHSS, models of intentional jamming are also being
actively modernized. In addition to traditional (narrowband and broadband) jamming,
reactive jamming is attracting considerable attention from researchers. Devices that gen-
erate reactive interference begin emitting it almost instantly upon detecting the useful
signal. Such models are considerably more dangerous because they consume virtually
no energy in standby mode and can precisely focus their interference on active transmis-
sion channels [14,15]. It is also worth noting that intelligent jamming systems have been
the subject of intensive research in recent times. Such systems predominantly use deep
learning and reinforcement learning methods to adapt their own strategy for suppressing
wireless networks [16,17].

Much current scientific research and practical development also focuses on using
artificial intelligence algorithms to improve the interference resilience of wireless systems.
The application of reinforcement learning enables the dynamic adaptation of transmission
parameters based on the current state of the radio channel, the history of interference
sources, and accumulated statistics on frequency usage [6,11,12]. Similar approaches to
optimizing technical and functional modes are actively used in satellite-ground infor-
mation and communication systems [18] and reconfigurable intelligent surface-assisted
telecommunication systems [19].

Recent studies, therefore, increasingly emphasize adaptive decision-making, intelli-
gent spectrum management, and environment-aware communication strategies as impor-
tant directions for improving the resilience of wireless communication. These developments
highlight the transition from predefined transmission strategies toward methods that can
exploit information about the current communication and interference environment.

A particular area of research that warrants attention in this article is the comparison
of FHSS algorithms and the evaluation of their effectiveness in various scenarios involv-
ing intentional interference, using computer modeling techniques. Such research enables
an objective analysis of the advantages of different FHSS strategies in the early stages
of designing wireless information and communication systems, and allows for repeated
replication of the computerized experiment. For example, in [9], the authors propose a
method to increase the throughput of FHSS systems by statistically analyzing the bit error
rate (BER) and interference resilience. Such an approach has confirmed the validity of
using modeling as the primary tool for evaluating the effectiveness of FHSS algorithms. At
the same time, recent research increasingly uses adaptive methods for selecting frequency
channels. In particular, the scientific work [20] proposes a frequency-hopping algorithm
utilizing reinforcement learning. This research applies modeling methods to formulate a
channel selection strategy based on the current state of the interference environment. A
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similar line of research is presented in [21], where adaptive frequency hopping is imple-
mented using an algorithm that estimates the interference environment, thereby enhancing
the effectiveness of FHSS under variable operating conditions. Furthermore, a significant
number of contemporary scientific studies consider FHSS not only as a means of countering
radio-electronic interference, but also as a subject of adaptive analysis and classification [22].
This indicates that a promising direction for the development of FHSS is the combination
of classical frequency-hopping algorithms with adaptive decision-making mechanisms and
software-oriented modeling [5,23]. This allows their effectiveness to be assessed across a
wide range of scenarios involving intentional interference.

Recent studies increasingly employ reinforcement and deep learning to adapt
frequency-hopping strategies to changing interference conditions. The authors of [24]
formulated radar anti-jamming frequency hopping as a Markov decision process and used
reinforcement learning to adapt the frequency-hopping interval according to the jamming
environment. The authors of [25] further considered a two-dimensional action space in-
volving transmission frequency and power and developed a deep reinforcement learning
approach for anti-jamming frequency-hopping communications. These approaches demon-
strate the effectiveness of learning-based adaptation, particularly in dynamic and partially
unknown interference environments. However, they generally introduce additional require-
ments for model training, state representation, reward design, neural network inference, or
iterative learning, which may increase implementation complexity and computational cost.

Alternative approaches focus on increasing the unpredictability and security of
frequency-hopping sequences. Chaotic frequency-hopping methods have been inves-
tigated for anti-jamming wireless and UAV communications, exploiting the sensitivity
and pseudo-randomness of chaotic maps to make hopping sequences less predictable [26].
More broadly, biologically inspired and machine-learning-based methods have been in-
vestigated to improve the covert and secure characteristics of wireless communication
systems [27,28]. These studies demonstrate that increasing sequence unpredictability or
incorporating intelligent signal-processing mechanisms can provide important security
benefits. Nevertheless, sequence-generation mechanisms alone do not necessarily provide
adaptive responses to the current interference state of individual frequency channels.

Considering the significant number of studies devoted to FHSS systems, the analysis
of relevant scientific publications confirms the need for further research on developing
approaches for the comprehensive evaluation of various FHSS algorithms across different
operational scenarios. This conclusion is based on the fact that most authors analyze a
limited number of algorithms for a specific type of interference within a restricted range of
signal-to-noise ratios (SNR). This makes it difficult to objectively compare the effectiveness
of different frequency-hopping methods under reproducible operating scenarios. How-
ever, a unified and reproducible comparison of conventional, stochastic, deterministic,
chaotic, quantum-like, and lightweight adaptive FHSS mechanisms under the same set of
interference conditions remains insufficiently addressed.

Models of electronic warfare jamming require further attention. This is because most
published works use additive white Gaussian noise (AWGN) or a single type of deliberate
jamming. Most real-world electronic warfare systems combine broadband, narrowband,
and reactive jamming mechanisms. Consequently, the known results require further
investigation when implemented across a wide range of practical application scenarios.

Particular attention should be paid to adaptive FHSS algorithms. The vast majority
of modern approaches utilize deep learning or reinforcement learning, which are charac-
terized by high computational complexity and lengthy training. For real-world wireless
devices with limited computational resources, such solutions can be difficult to integrate
into software. Therefore, the search for algorithms that combine ease of implementation,

https://doi.org/10.3390/network6030079

https://doi.org/10.3390/network6030079


Network 2026, 6, 79 4 of 31

reduced implementation and training requirements, and adaptability to changes in the
interference environment remains a priority.

An analysis of the existing literature also shows that FHSS algorithms are most often
evaluated solely on traditional metrics such as BER or throughput. At the same time, error
vector magnitude (EVM) characteristics and frequency channel utilization statistics are
considered far less frequently. It is precisely the comprehensive use of such criteria that
allows for a more objective assessment of the effectiveness of FHSS algorithms, not only in
terms of noise immunity but also in terms of the predictability of their operation.

The results of the comparative analysis of representative FHSS and anti-jamming
approaches, along with the identification of research gaps, considering the need for a com-
prehensive comparison of existing approaches and the proposed adaptive algorithm within
a unified software environment, taking into account reduced computational requirements
for model training and deployment, are presented in Table 1.

Table 1. Comparative analysis of representative FHSS and anti-jamming approaches and identification
of research gaps in relation to the aim and objectives of this article.

Main Methodology Learning and/or Training
Requirements

Main
Metrics

Identified
Research Gap

Approach to
Addressing Reference

Reinforcement
learning against
reactive jammers

Reinforcement learning
training and reward

Throughput and
anti-jamming
performance

Focused on only reactive
jammer and

learning-based strategy

Multiple jammer types
evaluated under

identical conditions
[6]

Deep and
reinforcement
learning-based

hopping strategy

Reinforcement learning
and deep Q-learning

Anti-jamming
communication

performance

Requires training and
neural-network inference

Online statistical
adaptation without

model training
[20]

Interference sensing
for adaptive FHSS

Spectrum/interference
estimation

Detection and
adaptive FHSS
performance

Focus on interference
sensing rather than

unified comparison of
FHSS algorithms

Joint channel-quality
adaptation and

comparative evaluation
[21]

Reinforcement
learning-based
adaptive FHSS

interval

Reinforcement training
and reward formulation

Anti-jamming
performance,

interception and
integration efficiency

Training-based
adaptation and
radar-specific
formulation

Lightweight online
statistical channel-quality

learning without
offline training

[24]

Deep learning with a
dual-action network

Deep learning training
and inference

Throughput, energy,
switching overhead

Higher model and
computational

complexity

Statistical channel
adaptation with a

substantially simpler
learning architecture

[25]

Chaotic frequency
hopping

No machine
learning training

Communication and
security performance

Improves sequence
unpredictability but does

not explicitly learn
channel quality

Adaptive statistical
channel-quality

estimation
[26]

Review of
biologically inspired

covert
communication

Not applicable
Covert

communication
characteristics

Focuses on a review of
covert acoustic
communication

Unified FHSS
anti-jamming simulation

for wireless
communication

[27]

The comparative analysis presented in Table 1 reveals several unresolved issues re-
garding the article’s aim and objectives. First, learning-based adaptive FHSS approaches
provide powerful mechanisms for responding to dynamic interference but generally re-
quire model training, reward design, or neural-network inference. Second, chaotic and
quantum-based hopping algorithms improve the unpredictability of the hopping sequence
but do not necessarily provide channel-state adaptation based on transmission feedback.
Third, many existing studies evaluate a specific FHSS mechanism against a limited set of
jammers, making direct comparisons between different hopping strategies difficult. Finally,
computational complexity and signal-quality indicators, such as EVM, are less frequently
considered alongside BER and throughput. These identified research gaps motivate the
development of a lightweight adaptive mechanism and its evaluation within a unified
simulation framework.
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A distinctive feature of the approach proposed and implemented in this article is
the formalization and software implementation of six different FHSS algorithms: con-
ventional fixed-frequency transmission (NoFHSS), random frequency-hopping spread
spectrum (RandomFHSS), linear feedback shift register-based frequency-hopping spread
spectrum (LFSRFHSS), chaotic frequency-hopping spread spectrum based on the tent
map (ChaoticFHSS), quantum random number generator-based frequency hopping spread
spectrum (QRNGFHSS) and adaptive frequency hopping spread spectrum with statistical
channel learning (AdaptiveFHSS).

Another important contribution of this work is the formalization and software imple-
mentation of a comprehensive set of jamming models, which includes AWGN, narrowband,
broadband, reactive and combined jammers. The combined interference model integrates
broadband, narrowband and reactive interference mechanisms, enabling the simulation of
more realistic operational scenarios for electronic warfare systems.

Unlike most well-known studies, the performance of the algorithms is evaluated
through a comprehensive statistical experiment that covers various types of interference,
several SNR levels, and 200 sequential packet-level observations for each parameter combi-
nation. In addition to the traditional metrics of BER, throughput, and EVM, the statistical
characteristics of frequency-hopping algorithms are also analyzed, in particular, compu-
tational and memory requirements and the ranking of algorithms according to integral
performance metrics.

Accordingly, the main contributions of this study are a unified software-based sim-
ulation framework for the reproducible comparison of six FHSS algorithms; an online
AdaptiveFHSS mechanism based on statistical channel-quality learning without offline
training; a unified set of AWGN, narrowband, broadband, reactive and combined jamming
models; a comprehensive evaluation based on BER, throughput, EVM and frequency-
channel utilization under identical simulation conditions.

So, the main aim of this article is to conduct a comprehensive comparative analysis of
FHSS algorithms to ensure interference-resistant wireless communication across various in-
tentional interference models, using a unified sequential packet-level computer simulation
environment. The article compares the NoFHSS, RandomFHSS, LFSRFHSS, ChaoticFHSS,
QRNGFHSS and AdaptiveFHSS algorithms under identical operating conditions, and their
performance is evaluated in terms of BER, throughput and EVM for AWGN, narrowband,
broadband, reactive and combined jammer models.

In contrast to training-based adaptive FHSS approaches, the proposed AdaptiveFHSS
does not rely on an offline dataset, a neural network model, or a separately trained pre-
dictive mechanism. Instead, it performs online statistical estimation of frequency-channel
quality from transmission feedback and combines the exploitation of high-quality channels
with controlled random exploration.

The remainder of the article is organized as follows. Section 2 describes the FHSS algo-
rithms considered, mathematical models, jamming scenarios, and the evaluation methodol-
ogy. Section 3 presents the simulation results and comparative analysis. Section 4 discusses
the main findings, limitations, and directions for further research. Finally, Section 5 sum-
marizes the main conclusions of the study.

2. Materials and Methods
2.1. Simulation Framework

The computer experiments conducted as part of the research were performed within a
single modeling software environment written in Python 3.12.13. The following libraries
were used in the software’s implementation: math, random, numpy==2.0.2, pandas==2.2.2,
matplotlib==3.10.0. The model architecture is designed to ensure uniform evaluation
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conditions across all investigated FHSS algorithms, regardless of interference type. Each
experiment simulates the complete transmission cycle of a single data packet from the
transmitter to the receiver, passing through all stages of the wireless communication
system sequentially.

The structure of a single computer experiment is shown in Figure 1. At the beginning
of each iteration, a new data packet consisting of random bits of a fixed length (4096 bits
by default) is generated. The data packet is then modulated using quadrature phase-
shift keying (QPSK). Next, a signal propagation environment is established, in which
information is accumulated regarding the utilization of frequency channels, transmission
results and the impact of intentional interference. Once the frequency-hopping sequence
has been generated by the FHSS algorithm, the transmitted signal is formed and then the
corresponding jamming model is applied. At the receiving side, the signal is demodulated
and transmission quality metrics are calculated. The results are then used to update the
statistics of the adaptive algorithm and the channel model.

Figure 1. A detailed flowchart of a single computer experiment.

To ensure systematic evaluation of the investigated scenarios, a sequential packet-level
simulation approach was used [29]. The space of computer experiments was defined taking
into account the possibility of generating all possible combinations of the FHSS algorithm,
the type of jammer, the SNR and the number of sequential packet-level observations. The
study utilized six frequency-hopping algorithms (NoFHSS, RandomFHSS, LFSRFHSS,
ChaoticFHSS, QRNGFHSS, and AdaptiveFHSS), four intentional jamming models and one
baseline noise condition (AWGN, narrowband, broadband, reactive and combined jammer),
and six SNR levels ranging from −5 dB to 20 dB in 5 dB steps. The SNR values were used as
channel-model parameters for determining the variance of the AWGN component added to
the received complex signal. Thus, SNR represents the signal-to-noise ratio assumed for the
communication channel and is applied consistently across all investigated FHSS algorithms.
For each parameter combination, 200 sequential packet-level runs were performed, with
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the adaptive algorithm and channel environment retaining their state between successive
packets. Thus, the total number of packet-level simulation runs amounted to 36,000.

Unlike a conventional Monte Carlo scheme based on statistically independent rep-
etitions, the present model employs a persistent learning mechanism. For each series of
experiments, a single instance of the FHSS algorithm and a single instance of the envi-
ronment model are created, which retain the accumulated statistics between individual
packets [30]. Therefore, the 200 runs within each parameter combination should be in-
terpreted as sequential observations from a persistent simulation trajectory rather than
as fully independent statistical replicates. As a result, the adaptive algorithm gradually
forms estimates of the quality of the frequency channels and utilizes them when generating
subsequent frequency-hopping sequences, as illustrated in Figure 2.

Figure 2. A flowchart of the sequential packet-level simulation cycle incorporating a persistent
learning approach.
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Thus, once the transmission of each packet is complete, the reception results are used
to update the medium statistics and the adaptive algorithm in accordance with (1):

Sk+1 = f (Sk, Rk), (1)

where Sk+1 is the updated state of the modeled environment; Sk is the current state of
the modeled environment; Rk is the result of transmitting the kth data packet; f (·) is the
statistics update function.

For AdaptiveFHSS, the update function f (Sk, Rk) corresponds to the channel-quality
update procedure described in Section 2.3, where the transmission outcome Rk is used to
update the quality estimate of the selected channel. The resulting quality estimates are then
used by the adaptive selection procedure in subsequent hopping cycles.

So, the approach employed, as set out in (1), enables the accumulation of experience
by an adaptive algorithm to be modeled during the system’s long-term operation.

2.2. Infocommunication System Model

A model of a digital wireless communication system using FHSS was proposed and
implemented in this article. The overall system architecture comprises a data sequence
generator, a digital modulator, an FHSS transmitter, a transmission channel model, a noise
generator, an FHSS receiver, a demodulator and a transmission quality assessment unit. A
generalized view of the software-implemented system model is shown in Figure 3.

Figure 3. A block diagram of a software-implemented infocommunication system.

When performing computer experiments, data packets of equal length were used,
which ensured the accuracy of the comparative evaluation of FHSS algorithms. In accor-
dance with the model’s basic configuration, each packet contains 4096 data bits. Following
QPSK modulation, each complex symbol corresponds to two bits of information (the order
of quadrature phase shift keying is 4). Thus, the number of complex symbols in a packet
was 2048. Information is transmitted using frequency hopping. Based on the adopted
model parameters, each frequency hop corresponds to 16 QPSK symbols. Therefore, the
total number of frequency hops per packet is 128. These parameters remained constant for
all investigated algorithms and all simulation scenarios. However, they can be adapted
to the conditions of specific practical applications by adjusting the numerical values of
relevant variables.

QPSK was used for digital data transmission, enabling two information bits to be
represented by a single complex symbol. To verify the correct implementation of the physi-
cal layer, both the time-domain waveforms of the in-phase and quadrature components
and the frequency-domain spectrum of the QPSK baseband signal were analyzed. The
corresponding results are presented in Figures 4 and 5, respectively.
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Figure 4. A fragment (the first 100 symbols of a data packet) of a QPSK baseband signal.

Figure 5. Frequency-domain spectrum of the QPSK baseband signal.

A preliminary spectral analysis confirms that the composite reference signal has been
correctly formed and that there are no unwanted spectral components that could distort
the results of the jamming simulator modeling.

Following digital modulation, the resulting sequence of symbols is transmitted using
a frequency-hopping approach. In this case, the software-implemented structure of a single
packet is described by the following logical sequence:

si = {s1, s2, . . . , s2048} → Hj = {h1, h2, . . . , h128} → Segmentsk = {Segm1, Segm2, . . . , Segm128}, (2)

where si is a formed sequence of complex symbols; Hj is a generated hopping sequence;
Segmentsk are individual signal segments transmitted at the corresponding frequencies.

A specialized software class has been created to model the transmission process. This
class implements the interface between the FHSS algorithm and the jamming models.
The main functions are accumulating usage statistics for each frequency channel; storing
information about channels affected by interference; generating a quality estimate for
each channel; and providing an adaptive channel-quality estimation mechanism for the
adaptive FHSS algorithm. A quality estimate Qi is maintained for each frequency channel
and updated based on transmission feedback. The specific update and channel-selection
procedures implemented in AdaptiveFHSS are described in Section 2.3.

Consequently, the block diagram shown in Figure 3 was translated into a software
model based on the following formalized description. The general form of the signal
transmission model is as follows:

RS = ISM(H(M(b))), (3)
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where RS is the received symbol; ISM is the formalized model of the jammer; H is the
formalized frequency-hopping procedure in accordance with the selected FHSS algorithm;
M is the formalized QPSK modulation procedure; b is the information bit sequence.

After reception, the inverse transformation is carried out:

b̂ = D(RS), (4)

where b̂ is the result of the inverse transformation of the bit sequence; D is the formalized
procedure for demodulation and reconstruction; RS is the received symbol.

Thus, the results of executing the formalized procedures (3) and (4) provide the
mathematical basis for the software implementation of the information and communication
system’s functional principles under investigation. The resulting bit sequences are used to
compute metrics that comprehensively characterize the quality of the FHSS algorithms.

2.3. Implemented FHSS Algorithms

This article is devoted to a comparative analysis of six frequency-hopping algorithms
(NoFHSS, RandomFHSS, LFSRFHSS, ChaoticFHSS, QRNGFHSS and AdaptiveFHSS),
which differ in the way they generate the hopping sequence. All algorithms use the same
digital communication system model, the same QPSK modulation, the same packet size and
operate under the same conditions of intentional interference (see Figure 3). This ensures an
objective comparison of their performance. Figure 6 shows examples of frequency-hopping
sequences generated by all investigated FHSS algorithms.

Figure 6. Frequency hopping sequences of implemented FHSS algorithms.

It can be seen that RandomFHSS, QRNGFHSS and AdaptiveFHSS ensure an almost
uniform utilization of the available channels. LFSRFHSS generates a deterministic pseudo-
random sequence, whilst ChaoticFHSS uses the tent map chaotic mapping.

The NoFHSS algorithm is used as a baseline model for comparison. The entire data
packet is transmitted over a single fixed-frequency channel without any hopping. In this
case, the formalized description of the NoFHSS algorithm is as follows:

hi = h0, ∀i, (5)
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where hi is the frequency-hopping sequence; h0 is the constant data transmission channel.
This NoFHSS scheme, described by (5), is most vulnerable to narrowband and reactive

jammers. This is because the entire data packet is transmitted on a single fixed frequency.
The implemented RandomFHSS algorithm generates a hopping sequence by indepen-

dently selecting each subsequent frequency channel at random. In this case, the formal
description of the RandomFHSS algorithm is as follows:

hi ∼ U(0, Nc − 1), (6)

where hi is the frequency hopping sequence; U is the uniform discrete distribution function;
Nc is the number of available frequency channels.

This implementation of the RandomFHSS algorithm, as described in (6), does not
use information from previous transmissions and does not accumulate statistics on
channel usage.

The LFSRFHSS algorithm, which was implemented in software in this study, is for-
malized by the following equations:

xk+n = ⊕
i∈T

xk+i,;

hi = xi mod Nc
(7)

where xk+n is the new register state; T is the feedback taps; ⊕ is the XOR logical operation;
hi is the frequency-hopping sequence; Nc is the number of available frequency channels.

This approach, based on (7), ensures a high rate of pseudo-random sequence genera-
tion. However, because they are deterministic, they can be partially predicted.

The implemented ChaoticFHSS algorithm uses a chaotic tent map. This article employs
an approach based on iterative comparison:

xk+1 =

2xk, xk < 0.5

2(1 − xk), xk ≥ 0.5
, (8)

where xk is the current value of the system state; xk+1 is the next value of the system state; k
is the iteration number.

Consequently, the frequency channel number is defined as:

hi = xi Nc, (9)

where hi is the sequence of frequency hopping; xi is the sequence of system states; Nc is the
number of available frequency channels.

Thus, the chaotic mapping using (8) and (9) ensures sufficient sensitivity to the initial
conditions and a complex structure of the hopping sequence.

In implementing the QRNGFHSS algorithm, a quantum random number generator
simulation was used to generate independent, equally probable channel numbers. In the
software simulator, QRNGFHSS is implemented as a deterministic quantum-like entropy
model rather than a physical quantum random number generator. The generated sequence
is used solely as a source of hopping indices and does not represent measurements from
a physical quantum random source. No dedicated statistical randomness testing was
performed on the generated sequence, as the purpose of QRNGFHSS in this study is to
provide a software-level reference for evaluating the effect of the hopping sequence on
anti-interference performance. This approach made it possible to simulate the statistical
properties of quantum random sequences without the need to use external quantum
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services. In this case, the formalized description of the channel number determination
process is as follows:

hi = qi mod Nc, (10)

where hi is the frequency-hopping sequence; qi is an independent random number gener-
ated by the quantum generator emulator; Nc is the number of available frequency channels.

Unlike the LFSRFHSS implementation, sequence (10) lacks a deterministic structure
and is difficult to predict.

The AdaptiveFHSS algorithm implemented in this article utilizes statistical estimation
of frequency channel quality. A similar principle of adaptive channel selection, based on
accumulated information about the spectrum state, is widely used in modern intelligent
anti-jamming methods [31,32]. In contrast to these, the proposed implementation employs
a simplified statistical mechanism for channel estimation that does not require offline model
training or a separately trained predictive model. This approach has been chosen based
on the potential for applying the research results to devices with limited computational
resources. In the proposed implementation, upon completion of the transmission of each
data packet, estimates (Qi) are generated that characterize the reliability of each frequency
channel. When generating the next hopping sequence, priority is given to channels with
higher indicator values (Qi). The channel-quality estimates are subsequently used in the
adaptive channel-selection procedure described by (11)–(14).

After each packet is transmitted, the channel estimates are updated based on
the transmission success statistics, thereby implementing a mechanism for continuous
statistical learning.

The main AdaptiveFHSS parameters were held constant across all experiments to
ensure a consistent comparison between the investigated hopping algorithms. The initial
channel-quality value was set to 1, ensuring identical initial conditions across all channels
and preventing any channel from being preferred before transmission feedback accumu-
lates. The successful-hop reward was set to 0.15, providing a moderate increase in the
estimated quality after a successful transmission. The unsuccessful-hop penalty was set
to 0.55, introducing a substantially stronger response to unsuccessful transmissions and
enabling rapid suppression of degraded channels. The forgetting factor was set to 0.998,
allowing previously accumulated channel information to be retained while remaining
responsive to gradual changes in channel conditions. The exploration probability was set
to 0.05, maintaining occasional random channel selection while keeping the main selection
process driven by the learned channel-quality estimates. The quality-score bounds were
defined as Qmin = 0.05 and Qmax = 10 to prevent the estimates from becoming numerically
negligible or excessively dominant. The environment-based and internal quality estimates
were weighted by 0.7 and 0.3, respectively, giving greater importance to accumulated
transmission feedback while retaining the contribution of the algorithm’s internal channel
score. After a channel is selected, its temporary weight is reduced by a factor of 0.85 to limit
repeated selection of the same channel within the same hopping sequence and to maintain
frequency diversity. The value 0.85 was empirically selected as a moderate penalty that
discourages consecutive channel reuse without excessively suppressing channels with
persistently high quality.

A hop is considered successful if all bits transmitted during the hop are correctly
recovered, i.e., if no bit errors occur within that hop; otherwise, the hop is considered
unsuccessful. For channel i, the internal quality score is updated according to:

Qk+1
i =

 min
(

Qk
i + r, Qmax

)
, if the hop is successful,

max
(
(1 − p)Qk

i , Qmin

)
, otherwise;

, (11)
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where r is the successful-hop reward; p is the unsuccessful-hop penalty; Qmin, Qmax are the
quality-score bounds.

In addition to the internal algorithm score, the selection procedure uses an environment-
based channel-quality estimate. For channel i, this estimate is calculated from accumulated
successful and unsuccessful transmissions as:

Ei =
Si

Si + Ji + ε
, (12)

where Si is the number of successful observations; Ji is the number of unsuccessful observa-
tions; ε = 10−9 is a constant to prevent division by zero.

The final selection score is obtained by combining the environment and internal
channel-quality estimates:

Wi = 0.7Ei + 0.3Qi, (13)

The selection of numerical values for the weighting coefficients is described above.
However, these may be modified in the program code depending on the specific conditions
of practical applications.

With probability 0.05, the algorithm performs random exploration by selecting a
channel uniformly from the available set. Otherwise, the next channel is sampled proba-
bilistically according to:

Pi =
Wi

Nc
∑

j=1
Wj

, (14)

where Pi is the probability of selecting the ith frequency channel for the next hop; Wi is
the current weighted quality score of the ith frequency channel; Wj is the weighted quality
score of the jth frequency channel; i is the index of the channel for which the selection
probability is being calculated; j is the channel index used in the summation; Nc is the
number of available frequency channels.

Therefore, AdaptiveFHSS implements an explicit exploration–exploitation mechanism
rather than deterministic selection of the channel with the maximum score. When several
channels have identical scores, no deterministic tie-breaking rule is applied. Their equal
weights yield equal selection probabilities under the probabilistic sampling procedure,
while the 5% exploration mechanism provides an additional opportunity to select any
available channel. So, the channel-quality statistics are updated after each transmitted
packet, using the hop-level feedback collected during that packet.

The source code that implements the investigated FHSS algorithms, in accordance
with the mathematical formulations presented in this subsection, is publicly available [33].

2.4. Implemented Jamming Models

To evaluate the effectiveness of the investigated FHSS algorithms, four intentional
jamming models and one baseline noise condition were implemented: AWGN, narrowband,
broadband, reactive, and combined jammers. These models differ in how they affect the
communication system and in how they reflect the most common scenarios for deliberate
radio-electronic jamming of wireless networks [5,15,34–37]. All models are implemented
as separate classes within the software model and share a common interface to interact
with the environment, ensuring consistent and reproducible test conditions across all
frequency-hopping algorithms.

All jamming signals are generated in the complex baseband domain and added to
the corresponding QPSK signal according to the selected jamming model. The jamming
power is controlled relative to the signal power within the simulated channel, while the
bandwidth and affected frequency channels are determined by the corresponding jammer
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configuration. Narrowband jamming is restricted to selected frequency channels, whereas
broadband jamming affects the complete simulated frequency band. The same channel
spacing and frequency-channel configuration are used for all FHSS algorithms to ensure
a consistent comparison. All model parameters and implementation-specific settings are
provided in the corresponding software implementation available at [33] to ensure the
reproducibility of the simulation experiments.

The AWGN model is used as a baseline channel-noise condition rather than as an
intentional jammer, providing a reference scenario without frequency-selective interference.
The noise variance is determined from the specified SNR, which is used as a channel-
model parameter and is kept identical for all compared FHSS algorithms. The software
implementation of this model in this case is as follows:

rk = sk + nk;
nk ∼ N

(
0,σ2),

(15)

where rk is the received complex symbol; sk is the kth complex QPSK symbol; nk is complex
Gaussian noise; N is the normal distribution; 0 is the mean of AWGN; σ2 is the variance of
AWGN, which is determined on the basis of a given SNR in the range from −5 dB to 20 dB
in 5 dB steps.

The implemented narrowband jammer model affects only a specific set of frequency
channels in accordance with the following formalized description:

J(c) =

{
1, c ∈ CJ ∧ Rand(0, 1) < pjam;
0, otherwise,

(16)

where J(c) is the jammer function; c is the index of the available frequency channel; CJ is the
set of channels subject to deliberate jamming; Rand is a random variable with a uniform
distribution; pjam is the probability of narrowband jamming being activated.

The implemented broadband jammer model generates interference simultaneously
across the entire operating frequency range. In the model, each hop can be suppressed with
a given probability in accordance with the following formalized description:

Pjam(J = (0, 1)) = p, (17)

where Pjam is the probability of interference from the jammer; J is a random variable
describing the state of the jammer (J = 1—jammer active, J = 0—jammer inactive); p is the
probability of the jammer being activated.

The software implementation of the reactive jammer uses a mechanism to store the
history of frequency channel usage. To this end, after each hopping event, the number of
the channel used is recorded in the history buffer. To limit the amount of information stored,
a parameter specifies the maximum number of recent hopping events to be considered
during analysis. In this way, the jammer analyses only the most recent time interval of
the FHSS system’s operation, enabling it to respond quickly to changes in the hopping
sequence. Once the history has been accumulated, the usage frequency for each channel is
determined. Based on the frequencies obtained, a set of the most frequently used channels
is formed. This set is used by the jammer to suppress the most likely subsequent frequency
hops, subject to the implemented reaction delay. Another feature of the implementation
is that it accounts for the jammer’s reaction time. Therefore, the implemented model
represents a delayed reactive jammer: the interference decision is based on previously
observed frequency-hopping events rather than on instantaneous access to the current
transmission channel. This design reflects a practical scenario in which the jammer first
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observes the hopping behavior and then adapts its interference strategy. A generalized
formalized description of the software implementation of the reactive jammer model is
as follows:

T = TopN( f (c));
f (c) = ∑

hi∈H
1(hi = c), (18)

where T is the set of channels to be suppressed; TopN is the set of channels with the highest
number of uses; f(c) is the number of times channel c, for which the usage history is being
tracked, has been used out of the total set of channels; H is the history of the set of used
channels; hi is the number of the channel used during the ith hopping; 1(hi = c) is an
indicator function equal to 1 if the condition that the channel under analysis matches a
channel in the usage history is met, and equal to 0 if this condition is not met.

To simulate the most challenging operating conditions, a combined jammer has been
implemented, which integrates reactive, narrowband and broadband signal suppression
mechanisms. The jamming mechanisms are mutually exclusive within each frequency
hop. Only the highest-priority applicable mechanism is activated, and the correspond-
ing interference component is added to the transmitted signal. Unlike the independent
use of individual models, the combined jammer employs a hierarchical decision-making
mechanism in which different types of interference are assigned varying priorities. When
processing each frequency hop, the possibility of reactive jamming is checked first. If the
current channel belongs to the set of predicted channels generated by the reactive jammer,
AWGN is added to the signal. If reactive jamming is not applied, a check is performed to
determine whether the channel belongs to the set of narrowband interference channels. For
such channels, jamming is performed with probability p1. Only in the absence of the effects
of the first two models is wideband jamming performed with probability p2. Consequently,
the generalized formalized description of the combined jammer is as follows:

Jcombined(ci) =


Jreactive(ci), ci ∈ T,

Jnarrowband(ci), ci ∈ CJ ∧ u1 < p1,

Jbroadband(ci), u2 < p2,

0, otherwise,

(19)

where Jcombined, Jreactive, Jnarrowband, Jbroadband are the functions of the combined, reactive,
narrowband and broadband jammers, respectively; ci is the frequency channel number
used during the ith hopping; T is the set of channels defined by the reactive jammer model;
CJ is the set of narrowband jammer channels; u1, u2 are independent random variables
with a uniform distribution; p1, p2 are the probabilities of activating the narrowband and
broadband jammers, taken in this study to be 0.7 and 0.45, respectively.

Thus, the final received signal contains the QPSK signal combined with the interference
component generated by the selected jamming mechanism; no simultaneous superposi-
tion of reactive, narrowband, and broadband jamming components is applied within the
same hop.

It is also worth noting that, once the processing of each frequency hop has been
completed, the current channel number is added to the reactive jammer’s history. This
ensures that the jammer adapts to the behavior of the FHSS system and makes it possible
to predict the most probable subsequent frequency hops.

A graphical representation of the effect of the specified models on the investigated
signal, in accordance with (15)–(19), is shown in Figure 7.
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Figure 7. Visualization of the implemented jamming models on the analyzed signal.

2.5. Performance Evaluation Metrics

One of the key quality characteristics of digital transmission is the BER, which quanti-
fies the fraction of bits received in error [38,39]. In a software implementation, the BER is
calculated by directly comparing the transmitted and received bit sequences:

BER =
1
N

N

∑
i=1

1
(
btx

i ̸= brx
i
)
, (20)

where BER is the bit error rate metric; N is the number of bits in the data packet; i is the
ordinal number of the bit; btx

i , brx
i are the transmitted and received bits, respectively; 1(·) is

the indicator function.
In this article, the quality of demodulation is assessed using the EVM metric. This

metric characterizes the average deviation of the received complex symbols from their
ideal positions within the signal constellation [40]. The EVM is calculated after QPSK
demodulation and frequency de-hopping, using the transmitted QPSK symbols as the
reference constellation. The QPSK symbols are normalized to unit average power before
EVM calculation, so that the metric represents the relative constellation error independently
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of the absolute signal amplitude. In the software implementation, the EVM is calculated
based on the Euclidean distance between the corresponding complex symbols using the
following formula:

EVM =

√√√√ 1
N

N

∑
i=1

∣∣srx
i − stx

i

∣∣2, (21)

where EVM is the error vector magnitude metric; N is the number of complex QPSK sym-
bols; i is the symbol index; stx

i , srx
i denote the normalized transmitted and received QPSK

symbols after frequency de-hopping, respectively, with stx
i serving as the reference symbol.

The throughput is used to assess the efficiency of a communication channel. In the
proposed software implementation, it is defined as:

Throughput =
Ntotal − Nerror

Ntotal
, (22)

where Throughput is a metric for throughput; Ntotal is the total number of bits transmitted;
Nerror is the total number of bits received in error.

It is worth noting that, in addition to analyzing individual data transmission quality
metrics, this study employs a comprehensive methodology for comparing FHSS algorithms.
This approach enables a comprehensive assessment of their effectiveness across all the
investigated scenarios. Once the sequential packet-level simulation has been completed,
the mean values of metrics (20)–(22) are calculated for each algorithm. A summary table of
the mean results is compiled based on these statistical characteristics.

To ensure a fair comparison of metrics with different units of measurement and ranges,
all criteria are first normalized to the interval from 0 to 1. For metrics where a decrease
indicates an improvement in system quality (BER and EVM), normalization is performed
using (23). Since Throughput is mathematically derived from BER in the adopted simulation
model, it was excluded from the composite score to avoid double-counting of the same
error-related performance factor.

Metricnorm
i =

Metricmax − Metrici
Metricmax − Metricmin

, (23)

where is the normalized value of the relevant metric for the ith algorithm; Metrici is the
current value of the relevant metric for the ith algorithm; Metricmax, Metricmin are the
maximum and minimum values of the relevant metric across all algorithms.

Once normalization has been performed, an integral performance index (IS) is calcu-
lated for each analyzed algorithm using the following formula:

ISi = a1BERnorm
i + a2EVMnorm

i , (24)

where ISi is the integral quality assessment of the ith algorithm; BERnorm
i , EVMnorm

i are the
normalized metrics for the ith algorithm; a1, a2 are the weighting coefficients for the metrics.

As can be seen from the analysis of (24), the software implementation allows for the
adjustment of the weighting of metrics on the overall quality of the assessment, depending
on the specific objectives of the analysis. In the current implementation, equal weights of
0.5 were assigned to BER and EVM to provide a balanced assessment of bit-level reliability
and signal quality.

To additionally characterize the computational requirements of the implemented FHSS
algorithms, an execution-time and memory-consumption benchmark was performed under
identical simulation conditions. The benchmark was conducted using the same software
environment and system configuration as the main sequential packet-level simulations. For
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each algorithm, 1000 packets were processed, with 32 available frequency channels, 4096
information bits per packet, and 128 hopping operations per packet. The execution time
was measured both per packet and per hopping operation, while peak Python memory
allocation was recorded using the tracemalloc module.

3. Results
3.1. Performance Analysis of FHSS Algorithms

This subsection presents the results of a comprehensive comparative analysis of im-
plemented FHSS algorithms under identical computer simulation conditions. The aim of
the study was to evaluate the performance of FHSS algorithms using a single set of quality
metrics (BER, Throughput and EVM). The integrated dashboards in Figure 8 summarize
the results of the sequential packet-level simulations for each FHSS algorithm as a function
of SNR. For each SNR value, the plotted BER, Throughput, and EVM values are obtained
by averaging the corresponding results over the sequential packet-level observations and
the considered jamming scenarios. This approach provides a comprehensive view of inter-
ference resilience, communication channel utilization efficiency and received signal quality.
This enhances the objectivity of the comparison between the investigated algorithms and
enables identification of their strengths and weaknesses before a detailed analysis of in-
dividual jamming models is conducted. A graphical interpretation of the performance
analysis results for FHSS algorithms is shown in Figure 8.

Figure 8. Cont.
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Figure 8. Visualization of the results of the performance analysis of FHSS algorithms.

A comparison of the results shown in Figure 8 reveals that RandomFHSS, QRNGFHSS,
and ChaoticFHSS exhibit similar behavior across all investigated metrics. For these algo-
rithms, with integrated consideration of jamming models, as the SNR increases from −5 dB
to 10 dB, the BER decreases from approximately 0.2 to 0.001, the Throughput increases
from 0.70 to almost 1.0, whilst the EVM decreases from 3.1 to 0.3. The almost complete
overlap of the corresponding curves indicates the following. Under the modeling condi-
tions used, the type of hopping sequence generator is not a decisive factor in improving
the system’s resilience to interference. The results obtained suggest that the main potential
for improving FHSS efficiency lies in the use of adaptive control mechanisms.

The LFSRFHSS algorithm also demonstrates high transmission-quality metrics across
most of the scenarios studied. However, it is characterized by the highest EVM values,
excluding NoFHSS. These values reach 5.5, which may be due to the deterministic nature
of the frequency hopping pattern.

In contrast, the AdaptiveFHSS implemented in this study delivers the best results
across virtually all the metrics examined. Even at an SNR of 10 dB, the BER falls to
approximately 0.0001, the Throughput reaches a value close to 1.0, and the EVM varies
from 0.2 to 2.6 across different types of jammers, demonstrating the high efficiency of the
adaptive frequency channel selection mechanism.

As expected, the NoFHSS model, which does not use frequency hopping, demonstrates
the lowest efficiency. It is characterized by the highest BER and EVM, with maximum EVM
exceeding 6, which is more than an order of magnitude higher than that of AdaptiveFHSS.
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This confirms that frequency hopping is a prerequisite for the interference-resistant opera-
tion of modern wireless communication systems.

Thus, when all investigated metrics are taken together, the AdaptiveFHSS algorithm
demonstrates the best overall performance. It is worth noting that the RandomFHSS,
QRNGFHSS and ChaoticFHSS algorithms form a group of algorithms with similar char-
acteristics. The LFSRFHSS algorithm occupies an intermediate position, whilst NoFHSS
provides the lowest transmission quality.

The research findings have confirmed the need for a more detailed analysis of how
the specific characteristics of individual jamming models affect the performance of each
algorithm. These findings are presented in the following subsection.

3.2. Performance Analysis Under Different Jamming Environments

To assess the resilience of the investigated FHSS algorithms to deliberate electronic
jamming, simulations were conducted across five different jamming scenarios. Figure 9
shows the dependence of the analyzed quality metrics on the SNR value for each
jamming scenario.

Figure 9. Cont.
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Figure 9. Performance comparison of FHSS algorithms under different jamming environments.

An analysis of the results shown in Figure 9 demonstrates that the effectiveness
of FHSS algorithms depends significantly on the type of jammer. For the AWGN and
combined jammer models, all algorithms demonstrate the expected improvement as the
SNR increases. The BER metric decreases to around 0.001, the Throughput approaches 1
and the EVM is reduced by approximately 11 times.

The most significant negative impact is observed for the reactive jammer model. In
this scenario, the BER is almost independent of the SNR, the Throughput remains virtually
constant, and the EVM exceeds 6 even at high SNR values. The NoFHSS algorithm is
particularly vulnerable, whilst AdaptiveFHSS delivers the lowest BER and EVM values of
all the algorithms studied.

The narrowband jammer model proved to be the least critical. Most algorithms
maintain the Throughput close to 1, whilst the BER does not exceed a few percentage
points. AdaptiveFHSS once again demonstrates the best interference resilience, effectively
avoiding channels with high levels of interference.

At the same time, the RandomFHSS, QRNGFHSS and ChaoticFHSS algorithms exhibit
very similar performance across all scenarios. This suggests that, with the model used,
the method for generating the hopping sequence offers no significant advantages in the
absence of adaptive mechanisms. This effect, in turn, is of interest for further research. The
main advantage of AdaptiveFHSS is its use of statistical learning of channel quality, which
enables it to deliver the best results across virtually all the metrics considered.

3.3. Comparative Performance Analysis Under Different SNR Levels

To provide a more detailed comparison of the algorithms, taking into account the
corresponding jamming models at different SNR levels, Figure 10 shows bar charts of the
metrics under analysis.
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Figure 10. Results of a comparison of FHSS algorithms based on the metrics analyzed for different
jamming models at fixed SNR values.
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As shown in Figure 10, AdaptiveFHSS consistently achieves the lowest BER values for
narrowband and reactive jammers, whilst NoFHSS exhibits the highest error rates across
virtually all SNR levels. For AWGN, broadband and combined jammers, the differences
between the algorithms are negligible, which confirms the results of the previous analysis.

An analysis of the Throughput shows that, in the absence of active interference (AWGN
model) and under combined jammer conditions, all algorithms achieve a near-maximum
value of this metric. The biggest differences are observed for narrowband and reactive
jammers, where AdaptiveFHSS maintains the highest Throughput values, whilst NoFHSS
exhibits the greatest degradation.

A comparison based on the EVM confirms similar patterns. The lowest EVM values
are observed for AdaptiveFHSS, particularly under narrowband and reactive jammer
conditions, whereas NoFHSS has the highest EVM values, indicating the highest level of
distortion in the received signal. For a broadband jammer, all algorithms exhibit similar
EVM values, indicating that the effect of broadband interference is practically identical
regardless of the method used to generate the hopping sequence.

Overall, the results obtained confirm the outcomes of the preliminary analysis. The
advantages of AdaptiveFHSS are particularly evident in scenarios involving targeted jam-
mers (narrowband and reactive), whilst in the case of AWGN, broadband and combined
jammers, the performance of most algorithms is similar. This demonstrates the effec-
tiveness of adaptive frequency channel selection, particularly in the face of adaptive and
narrowband attacks.

3.4. Computational Complexity and Resource Assessment

To complement the communication-performance analysis, the computational require-
ments of the implemented FHSS algorithms were additionally evaluated under identical
simulation conditions. The obtained results are summarized in Table 2.

Table 2. Computational and memory requirements of the implemented FHSS algorithms.

Algorithm Time/Packet, ms Time/Hop, µs Peak Memory, MB
NoFHSS 1.9736 15.4187 0.0062

RandomFHSS 1.0629 8.3037 0.0062
LFSRFHSS 0.9173 7.1666 0.0068

ChaoticFHSS 5.0912 39.7751 0.0075
QRNGFHSS 1.1561 9.0323 0.0066

AdaptiveFHSS 27.7191 216.5557 0.0099

The results demonstrate that the proposed AdaptiveFHSS introduces a higher com-
putational overhead than the non-adaptive algorithms, requiring 27.72 ms per packet and
216.56 µs per hopping operation. For comparison, execution times range from 0.92 ms for
LFSRFHSS to 5.09 ms for ChaoticFHSS. At the same time, the memory requirements remain
comparable across all implementations, with peak allocation ranging from 0.0062 MB for
NoFHSS and RandomFHSS to 0.0099 MB for AdaptiveFHSS. Thus, the main computational
cost of AdaptiveFHSS is associated with execution time, whereas its memory requirements
remain low.

To complement the asymptotic analysis, numerical scaling estimates were calculated
for representative values of the number of channels (C) and hopping operations (H). The
estimated computational load (HC) ranges from 128 to 32,768 relative operation units,
while the corresponding space requirement (C+H) ranges from 24 to 384 units. These
estimates confirm the O(HC) time and O(C+H) space complexity of AdaptiveFHSS. The
corresponding code for the calculation is provided in [33].
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3.5. Comprehensive Performance Assessment

To summarize the results, a comprehensive comparison of the investigated FHSS
algorithms was conducted across all experiments. The comparison was based on the
average normalized values of metrics (20)–(22). Subsequently, an integral performance
index (24) was calculated for each algorithm, taking the two selected criteria, BER and
EVM, into account simultaneously. The results of this analysis are presented in Table 3.

Table 3. Average algorithm performance.

Rank Algorithm BER Throughput EVM IS
1 AdaptiveFHSS 1.000 1.000 1.000 1.000
2 RandomFHSS 0.975 0.975 0.903 0.939
3 ChaoticFHSS 0.974 0.974 0.899 0.936
4 QRNGFHSS 0.947 0.947 0.845 0.896
5 LFSRFHSS 0.649 0.649 0.553 0.601
6 NoFHSS 0.000 0.000 0.000 0.000

As shown in Table 3, the implemented AdaptiveFHSS algorithm delivered the best
results among all the algorithms studied, based on a combination of criteria including
transmission reliability, channel utilization efficiency, and received signal quality.

The RandomFHSS and ChaoticFHSS algorithms demonstrated fairly high perfor-
mance, with an integral performance index (IS) of 0.939 and 0.936, respectively. Both
algorithms demonstrated very similar normalized values for BER and Throughput (0.975
and 0.974, respectively), but were outperformed by AdaptiveFHSS in terms of EVM.
The QRNGFHSS algorithm ranked fourth with an IS of 0.896, indicating high efficiency
but lower performance compared with AdaptiveFHSS. The similar performance of Ran-
domFHSS, QRNGFHSS, and ChaoticFHSS can be attributed to the common statistical
property of their hopping sequences, which distribute channel selections over the available
frequency set without using channel-quality feedback. Thus, although the sequence gener-
ation mechanisms differ, their comparable channel-selection behavior yields only a limited
difference in anti-interference performance under the conditions considered. Consequently,
investigating the potential integration of different frequency-hopping sequence generation
methods with adaptive strategies is a promising area for further research.

The LFSRFHSS received a significantly lower integral performance index (IS = 0.601).
Despite satisfactory results in individual scenarios, its normalized values for BER, Through-
put, and EVM (0.649, 0.649, and 0.553, respectively) were significantly lower than those of
the best-performing group of algorithms. The performance gap between LFSRFHSS and
ChaoticFHSS, QRNGFHSS, and RandomFHSS is more pronounced. This result is consistent
with the deterministic structure of LFSR-generated sequences, which may lead to less
diversity in channel selection under the interference conditions considered. However, this
interpretation should be regarded as a possible explanation rather than a definitive causal
relationship and requires dedicated sequence-level analysis in future experiments. As
expected, the NoFHSS system achieved the lowest results, reflecting its lack of interference
resilience in the absence of a frequency-hopping mechanism.

The practical effectiveness of the implemented AdaptiveFHSS is further confirmed
by the results of comparisons with other algorithms, as shown in Table 4. It is worth
noting that, in order to ensure greater methodological objectivity, the average absolute
values of the BER, Throughput and EVM metrics were used when calculating the relative
improvement, rather than their normalized values. The improvement values in Table 4 are
calculated from the original, non-normalized performance metrics and therefore should
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not be directly compared with the normalized values reported in Table 3. For BER and
EVM, the improvement is calculated as the relative reduction, whereas for Throughput, it
is calculated as the relative increase with respect to the corresponding baseline algorithm.

Table 4. Relative performance improvement of AdaptiveFHSS over baseline algorithms.

Compared with BER
Improvement, %

Throughput
Improvement, %

EVM
Improvement, %

NoFHSS 64.43 22.80 60.71
LFSRFHSS 38.89 6.98 40.84

QRNGFHSS 8.71 0.99 19.30
ChaoticFHSS 4.56 0.49 13.47
RandomFHSS 4.30 0.46 13.02

Compared with the baseline NoFHSS algorithm, the BER was reduced by 64.43%,
the Throughput was increased by 22.80% and the EVM was reduced by 60.71%. Com-
pared with LFSRFHSS, the implemented AdaptiveFHSS algorithm delivered a 38.89%
improvement in BER, a 6.98% increase in Throughput and a 40.84% reduction in EVM.
Even when compared with the best competing algorithms, AdaptiveFHSS consistently
demonstrates an advantage. In particular, compared with QRNGFHSS, the improvements
are 8.71% in BER, 0.99% in Throughput and 19.30% in EVM; compared with ChaoticFHSS—
4.56%, 0.49% and 13.47%, respectively; compared with RandomFHSS—4.30%, 0.46% and
13.02%, respectively.

To further assess the stability of AdaptiveFHSS during online adaptation, the cumu-
lative average values of BER, Throughput, and EVM were analyzed as a function of the
number of transmitted packets. The experiment was conducted under reactive jamming at
SNR = 10 dB, as this represents a challenging dynamic interference scenario with moderate
signal quality, making it suitable for evaluating the stabilization of the adaptive mechanism.
The results are shown in Figure 11.

Figure 11. Convergence of cumulative performance metrics of AdaptiveFHSS under reactive jamming
at SNR = 10 dB.

The results indicate a short initial transient period, after which all three metrics stabi-
lize around quasi-stationary levels. After approximately 100–200 packets, the cumulative
values remain close to BER ≈ 0.044–0.045, Throughput ≈ 0.956, and EVM ≈ 1.9, with
only minor subsequent variations. This behavior indicates that AdaptiveFHSS rapidly
establishes stable channel-quality estimates and maintains consistent communication per-
formance during further operation. The results demonstrate that using a persistent learning
mechanism, which accumulates statistics on the quality of frequency channels and accounts
for them when generating subsequent hopping sequences, ensures sustained improve-
ments in the efficiency of wireless communication systems. Unlike FHSS algorithms, which
use exclusively random or deterministic frequency selection, AdaptiveFHSS combines the
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properties of random hopping with adaptive channel state estimation, enabling the best
results to be achieved across all the metrics studied.

4. Discussion
4.1. Scientific Novelty and Practical Significance

The research results obtained have demonstrated that the software-implemented Adap-
tiveFHSS algorithm consistently delivers better performance in terms of BER, Throughput
and EVM metrics compared with other FHSS implementations across a wide range of jam-
mer models. Unlike most recent studies, which focus on improving the hopping sequence
generator or on using machine learning methods to predict the spectral environment, this
article employs an approach based on adaptive statistical learning of frequency channel
quality, without the need for prior model training. The proposed approach avoids the need
for a preliminary model-training stage and therefore provides a simpler learning architec-
ture than training-based machine learning and/or deep learning approaches. However, the
computational benchmark shows that the adaptive channel-selection mechanism introduces
additional execution-time overhead in the current software implementation. This trade-off
should be considered when deploying the algorithm on resource-constrained devices.

Some recent studies have also considered adaptive and learning-based anti-jamming
approaches, including adaptive frequency selection and reinforcement-learning-based spec-
trum management [20,21]. However, direct quantitative comparison with these methods is
beyond the scope of the present study, as their implementations and experimental configu-
rations cannot be fully reproduced from the available information. Therefore, the present
work focuses on a unified comparison of the implemented FHSS algorithms under identical
simulation conditions.

The obtained results should be considered in the context of recent learning-based
anti-jamming approaches. The authors of [24] formulated adaptive frequency hopping as a
reinforcement learning problem and optimized the hopping interval based on interactions
with the jamming environment. The authors of [25] employed a deep learning architecture
with joint frequency and power decisions, while the authors of [20] used deep learning to de-
rive hopping strategies in a dynamic wideband jamming environment. These approaches
provide substantially richer learning capabilities than the statistical mechanism imple-
mented here, but they also require model training and additional inference procedures.
The proposed AdaptiveFHSS occupies a different point in this design space. It sacrifices
the ability to learn complex long-term interference patterns in favor of a simpler online
mechanism that directly accumulates channel-quality information from transmission feed-
back. This makes the proposed method potentially more suitable as a lightweight adaptive
baseline for systems where offline training or neural network inference is undesirable.

Studies on the use of chaotic frequency hopping have shown that chaotic generators
enhance the cryptographic strength and unpredictability of hopping sequences. However,
they have virtually no effect on interference resilience in the presence of active jammers.
Similar conclusions were reached in this study, in which ChaoticFHSS exhibited perfor-
mance characteristics comparable to those of RandomFHSS and QRNGFHSS. This outcome
indicates that increasing the generator’s entropy does not, in itself, guarantee an improve-
ment in link quality under active electronic jamming.

The practical value of the proposed approach also lies in the fact that the entire
algorithm has been implemented as a software simulator, which allows the modeling of
various FHSS algorithms and several jamming scenarios, as well as statistical evaluation
based on sequential packet-level simulation observations. Unlike most published works,
which limit their analysis to individual scenarios or specific types of interference, the
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software developed provides a unified environment for the comprehensive comparison of
FHSS algorithms.

Overall, the comparison with the existing literature indicates that the proposed ap-
proach is not intended to replace reinforcement learning or deep-learning anti-jamming
methods in scenarios that require predicting complex or long-term interference patterns. Its
main distinction is the use of online statistical channel-quality estimation without an offline
training stage, combined with probabilistic exploration–exploitation and persistent trans-
mission feedback. The experimental contribution is complementary: rather than optimizing
a single adaptive strategy for a specific jammer, the proposed framework evaluates both
adaptive and non-adaptive FHSS mechanisms under identical communication, SNR, and
interference conditions. The resulting comparison shows that the main performance gain
of AdaptiveFHSS occurs under targeted interference, whereas its advantage diminishes
under broadband interference.

4.2. Study Limitations

In the research carried out for this article, several assumptions were made, enabling a
comparative analysis of FHSS algorithms under identical simulation conditions.

In particular, the simulations were carried out for a communication channel with
AWGN and for realized jammer models. This approach allows for a fair comparison of al-
gorithms under identical conditions, although it does not account for certain characteristics
of a real radio channel, such as multipath propagation, fading or Doppler effects.

No hardware implementation of the proposed AdaptiveFHSS algorithm was per-
formed in this study. Therefore, the reported execution time and memory consump-
tion results characterize the Python-based software simulator and should not be inter-
preted as direct hardware resource or real-time performance requirements. Practical de-
ployment on embedded or software-defined radio platforms remains a subject of future
experimental validation.

The implemented AdaptiveFHSS model utilizes statistical accumulation of information
on the quality of individual frequency channels, which enables adaptation without complex
pre-training procedures. At the same time, this article did not consider more complex
approaches to predicting the spectral situation, which take into account temporal or spatial
patterns of spectrum usage.

The comparison with learning-based methods also highlights an important limitation
of the present approach. AdaptiveFHSS does not explicitly model long-term temporal
dependencies in spectrum occupancy and therefore cannot be expected to exploit complex
patterns as effectively as recurrent or deep reinforcement learning architectures. Its advan-
tage lies instead in avoiding the training stage and maintaining a comparatively simple
online adaptation mechanism. Consequently, the proposed method should be regarded as a
lightweight adaptive alternative rather than as a direct replacement for more sophisticated
learning-based anti-jamming algorithms.

To ensure the reproducibility of the experiments, all interference generator models
used a fixed set of parameters. The selected values made it possible to generate representa-
tive simulation scenarios and carry out a valid comparison of the algorithms. Investigating
the impact of individual parameters on the system’s performance may, however, be the
subject of future research.

The algorithms were evaluated using sequential packet-level simulations, which
enabled the statistical analysis of a large number of transmission scenarios. The practical
implementation of the proposed algorithm on physical computing platforms or other radio
equipment is regarded as the logical next stage of the research.
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4.3. Future Research Directions

The results obtained open up several promising directions for further research. The
first area is the extension of the communication channel model to take into account multi-
path propagation and the spatial and temporal characteristics of the wireless medium. This
will enable an assessment of the effectiveness of the implemented AdaptiveFHSS algorithm
under conditions as close as possible to those of real-world communication networks.

Another promising area is the integration of more sophisticated artificial intelligence
methods, in particular reinforcement learning or transformer models, for predicting the
state of the spectrum and generating hopping sequences that take into account long-term
patterns in the use of frequency channels.

Further development is also required to model more complex jamming systems that
use machine learning algorithms for adaptive prediction of subsequent frequency hopping.
This will enable the creation of more realistic scenarios for the confrontation between FHSS
systems and intelligent electronic warfare systems.

Of particular interest is the investigation into the reasons for the virtually identical
performance of RandomFHSS, QRNGFHSS and ChaoticFHSS, as revealed during the
modeling. The results indicate that, for the noise models used, it is not the method of
generating the random hopping sequence that decisively influences noise immunity, but
rather the presence of a mechanism to adapt it to the current state of the spectrum. Further
research could focus on determining the conditions under which quantum or chaotic
random number generators would provide statistically significant advantages. Future work
will additionally investigate hopping-sequence characteristics, including channel-selection
diversity, repetition patterns, and temporal correlations, to establish their quantitative
relationship with anti-interference performance. A dedicated analysis of deterministic
sequence properties will also be considered to clarify the observed performance degradation
of LFSRFHSS under specific jamming conditions.

Finally, an important step in further research is the practical implementation of Adap-
tiveFHSS on resource-constrained computing platforms and the experimental verification
of the results in a real-world wireless environment. This will enable an assessment of the
proposed algorithm’s performance in the presence of hardware constraints, time delays
and real-world radio frequency interference.

5. Conclusions
A software simulator for FHSS systems has been developed and studied in this article.

It implements six frequency-hopping algorithms, five interference source models, and
statistical evaluation based on sequential packet-level simulation observations and the BER,
Throughput and EVM metrics. The proposed simulator provides a unified environment for
comprehensive research on the interference resilience of FHSS algorithms.

In the research, the AdaptiveFHSS algorithm was implemented in software. This algo-
rithm utilizes the statistical accumulation of information on the quality of frequency chan-
nels during the generation of hopping sequences. Unlike the implemented RandomFHSS,
LFSRFHSS, ChaoticFHSS and QRNGFHSS algorithms, the AdaptiveFHSS-based approach
enables adaptation to the characteristics of the radio channel without the use of pre-training
or complex machine learning models.

According to comprehensive modeling results, AdaptiveFHSS demonstrated the best
overall performance among the algorithms studied, achieving a maximum integral perfor-
mance index of 1.0, confirming its consistent superiority across the criteria examined.

Compared with the baseline implementation, the proposed AdaptiveFHSS achieved
a 64.43% reduction in BER, 22.80% improvement in Throughput and 60.71% reduction in
EVM relative to a system without frequency hopping.
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Computational benchmarking demonstrated that AdaptiveFHSS provides its superior
communication performance at the cost of increased execution time. The average processing
time was 27.72 ms per packet, compared with 0.92–5.09 ms per packet for the non-adaptive
algorithms. At the same time, the peak memory consumption of AdaptiveFHSS was
only 0.0099 MB, remaining comparable to the other implementations, which ranged from
0.0062 MB to 0.0075 MB.

The results also showed that RandomFHSS, QRNGFHSS and ChaoticFHSS exhibit
very similar characteristics, whilst the main improvement in noise immunity is achieved
precisely through the use of an adaptive frequency channel selection mechanism. This con-
firms the potential of using statistical channel quality learning to design modern adaptive
FHSS systems in the face of active electronic countermeasures.
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BER Bit error rate
ChaoticFHSS Chaotic frequency-hopping spread spectrum based on the tent map
EVM Error vector magnitude
FHSS Frequency-hopping spread spectrum
LFSRFHSS Linear feedback shift register-based frequency-hopping spread spectrum
NoFHSS Conventional fixed-frequency transmission
QPSK Quadrature phase-shift keying
QRNGFHSS Quantum random number generator-based frequency hopping spread spectrum
QRNGs Quantum random number generators
RandomFHSS Random frequency-hopping spread spectrum
SNR Signal-to-noise ratio
UAV Unmanned aerial vehicle
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