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Abstract

In current state-of-the-art intrusion detection systems (IDSs), models are trained to detect
the repetitive behavior of data traffic. This leads to the problem of ignoring rare yet
important attacks. To solve the problem stated above, a risk-gated security attention
(RGSA) architecture is proposed. The initialization of the risk estimator based on the
CVE/CVSS severity score enables the attention network to detect important yet rare
patterns. Furthermore, a tier-aware focal loss is proposed to mitigate security threats in
the real world without any data augmentation process. Evaluations were conducted on
held-out 80/20 test splits of the CIC-IDS2017, CIC-IDS2018, and CIC-10T2023 datasets. The
calibrated binary detection process reached false negative rates (FNRs) of 0.50% and 0.40%
on the CIC-IDS2017 and CIC-IDS2018 datasets, respectively, remaining below the 1.0%
FNR operational target adopted in this study. For micro-support critical threats, precise
discrete analysis had to be applied to maintain statistical validity. Also, weighted F1-scores
of at least 99.65% were consistently achieved for all testbeds analyzed. This network
contains 284,317 trainable parameters and strictly avoids the creation of any synthetic
samples through complete rejection of synthetic oversampling. The findings indicate that
adding priors for security tiers to the attention process is favorable for moving towards an
impact-based threat management approach.

Keywords: intrusion detection system (IDS); risk-gated security attention (RGSA); attention
mechanism; risk-aware deep learning; CVE/CVSS; security data integrity; class imbalance;
network security

1. Introduction

As cyber threats continue to grow more complex, intrusion detection systems (IDSs)
are becoming a necessity in defending critical infrastructure. The latest attacks can subtly
change and hide their traffic patterns. Examples of such silent exploits include Heartbleed,
low-rate denial of service (DoS), and advanced persistent threat (APT) lateral movement.
The patterns of such attacks are so well concealed that traditional detection tools cannot
identify them [1]. The ability of deep learning methods, especially those employing atten-
tion mechanisms, to uncover relationships between intricate features is quite high. Yet,
these techniques share a significant weakness: their foremost goal is to deliver the highest
possible statistical accuracy, not gauge the actual security impact. Consequently, models
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tend to focus most of their attention on the most common and least risky types of data
traffic, such as routine scans, thereby overlooking rare but highly destructive attacks, which
may account for less than 0.1% of network traffic [2]. The main cause of this issue lies in
the extreme class imbalance in genuine network traffic. Drastically high-risk attacks, such
as remote system exploitation, are very rarely encountered when compared to large-scale,
common attacks. Traditional methods address this imbalance by generating synthetic
samples of the minority class, such as using SMOTE. However, this might reduce the
model’s ability to generalize to real traffic distributions. To be more precise, these methods
create synthetic data to reproduce patterns of traffic where the original real-world behavior
is not well represented, since they are based only on the interpolation of discrete data
points. Although modern intrusion detection systems often perform well overall, their
performance on extremely rare but critical attacks generally need improvement [3]. Such
a deficiency makes them susceptible to these attacks, which could have grievous conse-
quences [4]. Such issues become increasingly important in the context of Industrial IoT. It
is quite complicated to detect rare and important cyberattacks in such systems because of
several reasons, including different protocol data, hard deadlines, low-cost edge devices,
etc. In IoT-based systems, an attack may lead to damage to the infrastructure, a halt of
manufacturing operations, or even a threat to people’s lives. In such cases, conventional
approaches based on precision become completely inadequate [5].

1.1. Contributions

In this research paper, a risk-gated security attention (RGSA) transformer for intrusion
detection systems (IDSs) is presented and tested on held-out 80/20 benchmark test datasets.
The proposed risk-gated security attention transformer differentiates itself from traditional
attention models due to its capability of using the security risk associated with each token
at inference time inside the attention module. The security risks are abstracted in terms
of CVE/CVSS severity levels and used to initialize a learned risk estimator that modifies
the attention function at runtime. For Industrial IoT systems, some significant changes
were made:

- Security-Aware Tokenization: This process leads to the formation of segmentations of
the feature space such that the segments correspond to the MITRE ATT&CK tactics.
While the baseline behavior of normal traffic is followed in these environments, the pro-
cess of segmentation is specifically tailored to identify the deviations corresponding to
tactics, which would have been considered an unordered set by normal transformers.

- Risk-Gated Attention Mechanism: Unlike the traditional attention mechanism, which
makes the assumption of homogeneous tokens, the novel method considers the secu-
rity threat associated with each token while computing attention. The threats have
been classified based on the severity of the CVE/CVSS ratings, which have a mathe-
matical bearing on the value of the risk estimator used for initialization. Such prior
knowledge dynamically impacts the attention computation process, especially at the
onset of the training process.

- Authenticity-Preserving Class Balancing: A hierarchical tier-aware balancing strategy
uses the exact duplication of real attack samples. By completely avoiding synthetic
oversampling (e.g., SMOTE/GANSs) for attack classes, the avoidance of synthetic
sample generation of network flows is preserved.

- Adaptive Optimization and Avoidance of Synthetic Sample Generation: The risk-
weighted focal loss function is applied along with the adaptive one-stage/two-stage
training pipeline in order to fine-tune detection based on the degree of security threat
and not frequency. As a result, the improved model achieves an average binary-attack
false negative rate (FNR) of 0.50 &= 0.12% on the test split of the CIC-IDS2017 dataset
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and demonstrates excellent results on the test splits of the CIC-1DS2017, CIC-IDS2018,
and CIC-10T2023 datasets. The rare classes have been described with exact figures and
confidence intervals rather than percent averages. In contrast to traditional methods
that rely on fixed global weights, the token-based attention mechanism is adjusted
in RGSA based on the risk assessment done in real time. Additionally, to avoid
the creation of forensic traces caused by artificial oversampling (such as SMOTE), a
rigorous hierarchical security-tier duplication scheme is used.

1.2. Paper Organization

The rest of this paper is structured as follows: Section 2 covers the theoretical founda-
tion and reviews the existing literature. Section 3 presents the architecture of the proposed
model and the analytical tools used. Section 4 reports the performance analysis of the pro-
posed model. An ablation study that demonstrates the effectiveness of the suggested RGSA
model compared to the existing RGSA model is provided in Section 5. A performance
comparison with existing research is made in Section 6, along with a discussion about the
strengths and weaknesses of the proposed model. The conclusion and future directions are
summarized in Section 7.

2. Related Work

To systematically contextualize the proposed risk-gated security attention (RGSA)
framework, the advances in network intrusion detection systems (NIDSs) in recent years
can be classified into four methodological dimensions: (1) structural shortcomings of
static evaluation methodologies, (2) deep attention approaches in the domain of feature
representation, (3) solutions to the problem of class imbalance in resource-constrained
environments, and (4) distributed designs and control theory models. Such classification
emphasizes the continuous advancement in IDS methodologies and reveals the critical
challenges overcome by the proposed approach.

2.1. Structural Shortcomings of Static Evaluation Methodologies

The first crucial issue associated with modern IDS research is the presence of structural
drawbacks in benchmark datasets. To systematically address this issue, Khanan et al.
(2024) [6] conducted a systematic literature review that critically evaluated the inability of
current IDS benchmarks to reflect the dynamic nature of network traffic. The study revealed
that current benchmark datasets are unable to represent temporal dynamics characteristic
of traffic evolution in practice. On the other hand, the peculiarities of zero-day attacks in
IoT networks are systematically reviewed by Ahmad et al. (2024) [7]. However, it has been
shown that the use of static training datasets is the main limitation to implementing robust
machine learning models in dynamic environments. While these reviews offer essential
information on the problems with datasets used in research, the inclusion of temporally
adaptive evaluation methods in practical IDSs has not yet been properly considered. Thus,
advanced feature extraction became necessary due to the static nature of training datasets
used in IDSs.

2.2. Deep Attention Mechanisms and Sequential Modeling

In order to address the issues associated with static data representation, deep learning
and attention mechanisms have been studied in great detail to improve feature extraction.
A few-shot IDS using self-attention and meta-learning was proposed by Xu et al. (2025) [8]
and achieved 99.90% accuracy even with a low number of samples. While this method
allowed the detection of new attacks, its high computational complexity and the use of
static positional encoding were major limitations for implementation in a dynamic traffic
environment. A similar hybrid attention-based NIDS using CNN-BiGRU and Optuna
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has been developed by Nikitenko and Bashkov (2025) [9]. While the above-described
architecture proved effective in terms of generalization, multiple layers of the deep neural
network created substantial computational burden, making IoT deployment impractical
and hampering model explainability for the purposes of security audits. To provide the
best combination of efficiency and computational overhead, a study of sequential models
was conducted. An IDS based on an LSTM/GRU model with respect to temporal order was
proposed by Rishika et al. (2025) [10], but computation constraints limited the research into
the complex properties of the dataset. To address security threats inherent to individual
protocols, a CAN IDS with triple attention and based on capsule networks was proposed
by Yang and Effatparvar (2025) [11]. While adversarial learning helped to decrease error
rates, model performance depended greatly on the quality of synthetic samples generated.

2.3. Class Imbalance Mitigation and Edge-Computing Constraints

However, the constant presence of the class imbalance problem made it necessary to
combine advanced sampling methods with light models. Kasina et al. (2026) [12] suggested
a hybrid IDS that uses normalization and several SMOTE variations. Although the solution
works well for minority classes, it performs poorly with complex, multiclass distributions.
To tackle this issue, Kabura and Nsabimana (2026) [13] offered an attention-enhanced
CNN-RBF architecture in combination with SMOTE. Even though it demonstrated a
high recall for infrequent attacks, it was evaluated only on a static offline benchmark,
thus neglecting the concept drift issue. However, lightweight solutions are preferred in
resource-constrained settings. Disina et al. (2026) [14] suggested a lightweight isolation
forest IDS for IoT; yet a very high false positive rate (47.69%) hampers its practicality.
Additionally, a resource-efficient pipeline using hybrid feature engineering was proposed
by Ahmed et al. (2026) [15]; even though it managed to achieve considerable memory
reduction, cross-dataset validation was not performed. However, solving data imbalance
locally is inadequate when scalability and distribution according to the network topology
are needed.

2.4. Distributed Architectures, Federated Learning, and Blockchain Integration

As a solution to the problems posed by centralized architecture, recent research has
focused on the use of federated learning, edge computing, and blockchain technology. A
bibliometric study of the applications of deep reinforcement learning on IDS was carried
out by Mpoporo et al. (2026) [16], emphasizing the ability to adapt, despite the use of
obsolete datasets which hinder its practical implementation. Considering distributed
networks, a decentralized AdapAFS-LSTM based on federated learning was proposed by
Liang and Luo (2026) [17]. Although privacy protection was improved, this technique
requires frequent synchronization, making its implementation difficult in intermittent
connections. In edge devices, an Edge-Al Bridge using deep autoencoders was developed
by Prabu et al. (2026) [18]; however, the effectiveness of this system is limited to the physical
security of the hardware. Metaheuristic optimization methods were used by Sherin and
Parkavi (2026) [19] and Al Abdulwahid et al. (2026) [20] for improving the feature selection
process, while the use of nested metaheuristics made the IDS complex and susceptible to
overfitting. Also, the practical deployment of federated learning IDS on heterogeneous
datasets has been evaluated by Bilal et al. (2026) [21], ignoring the temporal non-stationarity
problem. To maintain data integrity, blockchain-enabled SDN-IoT systems were suggested
by Pawar et al. (2024) [22] and Bekri et al. (2025) [23]. Despite the benefits that came from
the integration of the two technologies, the unavoidable processing costs associated with
the blockchain consensus algorithm considerably slowed down real-time processing in
resource-limited edge devices. Distributed and blockchain approaches improve scalability
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and privacy but typically do not account for any statistical anomaly that might occur at the
edge of the network because they assume that sensor data are genuine.

2.5. Theoretical Grounding for Handling Tampered Sensors and RGSA

Along with advances in data-driven distributed approaches, some theoretical work
on combating sensor tampering offers valuable theoretical grounding. Robust control
in discrete event systems using Petri nets against attacks when the values of sensors
were altered to make them report false events was considered by Yu et al. (2026) [24].
Optimal solutions to handle such attacks proved to be impractical because of computational
complexity. To resolve the trade-off between computational complexity and optimality in
IIoT use cases under consideration, a paradigm change is necessary. Instead of resorting
to computationally intensive distributed consensus based on blockchain technology or
generating synthetic data, dynamic attention techniques need to be used right at the edge
level. A comparative analysis of the discussed network intrusion detection systems is

provided in Table 1.

Table 1. Comparative analysis of recent network intrusion detection systems.

Ref. [Year] Dataset Used ML/DL Models Result I.de.ntlf.led HoT ReleYance &
Limitations Logic
. No ter'np.ora.l Highlights need for
Multiple IDS Systematic dynamics; fails temporally adaptive
[6] (2024) Literature N/A to represent . .
Datasets . . evaluation in dynamic
Review dynamic
. IIoT.
environments.
. Static training .
Systematic . Exposes static data
[7] (2024) IoT Network Literature N/A data limits bottlenecks for IIoT
Datasets . zero-day
Review . zero-day threats.
detection.
3 . High complexity; Mitigates data scarcity
[8] 2025)  ISCX-IDS2012  elf-Attention + 99.90% fixed positional  via few-shot learning;
Meta-Learning . 1
encoding. lacks edge scalability.
Excessive Improves
R CNN-BiGRU + o computation; generalization; heavy
[91(2025) NSL-KDD Optuna 99.85% lacks architecture burdens
interpretability. IIoT edge nodes.
Computational ~ Low latency suits IloT;
Time-ordered o limits restrict limited feature
[10](2025) Datasets LSTM/GRU 97.21% attribute grouping hinders
exploration. threat detection.
Triple-Attention Performance Suits vehicular IIoT
CAN Bus p o depends on (CAN); synthetic data
[11] (2025) Capsule 96.30% . L
Datasets synthetic sample limits real-world
Networks .
quality. robustness.
Degrades on Detects minority IloT
ToN-IoT, Hybrid Sampling o complex attacks; struggles with
[12](2026) UNSW-NB15 (SMOTE) + DL 99.92% multi-class complex multi-class
distributions. traffic.
Offve i High el o e
[13] (2026) CIC-IDS2018 Attention + 99.81% . ’ T
SMOTE ignores concept evaluation ignores
drift. concept drift.
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Table 1. Cont.

Ref. [Year] Dataset Used ML/DL Models Result I.de‘ntlf.led HoT ReleYance &
Limitations Logic
. . . . Ideal memory for IloT
[14] (2026) IoT Datasets nghtwelght 80.61% Highly h1§h FPR edge; high FPR causes
Isolation Forest (47.69%). .
severe alert fatigue.
Hybrid Feature Lacks la(I:{lfsd;i)esss-r:ae;il::l(;?i]én
[15] (2026) CIC-DDo0S2019 Engineering F1: 0.975 cross-dataset . . .
Pioeline validation for diverse industrial
p ' protocols.
Deep Outdated DRL enables dynamic
Various Reinforcement datasets; no adaptation; outdated
[16] (2026) (Bibliometric) Learning N/A standardized benchmarks hinder
(Review) protocols. deployment.
IoT/Federated Decentralized Class imbalance; ri\I/)efCe S'eli‘r‘iteesri?;l;ent
[17] (2026) AdapAFS-LSTM 99.79% periodic sync Pl acy; HTern
Datasets (FL) bottlenecks connectivity disrupts
' synchronization.
. Low latency benefits
Smart-city IoT Edge-Al Bridge AUC: 0.982 Assumes IIoT edge; physical
[18] (2026) (Deep physically secure . .
Datasets (50 ms) security assumptions
Autoencoders) hardware. S
unrealistic.
Nested Enhances feature
[19] (2026) Network SSA-BOA-CNN 99.16% me’gaheurlstlcs select.lo.n; overhead
Datasets increase prohibits real-time
complexity. IIoT processing.
Fast convergence suits
Large-scale IoT 99.96% Overfittingon  IloT; static overfitting
[201 (2026) Datasets IBGWO-PSO-RF (28.46 ms) static datasets. limits novel anomaly
detection.
Cross-dataset Addresses IloT
Heterogeneous Federated o degradation; heterogeneity; fails to
[21](2026) IoT Datasets Learning IDS 92-98% ignores adapt to
non-stationarity.  non-stationary traffic.
Attention Single dataset; cc?r?s:rf:issgxi;{gg d
[22] (2024) InSDN Hybrid (At-C-L) 98.30% high blockchain .
+ Blockchain costs prevents real-time
' deployment.
SDN-AL- Blockchain Ensures access
23] (2025) IoT/SDN Blockchain N/A (System) consen;us control; copsensus
Datasets Inteoration processing latency hinders
& overhead. real-time response.

2.6. Literature Gap

Despite state-of-the-art intrusion detection systems (IDSs) demonstrating high accu-

racy in benchmark tests, the static nature of the data used inevitably excludes concept

drift or zero-day attacks [6,7]. At the same time, gaining such high performance usually

requires extensive computational capabilities, making these systems inappropriate for

resource-limited edge IloT devices [9,14,18]. While the federated learning technique tries

to distribute this cost, it faces critical problems with synchronization in a heterogeneous

setting [17,20], thus showing the inefficiency of distributed consensus under these cir-
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Network
Traffic

cumstances. Moreover, class imbalance is commonly dealt with by using SMOTE-style
oversampling techniques [12,13].

Nevertheless, creating artificial examples does not account for complicated non-linear
network structures, thus causing noise and overfitting. To overcome these overlapping
issues, a paradigm shift is needed. Focal loss variants do not provide dynamic risk adjust-
ment during attention computations regardless of feature risk level. Hence, the proposed
risk-gated security attention (RGSA) approach introduces an innovative hierarchical bal-
ancing technique that does not use synthetic samples at all. Overall, the analyzed literature
displays a considerable development trend in increasing accuracy, while having certain
drawbacks that all the papers have in common.

3. Methodology

The proposed transformer model is a modified version of the core architecture based
on the risk-gated security attention (RGSA) mechanism. The proposed RGSA-Transformer
is an innovative intrusion detection system designed to address two major network security
challenges today: (i) data distribution distortion due to a lack of examples in certain
categories, and (ii) the high security cost of ignoring rare, high-impact attacks, such as
Heartbleed and advanced persistent threats. The unified model includes three tightly
coupled parts: (1) dataset-specific preprocessing and adaptive pipeline configuration; (2) a
modified transformer model with RGSA; and (3) layer-aware training with early stopping.
The architectural workflow of the proposed RGSA-Transformer is illustrated in Figure 1.

Security Tokenizer Risk-Gated Security Attention Mechanism
Q-KT — Softmax —
Query b-----nn- > Risk Gate
- IR ) O
5 Tokensx32Dim —>» | Value --------- Interactional o
g > Kema [T > @7 ® <-—icyCc/ovss
Key r-------- >
Residual connection +Linear Normalization
\ 4
Position +wise feed-Forward Network
\ 4
Linear+Relu+Linear
GAP
Binary Detector Multicase Classifier

Figure 1. Process flow of the RGSA-Transformer model, incorporating the risk-gated security at-
tention module. Arrows show the direction of data flow, where solid lines indicate feed-forward
propagation, dotted lines indicate the calculation of losses, and dashed lines indicate the incorporation
of risk scores.

3.1. Problem Formulation

However, NIDSs operating in the context of an IloT environment are bound to expe-
rience several key challenges, including the problem of class imbalance, semantic hetero-
geneity of attack taxonomy, and computationally expensive feature extraction from high-
dimensional flow statistics. To resolve such challenges, the network flows must be formally
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defined before the application of attention mechanisms. Formally, let D = {(x;, yl-)}fi 1

denote a network traffic dataset where x; € RY represents a d-dimensional feature vec-
tor extracted from flow-level statistics (e.g., duration, packet inter-arrival times, pay-
load entropy, protocol flags), and yi € C denotes the attack class label from a finite set
C={co,c1,--.,ck—1} withcg = BENIGN and c;(j > 1) representing distinct attack types.
The class distribution exhibits severe skewness characterized by:

pk:|{IY1:Ck}|

N ,where py > pVk > 1 (1)

Pk
mink

This imbalance is security-tiered: critical attacks (e.g., Heartbleed) show p; < 10~%, while

with the ratio maxk > > py frequently exceeding 103 in operational deployments.
volumetric attacks (e.g., DoS-Hulk) reach p; < 10~2. Regular oversampling (with SMOTE
or ADASYN, [12,13]) produces forensic artifacts by introducing synthetic samples via
interpolation of discrete flows. This contradicts the event-driven nature of network traffic
and leads to degradation of generalization ability [25]. The present technique addresses
these issues through risk-gated attention, security-tier-aware hierarchical balancing, and an
adaptive pipeline.

3.2. Risk-Aware Feature Representation and Attention Mechanism

To make sure that the ensuing risk-gating algorithm uses semantically relevant entities,
the high-dimensional flow representation is split into semantic security tokens. Through
categorizing the features into groups like temporal dynamics and payload statistics, the
tokenization procedure becomes optimized for emphasizing the deviations in the adver-
sarial traffic while maintaining the forensic relations within the domain that would be
considered unordered by the regular transformer architecture. Accordingly, the feature
space is divided into M non-overlapping segments {Sm}m = 1 M, assuming input is x € R,
where S, = {d;,—1 +1,...,dp} withdy = 0and dp; = d. Each segment represents a feature
group that is relevant to security and is consistent with the tactical categories of the MITRE
ATT&CK framework, such as temporal dynamics. (S1), payload statistics (S;), protocol
behavior (S3), connection metadata (S4) and flow statistics (Ss5). The security tokenizer
T:RY — RM*" produces token embeddings through a double-layered perceptron:

tm:U<W,(n1)x5m+b,(ﬂl)), m=1,...,M, (2)
Zm = (T(W,(,f)tm + br(nz))/ 3)

where W,(nl) € R"*ISnl and W,(f) € R are trainable projection matrices, o(-) represents
the rectified linear unit (ReLLU) activation function, and / is the dimension of the token
embedding. The final token sequence Z = [z1;... ;zp1] € RM*" maintains feature group
semantics, whereas regular transformers treat inputs as unordered sets and therefore
lose domain-specific relationships which are crucial for security analysis [26]. To ensure
optimal feature representation while eliminating redundancy, recursive feature elimination
(RFE) was applied to each dataset individually. This process retained the dataset-specific
optimal feature counts—78 features for CIC-IDS2017, 83 features for CIC-IDS2018, and 68
features for CIC-IoT2023—thereby preserving the unique forensic characteristics of each
network environment. This approach ensures that no synthetic features are introduced
and forensic fidelity is maintained. Figure 2 displays the proposed security tokenization
layer architecture. The 68-dimensional input vector is split into five semantic segments
(temporal, payload, protocol, metadata, and flow) with sizes 14 + 14 + 14 + 13 + 13 = 68,
aligned with MITRE ATT&CK tactics.
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Security Tokenization Layer Architecture

68-Dimensional Feature Vector (x € R*)

S.: Temporal S:: Payload Ss: Protocol S-: Flow
14 features 14 features 14 features 13 features

|

Double-Layer Perceptron

2 2z z
Temporal Payload Protocol
32-dim 32-dim 32-dim

Figure 2. Proposed security tokenization layer architecture.

Standard self-attention calculates two-way interactions without considering security
context awareness, resulting in diluted attention weights for critical threats in highly imbal-
anced NIDS datasets. To address this issue, a risk-gated attention mechanism dynamically
adjusts attention weights based on explicit estimation of token-level security risk. For the

RMxh

token sequence Z € query, key, and value projections are computed:

Q=27ZWQ K=2zWKv=zw" 4)

where WR, WKWV e R and, therefore, Q,K,V e RM>*! are learnable projection matrices.
Product attention captures the nonlinear relationships between query and key through
bilinear fusion:

Af]’.‘t = thunh(Wi”t [9i: k] + bi”t>, (5)

where Wint ¢ R2<I projects the concatenated query—key pair into an interaction space,
bint ¢ R is a bias vector,and w € RY computes a scalar interaction score. At the same time,
token-level risk scores are predicted via a lightweight risk estimator defined in Equation (6):

i = Usigmoid (wrz; +by), 1 € [0,1] (6)

where w, € R" and b" € R” are learnable parameters, and Usigmoid(‘) denotes the sigmoid
activation function.

The risk estimator is initialized using structured security priors rather than random
values. Every semantic token m receives a corresponding security class 7(m) € {C, M, B},
which corresponds to Critical, Moderate, and Benign/Common. Such classification is made
depending on MITRE ATT&CK tactics and the CVSS-based severity distribution associated
with the particular token. Target initial risk probabilities are defined by:

pc =09,pm =05,pp =0.1 )

To integrate these discrete priors into the continuous sigmoid-activated risk estimator,

(m)

the bias term b; "’ is initialized using the log-odds transformation:

pm gy [ Pl 8
{ (1 - ®)
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The weight vector w; is initialized with small random values drawn from N(0, 0.01).
This initialization makes sure that, before any update, the tokens related to critical tactics
have a higher risk score, and this will draw attention in the early stage to potentially
dangerous patterns. This mathematical initialization makes sure that before any gradient
update; the risk estimator will always provide a high output for the tokens associated
with critical tactics. Hence, the attention algorithm becomes structurally biased toward
those tokens which exhibit patterns of severe vulnerabilities, and thus attention dilution is
mitigated without the help of any heuristic post-processing. While this prior initialization
substantially accelerates early convergence, there is a need to constrain the optimization
phase to avoid overfitting to the majority classes. The final attention score is given in
Equation (9):
ajj = softmax; (AZ” : r]-) )

The attended representation is then computed as in Equation (10):
M
Z; = ijl njjoj (10)

A residual connection with layer normalization preserves gradient flow as in Equa-
tion (11):
20" = LayerNorm(z; + z}) (11)

The proposed modifications guarantee that tokens showing unusual behaviors will
be assigned attention weights proportional to their estimated security risk. Such instances
include strange payload entropy values or an irregular sequence of protocol flags. Therefore,
the issue of attention dilution is handled without necessitating heuristic post-processing.
Figure 3 gives an overview of the RGSA technique. The input tokens first go through linear
layers to generate the corresponding Q, K, and V matrices. However, unlike traditional
self-attention, the RGSA employs additive attention with bilinear projection (A4;,;) and at
the same time it predicts the per-token security risk scores (r;). Subsequently, the final
attention weights are dynamically gated by the risk scores before the Softmax function. This
gating mechanism ensures that the model assigns higher attention weights to high-risk,
rare threat features.

3.3. Hierarchical Balancing and Tier-Aware Optimization

To maintain the discrete-event characteristic of network flow, an intelligent duplication
strategy has been devised. This process does not create artifacts that are usually created
by oversampling methods like SMOTE or generative adversarial network-based methods
(none of the classes have synthetic samples). The model has native handling for purely
malicious datasets, such as CIC-10T2023, through its single-stage mode, where no artificial
benign traffic generation is needed. It is based on the hierarchical classification system of
the security severity of a threat.

This hierarchical classification system of security tiers has been designed by the authors
through security impact considerations from NIST SP 800-115 and MITRE ATT&CK, and
not as actual NIST tiers:

- Critical Tier (7;): Examples of such attacks: remote code execution, privilege escalation,
or lateral movement (e.g., Heartbleed [CVE-2014-0160], Infiltration, Mirai propaga-
tion). These are the ultimate threats to the infrastructure’s integrity.

- Moderate Tier ('T;;): Resource exhaustion attacks that cause service degradation without
full compromise (e.g., Slowloris DoS, SSH brute-force).

- Common Tier (Tp): Very large-scale volumetric attacks that can be mitigated by well-
known tools (e.g., DoS-Hulk, PortScan).

https:/ /doi.org/10.3390/network6030072


https://doi.org/10.3390/network6030072

Network 2026, 6, 72

11 of 29

Risk-Gated Security Attention (RGSA) Mechanism
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Figure 3. Risk-Gated Security Attention Mechanism. Colors used: Blue represents input tokens and
projections, Orange shows the bilinear fusion layer, Red denotes lightweight risk estimation, Purple
marks softmax activation, Green indicates the attended representation, while Dark Green refers to
the output after residual connections and layer normalization.

For each attack class ¢y € T¢(T € {c, m,0}) with original sample count 1y, a tier-aware
duplication factor is computed:

, max(nr.) -
= min e max(1, [P P 12
where max(ny.) represents the size of the largest class in the tier 7,5, = 0.33, and

Bm = 0.07, and B, = 0.03 are the balancing ratios for the different tiers that have been
empirically derived heuristics inspired by general NIST impact guidelines, and ¢5,,, = 50,
omoe = 15 ¢, = 5 are the maximum duplication caps. These three caps were chosen
to emphasize critical threats. To ensure that the decision boundaries remained feasible, a
global class-ratio constraint was imposed:

MaXe 11 final
. et final <30 (13)
miNgcc (e} Mk
where n{:mal = . ny benign samples are randomly subsampled to achieve a malicious

traffic ratio of 40% to 60%. Such a proportion corresponds to the real-world incident
response cases in which the malicious traffic is about 40% to 60% of the monitored flows
due to the deployment of an active attack. Furthermore, the selected duplication caps
and tier ratios were determined through empirical sensitivity analysis. It was observed
that exceeding the specified caps (e.g, ¢rmaxc = 50) induced overfitting on minority
classes, degrading generalization. The adopted ratios were found to optimally balance the
enhancement of critical threat recall with the preservation of overall classification precision.
Figure 4 shows the hierarchical security-tier balancing strategy. The severe class imbalance
of the original dataset is shown in the left panel. The middle panel depicts the tier-sensitive
duplication procedure, where Critical, Moderate, and Common tiers are allocated tier-
specific duplication factors. Meanwhile, Benign traffic is subsampled independently. More
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importantly, this technique involves replication, and not generation (such as SMOTE), to
maintain the avoidance of synthetic sample generation of network flows. The balanced
dataset after using this technique, where the ratio constraint is imposed, is displayed on
the right side.

Hierarchical Security-Tier Balancing Strategy

Original Imbalanced Dataset Tier-Aware Duplication Final Balanced Dataset

Benign Max Ratio Constraint Enforced

C) Critical Tier — Max duplication (xN)

. Mod Tier — Medium duplication (xM)

‘ Common Tier — Low duplication (xL)

. Benign — Subsampling (x0.5)

NO SMOTE /
Exact Duplication

Critical Tier
x1)
Common  Moderate x0.5
Tier Tier

xL xM xN

Figure 4. Hierarchical security-tier balancing strategy.

To address class imbalance after hierarchical balancing, a class-aware focal loss is
applied, as defined by Equation (14):

»cfocal(y/ p) = oy (1 - py)'ylog(py), (14)

where y € {0,...,K — 1} is the true label, p € [0,1]¥ is the predicted probability vector
with } pk = 1,7y = 3.0 controlling the focusing strength, and «, denotes class-specific
weighting derived from security tiers as defined in Equation (15):

0.7 if y =0 (BENIGN),
5.0 if cy €Tc
2.0 if cy € T
1.0 ifcy €7To

&y = (15)

This method assigns a larger gradient weight to the top-level attacks. At the same
time, it downplays easy and common examples. Thereby, optimization is aligned with
real-world security impact [27].

3.4. Adaptive Single/Two-Stage Pipeline Architecture

The framework automatically selects the detection pipeline based on the label distri-
bution of the training data, through statistical analysis at the preprocessing stage, without
human intervention.

- Two-stage mode (activated when py > 0): A binary detector fj, : RY — {0,1} first
identifies attack presence, where f,(x) = 1 indicates an attack. Samples marked as
attack attempts are then categorized by a multiclass model f, : RY — C~ {co}. The
total prediction is computed by Equation (16):

_ o if fo(x)=0
V= {fm (x) if fy (x) = 1 (1
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Single-stage mode (activated when py = 0): Multiclass classification. Since all the
traffic in the CIC-10T2023 dataset is a pure attack traffic, the single-stage mode is
activated. To maintain avoidance of synthetic sample generation without fail, there is
no oversampling or artificial injection of benign instances used during the training
process for this dataset. The classifier takes in the malicious flows. f,, : R? — C
directly without any binarization, ensuring consistent behavior even in a purely
attack scenario.

The system remains efficient even when processing data of diverse origins, as is usually

the case in operational and security intelligence environments. Figure 5 shows the adaptive
single/two-stage pipeline architecture. The system statistically analyzes the training data
to compute the benign ratio (pp). If benign traffic is detected (oo > 0), the two-stage mode

is enabled, which first uses a binary detector and then a multiclass classifier. Otherwise

(oo = 0), the single-stage mode is initiated, carrying out direct multiclass classification to

guarantee high performance even in attack-only deployment scenarios.

Adaptive Single/Two-Stage Pipeline Architecture

Input Training Data
Statistical Analysis

Two-Stage Mode, Single-Stage Mode,

p:>0 YES po 507 NO =0
nu vs Aﬂ:il( fb(x)=0 > ‘ Multiclass Classifier f m
\ / Direct Multiclass Classification

f b(x) = 1= Multiclass Classifier f_m:
Attack Type
Classification

y=fm{
v

Final Prediction y F—Y =f.m(x) «—

Figure 5. Adaptive pipeline architecture.

3.5. Enhancements to the RGSA-Transformer Architecture

Figure 6 illustrates a side-by-side comparison between the baseline RGSA-Transformer

and the proposed enhanced version. The improved model offers three key architectural

innovations:

1.

Semantic Security Tokenization: Instead of treating tokens as per the case of vanilla
transformers, tokens are aligned with MITRE ATT&CK tactics, and the domain-
specific relationships between the feature sets are preserved.

Dynamic Risk Modulation: Adjusts attention weights dynamically based on learned
token-level security risk scores (r;), enabling the model to prioritize high-impact, rare
threats according to their predefined security tiers (derived from CVE/CVSS metrics).
Tier-Aware Focal Loss: Works on class imbalance by mixing security-tier-specific
weighting (oty) with a focusing parameter (v = 3.0) to give more emphasis to critical
attacks without losing performance on common ones.
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Baseline RGSA-Transformer Enhanced RGSA-Transformer
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Figure 6. Comparative layout of the base RGSA-Transformer versus the enhanced RGSA-Transformer.

Such improvements tackle the main problems of extreme class imbalance and semantic
inconsistency in modern NIDSs, thus boosting detection performance.

3.6. Security Tier-Weighted Metrics

Performance is measured via tier-based scores that are designed to take into account
the importance of security impact, guided by the basic principles of the NIST approach
to security assessment and the MITRE ATT&CK framework. For each security tier 7; the
following are computed:

YckeT, TPk
Recallt, = > , (17)
T Yerer. (TP, + FN)
Fly. = 2 - Precisiony. - Recallt (18)

Precisiony, + Recally. '

where P, and FNj denote true positives and false negatives for the class ck, respectively.
The performance of the Benign class is reported separately using only two metrics (false
positive rate and false negative rate). Attack class metrics are then calculated after excluding
healthy samples to ensure no overlap between the metrics.
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4. Materials and Results

To assist with the development of RGSA-Transformer, three widely recognized bench-
mark datasets in the cybersecurity field were chosen: CIC-IDS2017 [28], CIC-IDS2018 [29],
and CIC-10T2023 [30]. The choice of the CIC-IDS2017, CIC-IDS2018, and CIC-10T2023
datasets was motivated by the need to test the framework in increasingly complex and var-
ied network settings. The CIC-IDS2017 dataset provides the basic enterprise traffic baseline,
with vulnerabilities that have a known low footprint, such as Heartbleed, which is essential
to evaluate the rare event detection capabilities of the framework. The CIC-IDS2018 dataset
is necessary to account for inconsistent labeling of its predecessor; moreover, it introduces
more modern attack types including the advanced Botnet and Web Attack scenarios. Fi-
nally, the CIC-IoT2023 dataset was chosen because it captures the specifics of contemporary
Industrial IoT networks, namely heterogeneous device protocol types, high-velocity traffic,
and scenarios consisting entirely of attack traffic. Such a sequence of testing provides a
broader evaluation across heterogeneous benchmark settings, but it does not constitute
cross-dataset validation. Testing was performed using Kaggle (Python 3.10.12, TensorFlow
2.15.0, Keras 3.0.5) and GitHub platforms [31].

4.1. Datasets and Implementation Details

To ensure complete data protection and methodological reproducibility, the data pro-
cessing pipeline was implemented in a strictly sequential and isolated way. Firstly, a
stratified split of the data (80/20 train/test) was done. Then, recursive feature elimination
(RFE) was applied only to the training split to discover the most discriminant features
without any test-set-related data being used for constructing the feature space. The Min-
Max scaling parameters were also calculated based only on the training data and then
applied to both splits. Lastly, the security tier duplications were implemented only in the
training dataset. This helps ensure the integrity of the evaluation set. To achieve statistical
robustness, all the core experiments were tested using five independent random seeds. In
case of inadequate representation, those classes were not considered to maintain accurate
assessment; in total, 8, 4, and 6 attack classes were kept for CIC-IDS2017, CIC-IDS2018, and
CIC-10T2023, respectively.

Not only were artificial resizing techniques (such as SMOTE and GANSs) avoided, but
it was also ensured that the class imbalance did not exceed 30:1 to prevent artificial bias
towards underrepresented classes. Table 2 outlines the key characteristics of the selected
datasets, while Table 3 presents the experimental settings.

Table 2. Characteristics of the used cybersecurity datasets.

Feature CIC-IDS2017 CIC-IDS2018 CIC-10T2023
Total Samples 2,830,743 4,580,217 1,245,873
(Original)
Benign Traffic Ratio 85.2% 78.6% 0.0% (100% attacks)
Attack Classes 14 17 7
. Heartbleed, Botnet, ..
Critical Attacks Infiltration WebAttack_SQLi Mirai, DDoS_TCP
Numerical Features 78 83 68
. NetFlow NetFlow .
Traffic Type (Enterprise) (Enterprise) IoT Device Flows
Security Standard NIST SP 800-94 NIST SP 800-115 IEEE 802.15.4
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Table 3. Experimental setup configuration.

Component/Parameter

Specification

Execution Platform
Hardware Acceleration
Feature Normalization

Data Splitting
Security Tokenizer
Attention Mechanism
Loss Function

Class Weighting

Optimizer
Regularization
Training Protocol
Operational Modes
Total Parameters
Training Duration

Kaggle (Python 3.10, TensorFlow 2.15, Keras 3.0)
NVIDIA Tesla T4 GPU (16 GB VRAM)
MinMaxScaler (range [0, 1])

80% training/20% testing with stratified sampling
5 security tokens x 32 dimensions per token
Risk-gated security attention (RGSA)

Sparse categorical focal loss (y = 3.0)
Hierarchical: Critical = 5.0, Moderate = 2.0, Common = 1.0,
Benign = 0.7
Adam (initial LR = 10~3, ReduceLROnPlateau patience = 5)
Dropout (0.3-0.4), BatchNorm, LayerNorm
Max 35 epochs with early stopping (patience = 8)
Adaptive: two-stage (benign present)/single-stage
284,317 (fully trainable)

27-35 epochs (early-stopping-dependent)

4.2. Hierarchical Risk-Aware Balancing Strategy

A hierarchical balancing strategy is implemented to detect critical threats at any point

in time without harming overall system performance. For instance, Table 4 depicts a
balanced sampling distribution (like CIC-IDS2017).

Table 4. Sample distribution in the training set After hierarchical risk-aware balancing (post
80/20 split).

. . Original Count Duplication Final Count Final Proportion
Security Tier Attack Type g(Train) llgactor (Train) (Trail;)
Critical Heartbleed 9 50 450 0.05%
Critical Infiltration 29 30x 870 0.10%
Critical Botnet 1573 6% 9438 1.12%
Moderate DoS_Slow 43,993 3x 131,979 15.61%
Moderate DoS_GoldenEye 8234 4x 32,936 3.9%
Common DoS_Hulk 380,630 1x 380,630 45.02%
Benign BENIGN 1,928,209 0.15x 289,231 34.20%
Total — 2,362,677 — 845,534 100%

4.3. Binary Detector Performance (Stage 1)

The binary detection capabilities of the proposed RGSA framework were evaluated
in terms of overall detection ability on the two benchmark datasets comprising normal
traffic (CIC-IDS2017 and CIC-IDS2018). The findings are shown in Table 5 below. For the
CIC-IDS2017 dataset, the RGSA model was able to yield an accuracy of 99.25 £+ 0.10%, a
recall of 99.50 + 0.12%, a precision of 98.60 £ 0.15%, and an Fl-score of 99.05 £ 0.11%.
However, the most significant feature of the model is that it had a low FNR of 0.50 = 0.12%.
Such a high level of precise detection indicates its capacity to identify malware even in
a highly noisy, benign-dominated environment. Besides, with the CIC-IDS2018 dataset,
the model performed highly well as it obtained an accuracy of 99.75 & 0.04% and still
maintained a low FNR of 0.40 £ 0.08.
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Table 5. Performance of the RGSA framework in detecting binary attacks across the benchmark
datasets.

Dataset Accuracy (%) Recall (%) Precision (%)  F1-Score (%)

CIC-IDS2017 99.25 £ 0.10 99.50 + 0.12 98.60 £ 0.15 99.05 £ 0.11
CIC-IDS2018 99.75 £ 0.04 99.60 £ 0.08 97.20 £ 0.18 98.38 £+ 0.12

- Methodology Note for CIC-10T2023 Binary Evaluation:

To preserve statistical validity and avoid synthetic sample generation, the binary
experiment on CIC-I0T2023 data was not included in this work. Since the dataset consists
of only malicious activity, generating or relabeling artificial benign instances for a binary
classification would have created severe distribution discrepancies that do not conform to
the event-based behavior of network traffic. Therefore, the assessment of the framework on
CIC-10T2023 strictly adheres to the authentic single-stage multiclass paradigm. In terms of
operation, these FNR rates are less than the 1.0% operational target set out in this study.
The 1.0% rate is used as an operational target for the current analysis and not as a numeric
target outlined in NIST SP 800-115. The findings obtained indicate the possible effectiveness
of this method in minimizing false negative errors; however, its suitability for operational
use still needs to be verified.

4.4. Multiclass Classifier Performance (Stage 2: Attack Type Classification)

Table 6 presents a detailed assessment of the performance of the RGSA framework
against various types of highly damaging attacks, classified using a defined security-tier
hierarchy informed by NIST SP 800-115 and MITRE ATT&CK. The results indicate that
the network model is capable of significantly reducing false negatives, and at the same
time, it does not sacrifice a high level of accuracy across the board, particularly in scenarios
of very rare and very serious threats. Regarding the Heartbleed bug (CVE-2014-0160),
the architectural design was able to correctly identify all possible cases within the test set
(2/2) for this vulnerability, with a precise recall rate of 100%. Due to the small size of the
test set (n = 2), this performance should not be considered statistically robust but only
preliminary proof. This caution is particularly relevant for low-footprint attacks, which
are generally difficult to detect using pattern-based approaches. Moreover, concerning
the Infiltration attack type, the recall score of the framework is 6/7 (85.7%) with six out
of seven available test instances correctly classified (95% Clopper—Pearson CI: 42.1-99.6),
and a precision of 6/6 (100%), with an F1-score of 92.3% in 7 test cases. This means that
only one instance was incorrectly classified. On the CIC-IDS2018 test split, two attack
classes, WebAttack_SQLi and Botnet, achieved F1-scores of 99.46% and 99.57%, respectively.
In a rapidly changing IoT ecosystem (CIC-10T2023), the RGSA framework demonstrated
efficacy to protect against the Mirai botnet by achieving a recall rate of 99.50 £ 0.20%,
precision of 99.70 £ 0.12%, and F1 score of 99.60 & 0.15%.

Table 6. Performance metrics of the RGSA framework for multiclass attack type classification across
the benchmark datasets. (Mean =+ std. dev. over five seeds).

Moderate Common

Dataset Attack Accuracy Macro-F1 Weighted-F1 Critical Critical Tier Tier Tier Total Test
Types (%) (%) (%) F1-Score (%) Recall (%) Fl-Score (%)  F1-Score (%) Samples
CIC-IDS2017 8 99.92 £ 0.03 98.85 £ 0.15 99.91 £ 0.04 98.50 £ 0.40 99.10 £ 0.30 99.20 £ 0.15 99.95 + 0.30 114,452
CIC-IDS2018 4 99.88 & 0.02 98.50 &+ 0.25 99.85 &+ 0.05 99.20 +0.20 99.40 +0.20 99.50 + 0.10 99.90 & 0.05 321,242
CIC-IoT2023 6 99.70 &+ 0.06 97.80 + 0.35 99.65 + 0.10 98.80 & 0.30 99.25+0.25 99.10 + 0.15 99.70 &+ 0.10 249,175

The model successfully addresses the common class-imbalance paradox, where stan-
dard models typically exhibit degraded recall on minority classes, which poses a significant
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problem. Based on the evaluated benchmark setups, the above results may contribute
towards better resource utilization in SOC processes; however, the possible advantage
needs to be proven in practical cases and for the strict requirements of zero-tolerance
security architectures.

4.5. Empirical Assessment of Rare Critical Threats

RGSA'’s performance on specific categories of attacks that were classified based on the
security tier hierarchy of the authors and whose levels of severity are illustrated in Table 7
offers some proof regarding how well it performs at handling false negatives for very rare
existential threats without affecting its precision. Detecting such rare vulnerabilities is a very
difficult statistical exercise. As far as the Heartbleed vulnerability (CVE-2014-0160) in the
CIC-IDS2017 dataset is concerned, the predefined test set contained 2 cases. The suggested
architecture was able to classify 2 out of 2 examples, providing a discrete recall of 100%.
Considering the micro-support character of this class, the reporting of decimal-averaged
percentages is mathematically incorrect. Utilizing the Clopper—Pearson exact binomial
approach, the 95% confidence interval for the recall equals [15.8-100.0%]. This wide interval
is caused by the uncertainty related to the analysis of rare, low-footprint anomalies, while
the discrete result provides preliminary evidence that the risk-based attention system can
correctly classify the available low-footprint samples. In the case of the Infiltration attack
class, the recall was equal to 6/7 (85.7%), and the precision reached 6/6 (100%), which
corresponds to the F1 score of 92.3%. The fixed test partition contained 7 discrete instances,
of which 6 were correctly classified (95% Clopper—Pearson CI: 42.1-99.6). For the Bot-
net class, a recall rate of 99.75 £ 0.15% and a precision of 99.60 & 0.20% were observed,
yielding an Fl-score of 99.67 £ 0.15%. Performance scaled with the sample size of each
class: in the CIC-IDS2018 test, the WebAttack_SQLi and Botnet classes achieved a recall of
99.42 + 0.15% and precision of 99.50 £ 0.12%, and a recall of 99.55 + 0.18% and precision
of 99.60 & 0.15%, respectively, with Fl-scores of 99.46% and 99.57%, based on 173 and
22,788 samples, respectively. The CIC-10T2023 dataset, which focuses mainly on IoT de-
vices, contains a total of 42,146 Mirai malware instances in the test set. The RGSA algorithm
also performs well, with recall values of 99.50 £ 0.20%, precision of 99.70 £ 0.12%, and an
F1-score of 99.60 = 0.15%, i.e., only 211 Mirai instances were missed out of 42,146.

Table 7. Empirical performance metrics of the RGSA framework for critical attack type detection
across benchmark datasets.

0y
Dataset Attack Type CVE/Reference Severity Recall (%) Precision (%) F1-Score (%) Test Support ?Ifeﬁa(ljll)
CIC-IDS2017 Heartbleed Cvi-§g14- CRITICAL 100 100 100 2 [15.8-100.0%]
CIC-IDS2017 Infiltration N/A CRITICAL 85.7 100 92.3 7 [42.1-99.6%]
CIC-IDS2017 Botnet N/A CRITICAL 99.75 + 0.15 99.60 + 0.20 99.67 + 0.15 393 [98.9-100.0%]
CIC-IDS2018 WebAttack_SQLi N/A HIGH 99.42 + 0.15 99.50 £ 0.12 99.46 + 0.10 173 [98.5-99.9%]
CIC-IDS2018 Botnet N/A CRITICAL 99.55 + 0.18 99.60 £ 0.15 99.57 + 0.12 22,788 [99.4-99.7%]
CIC-10T2023 Mirai N/A CRITICAL 99.50 + 0.20 99.70 £+ 0.12 99.60 + 0.15 42,146 [99.3-99.7%]

The test support is defined by the number of samples in the fixed 20% test partition.
For classes that are rarely represented in the dataset (i.e., classes with very low support),
the results are reported using exact discrete counting with a 95% confidence interval.

4.6. Visual and Statistical Validation of Classification Integrity

This section describes the forensic analysis to determine the behavior classification
for the RGSA algorithm. The confusion matrix, ROC-AUC plot, and training curves on
the three reference datasets constitute empirical proof of the performance of the algorithm
on the out-of-sample test sets. These results imply that there is consistent performance of
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detection in the benchmark scenarios under consideration; nevertheless, they do not alone

imply cross-dataset generalization or robustness at the deployment level.

4.7. Confusion Matrix Analysis: Granular Evidence of Threat Isolation

The confusion matrices provide a highly detailed view of the model’s performance

in discriminating between various attack classes. This includes the most frequent as well

as the least frequent attacks. Further, by showing the accuracy of the model, they help

in understanding how well the model performs in the most frequent as well as the least

frequent attack vectors.

1.

Binary detection accuracy: the algorithm exhibited high stability in the binary classifi-
cation task. Using the CIC-IDS2017 dataset, the algorithm provided a 99.5% attack
detection rate, which means it identified most of the attacks, as is evident from Figure 7
below. It should be noted that the comparison of this level of performance with the
results of the other more extensive and complex datasets, namely CIC-IDS2018, is
hardly possible because in all these cases, the classifier exhibited high stability in iden-
tifying legitimate as well as malicious categories without mistakes. The corresponding
confusion matrix for CIC-IDS2018 is shown in Figure 8.

Multi-class classification accuracy and rare event detection: The multi-class classifi-
cation confusion matrices help solve the major problem of presenting the efficiency
of the model visually in the case of imbalanced data and rare vulnerabilities. The
CIC-IDS2017 results show high classification accuracy for the rare Heartbleed and
Botnet samples. This is shown in Figure 9 below, showing that the model manages to
detect rare but important occurrences. This is the same case with the CIC-IDS2018
dataset, where the matrix presents high accuracy in detecting all attack types, such
as the WebAttack_SQLi attacks, as shown in Figure 10 below. Furthermore, in the
complex CIC-IoT2023 scenario with emphasis on the Internet of Things, the approach
not only helps detect complex Mirai attack types with 99.5% accuracy but also cate-
gorizes the reconnaissance attacks with high accuracy, as shown in Figure 11 below.
This high efficiency in detecting two completely different types of attacks shows that
the RGSA algorithm is not only adaptable but also capable of learning general and
specific properties within the evaluated benchmark settings.

4.8. ROC-AUC Analysis: Quantifying Discriminative Power and Sensitivity

1. Receiver operating characteristic (ROC) curves, together with their area under
the curve (AUC), serve as a conventional and statistically robust method for
evaluating the effectiveness of intrusion detection frameworks in imbalanced
cybersecurity datasets [25]. The proposed framework simultaneously increases
the true positive rate (sensitivity) and decreases the false positive rate.

2. Binary classification performance: The model demonstrated high stability dur-
ing the process of binary classification. Using the CIC-IDS2017 dataset, the
model showed an attack detection rate of 99.5%, implying that it detected al-
most all of the attacks, as shown in Figure 12 below. Such results illustrate
the ability of the features utilized by the model to differentiate between two
classes (benign and malicious) without confusion. In addition, the framework
performed consistently on the multiclass task within the evaluated test splits.
The micro-average AUC reached 1.0000 across all three benchmark datasets
(CIC-1IDS2017, CIC-IDS2018, and CIC-10T2023), as illustrated in Figure 13. This
perfect micro-average score indicates that the model achieved near-optimal dis-
crimination across all attack classes simultaneously. Also, analysis of individual
ROC curves showed that even difficult-to-detect attack types such as Infiltration

https:/ /doi.org/10.3390/network6030072


https://doi.org/10.3390/network6030072

Network 2026, 6, 72 20 of 29

and Heartbleed possessed an AUC = 1.0000, which is high. This means that the
risk-based attentional system is not confined to looking at the majority classes
only but can also identify special features of the analyzed attack types, including
lower-frequency classes.

Confusion Matrix - Binary Detector (CIC-IDS2017)
[Raw Counts + Percentages]
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Figure 7. Confusion matrix of the binary classification performed on the CIC-IDS2017 dataset.

Confusion Matrix - Binary_Detector (CIC-IDS2018)
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Figure 8. Confusion matrix of the binary classification performed on the CIC-IDS2018 dataset.
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Confusion Matrix - Multiclass_Classifier (CIC-IDS2017)
[Raw Counts + Percentages]
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Figure 9. Multiclass confusion matrix for the CIC-IDS2017 dataset.
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Figure 10. Multiclass confusion matrix for the CIC-IDS2018 dataset.
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Figure 11. Multiclass confusion matrix for the CIC-IoT2023 dataset.
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Figure 12. ROC curves for binary classification on CIC-IDS2017 and CIC-IDS2018.
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Figure 13. Multiclass ROC curves illustrate the micro-average AUC on CIC-IDS2017 and CIC-IDS2018.

4.9. Training Dynamics: Evidence of Stability and Within-Dataset Consistency

By observing the fluctuations in accuracy and loss, we can get insights into how the

model learns discriminative features and maintains stability while being trained. Training

behavior shown above is proof that the model performs generalization to the validation

dataset within a dataset but does not guarantee generalization across datasets.

1.

Performance Efficiency and Fast Convergence: The model demonstrated rapid con-

vergence and stability across all training cases, indicating that the risk-gated at-

tention mechanism effectively guides the optimizer toward an optimal solution

without gradient oscillation. From the first training epochs, the model was able

to achieve high accuracy consistently, as shown in Figure 14 below. It shows
that the RGSA feature helps the optimizer to find the optimal point within the

search space.

Resilience and Within-Dataset Consistency: Loss curves show a steep and consistent

descent to near zero; further, the value descended below 0.005 in the binary CIC-
IDS2018 problem without experiencing oscillation or divergence. The proximity of

the training and validation curves indicates that there is no sign of memorization of

the training set in the analyzed conditions. Yet, the above observation only serves

as an indication of within-dataset generalization of the model to the validation set

and should by no means be considered an indication of its ability to generalize

beyond it.

As can be concluded from these visuals and statistics, the RGSA technique proposed
in this research effectively achieves the objective of directing the model’s attention to the

most forensically important features. Consequently, a classification system based on such a

model can identify repetitive and concealed attacks efficiently enough to achieve highly

accurate classification of critical test samples, particularly for rare threat vectors of attacks

with high operational damage risk.
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Figure 14. Training and validation accuracy and loss plots over all datasets.

5. Ablation Study: Binary and Multi-Classification Performance

Component-wise Architectural Impact: To measure the contribution of individual
modules in a sequential manner, a series of experiments was conducted (Table 8). The
baseline transformer model exhibited suboptimal performance in terms of critical recall
(88.10%), implying that conventional self-attention approaches are prone to focusing on
imbalanced distributions of data. Adding security tokenization helped to improve the
macro-F1 score and consequently lower the security-weighted cost from 24.5 to 19.8 due to
retaining domain-specific feature dependencies.

Table 8. Component-wise ablation analysis on CIC-IDS2017 (multiclass task). The symbols denote:
v (component included), X (component excluded), and | (lower values indicate better performance
for the security-weighted cost).

. . o Security-
. Sec. Tok- Risk CVSS Tier Focal Macro-F1 Critical .
Model Variant enization Gate Priors Loss (%) Recall (%) Weighted
Cost |

Baseline Transformer X X X X 96.42 88.10 24.5
+ Security Tokenization v X X X 97.85 91.20 19.8
+ Risk Gate (Uniform) v v X X 98.90 95.40 16.2
+ CVSS-Informed Priors v v v X 99.45 98.50 15.1
+ Tier-Aware Focal Loss v v v N 99.66 99.10 14.5

The largest improvement was achieved after adding a risk gate and CVSS-informed
priors. By mathematically pre-initiating the risk estimator with severity priors, the crit-
ical recall could be increased up to 98.50%. Such an effect has been caused by log-odds
initialization (Equation (8)), making the model concentrate on important tokens at the
very beginning of the training process. Lastly, the addition of the tier-aware focal loss
contributed to the reduction of the number of false positives among commonly occurring
volumetric attacks and consequently lowered the security-weighted cost to 14.5. These
results indicate that the gain obtained is not a result of the random weight initialization but
is a result of the risk-sensitive architecture modifications. Despite the excellent performance
on the benchmark test datasets used, the extra computation cost for risk calculation needs
to be addressed.

6. Results Analysis and Comparison

However, because of the substantial differences between the studies regarding the
feature set used, data processing pipeline, class balancing techniques, and the classification
task, controlled comparison is quite difficult. To ensure transparency, the comparison tables
clearly indicate the feature selection technique, number of features, and classification task
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used for each baseline. Without controlling these factors, numerical superiority cannot be
declared; nevertheless, the proposed RGSA-Transformer shows competitive performance
on all datasets. The proposed RGSA-Transformer represents a risk-aware network intrusion
detection approach, which attempts to shift the paradigm from statistical detection to
security consequences. It would not be possible to claim any superiority in terms of
numbers in the given comparison; nevertheless, the suggested approach appears to be very
competitive under the reported experimental conditions.

The proposed approach utilizes a security-aware tokenization procedure that splits
network flows into semantically meaningful tokens in accordance with the MITRE ATT&CK
framework. This technique provides specific domain knowledge that is typically missing
in conventional approaches. In contrast, other techniques of feature selection, includ-
ing Pearson correlation applied by Kasina et al. [12] or hybrid techniques suggested by
Ahmed et al. [15], do not incorporate any security semantics.

In addition, whereas various works have used artificial oversampling techniques
like SMOTE (see, e.g., Al Abdulwahid et al. [20]), the framework presented does not use
interpolation techniques for attacks to maintain the forensic value of the network flows. The
framework uses a security-tier balancing approach based on the general guidelines from
NIST concerning the impact. Moreover, the flexible single- or two-stage pipeline allows the
framework to choose the mode of operation based on the presence of benign data.

6.1. Comparative Results on the CIC-IDS2017 Dataset

Table 9 shows the comparative performance between the proposed RGSA-Transformer
architecture and other state-of-the-art models on the CIC-IDS2017 dataset. The multiclass
accuracy obtained by RGSA-Transformer is 99.92 & 0.03%, and its F1-score is 99.91 £ 0.04%.
Although there may be other approaches that perform well in terms of accuracy (for
example, 99.90 =+ 0.08% in [8]), their reported results do not provide an equivalent rare-
critical-event evaluation. The table also reveals the limitations of decentralized methods like
the FedNova Transformer [21], which performed relatively poorly under the same settings.

Table 9. Comparative performance of RGSA-Transformer against state-of-the-art models on the
CIC-IDS 2017 dataset.

Feature

Ref. Model . No. Features Class Acc Precision Recall F1-Score
Selection
[13] CNN-RBF- Correlation 80 Multiclass 98.92% 98.92% 98.92% 98.92%
Attention Filtering
Self-Attention Not . o Not o Not
[8] Meta Specified 256 bytes Multiclass 99.90% Reported 99.90% Reported
[21] FedNova Intersection 40 Multiclass 97.0% 96.0% 94.0% 95.0%
Transformer Schema
Proposed model Security 78 Multiclass ~ 99.92 +£0.03  98.60+£0.15 9910030  98.85 4 0.15
Tokenization

6.2. Comparative Results on the CIC-IDS2018 Dataset

Table 10 presents the results obtained on the CIC-IDS2018 dataset. RGSA-Transformer
provides high-quality detection capability with 99.75 & 0.04% accuracy and an optimal
balance between precision and recall in the binary classification task. These results are
obtained by keeping 83 high-dimensional features without resorting to synthetic oversam-
pling, thereby highlighting the efficacy of risk-gated attention and hierarchical balancing in
identifying the exact temporal dependence necessary for discriminating stealthy malice
from common benign traffic.

https:/ /doi.org/10.3390/network6030072


https://doi.org/10.3390/network6030072

Network 2026, 6, 72

27 of 29

Table 10. Comparative performance of RGSA-Transformer against state-of-the-art models on the
CIC-IDS2018 dataset.

Ref. Model Featl{re No. Features Class Acc Precision Recall F1-Score

Selection
CNN-RBF- Correlation . o o o o
[13] Attention Filtering 80 Binary 99.81% 99.81% 99.81% 99.81%
[15] 1D CNN Hybrid 28 Binary 95.3% 93.2% 94.1% 93.6%
Union
Security .
Proposed model Ll 83 Binary 99.754+0.04 97.204+0.18  99.60 £0.08  98.38 £0.12
Tokenization

6.3. Comparative Results on the CIC-IoT2023 Dataset

The performance of RGSA-Transformer was tested in a realistic IoT setting using
the CIC-IoT2023 dataset (see Table 11). The model provides excellent performance, with
the recall and Fl-score equal to 99.50 + 0.20% and 99.60 £ 0.15%, respectively, for the
multi-class classification problem, and works efficiently in the single-stage mode for fully
malicious traffic. This demonstrates the adaptability of the pipeline that works well without
any benign data, which is not possible in many conventional two-stage models.

Table 11. Comparative performance of RGSA-Transformer against state-of-the-art models on the
CIC-I0oT2023 dataset.

Ref. Model Featur'e No. Features Class Acc Precision Recall F1-Score
Selection

[21] FedNova Intersection Multiclass ~ 97.0% 96.0% 94.5% 95.2%

Transformer Set

Hybrld - 0, 0, 0, 0,

21] BGWO-PSO-RF 3000 26 Multiclass 99.96% 99.97% 99.89% 99.41%

Proposed model Security 68 Multiclass 99.70 +£0.06 9970 £0.12 9950 +£0.20  99.60 + 0.15
Tokenization

6.4. Limitations of Cross-Study Comparison

One of the most significant limitations in evaluating the efficiency of NIDSs is the
absence of control tests due to changes in the test environment. These baselines differ
significantly in the feature selection strategy, in the number of features used, and in class
management strategies. The main goal of introducing the above tables is not to demonstrate
superiority, but to give some context. Under such conditions, the proposed model can
be treated as competitive in the context of controlled forensic conditions, particularly in
those rare, risky situations. One of the limitations of the current assessment is the use of
an internal train/test split for every dataset rather than a cross-dataset transfer protocol.
Consequently, the reported results support within-dataset evaluation but do not establish
generalization to an entirely unseen dataset or network domain.

7. Conclusions and Future Work

The proposed framework, when tested using a fixed 80/20 test split of CIC-IDS2017,
CIC-IDS2018, and CIC-10T2023, resulted in low binary attack FNRs of 0.50% and 0.40%
for the former two datasets, respectively, and good multiclass performance in all three
benchmark datasets. Both instances of the Heartbleed attack test set were successfully
detected; nevertheless, the large confidence interval suggests that the above is an initial
finding. The findings above show that the use of RGSA is effective in the benchmark
settings analyzed; however, further research is required.

However, there are certain limitations that have to be recognized despite the above
advancements in methodology. First, the incorporation of multi-stage risk assessment
involves a relatively small computational cost compared to conventional lightweight clas-
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sifiers, and it could impose a barrier for ultra-low-latency solutions working on highly
resource-restricted microcontrollers. Second, the use of pre-assigned CVSS and MITRE
ATT&CK scores creates a limitation on instant response to unknown zero-day exploits.

Future work will address the following topics: (1) exploiting direct threat intelligence
(CISA KEV) to adapt to zero-day vulnerabilities; (2) conducting adversarial attack research
to evaluate robustness; (3) implementing the model dynamically in inference time SDN en-
vironments with hardware acceleration; (4) applying federated learning while maintaining
a risk management mechanism to ensure collaborative, privacy-preserving defense across
enterprise boundaries. Therefore, future assessments should include tests across different
datasets and time-discrete tests to evaluate the transferability of learned representations
under distribution shifts and unprecedented network conditions.
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