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Abstract

The recent advances in Vehicular Ad Hoc Networks (VANETs) can have a tremendous
positive impact on vehicle safety and traffic flow. In VANETSs, vehicles communicate wire-
lessly with each other and with roadside infrastructure nodes to improve awareness of
neighboring vehicles and traffic conditions. However, such communication also increases
the potential for various safety and security challenges, such as the threat of false reporting
attacks. In these attacks, malicious or compromised nodes inject alert notifications that
report fictitious traffic incidents that may trigger unnecessary evasive actions and increase
the risk of collisions. This research addresses false alert attacks in VANETs by developing a
machine learning-based detection framework that leverages innovative feature engineer-
ing and model assessment strategies. The proposed framework designs new features that
capture vehicle kinematics to improve the detection of malicious alerts. The performance
of multiple ML models is then analyzed in terms of both detection effectiveness and com-
putational requirements to determine their suitability for different deployment scenarios.
Our simulation results demonstrate that the proposed framework can achieve significant
improvements compared to existing techniques for false alert detection. In addition, the
study highlights the critical role of feature engineering in improving detection performance.

Keywords: VANETs; VeReMiAP dataset; false alert attack; misbehavior detection
system (MDS)

1. Introduction

Vehicular Ad Hoc Networks (VANETs) serve as a fundamental component of modern
Intelligent Transportation Systems (ITSs), enabling communication among vehicles and
between vehicles and roadside infrastructure. VANETs can help to enhance road safety,
mitigate traffic congestion, and improve overall traffic management efficiency [1]. With the
increasing complexity of transportation infrastructures, VANETs have become essential
for supporting the efficient operation of road networks through the real-time exchange of
critical information, including vehicle location, speed, and roadway conditions. Despite
their many benefits, VANETS, like other interconnected systems, remain vulnerable to
a variety of security threats that can undermine the reliability, integrity, and safety of
transportation services [2].
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Basic Safety Messages (BSMs) and Cooperative Awareness Messages (CAMs) are
foundational to vehicular communication systems, enabling real-time exchange of position,
speed, heading, and other motion parameters between nearby vehicles and infrastruc-
ture. BSMs are defined under SAE J2735 (U.S.) [3], while CAMs are standardized under
ETSI EN 302 637-2 (Europe) [4]. CAMs emphasize cooperative awareness and environmen-
tal context sharing, supporting not just safety but also traffic efficiency and cooperative
driving functions. BSMs, on the other hand, are more safety-centric, designed for direct
collision avoidance and warning systems. The effectiveness of these applications depends
on the trustworthiness of shared data. However, malicious or faulty nodes can transmit
false or inconsistent information, leading to incorrect decisions and potential safety risks.
Misbehavior detection is therefore essential to identify and isolate such nodes, ensuring the
integrity, reliability, and safety of vehicular communication beyond what cryptographic
authentication alone can provide. For example, a malicious vehicle may broadcast false
position or speed information, deceiving nearby vehicles into making unsafe maneuvers
such as sudden braking or lane changes. Similarly, in a Sybil attack, an adversary may
create multiple fake identities to manipulate traffic flow or disrupt cooperative applica-
tions, such as platooning. Such misbehaviors undermine the reliability of safety messages,
emphasizing the need for effective detection mechanisms to maintain trust and situational
integrity within VANETs.

The security of VANETSs is becoming a critical concern, with the increasing deployment
of semi-autonomous and fully autonomous vehicles. False Alert Attack is a particularly
serious threat targeting VANETS. In such attacks malicious nodes inject falsified accident
reports or hazard warnings into the network to mislead neighboring vehicles and roadside
infrastructure. There may be different variants of “false alert attacks”, e.g., false notifications
regarding road conditions, emergency vehicles approaching, accidents or other hazardous
conditions. In this paper, we have limited our investigation specifically to the case where a
vehicle falsely reports observing an accident at a location when there is no actual accident
that occurred. Such deceptive messages may lead to traffic disruptions, misdirected vehicles,
and various safety hazards [5]. Therefore, the development of effective detection and
mitigation strategies is vital for ensuring the secure and dependable functioning of VANETSs.

To address this challenge, this research proposes a machine learning (ML) approach
for detecting false alert attacks in VANETs. Unlike conventional trust-based methods that
rely on predefined metrics, the proposed approach leverages pattern recognition learned
directly from vehicular communication data. Using the VeReMiAP dataset [6], which
includes false alert messages in addition to legitimate broadcasts from vehicles, the model
is trained to accurately distinguish between normal and malicious behavior. The important
contributions of this work are:

¢ We implement an ML-based detection framework specifically designed for false alerts
in VANETSs, providing a systematic baseline for this emerging problem.

*  We propose new engineered features that capture suspicious vehicular behaviors and
kinematic inconsistencies to augment the original dataset representation and improve
detection capability.

*  We evaluate multiple ML models in terms of both predictive performance and compu-
tational cost to determine their suitability for different deployment settings.

The remainder of this paper is organized as follows. Section 2 first gives an overview
of ML-based misbehavior detection in VANETs and then focuses on false alerts and the
VeReMiAP dataset. Section 3 presents details of the proposed framework for false alert de-
tection, and Section 4 discusses the performance of the proposed models. Finally, Section 5
presents the conclusion and some directions for future work.
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2. Related Work

Secure VANET communication, including misbehavior detection techniques for var-
ious types of attacks [7], as well as prevention and mitigation strategies [8], is an active
area of research. Existing research on VANET security has proposed numerous attack
detection mechanisms targeting a wide range of threats [9]. Machine learning (ML) has
emerged as a promising approach for misbehavior detection by enabling the automated
analysis of network data and the identification of anomalous or malicious behaviors [10].
Consequently, ML-based detection frameworks have been extensively investigated for
various attacks, such as routing attacks, GPS spoofing, impersonation attacks, and DoS
attacks. But the application of ML techniques for the detection of false alert attacks remains
relatively underexplored, highlighting an important research gap in the current literature.

2.1. Machine Learning Based Misbehavior Detection in VANETs

In recent years, ML has been used successfully in a wide range of fields, such as
healthcare, education, law and wireless communication [11-15]. Machine learning (ML)
approaches are inherently data-driven, relying on representative datasets from which
models can learn underlying patterns to make reliable predictions. However, due to security,
privacy and safety concerns, access to real-world vehicular datasets remains limited. In
2018, Heijden et al. introduced a standardized, publicly extensible dataset, called VeReMi
(Vehicular Reference Misbehaviour Dataset), based on the Luxembourg traffic scenario [16].
This dataset aims to facilitate fair and meaningful comparisons of different misbehavior
detection approaches [17] and has been widely used to train and evaluate ML models
as well as non-ML approaches. The VeReMi dataset focused on position falsification
attacks and was extended, using F2MD [18] to generate the VeReMi Extension (VeReMiExt)
dataset [19]. VeReMiExt introduced many new attacks, including DoS attacks, data replay,
DoS disruptive attacks, traffic congestion Sybil attacks etc. In addition, many researchers
have also generated and used their own datasets for performance evaluation.

In [20], the authors use ensemble learning to detect different routing attacks. In [21],
integrity and plausibility checks are used in conjunction with ML to improve detection for
false position attacks. Singh et al. [22] generated wormhole attacks using SUMO traftfic
simulator and NS3 and used KNN and SVM algorithms to detect these attacks. Gyawali et
al. [23] applied various supervised ML algorithms including KNN, decision tree, bagging
and random forest for false position attacks, with bagging classifiers achieving the best
results. Sharma et al. [24] also used the VeReMi dataset to implement position falsification
detection models. They used classical ML algorithms, reported that ensemble learning led
improved predictions compared to individual models. Shams et al. [25] used a privately
generated dataset to develop a trust-aware SVM model that improved packet delivery
ratio and reduced end-to-end delay. In [26], the authors used unsupervised learning to
detect jamming attacks in VANET. In addition to classical ML algorithms, a number of
researches have investigated the use of deep learning and federated learning techniques
for VANET IDS. In [27], a Convolution Neural Network (CNN) is used to detect anomalies
in BSM data, using the Wyoming dataset [28]. Aneja et al. [29] used genetic algorithm-
based feature selection, in conjunction with an Artificial Neural Network (ANN) to detect
flooding attacks. Kamel et al. [30] presented a Recurrent Neural Network (RNN) and LSTM
model to detect Sybil attacks. Zeng et al. [31] proposed an LSTM-based classification model
capable of detecting different types of attacks, including DoS, routing and Sybil attacks.

2.2. Detecting False Alert Attacks

In VANETS, ensuring message authenticity is essential because false traffic warnings
can compromise road safety. Liu et al. [32] proposed a traffic-flow-based verification
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scheme that uses neighboring vehicles as witnesses to distinguish genuine emergency
messages from false reports. Similarly, Ghaleb et al. [33] introduced a context-aware frame-
work that combines unsupervised learning and Bayesian hypothesis testing to identify
spurious messages and reduce false alarms. Although Liu et al. [32] and Ghaleb et al. [33]
addressed false alert attacks, neither employed machine learning models specifically for
attack detection. This may be due to the limited availability of datasets containing realistic
false alert attack scenarios. In [34], a traffic anomaly index, calculated using a Gradient
Boosting Decision Tree (GBDT) model, is used to differentiate between legitimate and
malicious vehicles.

The Framework for Misbehavior Detection in Vehicular Networks [18] was further
modified and extended by Abdelmaguid et al. to create the VeReMiAP dataset [35]. This
dataset introduces false alert attacks in BSMs and CAMs and is used in this research to train
and test our models. The authors also studied the effect of false alert attacks on neighboring
vehicles to determine the potential for hazardous conditions due to false alerts. In addition
to simulated datasets, the availability of real-world data would be invaluable for evaluating
false alert detection methods, but no real-world dataset for such attacks currently exists.
Although some real-world BSM data are available from various testbeds across the USA,
they do not contain any false/malicious BSMs, and therefore are not directly useful for
misbehavior detection. Therefore, at this time, detection approaches have to typically rely
on simulated datasets.

VeReMiAP Dataset

The VeReMiAP (VeReMi for Attack prediction) dataset [6] provides a diverse range of
data mimicking real-world driving scenarios, with vehicles communicating via BSMs [36]
and CAMs [37]. These messages include critical information on vehicle dynamics enriched
with ‘noise’ parameters to represent data uncertainties. BSMs convey vital information
about vehicle dynamics, including speed, location, acceleration and other relevant parame-
ters. In actual BSMs, the vehicle positions are expressed using three-dimensional coordi-
nates (x, y, z). However, the VeReMiAP dataset is generated based on a two-dimensional
simulation scenario. Therefore, the z-coordinates of the vehicle positions (as well as other
three-dimensional parameters) are always set to 0 for all BSMs and CAMs in the dataset.

In addition to BSMs, the VeReMiAP dataset includes CAMs, which build upon the
BSM framework by incorporating critical event-related data. CAMs are crucial for detailing
situational awareness around vehicular environments, such as accidents and road condi-
tions, providing a richer context with additional parameters like ‘eventType’, ‘eventID’,
‘laneIndex’, and ‘lanePosition’. These details are essential for understanding and analyzing
vehicular interactions under more complex scenarios within VANETs.

CAMs contain the original BSM fields, plus additional fields that provide a richer
context about the ego vehicle as well as information about observed events. Table 1 shows
the relevant BSM fields and additional CAM fields in the VeReMiAP dataset.

In this work, we focus on detecting false alert attacks within this dataset. Specifically,
an attack is identified when a CAM inaccurately reports an Accident in the field of event-
Type in Table 1. without any corresponding incident near the reporting vehicle. Some
preliminary results of our work in this area were reported in [38].

Table 1. BSM and CAM fields.

Field Description

Original BSM Fields
type type of message BSM (=2) or CAM (=3)
rcvTime time at which message was received

https://doi.org/10.3390 /network6030053


https://doi.org/10.3390/network6030053

Network 2026, 6, 53 50f17

Table 1. Cont.

Field Description

vehicleID a unique identifier for a vehicle

a composite value (posy, posy, pos;) denoting the x, y, and z

pos coordinates of a vehicle’s position

pos_noise a noise parameter related to position

spd X, y, and z components of a vehicle’s speed

spd_noise a noise parameter related to speed

acl X, y, and z components of a vehicle’s acceleration

acl_noise a noise parameter related to acceleration

hed X, y, and z components of a vehicle’s heading

hed_noise a noise parameter related to heading

sender GPS GPS coordinates of the message sender

sendTime time a message is sent

sender vehicle ID of the message sender

senderPseudo a pseudonymous identifier for the sender

messagelD ID of the message

exchangedMessageType type of message being exchanged, either a BSM or a CAM

Additional CAM Fields

eventID an identifier for a hazard event

eventType the type of event that occurred

roadID this corresponds to the “Road number” parameter

laneIndex the index of the lane the vehicle is in

lanePosition the position of the vehicle within the lane

maxSpeed the maximum speed limit on the road

maxDeceleration the maximum deceleration parameter

currentDirection the current direction of the vehicle

hazard Attack an additio.nallfield related to the “Fake Alert Attack” and its
effect, which is a hazard

hazardOccurrence a parameter related to the occurrence of a hazard

hazardOccurrencePercentage a parameter related to the percentage of hazard occurrence

3. Proposed False Alert Detection Framework

In the realm of VANET, the threat of false alerts represents a critical challenge. These
networks, crucial for improving road safety and traffic efficiency, rely on the accuracy and
authenticity of exchanged messages. False alerts or deceptive messages about non-existent
events like traffic accidents or road blockages can lead to severe disruptions. Drivers
might unnecessarily alter their routes, leading to traffic congestion, increased travel time,
and even actual accidents caused by sudden changes in traffic flow. The ability to detect
and mitigate such attacks is vital for maintaining the trustworthiness and functionality of
vehicular communication systems, ensuring that the safety of critical information remains
reliable and effective in enhancing road safety. Figure 1 illustrates the scenario of a false
alert attack in a vehicular network. In this scenario, a malicious vehicle sends a false alert
message to other vehicles, indicating a non-existent accident on the road. Upon receiving
the false alert, nearby vehicles may react by changing their routes or slowing down, causing
traffic congestion and delays. This deceptive behavior can disrupt the normal flow of traffic,
leading to potential accidents and safety hazards. Detecting and preventing false alert
attacks is essential for maintaining the integrity and reliability of vehicular communication
systems and safeguarding against malicious actors.
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Figure 1. False alert attack in VANETs.

Detection and mitigation of this type of attack is particularly challenging due to the
critical nature of the falsified information, which can lead to dangerous situations on the
road. This study addresses the challenge by proposing to leverage ML approaches tailored
to the VeReMiAP dataset. Our approach focuses on applying classical ML algorithms for
dataset interpretation and feature engineering. The framework follows traditional ML
pipelines and consists of the following stages:

e Data preparation;

¢  Data pre-processing;
*  Feature engineering;
¢ Model training.

Figure 2 shows a flow diagram of the proposed framework, where each of the afore-
mentioned four stages are outlined using using dashed lines. In the following sections, we
discuss the functions of each module in more detail.

‘ Data Preparation ’ Data Pre-processing ‘ ‘ Feature Engineering ‘ ’ Model Training

1
BSM/CAM | | Collect JSON
logs I files
1

= N LIS |
Fix duplicate records Add new features |11
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(80-20)

1
1
1
I | & missing values; Add
1
1
1

contributing features

Train Test

1

1

1

! Set Set

1 [

! l Performance
: 'l Evaluation
| | Offline Model Training 1
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Figure 2. Flow diagram of false alert detection framework.

3.1. Data Preparation and Pre-Processing

VeReMiAP [6] is a simulated dataset designed to analyze false alert attacks. Each
simulation run generates log files for each vehicle in the network. These log files are in
JSON format, containing information on all the messages (BSMs and CAMs) transmitted
by the vehicle, and are given as input to the data preparation module. Each vehicle in the
simulation is classified as either “attacker” or “non-attacker”. The individual log files are
first merged into a single combined JSON file. This aggregated JSON file is then converted
into CSV format, to facilitate integration with various data analysis and ML tools. Finally,
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the consolidated CSV dataset is used for conducting exploratory data analysis (EDA) to
identify any patterns and irregularities that may affect accurate detection of false alerts.

Prior to feature selection and model training, the dataset is first checked for constant
columns, missing values, and duplicate records and any irrelevant columns are removed.
Next, categorical variables like AttackLabel are encoded using one-hot encoding to convert
them into numerical format. Finally, features containing composite values are segregated
into multiple columns. For example, the column ‘pos” was split into ‘pos_x’, “‘pos_y’, and
‘pos_z’, representing the x, y, and z components of the vehicle’s position.

The dataset comprised 832,455 messages from 826 unique vehicles over a 3600 s time-
frame, with 205 (24.82%) vehicles identified as attackers. A combined total of 366,668 BSMs
and 465,787 CAMs were transmitted by all the vehicles. The accident reporting ratios for
both attackers and non-attackers were similar, suggesting that attackers attempted to blend
in with normal behavior. There is a significant imbalance (about 25% vs. 75%) between
attacker vs. non-attackers vehicles in the simulated dataset, which should be taken into
consideration to ensure that the detection and mitigation measures are robust.

Although the initial dataset contains both BSMs and CAMs, the BSMs do not contain
any fields for alert notifications. Therefore, BSMs can never transmit alerts, and such packets
are irrelevant for false alert detection. On the other hand, CAMs may or may not report
alerts. CAMs that do not contain any alerts, clearly cannot report “false” alerts and are also
irrelevant for false alert detection. Therefore, we removed all BSMs and CAMs without alert
notifications from the dataset. As BSMs have much fewer columns than CAMs, including
BSMs would also lead to a large number of null values resulting in a sparse dataset and
making it more difficult to train the ML models. Thus, removing all messages without
explicit alert notifications resulted in a smaller dataset and consequent reduction in training
time and computational overhead without compromising the model’s performance. This
data pruning might lead to a higher false positive if the model is presented with all incoming
BSMs/CAMs for prediction in real-world deployments. Therefore, it is recommended to
add a filtering stage within the pre-processing block that filters out any irrelevant messages.
The output of the filter will consist of CAMs with non-zero values in the eventID field.
Hence, only the relevant messages will be forwarded to the false alert detection model
for evaluation during actual deployment. Table 2 shows a comparison of the number of
BSMs and CAMs before and after removing messages without alerts. We note that the
percentage of attacker vehicles and the number of fake reports—as a percentage of all
messages (both legitimate and fake) from all the vehicles—in the reduced dataset remain
virtually unchanged compared to the original dataset.

3.2. Feature Engineering

Each CAM message can be decomposed into 27 original features, including the At-
tackLabel, as reported in Table 1. The data pre-processing and segregation step, where
each composite feature, e.g., position, speed, acceleration, were split into multiple columns,
resulted in a feature set of 63 features. We call this resulting feature set (before any feature
engineering is carried out) FS;. We performed initial model training and classification with
FS1, using a range of different algorithms. However, they did not yield high-quality results.
Although, a few models achieved slightly over 80% accuracy, all the models performed
poorly in terms of recall values, with scores ranging from 34 to 64%.
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Table 2. Comparison of dataset metrics.

After Removing

Initial Values Non-Alert Messages

Total Number of BSMs 366,668 0

Total Number of CAMs 465,787 45,484
Total Number of Messages (i.e., BSMs + CAMs) 832,455 45,484
Total Number of Unique Vehicles 826 616
Total Attacker Vehicles 205 153
Percentage of Vehicles that are attackers 24.82% 24.84%
Total Number of CAMs from Non-attacker 344,469 34,081
Total Number of CAMs from Attacker 121,318 11,403
Percent of Fake Reports 25.07% 25.07%

The initial feature set FS; contained a number of non-contributing features, such as
message type, and z-coordinates of position, speed, and acceleration, which are always
set to 0. As a first step towards improving performance, we refined the feature set by
removing features that had very little or no contribution towards the final classification.
Next, we created new features that aimed to capture underlying patterns and relationships
within the data to help distinguish between attackers and non-attackers. Table 3 lists the
15 new features, along with their descriptions. Some of these new features focus on the
vehicle’s general characteristics, such as speed (spd) and the magnitude and direction of
acceleration ( acly,g, acly,), which should have plausible values and be consistent with
each other. In addition to the general features, we also added features that encapsulate the
vehicle’s behavior before and after reporting an accident. For example, after observing a
road accident or other hazard, the expected behavior of a vehicle, in most cases, would be
to slow down and/or change lanes. The new features, such as (spdyg, spdao, spdigp) and
(LLo, LIpo, L1p), attempt to capture this type of behavior.

Table 3. List of new features.

Feature Description

spd magnitude of vehicle speed /spd% + s pdﬁ

aclmag magnitude of vehicle acceleration \/m

aclgiy direction of acceleration BfCL = atan2 <(acly)i, (aclx)i>

hed gy direction of the vehicle’s heading 0//ED = atanZ((hedy)l-, (hedx)i)

dif fair difference between direction of the vehicle’s heading and direction of acceleration Af; = GIACL — BZ.HED
aclyporal —|ACL|; if |A8;] > g

overall vehicle acceleration{

+|ACL|; otherwise

spdio (spdao, spdioo)

binary value indicating if the vehicle’s speed decreased within 10 (20, 100) s of reporting an accident.

LIyp (LIxg, LI100)

binary value indicating if vehicle changed its lane, i.e., Lane Index value, within 10 (20, 100) s of reporting
an accident.

flagy, hazard flag indicating if the vehicle’s hazardOccurrencePercentage is less than the average.
fla acceleration flag indicating if the acl x avg and acl y avg is less than average, which in itself is the average of
8a acl x and acl y for the sender vehicle.
flag binary value indicating if the sender vehicle has been sending these accident messages more than the
t

average vehicle.
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At this stage of our work, we created new features based on an intuitive understanding
of parameters that could be relevant to detecting false alerts, rather than on statistical
analysis. An important next step for further developing our proposed model would be
to conduct ablation experiments to measure the contribution of each of the features. For
example, it is quite possible that we only need to keep only one feature from each of the
groups (spdig, spdao, spdioo) and (LIyg, LIy, L1j0) instead of including all 6 features.

Once the new features were engineered, the highly correlated features were removed
from the dataset. The updated feature set, including the 15 engineered features, and after
removing redundant and non-contributing features, is referred to as FS;. Figure 3 shows
the correlation matrix between the different features in FS;. We see that the number of
features having strong correlation with each other is relatively low, which helps to reduce
problems with multicollinearity, increased complexity and unstable coefficients.
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Figure 3. Heatmap of features.

Figure 4 shows the top 10 correlated features in FS; with the target variable. We
note that several of the new engineered features are among the top 10 correlated features.
Furthermore, even the highest correlation with the target variable is relatively low, with
a value of 0.07, indicating that no single feature by itself would be a good predictor of
a false alert.

3.3. Model Training

The machine learning approach involved splitting the dataset into 80% training and
20% testing sets. A variety of models were employed, including Decision Trees, Random
Forest, Neural Networks, XGBoost, LSTM, LightGBM, CatBoost, and a Stacking model.
Evaluation metrics such as accuracy, precision, recall, and F1 score were used to assess
model performance.
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Feature Importance
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Figure 4. Top 10 correlated features with the target variable.

The choice of the meta-learner in the stacking models was crucial for optimizing
performance. Initially, Decision Tree was used as the meta-learner due to its simplicity and
interpretability. While the corresponding results were promising, we aimed for further
enhancements. Subsequently, experiments were carried out with more advanced models,
specifically LightGBM and XGBoost. XGBoost also demonstrated strong performance, due
to its robust boosting framework that reduces overfitting and enhances generalization.
LightGBM performed exceptionally well, primarily due to its ability to efficiently handle
large datasets, its gradient-based optimization techniques, and its capacity to model com-
plex interactions among base learners. The results for the different models are discussed in
detail in Section 4. Finally, as the primary focus of the paper was to see if ML approaches
can be effective for false alert detection, we simply used default parameters for the different
algorithms. It is expected that proper selection of the hyperparameters can lead to further
improvements in the performance of the models. Overall, the success of the stacking model
with multiple learners highlights the potential of ensemble methods in addressing this
challenging security issue in vehicular networks.

4, Performance Evaluation

In this paper, we have used the VeReMiAP dataset to train and evaluate the perfor-
mance of our proposed ML models for detecting false alert attacks in VANETs. We note
that we only consider messages that have been successfully received by the vehicle or RSU.
Channel congestion or other adverse network conditions may affect successful delivery of
some BSM/CAM packets. However, this would not affect the performance of the models,
as they deal only with successfully received packets. The VeReMiAP dataset contains
a 25:75 ratio of attack to non-attack messages. This disparity makes accuracy an inadequate
metric for evaluating the performance of models, as they can easily predict the majority
class and still achieve a high accuracy. Existing techniques for mitigating class imbalance,
such as SMOTE, undersampling or class weights, typically distort the true data distribution,
which can bias the probability calibration and cause the model to learn skewed decision
boundaries. Introduction of synthetic instances that do not accurately represent the minor-
ity class can potentially lead to overfitting as well [39], while undersampling can result in
significant data loss. On the other hand, it has been noted that ensemble learning-based
methods such as XGBoost and LightGBM can handle class imbalances quite well without
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the need for synthetic resampling [40]. Therefore, in this work we have decided to use
the original data without any resampling and instead incorporate models that are less
susceptible to class imbalance. We have also used different performance metrics, including
precision, recall, and F1-score, rather than relying on just accuracy scores, in order to get a
more balanced view of the performance.

4.1. Classification Results

With the goal of detecting false accident reports, we frame the problem as a binary
classification task. Table 4 shows a confusion matrix for this task with a breakdown of the
correct and incorrect predictions, where “Positive” indicates a false alert and “Negative”
indicates a genuine alert message. Based on this, we define the four metrics for our
evaluation as follows:

_ TP+TN
e  Accuracy = TP+TN+FP+FN
®  Precision = TPTi_EFp

e Recall = Tpi%

— Recall X Precision
* F1 Score = 2 x (Recall—i—Precision)

Table 4. Evaluation confusion matrix.

Predicted Positive Predicted Negative
Actual Positive True Positive (TP) False Negative (FN)
Actual Negative False Positive (FP) True Negative (TN)

The dataset contains CAM messages with accident reports, some of which are false
alerts. The classification task evaluated several algorithms, including Decision Trees,
Random Forests, and Neural Networks. Table 5 shows the results for the models trained
with feature set FSq, before any feature engineering. Initial experiments with classical
models yielded suboptimal results, with accuracy scores below 58% for Decision Trees, and
with Random Forests and Neural Networks achieving an accuracy of 76%. The remaining
models, including the stacking model (using XGBoost, CatBoost, Decision Tree, Random
Forest, Logistic Regression), had slight improvements over Random Forest, with accuracies
ranging from 81 to 83%. All the models struggled significantly with recall, with most
achieving scores well below 50%. Only the stacking model performed slightly better, with
a score of 64%. The poor recall and precision (for most models) scores led to unacceptable
overall performance in terms of F1 Score for all models, with the Stacking Model achieving
the highest F1 Score of 65% and all other models scoring below 60%.

Table 5. Performance of different models with FS;.

Algorithm Accuracy Precision Recall F1 Score
Decision Tree 0.58 0.29 0.42 0.34
Random Forest 0.76 0.53 0.43 0.47
Neural Networks 0.76 0.55 0.45 0.50
XGBoost 0.81 0.71 0.43 0.53
LSTM 0.81 0.76 0.34 0.46
CatBoost 0.82 0.77 0.43 0.55
Stacking Model 0.83 0.68 0.64 0.65
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Due to the relatively poor performance with FS;, feature engineering techniques were
applied to create more informative variables. Even though Decision Tree and Random
Forest models did not perform very well with FS;, we kept them for continued evaluation
due to their relative simplicity. However, we removed both LSTM and Neural Networks
from further consideration using FS;. Since the Stacking Model had the best performance
with FS1, we decided to try several different stacking algorithms with FS,, as outlined in
Table 6.

Table 6. Identifiers and corresponding algorithms used with FSy.

ID Algorithm

M1  Decision Tree
M2  Random Forest
M3  XGBoost
M4  CatBoost
M5 LightGBM
Stacking Models
M6  Stacking Model-Decision Tree (meta learner), CatBoost, XGBoost

Stacking Model-Decision Tree (meta learner), CatBoost, XGBoost, Random

M7 Forest, Logistic Regression

M8 Stacking Model-Decision Tree (meta learner), CatBoost, LightGBM, Random
Forest, Logistic Regression

Mo Stacking Model-Decision Tree, CatBoost, LightGBM (meta learner), Random
Forest, Logistic Regression

M10 Stacking Model-Decision Tree, XGBoost, CatBoost, LightGBM (meta learner),

Random Forest, Logistic Regression

Table 7 shows the performance of the different ML modes, using FS;. For the stacking
models, the meta-learners were chosen on a trial-and-error basis. We experimented with a
few different meta-learners and selected the ones with the best performance, from among
those tested. Apart from the accuracy, precision, recall, and F1 score, it is also important to
consider the training and prediction times. Because, in real-world scenarios, the models
must be trained and deployed quickly to ensure timely and effective detection of false alert
attacks in VANETSs. The training time represents the duration required to train the model
on the dataset, while the prediction time indicates the time taken to make predictions on
new data. These metrics are crucial for evaluating the models” computational efficiency
and suitability for deployment in vehicular networks.

The last two stacking models (M9 and M10) achieved accuracies over 90% and also
had the best overall performance, with F1 Scores of 84% and 83%, respectively. However,
these two models also had the longest training times (over 76 s) and prediction times
(around 8-9 ms). In general, although the stacking models had superior performance, they
required longer training and took longer to make a prediction compared to most other
models. For the non-stacking models, M4 (CatBoost) had an acceptable performance,
achieving an accuracy of 88% and F1 Score of 72%. M4 also had significantly lower training
time (5 s) and prediction time (0.5 ms) compared to the stacking models.
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Table 7. Performance metrics and computational time of models using FS,.

ID Accuracy  Precision  Recall F1 Score %zreu(rsl ;‘; ,Il’,:;delc(:;osr;
M1l  0.86 0.75 0.65 0.70 0.7603 0.19
M2 0.84 0.71 0.60 0.65 7.9994 2.00
M3 087 0.85 0.60 0.71 0.4208 0.34
M4  0.88 0.88 0.61 0.72 5.0368 0.52
M5 0.86 0.90 0.50 0.64 0.9396 0.86
M6  0.86 0.74 0.71 0.73 34.2695 0.96
M7  0.88 0.78 0.74 0.76 73.6790 3.60
M8  0.88 0.78 0.75 0.76 75.7822 7.50
M9  0.92 0.86 0.80 0.84 77.7638 9.00
M10 092 0.87 0.79 0.83 76.5137 7.90

Figure 5 compares the overall performance (in terms of F1 Scores) of the different mod-
els when using FS; versus FS,. We note that models trained using FS, consistently perform
better, regardless of the training algorithm. The improvements range from about 12% for
the stacking model to over 100% for the Decision Tree model, with average improvement
of about 44%.

Model Performance (F1-Score)
0.8 -
0.7 -
0.6 -
0.5 -
0.4 1
0.3
0.2 -
0.1 -

F1-Score

Decision Tree Random Forest  XGBoost CatBoost  Stacking Model
Models
M Feature Set FS1 W Feature Set FS2

Figure 5. Comparison of F1-Scores using FS; vs. FS;.

To evaluate the impact of the feature sets, we conducted a series of paired-samples
t-tests comparing the classification metrics for FS1 and FS2 across four evaluation cri-
teria: Accuracy, Precision, Recall, and F1 Score. FS2 achieved statistically significant
improvements (p < 0.05) in terms of precision, recall and F1 score, with the most reli-
able improvement being for recall (p = 0.001). While FS2 does achieve a higher average
score for overall Accuracy, this specific improvement falls just short (p = 0.073) of being
statistically significant.

4.2. Model Selection for Different Scenarios

The selection of a machine learning model for detecting false alert attacks in VANETs
is contingent upon the specific scenario and the available computational resources. This
consideration ensures that the chosen models can operate efficiently and effectively within
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the given constraints. Table 8 provides our recommendations of suitable models for
different scenarios, categorized by available computational power and the deployment
component. The models are evaluated based on their performance metrics, training and
prediction times, and computational requirements.

Table 8. Model Deployment and Usage

Computation Power Deployment Component Usage Models
. Training,
High RSUs Prediction M9, M10
Moderate Vehicles Prediction M7
Low computation power Vehicles Prediction M6
Very Low computation power Vehicles Prediction M1, M4

For components with high computational power, such as RSUs, models M9 and M10
are recommended. These components can handle both training and prediction tasks due to
their robust computational capabilities. In vehicles with moderate computational power,
model M7 is ideal for prediction tasks, providing accurate predictions while efficiently
managing computational loads. Vehicles with low computational power are better suited
for simpler models like M6, designed specifically for prediction tasks and optimized
for limited processing capabilities. For vehicles with very low computational power,
models M1 and M4 are recommended.

Considering the training aspects, RSUs should be preferred for training these models.
Whereas, for prediction, the trained models can be deployed on the vehicles. This way, the
models can be trained on a large dataset and then be used for real-time predictions.

4.3. Comparison with Existing Approaches

The false alert attacks have been introduced quite recently, and as such, there is very
little previous work available for comparison. The work in [35] was the only relevant
work for comparison, using a standard publicly available dataset that we could find in
the literature. The approach focuses on examining vehicle behaviors during false alert
attacks to identify hazardous phases. Table 9 shows that the proposed model achieves
an 8% improvement in detection accuracy compared to [35], using the same VeReMiAP
dataset. The work in [35] does not report the precision and recall scores, and are marked as
X" in Table 9. Although accuracy and other metrics for false alert detection are reported
in [33,34], they were evaluated using a different dataset. Therefore, a direct comparison
would not be meaningful.

Table 9. Performance Comparison with Neural Network Approach

Dataset Approach Accuracy Precision Recall F1 Score
Paper [35] VeReMiAP Neural Networks 84% X X X
Proposed Approach VeReMiAP Classical ML 92.1% 87.57% 80.35% 83.8%

We note that the applicability of the results discussed in this section may be limited
due to its reliance on simulated vehicular environments rather than field-tested, real-world
Vehicular Ad-Hoc Network (VANET) deployments. Additionally, the results may not be
generalizable when applied across traffic densities, attacker ratios, or simulation scenarios
that vary significantly from the simulated environment. Use of only a single dataset
may result in features that are specifically tailored to the current data. Therefore, while
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the evaluation clearly demonstrates the advantages of ML-based misbehavior detection
approaches for false alerts, the actual improvement over non-ML approaches may vary
depending on the pattern of attacks and the specific traffic scenarios. Finally, the current
problem formulation focuses on classification using a pre-filtered dataset rather than an end-
to-end implementation of a false alert detection system in realistic VANET environments.

5. Conclusions

In this paper we present a novel classical machine learning framework for detecting
false alert messages in Vehicular Ad Hoc Networks (VANETs). A carefully engineered
feature set that captures vehicle kinematics and suspicious behavioral patterns beyond
the original dataset attributes was used to significantly improve model performance. We
designed and evaluated multiple ML models, and although most models achieved accept-
able accuracy, consistent challenges in recall scores indicated the difficulty of identifying
true false alerts. The gradient boosting ensemble algorithms (XGBoost, CatBoost, and
LightGBM) improved accuracy and precision, while the proposed stacking approaches
achieved superior overall performance. Compared to existing techniques using the same
VeReMiAP dataset, our framework achieved significant improvements. We also analyzed
the computational trade-offs of different models across deployment scenarios. This work
provides a baseline for ML-based false alert detection in VANETSs, combining robust detec-
tion with deployment-aware model selection.

Future work to extend this study will focus on rigorous feature analysis, including
ablation studies, to evaluate the contribution and importance of individual features, as
well as hyperparameter tuning strategies to optimize model performance across different
algorithms. Calibration using diverse datasets will be needed to ensure that the features are
not simply tailored to the current dataset or contain artifacts introduced during the dataset
generation process. The proposed models can be further augmented by integrating traffic
anomaly detection techniques and vehicle consensus mechanisms as part of the detection
framework. The reliance on a single simulated dataset can be mitigated through the use of
a scalable parallel simulator framework, such as [41], that can generate more realistic and
computationally efficient scenarios for evaluating false alert attacks in VANETs. Addition-
ally, transitioning from simulated datasets to real-world vehicular data will be essential to
validate the practical applicability and generalizability of the proposed framework in real
deployment settings.
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