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Abstract

Digital substations (DSs) play a critical role in modern Energy and Power Electrical Systems
(EPESs), enabling intelligent control, monitoring, and automation. With increased reliance
on communication and sensing technologies, DSs are vulnerable to cyberattacks such as
False Data Injection (FDI). An adversary may falsify transformer temperature readings,
misleading protection mechanisms and resulting in incorrect disconnection actions. These
false disconnections may disrupt power delivery, cause economic losses, and reduce equip-
ment lifespan. To address these challenges, we propose a reinforcement learning-based
approach for cyber protection of smart grids against false temperature data injection at-
tacks. Specifically, this work designs a Long Short-Term Memory Deep Deterministic
Policy Gradient (LSTM-DDPG) deep reinforcement learning algorithm that learns to detect
normal patterns and responds to suspicious thermal patterns by dynamically adjusting
disconnection decisions. The agents process sequential state features to differentiate be-
tween legitimate overload conditions and sudden anomalies caused by FDI attacks. We
implement the proposed approach on the IEEE 30-bus distribution network using the
Pandapower simulator. The experimental results indicate that the LSTM-DDPG controller
outperforms conventional DDPG and DQN baselines, achieving a recall of 0.897, F1 of
0.945, precision of 1.00 and accuracy of 0.981 with a confidence interval of 95%. In addition,
grid stability reaches up to 0.9815, 1.0, 1.0, 0.9926 with respect to the voltage stability score,
transformer stability value, disconnection stability, and stability index, respectively. The
proposed method led to fewer false disconnections, providing improved robustness against
sensor manipulations.

Keywords: digital substation; false data injection attack; deep reinforcement learning

1. Introduction

The transformation of traditional substations into digital substations is a key trend
in modern power systems. By replacing fixed-function hardware with software-defined
logic and intelligent electronic devices (IEDs), digital substations bring increased flexibility,
observability, and control to the grid. These advancements are especially important in
the context of high penetration of distributed and renewable energy sources (DRESs),
introducing further dynamicity and uncertainty into the system. However, as substations
become increasingly connected and automated, they are also exposed to new types of
cyber threats. One significant type of cyberattack is False Data Injection (FDI) [1,2], where
attackers manipulate sensor data. The adversary’s aim is to mislead control decisions [3,4].
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For example, in transformer protection systems, an adversary may intentionally inject high
temperature readings which may trigger unnecessary disconnections or, worse, prevent
critical protection actions when they are truly needed [5,6].

The growing complexity of modern power systems and DRES integration, the electrifi-
cation of loads, and increasing levels of remote management and automation set the scene
for a new paradigm for reliability, selectivity and adaptability of protection schemes [7-9].
In a similar way, power transformers are a critical and vulnerable resource of power net-
works, and are exposed to thermal and electrical stresses. Conventional transformers
have relied on numerical relays that function based on electrical measurements, such
as current and voltage magnitude/phase, while considering thermal estimation models
such as IEC 255-8 [10,11]. Furthermore, the introduction of high-efficiency loads, elec-
trical vehicle charging infrastructure, rooftop photovoltaic systems, and inverter-based
distribution generation presents challenges to traditional power systems. Subsequently,
protection mechanisms that solely rely on current measurement for overload protection
may be inefficient or inadequate and warrant further investigation.

The existing literature addresses FDI detection, reinforcement learning control,
and transformer protection. We present a novel resilient protection strategy using multi-
agent recurrent DDPG for transformer protection under temperature sensor FDI attacks.
Transformer behavior and false temperature data injection (FTDI) anomalies change over
time, necessitating a technique that captures temporal relationships beyond single-step
observations, which is why LSTM-DDPG is used. While DDPG manages continuous con-
trol operations more skillfully than discrete approaches, the LSTM module offers memory
of previous states, allowing for more accurate detection of subtle or misleading thermal
trends. When combined, LSTM-DDPG produces disconnection decisions that are more
precise, reliable, and resistant to attacks than threshold-based, DQN, or conventional DDPG
methods. Current approaches either lack the temporal modeling capabilities necessary
for detecting gradual attack patterns or fail to coordinate protection across multiple trans-
formers. Furthermore, most studies evaluate methods in simulation without considering
the partial observability of systems under a cyberattack. To address this challenge, we
propose a DRL-based transformer protection scheme that can operate under both physical
and cyber uncertainties. Specifically, we design a multi-agent framework where each
transformer is controlled by an autonomous agent trained using Long Short-Term Memory
Deep Deterministic Policy Gradient (LSTM-DDPG) [12]. The LSTM module enables each
agent to process sequences of historical state information, enabling distinction between
genuine thermal overloads and sudden, deceptive anomalies caused by FDI attacks.

Our work addresses these gaps by: (1) formulating transformer protection under
FTDI as a multi-agent sequential decision problem using LSTM-DDPG agents that capture
temporal dependencies; (2) developing a hybrid reward structure balancing safety, power
quality, and attack resilience; and (3) validating performance using realistic FDI scenarios
in an IEEE 30-bus system with Pandapower. To the best of our knowledge, this represents
the first application of recurrent multi-agent reinforcement learning specifically for cyber-
resilient transformer protection, achieving superior recall and lower false disconnection
rates compared to non-recurrent baselines.

This approach formulates the disconnection decision as a continuous control task.
At each timestep, the agent outputs a disconnection probability based on temporal trans-
former loading, voltage, and temperature patterns. The agent is trained in a partially
observable environment using feedback from the power grid simulation. This allows
it to learn policies that are robust to data tampering and that strike a balance between
system safety and operational continuity [13]. We validate the proposed method using a
realistic power grid test case with injected FDI attacks and dynamic load variations. The
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experimental results show that our LSTM-DDPG controller outperforms traditional DDPG
and DQN baselines [14], achieving higher recall and lower false disconnection rates.

The rest of this paper is structured as follows: Section 2 reviews related work on
transformer protection and learning-based cyberattack mitigation. Section 3 introduces the
preliminaries of the LSTM-DDPG algorithm and the problem formulation. Section 4 de-
scribes the simulation setup and reward formulation. Section 5 discusses the experimental
results and comparison with baseline methods. Finally, Section 6 concludes the paper and
outlines future directions.

2. Related Work

False Data Injection (FDI) attacks pose significant threats to modern power systems,
particularly targeting sensor measurements in digital substations. Lin et al. [15] formu-
lated FDI detection as a Markov Decision Process using Deep Q-Networks, achieving
96-100% detection rates across IEEE test systems. Their approach demonstrates that RL
agents can learn attack patterns without prior knowledge of attack signatures. Zhang and
Yang [16] pioneered LSTM networks for FDI detection, achieving 94.22% accuracy with an
optimal temporal sequence of few time steps, establishing benchmarks directly applicable
to transformer protection. Mahi-al-rashid et al. [17] developed a CNN-LSTM autoen-
coder, achieving 95.58% accuracy with 40% faster detection than traditional approaches,
demonstrating real-time feasibility.

In the context of digital substations, cyber vulnerabilities in IEC 61850 [18] protocols
require special attention. Tobar-Rosero et al. [19] developed the first comprehensive dataset
for GOOSE spoofing attacks, while Nhung-Nguyen et al. [20] achieved 97-98% accuracy
with sub-4 ms detection latency using DNNs. Hussain et al. [21] proposed a dual-module
sequence content resolver validated using a real-time digital simulator (RTDS), demon-
strating effectiveness against replay and masquerade attacks. These works establish that
combining communication protocol validation with physical system constraints provides
robust defence against sophisticated FDI attacks targeting transformer control systems.

The integration of deep reinforcement learning into networks has shown significant
promise, particularly when incorporating temporal modeling capabilities [22]. Lin et al. [23]
presented the first successful LSTM-DDPG integration for economic dispatch, validated
through hardware-in-the-loop testing with OPAL-RT, achieving a 4.26% cost reduction.
Cao et al. [24] and Zhang et al. [25] provide comprehensive reviews establishing that
RL approaches excel in adaptive control under uncertainty, crucial for cyber-resilient
protection schemes. For multi-agent coordination, Hu et al. [26] developed EA-MAAC
with attention-based communication, demonstrating 15-20% performance improvement
over single-agent approaches. Zhang et al. [27] introduced physics-informed MARL,
incorporating power system constraints directly into neural architectures, achieving 25%
faster convergence while improving robustness against adversarial attacks. Their graph
neural network architecture enables agents to understand network topology, essential for
detecting coordinated attacks across multiple transformers. The centralized training with
a distributed execution paradigm provides scalability for substation-wide deployment.
While the centralized approach does give a global view, this may not be suitable for critical
operational environments, such as power grids.

In addition to examining load frequency control (LFC) in smart grids under False
Data Injection (FDI) attacks, ref. [28] suggests a unified data-driven self-healing system
that combines control, data repair, and attack detection. The method uses a multi-agent
reinforcement learning asynchronous advantage actor—critic (MARL-A3C) scheme in con-
junction with an attention-enhanced autoencoder within a GAN architecture to provide
precise detection, effective data recovery, and stable decentralized frequency regulation
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with insufficient labeled data, achieving an Fl-score of 0.99. Due to latency, bandwidth
limitations, and cybersecurity concerns, in general, the current multi-agent reinforcement
learning techniques for smart grid control rely on centralized coordination or inter-agent
communication, assumptions that are frequently infeasible. For reliable and efficient trans-
former disconnection decision-making, completely decentralized, communication-free
frameworks—especially those that use temporal models like LSTM to manage partial
observability—remain understudied.

Advanced machine learning techniques have revolutionized transformer diagnostics
and protection. Rokani et al. [29] achieved 90.7% accuracy using hyperparameter-optimized
neural networks with dissolved gas analysis, providing optimization guidance for deep
RL networks. Notably, Attallah et al. [30] achieved 100% classification accuracy for trans-
former fault diagnosis using thermal imaging with ResNet-18, demonstrating that thermal
signatures provide independent validation of temperature sensors—crucial for detecting
FDI attacks. The 2.85 s training time enables real-time deployment.

For temporal anomaly detection, Duan [31] developed a transformer—-GAN hybrid,
achieving 95.18% accuracy through self-attention mechanisms and capturing long-term
dependencies in power system operational data. This architecture’s sliding window pro-
cessing and adaptive learning specifically address sophisticated FDI patterns in trans-
former temperature sensors. These advances demonstrate that combining multiple sensing
modalities with temporal pattern recognition provides robust protection against sensor
manipulation [32,33].

FDI attacks have been extensively studied in power systems [3], where adversaries
craft malicious inputs to compromise sensor integrity. One dangerous subtype is FTDI [34],
which targets the thermal protection logic of transformers by injecting falsified over-
temperature readings. Transformers are critical components in substations, responsible
for voltage regulation and power flow between voltage levels. To avoid overheating and
thermal breakdown, substations deploy protection schemes that disconnect a transformer
when its sensed temperature exceeds a predefined threshold [5]. However, if attackers
successfully manipulate the reported temperature, the protection mechanism can trigger
false disconnections (causing service interruption and asset wear) or fail to respond to
genuine thermal threats.

Traditional protection relies on static thresholds, which are vulnerable to deceptive
but statistically plausible sensor readings. In this work, we propose an RL-based approach
to mitigate FTDI attacks, where each transformer is controlled by an autonomous agent
trained with LSTM-DDPG. Using the temporal dynamics of the state and temperature
trends of the system, the agent learns to detect inconsistencies that arise from falsified
measurements. This allows for a more intelligent disconnection policy that balances grid
safety and service availability, even under adversarial conditions.

3. Methodology
3.1. Problem Formulation

In this work, the transformer protection problem under FTDI is formulated as an
MARL task [35]. Each transformer in the distribution network is controlled by an au-
tonomous agent that learns to decide whether to disconnect the transformer in response
to both physical overloads and cyber-induced risks. The environment is built upon the
Pandapower simulation framework, incorporating time-varying loads, thermal dynamics,
and adversarial data injection mechanisms.

The power grid is defined as a tuple N’ = (B, £, T'), where B denotes the set of buses,
L the set of lines, and 7 the set of transformers. Each transformer i € 7 is managed
by a local RL agent that interacts with the system at discrete timesteps t = 0,1,...,T.
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At each timestep, the agent receives a local observation s} € R? comprising features such
as transformer loading, reported temperature (which may be falsified), temperature trend,
voltage magnitude, and power flow in nearby lines. Historical state sequences are retained
and encoded using recurrent structures, i.e., LSTM [36], to enhance temporal awareness.

The agent outputs a continuous action a} € [0,1], representing the probability of
disconnecting transformer i at time ¢. A disconnection is triggered if a} exceeds a prede-
fined threshold 6. Through interactions with the environment, each agent learns a policy
mj(al | ht), where h! denotes the internal hidden state or historical embedding. The objective
is to maximize the expected discounted cumulative reward:

n; = argmaxE
Tt

T
vaRf], (1)
t=0

where v € [0,1] is the discount factor and R! is the scalar reward signal assigned at
time t based on system safety, power quality, and trend detection outcomes (detailed in
Section 3.3).

This formulation poses several challenges. Due to the nature of FTDI attacks, the re-
ported sensor data may not reflect the true transformer state, making the environment
partially observable. The agent must learn to reason beyond instantaneous sensor readings
and instead rely on context, such as historical behavior and physical consistency, to de-
tect anomalies and make resilient control decisions. This stands in contrast to traditional
threshold-based protection, which may be easily misled by data tampering.

An overview of the LSTM-DDPG algorithm is presented in Figure 1. Each transformer
is assigned an autonomous RL agent operating in the Pandapower environment. At every
timestep, the agent observes local features such as load, voltage, and temperature trends,
which may include adversarially manipulated measurements. The agent then outputs a
disconnection probability based on its policy. A disconnection is triggered if this probability
exceeds a predefined threshold. Through continuous interaction with the environment
and feedback from reward signals, the agents learn to distinguish genuine overload condi-

tions from falsified sensor data, thereby ensuring resilient transformer protection against
FTDI attacks.

Experience Replay Buffer Trainging Updates

Hiden State Sequence H; H; a;, r;, H';, h;, hy;
{Hy @i i By by eyt —— TD Loss -> Critic
Policy Gradient -> Actor

T Hidden sfate™
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Figure 1. The LSTM-DDPG algorithm architecture.
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3.2. Multi-Agent LSTM-DDPG Algorithm Architecture

DDPG is an off-policy, actor—critic reinforcement learning algorithm designed for
continuous action spaces. It combines deterministic policy gradient updates with deep
neural networks, including separate actor and critic models and experience replay, allowing
stable learning in high-dimensional control tasks. In the context of using time series
data as input, by concatenating historical observations, temporal information is implicitly
recorded in a conventional DDPG or DQN, essentially treating the sequence as a static
feature vector [37]. However, learning via implicit temporal information in input data
prevents the model from determining which historical data is more pertinent and restricts its
temporal comprehension to a predetermined window size. Furthermore, these basic models
lack an adaptive memory mechanism to dynamically remember, forget, or prioritize past
information—a crucial learning step in settings with long-term dependencies or delayed
effects—because they do not maintain an internal state. Therefore, to take full advantage
of the adaptive learning via recurrent architecture, we implement LSTM-DDPG, so the
internal states and long-term dependencies are captured by the algorithm.

To address the transformer disconnection problem under FTDI attacks, we propose a
multi-agent recurrent DDPG framework. Each transformer is controlled by an agent that
observes a sequence of past states and outputs a disconnection probability ranging from 0 to
1. By integrating LSTM layers in both the actor and critic networks, the agents can capture
temporal dependencies and identify anomalous patterns over time. Each agent maintains
st
reasoning, and a local actor network A; and critic network Q;. The algorithm proceeds as

a historical observation buffer H; = [s , hidden state vectors hf for recurrent
described in Algorithm 1. The suggested approach manages transformer disconnection
choices in a dynamic power grid by leveraging the LSTM-DDPG framework. Every
transformer is represented as an independent agent that interacts with its surroundings
over time. By capturing temporal dependencies such as changes in voltage and load, LSTM
agents make optimal decisions under dynamic environments.

The system state is ascertained at each time step by a power flow analysis, and recent
states are recorded in a history buffer. The actor network receives this sequence and
the LSTM hidden state as input and produces a disconnection probability. After that,
a binary action is sampled to determine whether the transformer should be disconnected.
After implementing these actions, the system state is updated and reevaluated. Rewards
for agents are determined by the efficiency and stability of the system. Stable and adaptive
control policies can be learned by storing experiences and using them to train the actor and
critic networks.

This architecture enables each agent to implicitly learn temporal correlations between
loading conditions and temperature evolution, thereby improving the ability to detect and
mitigate FTDI attacks. The use of LSTM networks allows the agents to distinguish between
naturally rising temperatures and those suspiciously altered, while the multi-agent setup
ensures localized, distributed protection across the entire grid.
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Algorithm 1 Proposed Recurrent DDPG with LSTM for Transformer Disconnection

Initialize power grid network N with transformer set 7
Initialize recurrent actor and critic networks with LSTM layers for each agent A;
Initialize replay buffer D, temperature history, and disconnect probabilities p;

(0)

1:
2:
3:
4: Initialize hidden states ;" for each transformer agent

5: Offline: Determine optimal threshold 6* using validation dataset:
6:  Evaluate multiple thresholds 6 € [0, 1]

7. Select 8* = argmaxg Fl-score(6)

8

9

: for each episode e = 1 to E do
(0)

Reset network and hidden states hio
10: for each time stept = 1to T do

11: Run power flow on N

12: for each transformeri € 7 do , 4

13: Update historical state buffer H; = [SEQT, e, sgl)}

14: Compute action probability a;, hidden state hi(tﬂ) «— A;(H;, hl(t))
15: if Training phase then

16: Sample binary action b; ~ Bernoulli(a;)

17: else > Execution phase
18: bj < I(a; > 6%) > Deterministic thresholding
19: end if

20: if b; = 1 then

21: Disconnect transformer i

22: else

23: Keep transformer i connected

24: end if

25: Save p; < a;

26 end for

27: Run power flow again on updated network

28: for each transformeri € 7 do

29: Observe next state Stl+1

30: Update H] = [SQTH,. : .,sf’ll}

31: Compute reward r;

32: Store transition (H;, a;, 7, Hl(, hl(t),hftﬂ)) into D

33: end for

34: if buffer D has enough samples then

35: Sample mini-batch of sequences

36: Update critic using TD-loss over sequences

37: Update actor using policy gradient over sequences

38: end if

39: end for

40: end for

At each timestep t, agent i observes a local state st € R0, which is represented as

. <Pé,i, Q)i AVHV(1), AV (1), IMX(t),
i, Li, AVi(t), 6T}, ¢

). @
where P} ; and Q} ; denote real and reactive power losses, AVEV(t) and AVV(t) are bus
voltage deviations, I™®(¢) is the maximum current, ¢! is the power factor, L! is the loading
change rate, AV;(t) is the inter-bus voltage difference, §T! is the anomaly indicator derived
from raw sensor readings, and {! € [0,1] is the sensor trust score. Formally, the input to the
recurrent policy is the state sequence represented by

Hf = [si77F1, . sl] e RO, (3)
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The actor network 7r; maps this sequence into a continuous action
t_ B _ t
a; = m;(H;j) = o(fo(H;)) € (0,1), (4)

where o () is the sigmoid and fy is the LSTM-based model. At the training phase, a binary
disconnection decision is obtained by

bl =1[al > 0] or b~ Bernoulli(a), (5)

and the transformer is disconnected if b} = 1. The model learns a continuous mapping from
states to probabilities at different risk levels. Values near 1 indicate high risk, and values
near 0 indicate safe conditions. This creates a smooth decision boundary between safe and
unsafe regions. An optimal threshold is estimated with the validation dataset, resulting
in optimal performance for metrics such as the Fl-score. The learned threshold is then
evaluated at execution time. For example, 2 > 0.5 extracts the learned decision boundary.
It converts continuous outputs into binary actions without changing the learned policy.
To summarize, the algorithm promotes stochastic exploration; transformer disconnection
choices are sampled from a Bernoulli distribution depending on the actor’s output proba-
bilities during training. A deterministic optimal threshold is then used during execution
to translate probabilities into deterministic actions for consistent and dependable control.
This threshold is chosen through validation trials that maximize the Fl-score.

3.3. The Reward Function

The reward function is carefully designed to encourage safe transformer discon-
nection, ensure power system stability, and enable agents to detect suspicious patterns
potentially caused by FIDI attacks. The main structure is presented in Table 1. The
reinforcement-learning agent is guided toward safe and dependable transformer operation
by the categories assigned by the reward table. Disconnecting when the transformer is ac-
tually overloaded is the most desirable behavior, and it is reinforced by Large Positive (LP)
rewards. The most hazardous situations, like failing to disconnect during overload or break-
ing grid restrictions like low voltage or heavy line loading, are penalized by Large Negative
(LN) incentives. Correct noncritical conduct, such as stable normal operation or gently
handling FTDI-like anomalies, is recognized with Small Positive (SP) incentives. Mildly
suboptimal behaviors, such as needless disconnections or disregarding rising temperature
trends, are discouraged by Small Negative (SN) rewards. A compact, understandable
incentive structure is maintained while safety, stability, and anomaly-awareness objectives
are clearly prioritized when magnitude-based categories are used instead of set values.

Table 1. Reward for various operations.

Condition Type Rationale

Overloaded and disconnected LP Correct protection
Overloaded and not disconnected LN Unsafe; severe risk
Disconnected when not overloaded SN Undesirable event
FTDI-like anomaly and disconnected SP Encourages caution
Normal state and online SP Stable operation

Low voltage/high line loading LN Grid violation

Temp rising fast and no trip SN Missed anomaly
Overloaded but temp decreasing SP Distrust misleading data

Note: LP = Large Positive reward; LN = Large Negative reward; SP = Small Positive reward; SN = Small Negative
reward. These categories reflect relative importance rather than absolute numeric values.
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At each timestep t, the reward received by the agent controlling transformer i is
computed as a weighted sum of three components:

t
rp = At Tsafety + Ay Tpower + A3 * Ttrends (6)

where Ay = B1, Ay = B2, and A3 = B, are weighting factors empirically chosen to prior-
itize safety. For instance, it is appropriate to assign a higher value to f; = 10 to ensure
accurate disconnections and operational safety, and to assign > = 1 and B3 = 1. The first
term, 7safety, evaluates whether the agent has made an appropriate disconnection decision
given the actual transformer loading. For instance, if the transformer is overloaded (i.e.,
loading > 1.5) and is disconnected, a reward of +3 is assigned. If it is overloaded but
remains connected, the agent is penalized with —5. If the transformer is not overloaded yet
and gets disconnected, a penalty of —1 is given. However, in cases where the disconnection
coincides with features indicative of FTDI attacks, such as a sharp positive temperature
jump, increasing temperature, and decreasing load, a small compensation of +0.5 is added.
Lastly, if the transformer is neither overloaded nor disconnected, the agent receives a Small
Positive reward of +0.5 for maintaining stable operation.

The second term, rpower, penalizes control actions that negatively affect the electrical
stability of the grid. If the voltage magnitude at the transformer’s low-voltage bus falls
below 0.95 per unit (i.e., vm_pu < —0.05 after centering), a penalty is applied in proportion
to the deviation. Additionally, if the transformer remains online and the maximum loading
of adjacent lines exceeds 120%, the agent is penalized based on the excess loading.

The third term, ryenq, aims to capture suspicious patterns in thermal behavior that
may result from FTDI attacks. If the agent does not disconnect the transformer while
the temperature exhibits a sharp increasing trend (i.e., jump > 0.3, Atemp > 0) and the
transformer is not yet overloaded, a penalty of —1 is assigned. Conversely, if the transformer
is truly overloaded but the temperature is unexpectedly decreasing (Atemp < 0), a bonus
of 4+-0.5 is added to encourage distrust of misleading data.

To stabilize training and avoid gradient explosion, the final reward is clipped to a

fixed range:
rt e [-T,T] @)

For instance, a value of [—20, 20] can be configured. This hybrid reward structure enables
the agent to learn nuanced and risk-aware control strategies that balance correct transformer
protection with robustness to stealthy FDI attacks.

4. Simulation Setup
4.1. Power Grid Structure

In this work, a simulated substation is implemented in advance to carry out the
electric power flow simulation. Both false temperature injection simulation and DRL-based
mitigation algorithms are implemented within this system. Pandapower is a python-based
library used for power systems analysis. The performance is evaluated on the IEEE 30-bus
test system, implemented via the pandapower library [38]. The IEEE 30-bus system was
originally designed for transmission-level studies but has been adapted here to represent a
heterogeneous distribution grid with multiple voltage layers and control components. The
detailed electrical parameter changes, for instance, impedance and fault levels, have not
been explicitly modeled.

We enhance the standard IEEE 30-bus system by adding backup connections or gen-
erators to improve reliability and mimic real-world power grid resilience strategies. The
base topology is imported from the MATPOWER format using the case_ieee30() interface.
To better simulate realistic distribution networks and enhance fault resilience, we introduce
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structural redundancy to the system. Specifically, for each transformer in the network, we
identify its low-voltage bus and connect it to an alternative bus via an artificially created
tie-line or, when not feasible, equip it with a backup generator. These modifications emulate
typical utility strategies for ensuring supply continuity during equipment disconnection or
overload mitigation.

The final network contains 30 buses and multiple two-winding transformers that
serve as the bridge between high-voltage transmission buses and local distribution feeders.
Load points are attached primarily to the low-voltage side of the transformers. Figure 2
illustrates the topology of the modified IEEE 30-bus grid, where transformers, high-voltage
backbones, tie-lines, and multi-voltage feeders are explicitly visualized. This environment
is the testing ground for our reinforcement learning-based transformer protection algorithm
under FTDI attacks.

To estimate transformer thermal conditions, we adopt a simplified yet widely accepted
power-based temperature model [39]. The internal temperature T of a transformer is
estimated as:

T = Tambient + ATrated X (loading percent)”, (8)

where T, pient is the ambient temperature, AT, o4 is the rated temperature rise under
nominal load (typically around 65 °C), loading percent is the current transformer load
relative to nominal capacity, and 7 is the thermal exponent, often taken as 1.6 under air-
cooled conditions. We assume air-cooled transformers and set n = 1.6 accordingly. This
equation provides a physical basis for calculating the actual internal temperature of each
transformer, which is compared against threshold values to determine overheat risk and
reward function assignment.

To simulate realistic operating stress in distribution grids, we manually inject synthetic
overload events into the system. These overloads serve as the physical basis for legitimate
transformer disconnection and act as ground-truth for evaluating agent decisions. For
each transformer, we randomly generate multiple overload events per episode. Each
event consists of a randomly selected start time tsiar¢ and duration At; a load multiplier
a € [2.0, 3.0], applied to the transformer’s base load; and a sinusoidal or stepped injection
pattern. These events are applied by modifying the time-series power demand on the
transformer’s low-voltage bus using ConstControl. If a transformer has no attached load,
a synthetic load is added to enable controlled overload. The injected profiles increase local
heating and transformer temperature via thermal modeling and affect both operational
safety and power flow. These overloads are essential for generating true positive cases for
disconnection and for forcing learning agents to understand the relationship between load
and thermal state.

4.2. FTDI Modeling

In addition to physical overloads, we simulate stealthy cyberattacks in the form of
FTDI. These attacks aim to mislead controller decisions by forging sensor readings while
leaving physical parameters untouched. Each FTDI attack is defined by a tuple (¢, T™s¢),
where t is the timestep and T™!*¢ € [110 °C, 160 °C] is an anomalously forged temperature.
We randomly generate a fixed number, e.g., 50, of such attacks and assign them to random
transformers during each episode. A falsified temperature measurement is injected directly
into the measured value of temperature_measured at time ¢, bypassing the normal thermal
evolution model. The actual temperature, derived from power flow and loading, remains
unchanged. The attack logic is encapsulated within the TransformerDisconnect controller
class. These attacks create scenarios where the transformer appears overheated (high
Tfalse) while actually operating normally. The agent must distinguish real overheating from
deceptive signals using auxiliary features like loading, temperature trend, and AT.
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This model tests the robustness of the LSTM-DDPG controller against false positive

and false negative decisions in a partially observable environment. To visualize the im-

pact of FTDI attacks, Figure 3 presents the actual and measured temperature curves for

Transformer 1. While the actual temperature evolves smoothly based on load and ther-

mal dynamics, the measured temperature exhibits sharp artificial spikes during several

timesteps, corresponding to injected false data. These deviations can potentially mislead

traditional protection schemes. The injected attacks raise the sensor reading to unrealistic

values (e.g., >160 °C) while the actual temperature remains below the threshold. Such cases

emphasize the necessity of intelligent policies that analyze trends, correlations, and load

consistency instead of relying solely on raw sensor inputs.

Figure 2. Power grid structure.

Transformer 1: Actual vs Measured Temperature

= ines 132.0 kV
® buses 132.0 kV
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buses 33.0 kV

m— 2W transformers
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Figure 3. Comparison between actual and falsified transformer temperatures (Transformer 1). Red

markers indicate injected false data (FTDI).
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5. Experimental Results

We evaluate the proposed LSTM-DDPG-based transformer protection strategy under
scenarios involving physical transformer overloads and FTDI attacks. The DL-model
configuration is presented in Table 2. The experiments are conducted on a modified IEEE
30-bus distribution system simulated using the Pandapower framework, illustrated in
Figure 4. We compare our method against two baseline reinforcement learning approaches:
DDPG and DQN. These baselines follow the same training setup but do not include
recurrent structures or historical state modeling.

Table 2. LSTM-DDPG network architecture and state representation.

Network Layer Configuration Output Size  Activation
Input Sequence (T x D) (5% 10) -

Actor LSTM Hidden Units = 128 (128) Tanh
FC 128 — 1 (1) Sigmoid
Input Sequence (T x D) (5% 10) -
LSTM Hidden Units = 128 (128) Tanh

Critic Concatenate +Action (1) (129) -
FC1 129 — 128 (128) ReLU
FC2 128 — 1 (1) Linear

State Representation

Sequence Length (T) 5

Feature Dimensions (D) 10 [P, Q) AVEY, AVHY, max ot Lf AV, 6T}, 7]

Training Parameters

Batch Size 64

Replay Buffer Size 10,000

Discount Factor () 0.99

Soft Update (7) 0.005

Actor Learning Rate 1x 1074

Critic Learning Rate 1x1073

I : 135 kv BUS

[ 1<0 kv us s

I : 12.0 kv BUS RL Agent 0

I : 0-208 kv BUS

Transformer_0

RL Agent 1

i

Transformer_1

]

Ext_grid

Transfqrmer_2 Transformer 3
g Elﬁlg
RL Agent_2 RL Agent_3

Figure 4. Power system architecture.
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The evaluation focuses on the agent’s ability to make correct disconnection deci-
sions for each transformer at every timestep. A correct decision means disconnecting the
transformer when it is overloaded, and keeping it connected otherwise. In contrast, false
disconnections (false positives) may unnecessarily interrupt service, while missed discon-
nections (false negatives) can result in safety risks. To evaluate these decisions, we treat the
task as a binary classification problem. The positive class corresponds to the transformer
requiring disconnection, and the negative class corresponds to no disconnection needed.

5.1. Performance Metrics

The performance is evaluated in terms of deep learning metrics and system stability
metrics. To quantitatively assess the protection and control performance of the DQN,
DDPG, and LSTM-DDPG agents, four standard classification metrics are employed: accu-
racy, precision, recall, and the F1-score. These metrics are computed from the confusion
matrix terms, namely true positive (TP), false positive (FP), false negative (FN), and true
negative (TN).

*  Accuracy evaluates the overall correctness of the agent’s decisions:

TP+ TN
TP+TN+FP+FN’

Accuracy =

*  Precision quantifies the proportion of correct disconnection actions among all discon-

nection decisions:
TP

Precision = TP+ ED"

*  Recall, or true positive rate, measures how effectively the agent disconnects transform-
ers when an over-temperature condition truly occurs:

TP

Recall - m

¢ Fl-score is the harmonic mean of Precision and Recall, providing a balanced perfor-

mance evaluation: .
Precision - Recall

" Precision + Recall’

F1=2

5.2. System Stability Metrics

In addition to classification-based assessment, four stability-oriented indices are de-
fined to evaluate the resilience of the grid under FDI attacks and overload conditions [40,41].
Each metric lies within [0, 1], where values closer to 1 indicate higher stability.

*  Voltage stability score (VSS) measures the average deviation of bus voltages from the
nominal value:

1 N
=1- =Y |Vi—1.0]
VSs Nz'2=1| . —1.0|

e Transformer stability value (TSV) quantifies the proportion of time during which all
transformers remain below the thermal limit:

=
1=

TSV = W (Tmeas () < Tmax)-

t

1
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¢ Disconnection stability (DS) represents the fraction of correct switching actions:

I(x) = 1, if xistrue ©)

0, otherwise

1 T
DS=1- ;]I(Tt < Tmax A in_service; = 0). (10)

e  Stability index (SI) is a composite score combining voltage, thermal, and decision stability:

SI = %(vss + TSV + DS).

We further examine the behavior of the agent under false temperature data injection
(FTDI) attack, visualizing the actual and measured temperatures of a transformer across
time. As shown in Figure 3, the measured temperature is manipulated at several time
steps, creating spikes that do not match the true physical state. A rule-based system or
non-sequence-aware agent may treat these spikes as valid, resulting in unnecessary discon-
nections. However, the LSTM-DDPG agent learns to identify these anomalies by comparing
temporal patterns and recognizing that the reported measurements are inconsistent with
recent trends or loading behavior.

Figure 5 shows the confusion matrices for the three methods. LSTM-DDPG achieves
the best balance among true positives and true negatives, with very low false positives and
false negatives. This suggests that the agent is able to correctly identify critical overloads
without overreacting to safe conditions. In contrast, the DDPG baseline produces more
false positives, meaning that it tends to disconnect transformers even when they are not
under threat. The DQN agent performs worst in recall, with several missed disconnections,
indicating that it struggles to react to overloads, especially under FDI influence.

We present accuracy, precision, recall, and F1-score in Figure 6 with FDI attacks in
the [150 °C, 160 OC] range, and seed, s = 42. Among the four metrics, recall is the most
critical in this application, as it reflects the system’s ability to avoid safety failures by
disconnecting transformers when necessary. LSTM-DDPG achieves the highest recall and
Fl-score, confirming that its use of historical state sequences helps detect gradual overload
trends and filter out FDI-induced spikes. DDPG performs better than DQN overall, but it
lacks the sequence modeling capability needed to handle deceptive signals effectively.
Furthermore, we evaluate the performance of the proposed framework to validate its
efficacy on multiple runs with various seed initialization. We report the performance of
the framework in terms on accuracy, precision, recall, and F1-score on various runs under
varying seeds, s = {42,84,168,356,400}, and temperatures, [110 °C, 160 °C|, of FTDI
attacks, with a confidence interval of 95%. The results show average performance at the
execution phase, achieving an average of 0.981, 1, 0.897, and 0.945 for accuracy, precision,
recall, and Fl-score, respectively, indicating encouraging results, as indicated in Figure 7.

Furthermore, as presented in Figure 8, the LSTM-DDPG agent demonstrates resilience
against FTDI attacks and dynamic thermal changes in the range of [110 °C, 160 °C], as evi-
denced by high scores across VSS, TSV, and DS. The LSTM-DDPG framework maintains
voltage regulation, avoids thermal violations, and ensures accurate control decisions under
adversarial conditions by consistently achieving high values across VSS, TSV, and DS,
leading to a strong overall stability index (SI). As shown, the attacks are handled feasibly
by the LSTM-DDPG algorithm, demonstrating the agent’s temporal reasoning capability
and resilience to falsified measurements.
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Figure 5. Confusion matrices of the four methods for transformer FDI disconnection.
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Figure 6. FTDI mitigation performance comparison for DQN, DDPG, and LSTM-DDPG.

We analyze the training stability of the LSTM-DDPG agent by tracking the loss curves
of the actor and critic networks. Figure 9 shows that the loss decreases steadily over
the training episodes, suggesting that the learning process is stable. This is particularly
important in multi-agent settings where learning dynamics can be noisy or unstable.
The results indicate that the proposed agent is not only effective in performance but also
easy to train and deploy.
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Figure 7. LSTM-DDPG detection performance under various runs with a confidence interval of 95%.
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Figure 8. System stability for the proposed LSTM-DDPG.

The computational overhead of the proposed LSTM-DDPG approach was evaluated

through real-time decision measurements across 1400 control steps. The experimental

results reveal that the LSTM-DDPG controller requires an average of 1.875 ms per deci-

sion with median of 1.800 ms, 95th percentile with 2.314 ms, achieving a throughput of

533.2 decisions per second. Note that the latencies are reported for the inference times
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for the LSTM-DDPG algorithm within the controller module during the execution phase.
This represents an approximately 188 x higher computational cost compared to traditional
threshold-based methods requiring 0.01 ms per decision. However, this increased overhead
is justified by the substantial improvement in FDI resilience. The LSTM-DDPG approach
successfully detects FDI attacks, while threshold-based methods completely fail to detect
any FDI attempts. The sub-2 ms decision latency remains well within acceptable bounds
for transformer protection applications, where thermal time constants typically range from
minutes to hours.

Loss for Transformer

12,000 o =
—— Critic Loss Transformer 0

Actor Loss Transformer 0
10,000 4 —— Critic Loss Transformer 1
—— Actor Loss Transformer 1
—— Critic Loss Transformer 2
8000 —— Actor Loss Transformer 2
il Critic Loss Transformer 3
—— Actor Loss Transformer 3

6000 ‘ Critic Loss Transformer 4
Actor Loss Transformer 4

4000 1
2000 4
e s din il b s M
. P s g S A e e A e
0 200 400 600 80O

Figure 9. Training loss curve of LSTM-DDPG.

Furthermore, the consistent performance across all transformers with standard de-
viation of 0.859 ms and the bounded worst-case latency with a maximum of 25.625 ms
ensure reliable real-time operation. This demonstrates that the LSTM-DDPG framework
successfully balances computational efficiency with cyber resilience, making it suitable
for deployment in modern digital substations where both performance and security are
critical requirements.

6. Conclusions

This work presented a novel reinforcement learning-based approach for transformer
protection under FTDI attacks. By formulating the transformer disconnection task as a
multi-agent sequential decision-making problem under partial observability, we enabled
each transformer to be autonomously controlled by an LSTM-DDPG agent capable of
learning temporal patterns and reacting to both physical overloads and cyber-induced
threats. The simulation environment, built on a modified IEEE 30-bus system using Pan-
dapower, incorporates realistic overload conditions, temperature dynamics, and synthetic
FDI attacks. The experimental results demonstrate that the proposed LSTM-DDPG method
outperforms traditional DDPG and DOQN baselines across multiple detection metrics and
stability metrics. In particular, the use of LSTM layers significantly enhances the agent’s
ability to distinguish between genuine overheating and manipulated sensor data, leading
to safer and more robust disconnection decisions. The findings confirm the effectiveness of
deep reinforcement learning for cyber-resilient grid operation. Future work will explore
more scalable multi-agent architectures, various topologies and deployment in real-world
digital substation environments. Additionally, incorporating uncertainty quantification
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and online adaptation may further enhance the robustness of the proposed method in
dynamic and adversarial environments.
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