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Abstract

The rapid development of the Internet of Things (IoT) is transforming various economic
and industrial sectors by embedding interconnected devices within their operational pro-
cesses. However, security and privacy risks associated with these interconnected devices
pose significant barriers to widespread adoption, particularly in light of potential quantum
threats. To mitigate these challenges, it is imperative to employ post-quantum crypto-
graphic schemes. However, essential constraints on IoT edge nodes complicate the effective
implementation of such schemes. Among the most promising approaches in post-quantum
cryptography are lattice-based schemes, which rely heavily on polynomial multiplication
operations at their core. Improving the implementation of polynomial multiplication will
significantly enhance the performance of these schemes. Therefore, this paper proposes
an efficent low-complexity serial systolic array optimized for polynomial multiplication,
particularly tailored for the Binary Ring Learning With Errors (BRLWE) scheme. Designed
for cryptographic processors targeting capable IoT edge nodes, the proposed architecture
demonstrates remarkable performance improvements, achieving a maximum operating
frequency of 280 MHz for a field size of 256, while requiring only 8232 lookup tables (LUTs)
and 2616 flip-flops (FFs). These results reflect a 16.8% reduction in LUT usage and a 19%
reduction in FFs compared to the nearest competing designs, all while maintaining high
throughput and low area utilization. This work significantly advances the establishment
of secure and efficient infrastructure for IoT systems, bolstering their resilience against
post-quantum attacks and supporting the growth of a robust digital economy. Furthermore,
it aligns with sustainable development goals 8 and 9 by fostering trust and facilitating
the adoption of cutting-edge IoT technologies, ultimately promoting more resilient and
innovative economic activities.

Keywords: post-quantum cryptography; lattice-based cryptography; polynomial multiplication;
IoT edge devices; serial systolic array; IoT secuirty; Sustainable Development Goals (SDGs)

MSC: 11T71

1. Introduction and Related Work
The rapid expansion of IoT is reshaping everyday life and industrial practice by embed-

ding vast networks of sensors, actuators, and edge platforms into homes, cities, healthcare
systems, and production environments [1]. These infrastructures continuously acquire and
locally process data to support advanced services. For example, in smart factories, vibration
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and temperature measurements are analyzed in real time. This helps to preempt equipment
failures and reduce costly downtime. In adaptive building management, occupancy and
environmental conditions enable precise control of heating, cooling, and lighting. This
approach significantly reduces energy use and operating expenditures. By enhancing
productivity, improving resource efficiency, and fostering innovative business models,
IoT-based services act as essential drivers of emerging digital economies. They closely align
with Sustainable Development Goal 9, which focuses on Industry, Innovation, and Infras-
tructure. Additionally, these services contribute to Sustainable Development Goal 8 by
promoting decent work and economic growth through more resilient, technology-intensive
economic activities.

The wider diffusion of IoT and edge technologies into critical economic and industrial
sectors is increasingly constrained by severe security and privacy risks, which can erode
trust and hinder adoption. As more sensitive operations move to distributed edge nodes,
the risks posed by sophisticated cyber-attacks—including future threats from quantum com-
puters—become more severe. A successful breach could lead to operational interruptions,
financial losses, and challenges in achieving sustainable digital progress.

To overcome this security challenge, it is essential to implement cryptographic mecha-
nisms that are computationally feasible for edge accelerators and embedded processors,
yet also offer long-term post-quantum security. This dual capability is foundational to
establishing trustworthy, high-performance systems and, in turn, underpinning secure and
productive digital economies [2].

In typical multi-layer IoT architectures, computation and storage are distributed
across cloud backends, intermediate edge or fog nodes, and a large number of end-devices,
each with different performance, power, and cost constraints. While cloud servers and
many edge platforms can rely on powerful processors or accelerators such as FPGAs and
specialized cryptographic engines, the end-nodes often operate with limited word sizes,
restricted memory, tight energy budgets, and stringent area constraints [3]. In this context,
hardware implementations of public-key cryptography provides strong security services at
the IoT edge, because dedicated designs can be carefully optimized for latency, throughput,
energy per operation, and silicon area under a fixed resource envelope [4].

Conventional public-key cryptosystems such as RSA and elliptic-curve-based schemes
have been extensively standardized and widely deployed in current IoT stacks, but their
underlying hardness assumptions are threatened by quantum algorithms like Shor’s algo-
rithm for integer factorization and discrete logarithms. Even before the advent of large-scale
quantum computers, achieving adequate classical security levels with RSA or ECC on edge
nodes already leads to nontrivial implementation overheads due to large key sizes, multi-
precision arithmetic, and complex control logic. For instance, the computational cost of
point multiplication in ECC or modular exponentiation in RSA requires significant clock
cycles and power, which often conflicts with the strict latency and energy constraints of
edge environments. As a result, relying on classical public-key primitives for long-lived
IoT deployments poses both forward-security and implementability challenges in the
anticipated post-quantum era [2].

Beyond algorithmic defenses, Quantum Key Distribution (QKD) has emerged as a
physical-layer alternative for secure communication. Recent advancements, such as the
sending-or-not-sending (SNS) protocol [5], have demonstrated the ability to achieve secure
key distribution over distances exceeding 1000 km in optical fiber. However, while QKD
provides information-theoretic security, its reliance on specialized optical hardware and
dedicated point-to-point links makes it unlikely to replace Post-Quantum Cryptography
(PQC) in the massive, decentralized ecosystem of the IoT. Conversely, PQC offers a scalable,
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software-compatible solution that can be integrated into existing digital infrastructures.
Therefore, PQC remains the most practical path for securing heterogeneous IoT networks.

To address the dual challenges of classical computational overhead and the hardware-
dependency of quantum-layer solutions, PQC explores a variety of schemes whose security
is based on problems thought to be resistant to both classical and quantum attacks. These
include lattice problems such as the Shortest Vector Problem (SVP) and Learning With Errors
(LWE), as well as code-based problems, multivariate quadratic systems, and isogenies
over supersingular elliptic curves [6,7]. Among these options, lattice-based constructions
are particularly noteworthy. They provide strong security guarantees that hold across
various scenarios while maintaining competitive implementation costs. This combination
makes them especially appealing for emerging IoT edge platforms, which need to balance
performance, energy efficiency, and silicon area. A significant subset of lattice-based
schemes is based on the LWE problem and its refinements. Structured variants like Ring-
LWE help minimize computational and memory overhead by performing operations over
polynomial rings. This approach allows for more efficient edge implementations with
compact keys and ciphertexts [3,8].

The significance of lattice-based schemes is highlighted by recent standardization ef-
forts from the U.S. National Institute of Standards and Technology (NIST). NIST has chosen
CRYSTALS-Kyber as the primary key encapsulation mechanism and CRYSTALS-Dilithium
as a primary digital signature scheme. Both are grounded in module-LWE and related
lattice assumptions [9–12]. Several alternative lattice-based candidates, including SABER
and NTRU, have also shown promising performance profiles. Recent announcements
are encouraging their incorporation into emerging protocols and IoT-oriented security
frameworks. For battery-powered IoT edge platforms, these advancements motivate the
design of specialized hardware architectures that leverage the underlying ring and module
structures to achieve efficient polynomial arithmetic and modular operations [2].

Within the LWE family, the original LWE problem formalized a strong theoretical
foundation and led to a variety of encryption and key-exchange schemes with provable
reductions to worst-case lattice problems. Subsequent research has introduced ring-based
variants like Ring-LWE, which utilize polynomial rings and ideal lattices to substantially
reduce key and ciphertext sizes. These variants maintain hardness assumptions in struc-
tured settings, making them especially suitable for hardware acceleration [6]. More recently,
researchers have investigated binary and other discretized error distributions to simplify
sampling, reduce memory usage, and enhance implementations in constrained environ-
ments. This exploration has led to new lightweight versions of Ring-LWE-type schemes,
specifically designed for battery-powered IoT edge nodes [13].

Binary Ring-LWE (BRLWE) further simplifies the error distribution by employing
binary noise instead of Gaussian samples. This approach enables lightweight lattice-based
encryption that is well-suited for battery-powered IoT edge platforms [14]. Simultaneously,
Learning-with-Rounding (LWR) has emerged as a deterministic version of LWE, eliminating
the need for explicit error sampling. LWR has inspired various practical post-quantum
cryptography designs, including the NIST Round 3 finalist key encapsulation mechanism,
Saber. This mechanism is based on a module-LWR formulation and has been persistently
optimized for hardware cost and efficiency on edge-oriented accelerators [15].

In parallel with algorithmic advancements, research is increasingly focusing on hard-
ware implementations of Ring-LWE and Kim Saber schemes on FPGAs and ASICs. This
includes highly parallel architectures for polynomial multiplication, number-theoretic
transforms, and error processing [16–20]. These studies demonstrate that thoughtfully
designed datapaths, memory hierarchies, and control schemes can significantly enhance
throughput and energy efficiency compared to software-only implementations on micro-
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controllers. This progress makes post-quantum key exchange and encryption viable for
realistic battery-powered IoT edge nodes. Systolic architectures are particularly attractive in
this context, offering a regular data flow, modularity, and deep pipelining capabilities that
support high-throughput polynomial arithmetic. However, specialized systolic accelerators
for schemes such as Saber and BRLWE are still relatively limited when compared to more
traditional designs [16,18].

In BRLWE-based constructions used at the IoT edge, polynomial multiplication over
hybrid rings accounts for the majority of the computational complexity, highlighting the need
for dedicated arithmetic engines to accelerate this operation. Addressing this bottleneck, this
work focuses on an efficient hardware realization of polynomial multiplication, which serves
as the core arithmetic kernel for Ring-LWE and its binary-error variants. By employing an
algorithm-to-architecture co-design approach, the proposed method reformulates the target
polynomial multiplications to reveal regular, localized data dependencies that can be efficiently
mapped onto a serial systolic array. The resulting serial systolic implementations on FPGA are
designed to function as cryptographic building blocks, enhancing throughput and resource
efficiency. This development supports IoT systems that must withstand quantum-capable
adversaries throughout the lengthy operational lifetimes.

Recent work on hardware architectures for polynomial multiplication in lattice-based
PQC has explored several complementary directions that motivate and contextualize the
proposed systolic design for BRLWE at the IoT edge. High-speed VLSI architectures based
on fast filtering and weight-stationary systolic arrays have been introduced to accelerate
modular polynomial multiplication for schemes such as Saber and RLWE, showing that
carefully mapped dataflow can achieve low latency, high parallelism, and full hardware
utilization over a range of polynomial sizes and security levels [18]. Systolic accelerators
tailored specifically to KEM Saber and BRLWE-based encryption have also been proposed,
using algorithm-to-architecture co-design to derive unified systolic arrays that support
different parameter sets and demonstrate favorable area–time product on FPGA, but they
primarily target generic high-performance platforms rather than edge-optimized, serial
datapaths [16]. For Saber in particular, instruction-set coprocessors and optimized poly-
nomial multipliers have been developed to exploit short secrets, power-of-two moduli,
and parallel schoolbook multiplication. These advancements yield full-hardware KEM
implementations and provide a diverse array of high-speed and lightweight multiplier
variants that explore area–performance trade-offs on modern FPGAs [19]. Building on
these concepts, subsequent research refines the schoolbook approach by incorporating
centralized coefficient multipliers and DSP-based packing of multiple coefficient prod-
ucts. These innovations lead to tightly scheduled lightweight architectures that further
reduce logic, flip-flops, and memory accesses, all while maintaining high throughput [20].
Concurrently, research on BRLWE has concentrated on developing low-complexity and
fault-resilient implementations of core polynomial arithmetic. This line of work includes
the design of hybrid-field multipliers that leverage a binary-integer structure to mini-
mize both logic and memory requirements. Additionally, it encompasses the creation of
BRLWE cryptoprocessors specifically optimized for edge and resource-constrained IoT
devices. Furthermore, the research explores lightweight and fault-tolerant software and
hardware implementations aimed at fortifying polynomial multiplication-based datapaths
against side-channel and fault injection attacks [14,21]. In parallel, post-quantum crypto-
processors optimized for edge and resource-constrained IoT devices have been developed,
introducing InvBRLWE-based engines in both high-speed and ultralightweight flavors
and demonstrating that lattice-based public-key cryptography can meet stringent area,
energy, and throughput constraints at the network edge [3]. Complementary LFSR-based
architectures and serial-in/serial-out datapaths for the multiply-and-accumulate kernel in
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inverted BRLWE reveal substantial opportunities for enhancing area-delay performance.
By reusing compact arithmetic blocks and adapting control mechanisms to the specific ring
structure, these designs can achieve significant efficiencies. Additionally, the incorporation
of lookup-table-based arithmetic for finite-field operations in BRLWE further demonstrates
the potential for optimization. However, it is noteworthy that these designs typically
either rely on parallel coefficient loading, target generic InvBRLWE use cases, or do not
fully exploit the advantages of systolic regularity [17,22]. Building on these insights, the
present work focuses on a serial systolic array specialized for polynomial multiplication
in BRLWE at the IoT edge, aiming to combine the regular high-throughput dataflow of
systolic architectures with the low-area characteristics required by embedded edge nodes,
rather than providing yet another generic, fully parallel multiplier.

This work is organized as follows. Section 2 introduces the formal framework for
polynomial multiplication over hybrid rings. Section 3 then develops the underlying
dependence graphs and explains the transformation steps applied to them. Section 4
describes the proposed serial systolic array in detail, covering the multiplier architecture,
design flow, and key hardware optimization choices. Section 5 evaluates the design through
area and timing analysis and contrasts the results with prior implementations. Section 6
closes the paper by summarizing the main outcomes and emphasizing the contributions of
the presented approach.

2. Polynomial Multiplication over Hybrid Rings
This work examines the multiplication of two polynomials, C(x) and D(x), within a

structured algebraic ring. The polynomial C(x) is defined with coefficients drawn from the
ring of integers modulo ζ, denoted Zζ . In contrast, the coefficients of D(x) are restricted to
a binary set {0, 1}. Both polynomials are of a degree less than a specified integer l:

C(x) =
l−1

∑
i=0

cixi, where ci ∈ Zζ , (1)

D(x) =
l−1

∑
j=0

djxj, where dj ∈ {0, 1}. (2)

The core operation is computing their product R(x) = C(x) · D(x) under the dual con-
straints of the ring Rζ = Zζ [x]/(xl + 1), which requires reduction both modulo the polyno-
mial xl + 1 and the integer modulus ζ. As detailed in [18], the schoolbook algorithm for
this operation expands to:

R(x) =
l−1
∑

i=0

l−1
∑

j=0
cidj · xi+j mod (xl + 1, ζ)

=
l−1
∑

i=0

(
l−1
∑

j=0
(−1)⌊(i+j)/l⌋ · cidj mod ζ

)
· x(i+j) mod l

(3)

The final coefficients of the result R(x) are all elements of Zζ .
A significant advantage in this specific computational context is that the modulus ζ

is not required to be prime. By strategically choosing ζ to be a power-of-two integer (e.g.,
ζ = 2k), the typically costly modular arithmetic for the coefficients is greatly simplified.
Instead of employing complex algorithms like Barrett or Montgomery reduction, the
modular operation for any intermediate sum or product is reduced to a simple bit-level
truncation; only the least significant k bits are retained, where k = ⌈log2(ζ)⌉. This selection
is consistent with the security requirements of modern lattice-based schemes where power-
of-two moduli are utilized to ensure constant-time execution and enhance side-channel
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resistance. Provided that the ring dimension l and error distribution are appropriately
parameterized, this simplified modulus does not compromise the underlying security
strength of the BRLWE scheme.

This inherent efficiency allows for significant hardware and software optimizations.
By eliminating the need for dedicated modular reduction circuits and shortening the
effective word-length of operands, computational resources are freed. While the proposed
architecture is specifically optimized for power-of-two efficiency to meet the stringent
area constraints of IoT edge nodes, it remains architecturally adaptable; non-power-of-two
moduli could be supported by integrating standard modular reduction units within the
Processing Elements (PEs) at the cost of increased hardware overhead. In the current
design, these saved resources are reallocated to implement a higher degree of parallelism
in the multiplier architecture, ultimately leading to a significant increase in throughput and
performance for polynomial multiplication.

3. Extracting Dependency Graph
The primary computation is the multiplication of two polynomials followed by reduc-

tion modulo xt + 1 and ζ. Concretely, we compute C(x) · D(x) and reduce the product in
the quotient ring:

R(x) = C(x) · D(x) mod (xt + 1, ζ), (4)

This produces a polynomial of degree less than t. Exploiting the relation xt ≡ −1 in the
quotient ring lets us fold terms of degree greater than t back into lower-degree coefficients;
the resulting formulas for the reduced coefficients are therefore given by:

rt−1 = ct−1d0 + ct−2d1 + ct−3d2 + · · ·+ c1dt−2 + c0dt−1,
rt−2 = ct−2d0 + ct−3d1 + ct−4d2 + · · ·+ c0dt−2 − ct−1dt−1,
rt−3 = ct−3d0 + ct−4d1 + ct−5d2 + · · · − ct−1dt−2 − ct−2dt−1,

...
r1 = c1d0 + c0d1 − ct−1d2 − · · · · · · · · · − c3dt−2 − c2dt−1,
r0 = c0d0 − ct−1d1 − ct−2d2 − · · · · · · − c2dt−2 − c1dt−1.

(5)

To facilitate analysis of the structural dependencies in the modular polynomial multi-
plier, we examine a representative instance with parameter l = 5. For this case, the general
expression in Equation (4) reduces to the specific operation:

R(x) = C(x) · D(x) mod (x5 + 1, ζ), (6)

resulting in a polynomial of degree less than five:

R(x) = r0 + r1x + r2x2 + r3x3 + r4x4. (7)

The input polynomials are defined as:

C(x) = c0 + c1x + c2x2 + c3x3 + c4x4, (8)

D(x) = d0 + d1x + d2x2 + d3x3 + d4x4. (9)

Executing a direct polynomial multiplication between C(x) and D(x) generates an unre-
duced product of degree eight:

R′(x) = r′0 + r′1x + r′2x2 + r′3x3 + r′4x4 + r′5x5 + r′6x6 + r′7x7 + r′8x8. (10)
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The polynomial modulus reduction utilizes the relation x5 ≡ −1, which implies the
following substitutions for higher-degree terms: x5 ≡ −1, x6 ≡ −x, x7 ≡ −x2, and
x8 ≡ −x3. Applying these substitutions and grouping coefficients for each power of x
produces the final reduced coefficients:

r4 = c4d0 + c3d1 + c2d2 + c1d3 + c0d4,
r3 = c3d0 + c2d1 + c1d2 + c0d3 − c4d4,
r2 = c2d0 + c1d1 + c0d2 − c4d3 − c3d4,
r1 = c1d0 + c0d1 − c4d2 − c3d3 − c2d4,
r0 = c0d0 − c4d1 − c3d2 − c2d3 − c1d4.

(11)

The data dependencies and computational relationships outlined by these expressions
are represented in the dependence graph (DG) (for l = 5) shown in Figure 1, which
provides a visual mapping of the operations and their interconnections for this modular
multiplication process. Based on the extracted dependency graph (DG), the relationship
between coefficients follows a systematic flow. The d-coefficients are statically allocated
to each node in the graph, while the c-coefficients are provided vertically and cyclically
shifted left between rows. This creates a skewed alignment that aligns with the modular
polynomial multiplication pattern. The partial results r are initialized to zero and then
propagated horizontally across each row.
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Figure 1. DG of the Modular Polynomial Multiplier for l = 5.

As the c-coefficients move downward and shift cyclically, each node computes the
product of its assigned d-coefficient and the current c-coefficient. The results are accumu-
lated into the pipelined partial result r. This coordinated movement ensures that each term
cidj is included in the correct accumulation path for the resulting polynomial coefficient rl−i.
Moreover, the cyclic shift of c-coefficients automatically implements modular reduction by
xl + 1 through sign alternation as the terms wrap around.
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4. Development of the Serial Systolic Array
To develop the layout of the bit-serial systolic array, it is essential to meticulously

identify the appropriate scheduling and projection vectors for the dependency graph (DG).
By following the methodologies presented in earlier studies [23–26], we can define the
scheduling vector, represented as Q, and the projection vector, represented as U, which
will effectively assist in designing the serial systolic structure

As demonstrated in [23,26], the scheduling vector is derived from the following
scheduling function T(Z):

T(Z) = QZ − v = iq0 + jq1 − v (12)

Here, Z = [i j] represents the location vector for each node in the dependency graph (DG),
while q0 and q1 are the components of the scheduling vector Q = [q0 q1]. To ensure that
no DG nodes are assigned negative time values, a scalar parameter v is introduced in the
previous formula. In this specific case, selecting v = 1 guarantees that all DG nodes receive
positive time assignments.

By analyzing the dependencies among the DG nodes, we can establish the scheduling
time T allocated to each node (Z), which in turn allows us to determine the components
q0 and q1 of the scheduling vector Q based on Equation (12). While multiple scheduling
vectors can be derived from Equation (12), the optimal choice that yields an efficient serial
systolic structure is Q = [1 1].

Furthermore, as stated in [23,26], the projection vector U and the scheduling function
Q must adhere to the following constraint:

QU ̸= 0 (13)

With the scheduling vector Q = [1 1] and the constraints on U as specified in Equation (13),
there are several possibilities for choosing a projection vector. However, the projection
vector that facilitates the construction of the bit-serial systolic array is U = [0 1].

The following projection function PF must be applied to each DG node Z to assign the
corresponding processing element within the resulting systolic array:

PF(Z) = Y Z (14)

Here, Y represents a projection matrix. According to [26], the projection vector U acts as
the null vector of the projection matrix Y. Given U = [1 0], the corresponding projection
matrix should be defined as Y = [0 1]T .

By applying the resulting scheduling vector Q = [1 1] and the projection ma-
trix Y = [1 0]T to the individual DG nodes Z = [i j], we can derive the associated
scheduling function T(Z) and the projection function PF(Z), as demonstrated below in
Equations (15) and (16). These operations are vital for allocating temporal values to every
computational node in the dependency graph, as well as for directing each node to its
corresponding processing unit (PE) in the systolic arrangement [23,26]. By combining
timing and mapping operations, synchronized and efficient computation management is
achieved under a sequentially organized systolic architecture.

T(Z) = i + j (15)

PF(Z) = j (16)

The DG is transformed via the scheduling function T(Z), yielding the node timings
illustrated in Figure 2. Subsequent application of the projection function PF(Z) to the
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DG nodes produces the systolic architecture shown in Figure 3. This resulting systolic
array is a serial structure comprising l processing elements (PEs), l = 5 in this example,
and completes its computation over a duration of 2l − 1 clock cycles (i.e., 9 cycles for
l = 5) to generate the final r coefficients serially. Input data is fed serially into the array
through the cyclic left shift register (CLSR) and the delay elements (FIFOs) positioned
at the top of the structure. As depicted in Figure 3, the coefficient inputs for C from the
CLSR are delayed using k-bit FIFOs to ensure their serial availability at the PE inputs.
Concurrently, the coefficient bits of operand D are pre-allocated to their respective PEs.
Control signals, denoted as Sign, are broadcast to all general-purpose PEs (PEj) to govern
the arithmetic operations of addition and subtraction, which will be elaborated upon
subsequently. These elements must be arranged in the configuration depicted to ensure
proper temporal assignment of each input coefficient c.
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The logical architectures of the first processing element (PE0) and the general process-
ing element (PEj) are detailed in Figures 4 and 5, respectively. PE0, as shown in Figure 4a,
possesses a minimal structure consisting solely of a multiplier component and a k-bit
register (k Flip-Flops (FFs)), Dr. The internal composition of the multiplier, illustrated
in Figure 4b, is an array of k two-input AND gates interconnected as shown. It is impor-
tant to note that each input coefficient c is a k-bit binary value represented in a 2’s bit
representation as (c0c1 · · · ck−1).
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The general processing element (PEj), depicted in Figure 5a, features a more complex
datapath. It integrates a k-bit multiplier, a k-bit adder, an array of k two-input XOR gates,
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a 1-bit FF (Ds), and a k-bit register (Dr). The subcomponents of the multiplier and adder
are shown in Figure 5b and Figure 5c, respectively, with the adder specified as a k-bit
ripple-carry adder.

Prior to initiating computation in the serial systolic architecture, a precise initialization
sequence must be executed. All FIFOs and FFs within the array must be cleared to establish
a known initial state. Furthermore, the control signal for the multiplexer, illustrated in
Figure 3, must be set to zero (M = 0). This configuration directs the multiplexer to load all
coefficients of C into the shift register. Additionally, the Sign signal governs both the cyclic
left shift register (CLSR) and the operational mode of processing elements PE1 through PE4

as shown in Figure 3. When activated (Sign = 0), the Sign signal enables the CLSR to circu-
late left and configures the associated processing elements for addition. Conversely, when
deactivated (Sign = 1), it disables the CLSR’s circulation and sets the processing elements
to subtraction mode. It should be noted that the Sign signal must remain active (Sign = 0)
during the first l clock cycles and deactivates (Sign = 1) throughout the remaining clock
cycles of the computation. This preparatory phase is critical for guaranteeing the reliable
and deterministic operation of all subsequent computational steps.

It is important to note that, the input coefficients of C are delivered to their respective
processing elements with precisely timed delays. The most significant coefficient (c4 in
our example of l = 5) is connected directly to the first processing element (PE0). The
remaining coefficients are fed through a sequence of delay elements: c3 is delayed by one
delay element before reaching PE1, c2 is delayed by two delay elements before reaching
PE2, c1 is delayed by three delay elements before reaching PE3, and c0 is delayed by four
delay elements before reaching PE4. This staggered timing ensures the correct temporal
alignment of data for the systolic computation.

The computational procedure for the serial systolic architecture for l = 5 proceeds
as follows:

a. At the initial clock cycle, coefficient c4 is presented directly to the first processing
element (PE0) to commence computation of the intermediate partial product for r4.
Concurrently, the remaining coefficients c3, c2, · · · , c1, c0 are availabe at their respective
delay elements.

b. At the second clock cycle, control signals Sign and M will be set (Sign = 0, M = 1)
to enable the CLSR to be circulate left by one position and make the processing
elements from PE1 to PE4 operating in the addition mode. During this time step,
coefficient c3 will be available at the input of the first processing element (PE0) to begin
computing the intermediate partial product of r3. Also, during this same time step,
the coefficient c3 will propagate through the delay element connected to the second
processing element (PE1), and the previously computed partial product from PE0 will
be pipelined to PE1 to complete the computation of the intermediate partial product
of r4.

c. At the third clock cycle, control signals Sign and M still active (Sign = 0, M = 1) to
enable the CLSR to be circulate left by one position. During this time step, coeffi-
cient c2 will be available at the input of the first processing element (PE0) to begin
computing the intermediate partial product of r2. Also, during this same time step,
the coefficient c2 will propagate through the delay element connected to the second
processing element (PE1), and the previously computed partial product from PE0 will
be pipelined to PE1 to complete the computation of the intermediate partial product
of r3. Additionally, during this time step, the coefficient c2 also will propagate through
the delay elementes connected to the third processing element (PE2), and the previ-
ously computed partial product from PE1 will be pipelined to PE2 to complete the
computation of the intermediate partial product of r4.
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d. At the fourth clock cycle, control signals Sign and M still active (Sign = 0, M = 1) to
enable the CLSR to be circulate left by one position. During this time step, coeffi-
cient c1 will be available at the input of the first processing element (PE0) to begin
computing the intermediate partial product of r1. Also, during this same time step,
the coefficient c1 will propagate through the delay element connected to the second
processing element (PE1), and the previously computed partial product from PE0 will
be pipelined to PE1 to complete the computation of the intermediate partial product
of r2. Additionally, during this time step, the coefficient c1 will propagate through
the delay elementes connected to the third processing element (PE2), and the previ-
ously computed partial product from PE1 will be pipelined to PE2 to complete the
computation of the intermediate partial product of r3. Moreover, during this time step,
the coefficient c1 will propagate through the delay elementes connected to the fourth
processing element (PE3), and the previously computed partial product from PE2 will
be pipelined to PE3 to complete the computation of the intermediate partial product of
r4. Note that at this time step the final result of the partial product r4 will be avaialbe
at the serial output of the systolic array.

e. At the fifth clock cycle, control signals Sign and M still active (Sign = 0, M = 1) to enable
the CLSR to be circulate left by one position. During this time step, coefficient c0 will
be available at the input of the first processing element (PE0) to begin computing the
intermediate partial product of r0. Also, during this same time step, the coefficient c0

will propagate through the delay element connected to the second processing element
(PE1), and the previously computed partial product from PE0 will be pipelined to PE1

to complete the computation of the intermediate partial product of r1. Additionally,
during this time step, the coefficient c0 will propagate through the delay element
connected to the third processing element (PE2), and the previously computed partial
product from PE1 will be pipelined to PE2 to complete the computation of the inter-
mediate partial product of r2. Moreover, during this time step, the coefficient c0 will
propagate through the delay elementes connected to the fourth processing elementes
(PE3), and the previously computed partial product from PE2 will be pipelined to
PE3 to complete the computation of the intermediate partial product of r3. Moreover,
during this time step, the coefficient c0 will propagate through the delay elementes
connected to the fifth processing element (PE4), and the previously computed par-
tial product from PE3 will be pipelined to PE4 to complete the computation of the
intermediate partial product of r4.

f. During the final phase of computation (clock cycles 6 through 9), the Sign signal must
remain deactivated (Sign = 1). This configuration halts the cyclic left shift register
(CLSR) from circulating and switches all processing elements to subtraction mode.

g. At the sixth clock cycle, coefficient c4 becomes available at processing elements PE1

through PE4, enabling computation of intermediate partial results for r0, r1, and r2,
while the final result for r3 appears at the serial output.

h. At the seventh clock cycle, coefficient c3 reaches processing elements PE2 through PE4,
facilitating computation of intermediate partial results for r0 and r1, with the final
result for r2 becoming available at the serial output.

i. At the eighth clock cycle, coefficient c2 arrives at processing elements PE3 and PE4,
enabling computation of the intermediate partial result for r0 while the final result for
r1 emerges at the serial output.

j. At the ninth and final clock cycle, coefficient c1 is processed by PE4 to generate the final
result for r0. At this point, all digits of the output coefficients for product R become
available on the output bus, completing the computation.
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5. Results and Discussions
5.1. Complexity Analysis

The computational complexity of the proposed architecture for computing
R(x) = C(x) · D(x), under the dual constraints of the ring Rζ = Zζ [x]/(xl + 1), is an-
alyzed as follows. The coefficients of the integer polynomial C(x) are efficiently loaded
into k-bit shift register, known as the CLSR. This shift register has a length of l and uses k
two-to-one multiplexers. A set of delay elements, configured as First-In-First-Out (FIFO)
buffers, with a total capacity of l(l−1)

2 bits, serially delivers these coefficients to the systolic
array, ensuring a smooth and organized flow of data.

The processing elements within the array consist of l parallel k-bit multipliers, im-
plemented using lk two-input AND gates. This design choice facilitates simultaneous
multiplication operations, thus enhancing the overall computational efficiency of the sys-
tem. The subsequent logic circuits include (l − 1)k two-input XOR gates and (l − 1) k-bit
ripple carry adders. These adders are crucial for the summation of the partial products and
require 2(l − 1)k AND gates, (l − 1)k OR gates, and 2(l − 1)k XOR gates to implement the
complete addition process accurately. For data storage, the architecture involves (l − 1)k
flip-flops (FFs) to effectively pipeline the coefficients of the partial product r. An addi-
tional l − 1 flip-flops are implemented to manage the Sign signal, which is essential for
determining the operational mode of the circuit.

A key operational feature of this architecture is the connection of the adder input
carry to the Sign signal. This configuration permits the circuit to seamlessly perform either
addition or subtraction in a two’s complement representation, contingent on the value of
the Sign signal, as previously illustrated in the design specifications.

Regarding time complexity, the maximum combinational path delay of the architecture
is expressed as TA + 3TX , where TA indicates the propagation delay of a two-input AND
gate, and TX signifies the propagation delay of a two-input XOR gate. The complete
computation of the coefficients for R(x) necessitates 2l − 1 clock cycles, reflecting the
architecture’s efficiency and its suitability for high-performance polynomial multiplications
within the specified ring constraints. This structured approach ensures that all components
work harmoniously to achieve the desired computational goals effectively.

5.2. Implementation and Comparison

To assess the performance efficiency of the proposed architecture, we compare it with
several state-of-the-art implementations referenced in [16–20]. The evaluation includes FPGA-
based implementation results for the parameter sets (l, k) = (256, 8) and (l, k) = (512, 8).

To ensure a completely fair and meaningful comparison, a uniform experimental
framework was established. Rather than relying on reported figures from various litera-
tures—which may use different synthesis settings or hardware targets—we independently
described both the proposed and all competing architectures using the VHDL programming
language. This allows for a “like-for-like” evaluation where all designs are implemented
on the same Xilinx Kintex-7 AC701 FPGA platform. Furthermore, the entire develop-
ment process, including synthesis and implementation, was conducted using a consistent
toolchain (Vivado 2019.2) under identical clock constraints and optimization strategies.
To guarantee functional equivalence and accuracy across all compared models, verifi-
cation was performed using ModelSim simulation. This methodology ensures that the
observed improvements in resource utilization and performance are strictly attributable to
our architectural optimizations rather than variations in the implementation environment.

Table 1 provides a comprehensive summary of the implementation results, quantifying
the design’s efficiency across area and timing. The results are broken down into several key
metrics: the resource utilization, detailed by the consumption of Lookup Tables (LUTs) and
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Flip-Flops (FF); the maximum achievable clock speed reported as frequency (Fmax, MHz);
and the processing latency, given in clock cycles. To offer a holistic view of performance, the
table also includes two synthesized figures of merit: the total computational delay (critical-
path × latency cycles), which captures the end-to-end processing time, and the Area-Delay
Product (ADP) (LUTs × delay), a critical measure of the design’s overall hardware efficiency
that balances resource cost against performance speed.

Table 1. Area-Time Complexity Analysis for Proposed and Alternative designs on the FPGA Platform
for l = 256 and l = 512.

Design l LUT FF Fmax Latency Delay ADP % ADP
[MHz] [µs] Reduction

[16] (u = 4) 256 24,743 5220 70 68 0.97 24,000 37.2

[17] 256 9889 3230 102 258 2.53 25,019 39.8

[18] 256 16,902 8755 133 511 3.83 64,735 76.7

[19] 256 17,350 5083 133 256 1.92 33,312 54.8

[20] (HS-I 256) 256 10,790 5150 133 256 1.92 20,717 27.3

Proposed 256 8232 2616 280 511 1.83 15,065 -

[16] (u = 4) 512 54,434 11,484 55 132 2.40 130,642 39.9

[17] 512 21,755 7106 84 514 6.12 133,793 41.3

[18] 512 37,184 19,261 109 1021 9.4 349,529 77.5

[19] 512 38,170 11,160 108 512 4.74 180,926 56.6

[20] (HS-I 256) 512 23,738 11,330 111 512 4.61 109,432 28.3

Proposed 512 17,287 5810 225 1021 4.54 78,483 -

Importantly, the delay elements in the proposed architecture are configured as FIFO
buffers, which are mapped to Block RAMs (BRAMs). Specifically, for the Artix-7 AC701
FPGA, the proposed systolic design necessitates the use of one BRAM when l = 256
and three BRAMs when l = 512. Each BRAM block in this FPGA is capable of storing
36 kilobits (Kb) of data, which is equivalent to 36,864 bits. Furthermore, a single 6-input
Look-Up Table (LUT6) can be configured to function as a 64 × 1-bit Distributed RAM,
thus providing a storage capacity of 64 bits. To estimate the equivalent number of LUTs
corresponding to one BRAM, one can divide the BRAM storage capacity (36,864 bits) by
the LUT storgae capacity (64 bits). This results in an equivalency of 576 LUTs per BRAM.
Therefore, in Table 1, we have included the equivalent number of these BRAMs in the total
count of LUTs.

The experimental data in Table 1 provide a clear comparison between the proposed
hardware design and other existing solutions for two commonly used parameter sets:
l = 256 and l = 512. This study shows that the new design consistently achieves a strong
balance between resource usage and computational speed. This is best captured by the
Area-Delay Product (ADP), which is a measure that combines both hardware area and
execution speed to describe overall efficiency.

For l = 256, the proposed design demonstrates considerable efficiency. It requires only
8232 look-up tables (LUTs) and 2616 flip-flops (FFs), which is much less than the next-best
design, recorded at 9889 LUTs and 3230 FFs. This means the proposed design reduces
LUT usage by 16.8% and flip-flop usage by 19%, without sacrificing speed. In fact, the
proposed design operates at 280 MHz, which is more than twice the 133 MHz reached by
some alternatives. This combination produces an ADP of 15,065, nearly 27% better than the
closest competitor, making it a clear leader in hardware efficiency.
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When the parameter set increases to l = 512, all designs require more resources. Even
so, the proposed design keeps its advantage, needing only 17,287 LUTs and 6335 FFs, which
is 20.5% and 18.2% fewer LUTs and FFs, respectively, than the second most area-efficient
model. The operating frequency remains high at 225 MHz, while other designs only reach
between 55 MHz and 111 MHz. The result is an ADP of 78,483, which is 28% better than
the nearest rival. These outcomes show that the advantages of the proposed design remain
consistent as the computational demands grow.

Overall, the results confirm that this hardware architecture does not focus on a single
performance goal. Instead, it finds a smart middle ground between minimizing area and
maximizing speed. The design avoids using extra hardware for only small gains in perfor-
mance and avoids slowing down just to save space. Instead, it keeps an optimal balance,
achieving the best ADP in every scenario tested. This design renders the system particularly
well-suited for IoT edge modules, where both performance and chip area are essential
considerations. The architecture’s ability to sustain high efficiency across varying parameter
settings highlights its robustness and enhances its potential impact in practical applications.
Building on these findings, the inclusion of the proposed multiplier design into the BRLWE
post-quantum scheme will significantly improve its efficiency. This enhancement makes
it an ideal candidate for deployment within IoT edge nodes. This advancement not only
strengthens the resilience of these devices against post-quantum attacks but also ensures a
more secure and reliable infrastructure for the rapidly evolving digital landscape. Further-
more, by addressing the pressing security challenges posed by sophisticated cyber threats,
this architecture fosters greater trust and facilitates wider adoption of IoT technologies. In
doing so, it aligns seamlessly with the objectives of creating resilient, technology-driven
economic activities, thereby contributing to Sustainable Development Goals 8 and 9 and
ultimately supporting the development of a more secure and productive digital economy.
This fusion of enhanced security and efficiency underscores the architecture’s pivotal role
in advancing the future of IoT applications.

6. Summary and Conclusions
The rapid proliferation of IoT devices necessitates robust security solutions, particu-

larly in the context of emerging quantum threats. We have focused on optimizing polyno-
mial multiplication, a fundamental operation in lattice-based post-quantum cryptographic
schemes, specifically within the BRLWE scheme framework. The proposed low-complexity
serial systolic array architecture has demonstrated significant performance enhancements,
achieving a maximum operating frequency while maintaining an efficient resource footprint
with reduced lookup tables and flip-flops. These improvements correspond to a substantial
reduction in resource utilization compared to existing designs, ensuring high throughput
and minimal area consumption. This design effectively addresses the critical needs of
IoT edge nodes, enhancing their resilience against post-quantum attacks and supporting
the establishment of a secure and efficient infrastructure for digital economic activities.
Moreover, it aligns with Sustainable Development Goals 8 and 9 by fostering trust and
facilitating the integration of advanced IoT technologies. In conclusion, our architecture
not only advances the state of the art in post-quantum cryptography but also provides
a pathway for the broader adoption of secure IoT systems. Future work could include
integrating the proposed systolic multiplier into the BRLWE scheme to demonstrate its
performance and area improvements, as well as analyzing the resistance of the design
against side-channel attacks. By continuing to refine and enhance our multipliers and
cryptographic protocols, we aim to support a transformative and secure digital economy
that thrives on innovation and resilience.
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