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Abstract

Modern Software-Defined Wide Area Networks (SD-WANSs) require adaptive controller
placement addressing multi-objective optimization where latency minimization, load bal-
ancing, and fault tolerance must be simultaneously optimized. Traditional static approaches
fail under dynamic network conditions with evolving traffic patterns and topology changes.
This paper presents a novel hybrid framework integrating Gaussian Mixture Model (GMM)
clustering with Multi-Agent Reinforcement Learning (MARL) for dynamic controller place-
ment. The approach leverages probabilistic clustering for intelligent MARL initialization,
reducing exploration requirements. Centralized Training with Decentralized Execution
(CTDE) enables distributed optimization through cooperative agents. Experimental eval-
uation using real-world topologies demonstrates a noticeable reduction in the latency,
improvement in network balance, and significant computational efficiency versus existing
methods. Dynamic adaptation experiments confirm superior scalability during network
changes. The hybrid architecture achieves linear scalability through problem decomposition
while maintaining real-time responsiveness, establishing practical viability.

Keywords: software-defined WAN; controller placement; multi-agent reinforcement
learning; gaussian mixture model; dynamic optimization; multi-objective optimization;
CRITIC method

1. Introduction

The paradigmatic shift towards Software-Defined Wide Area Networks (SD-WANSs)
has fundamentally transformed enterprise network architectures, enabling unprecedented
flexibility, cost efficiency, and centralized management capabilities. By decoupling the
control plane from the data plane, SD-WANs empower organizations to dynamically opti-
mize network performance, implement sophisticated traffic policies, and rapidly adapt to
evolving business requirements [1]. However, this architectural transformation introduces
a critical optimization challenge: the strategic placement of controllers within distributed
network infrastructures [2]. The Controller Placement Problem (CPP) represents one of
the most fundamental challenges in SD-WAN deployment, directly impacting network
performance, scalability, and operational efficiency [3]. As enterprise networks continue
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to expand in both scale and complexity, the limitations of single-controller architectures
have become increasingly apparent [4]. Single points of failure, scalability bottlenecks, and
performance degradation under high-traffic loads necessitate distributed multi-controller
architectures that can maintain service quality while ensuring fault tolerance and load
distribution [5]. The criticality of optimal controller placement is underscored by its direct
correlation with key performance indicators including propagation latency, load balancing
effectiveness, fault tolerance, and overall network responsiveness. Suboptimal controller
placement decisions can result in significant performance degradation, increased opera-
tional costs, and reduced user experience quality. Conversely, well-optimized controller
placement strategies can deliver substantial improvements in network efficiency, resource
utilization, and service reliability [6].

Ongoing SD-WAN deployments operate in highly dynamic environments character-
ized by frequent topology changes, varying traffic patterns, evolving service requirements,
and unpredictable network events [1,3]. Traditional static controller placement approaches,
which assume fixed network conditions and predetermined traffic patterns, are funda-
mentally inadequate for addressing the adaptive requirements of modern enterprise net-
works [7]. These static methodologies typically optimize controller placement based on
historical network data or simplified network models, failing to account for the inherent
dynamism of real-world network operations. The limitations of static approaches manifest
in several critical areas. First, static placement strategies cannot adapt to changing network
conditions, resulting in suboptimal performance as network characteristics evolve over
time. Second, these approaches typically focus on single optimization objectives, such
as latency minimization or cost reduction, without considering the complex trade-offs
between multiple competing performance metrics. Third, static methods often exhibit poor
scalability characteristics, becoming computationally intractable for large-scale network
deployments [8]. Dynamic controller placement presents additional challenges beyond
those addressed by static methods. The multi-objective nature of the optimization problem
requires balancing conflicting objectives such as minimizing average control latency while
maintaining load balance and ensuring fault tolerance [9]. The temporal dimension adds
complexity, as optimal placement decisions must consider both current network conditions
and anticipated future states [4-8]. Furthermore, the distributed nature of multi-controller
architectures introduces coordination challenges, requiring sophisticated mechanisms to
ensure consistent and coherent network-wide optimization. The scalability challenge is
particularly acute in contemporary enterprise environments, where networks may encom-
pass hundreds or thousands of nodes distributed across multiple geographic locations.
Traditional optimization approaches often exhibit exponential computational complexity,
making them impractical for large-scale deployments where real-time adaptation is essen-
tial. Therefore, the need for solutions that can achieve near-optimal performance while
maintaining computational tractability represents a significant research challenge [8-10].

Existing controller placement methodologies face limitations due to computational
complexity, which render them impractical for large-scale or real-time applications, while
heuristic algorithms offer improved efficiency but sacrifice optimality. Reinforcement
learning (RL) approaches show superior adaptability but have limitations such as cold-start
problems, poor sample efficiency, and focusing on single-agent scenarios.

To address the limitations of existing approaches, this paper proposes a novel hybrid
framework that integrates Gaussian Mixture Model (GMM) clustering with Multi-Agent
Reinforcement Learning (MARL) for dynamic controller placement optimization. The
GMM-MARL framework leverages the complementary strengths of probabilistic clustering
and adaptive learning to achieve superior performance across multiple optimization objec-
tives while maintaining computational efficiency suitable for large-scale deployments. This
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work makes several significant contributions to the field of dynamic controller placement
in SD-WAN environments:

Novel Hybrid Architecture: The integration of GMM clustering with MARL represents
the first systematic approach to combining probabilistic clustering with multi-agent
reinforcement learning for controller placement optimization.

Adaptive Multi-Objective Optimization: The incorporation of the CRITIC method
for dynamic objective weighting provides a principled approach to multi-objective
optimization that automatically adapts to network characteristics without requiring
manual parameter tuning.

Scalable Distributed Learning: The CTDE-based MARL implementation enables dis-
tributed optimization that scales linearly with network size while maintaining cooper-
ative behaviour between agents.

Comprehensive Evaluation Framework: The development of a multi-metric evaluation
framework that considers latency, load balancing, inter-controller communication, and
dynamic adaptation capabilities provides a more holistic assessment methodology for
controller placement algorithms.

Real-World Validation: Extensive experimental evaluation using real-world network
topologies from the Internet Topology Zoo demonstrates the practical applicability
of the proposed approach. The evaluation encompasses both static performance
comparison and dynamic adaptation scenarios, providing comprehensive validation
of the framework’s effectiveness.

The remainder of this article proceeds as follows. Section 2 surveys controller-

placement literature; Section 3 details the proposed GMM-MARL framework; Section 4

reports the results; Section 5 discusses limitations and future work; and Section 6 concludes

with implications for SD-WAN deployment.

2. Background and Related Works

2.1. Software-Defined Networking and Controller Placement Fundamentals

Software-Defined Networking (SDN) has revolutionized network management by

decoupling the control plane from the data plane, enabling centralized network control

and programmability [1], see Figure 1.
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Figure 1. SDN/SD-WAN Planes Architecture.

The evolution towards Software-Defined Wide Area Networks (SD-WANSs) has ex-

tended these principles to enterprise networks, providing enhanced flexibility, cost re-

duction, and simplified management [2]. However, the distributed nature of modern
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networks necessitates multiple controllers to ensure scalability, fault tolerance, and ac-
ceptable performance, leading to the critical CPP [3]. The CPP fundamentally addresses
three interconnected questions: determining the optimal number of controllers, identi-
fying their strategic placement locations, and establishing efficient switch-to-controller
mappings [4]. Traditional approaches have predominantly focused on static placement
strategies, assuming fixed network topologies and predictable traffic patterns. However,
the dynamic nature of contemporary SD-WAN deployments, characterized by frequent
topology changes, varying traffic loads, and evolving service requirements, has exposed
the limitations of static methodologies [5].

2.2. Static Controller Placement Approaches

Early research in controller placement primarily employed static optimization tech-
niques, treating the problem as a facility location or graph partitioning challenge. Math-
ematical programming approaches, including Integer Linear Programming (ILP) and
mixed-integer programming (MIP), have been extensively studied for optimal controller
placement [6]. These deterministic methods guarantee globally optimal solutions for small-
scale networks but suffer from computational complexity limitations that render them
impractical for large-scale deployments. Heuristic algorithms have emerged as practical
alternatives to exact optimization methods. Clustering-based approaches, such as K-means
and hierarchical clustering, have been widely adopted due to their computational efficiency
and intuitive network partitioning capabilities [7]. The probabilistic GMM clustering al-
gorithm has served as a foundation for numerous controller placement studies, offering
polynomial-time complexity while achieving near-optimal solutions for certain network
topologies [7,8]. Recent advances in clustering-based methods include the Greedy Opti-
mized K-Means Algorithm (GOKA), which combines greedy optimization with traditional
clustering to minimize propagation latency while maintaining computational efficiency [9].
GOKA iteratively merges clusters based on latency improvements, providing superior
performance compared to standard K-means approaches. However, these static methods
remain fundamentally limited by their inability to adapt to dynamic network conditions.

2.3. Dynamic Controller Placement and Adaptation

The recognition that network conditions in SD-WAN environments are inherently
dynamic has motivated research into adaptive controller placement strategies. Dynamic
approaches aim to continuously optimize controller placement and switch assignments in
response to changing network conditions, including traffic fluctuations, topology modifi-
cations, and performance degradation [10]. Traffic-aware controller placement represents
one of the earliest dynamic approaches, utilizing historical traffic patterns and predictive
models to anticipate network changes [11]. These methods employ time-series analysis and
machine learning techniques to forecast traffic demands and proactively adjust controller
placements. However, the accuracy of such approaches is fundamentally limited by the
predictability of network traffic patterns. Event-driven adaptation mechanisms have been
proposed to address the limitations of predictive approaches. These systems monitor net-
work events, such as link failures, congestion, and topology changes, triggering controller
reassignment when predefined thresholds are exceeded [12]. While more responsive than
predictive methods, event-driven approaches often result in reactive rather than proactive
optimization, potentially leading to temporary performance degradation during transition
periods. Load balancing in dynamic environments presents additional complexity, as
controller utilization can vary significantly over time. Adaptive load balancing algorithms
continuously monitor controller workloads and redistribute switch assignments to main-
tain balanced resource utilization [13]. These approaches often employ feedback control



Network 2025, 5, 52

5 of 31

mechanisms to achieve stable load distribution while minimizing disruption to ongoing
network operations.

2.4. Machine Learning and Artificial Intelligence Approaches

The application of machine learning and artificial intelligence techniques to controller
placement has gained significant momentum in recent years, driven by their ability to
handle complex, high-dimensional optimization problems and adapt to dynamic envi-
ronments [14]. Supervised learning approaches have been employed to learn optimal
placement patterns from historical network data, enabling prediction of optimal controller
configurations for new network scenarios [15]. Reinforcement Learning (RL) has emerged
as a particularly promising approach for dynamic controller placement due to its ability to
learn optimal policies through interaction with the environment. Deep Q-Networks (DQN)
have been applied to controller placement problems, demonstrating the ability to discover
near-optimal placements without requiring explicit optimization objectives [16]. The DQN
framework enables agents to learn from experience, gradually improving placement de-
cisions based on observed network performance. Advanced RL techniques have further
enhanced the applicability of learning-based approaches to controller placement. The Multi-
Objective Optimization-Oriented Rainbow Deep Q-Network (MOOO-RDQN) integrates
multiple DQN enhancements, including double Q-learning, prioritized experience replay;,
dueling networks, multi-step learning, and noisy networks [17]. MOOO-RDQN demon-
strates significant improvements in both convergence speed and solution quality compared
to standard DQN approaches, achieving up to a 42% reduction in average latency and a
59% improvement in worst-case latency scenarios. Multi-Agent Reinforcement Learning
(MARL) represents a natural extension of single-agent approaches, enabling distributed
optimization through cooperative or competitive agent interactions [18]. MARL approaches
model individual controllers as autonomous agents that learn to coordinate their actions
to optimize global network performance. The Centralized Training with Decentralized
Execution (CTDE) paradigm has proven particularly effective, allowing agents to learn
cooperative behaviours during training while maintaining autonomous operation during
deployment [19].

2.5. Multi-Objective Optimization in Controller Placement

Real-world controller placement scenarios invariably involve multiple, often conflict-
ing objectives that must be balanced to achieve acceptable overall performance. Traditional
approaches typically focus on single objectives, such as minimizing average latency or max-
imizing load balancing, potentially leading to suboptimal solutions when multiple criteria
are considered simultaneously [20]. Multi-objective optimization techniques have been
developed to address this limitation by explicitly considering trade-offs between competing
objectives. Pareto optimization approaches seek to identify the set of non-dominated solu-
tions that represent optimal trade-offs between different performance metrics [21]. These
methods enable network operators to select controller placements that best align with their
specific priorities and constraints. Weighted sum approaches provide a simpler alternative
to Pareto optimization by combining multiple objectives into a single composite metric.
However, the selection of appropriate weights often requires domain expertise and may not
adequately capture the relative importance of different objectives under varying network
conditions [22]. Adaptive weighting mechanisms, such as the criteria importance through
intercriteria correlation (CRITIC) method, have been proposed to automatically determine
objective weights based on metric variability and interdependence [23]. MuZero-based
intelligent agent approaches model proposed controller placement as a strategic interaction
between multiple decision-makers, each seeking to optimize their local objectives while
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considering the actions of others [24]. These methods can capture competitive scenarios
where different network domains or service providers seek to optimize their individual
performance metrics while sharing common infrastructure resources.

2.6. Hybrid Approaches and Advanced Techniques

The limitations of individual methodologies have motivated the development of
hybrid approaches that combine the strengths of multiple techniques. Clustering-based
initialization followed by optimization refinement represents a common hybrid strategy,
leveraging the computational efficiency of clustering methods while achieving the solution
quality of optimization techniques [25]. Machine learning enhanced clustering approaches
integrate learning mechanisms into traditional clustering algorithms to improve their
adaptability to network characteristics. These methods employ historical performance
data to tune clustering parameters and adapt partitioning strategies to specific network
topologies [26]. Probabilistic clustering methods, such as GMM, offer enhanced flexibility
compared to deterministic clustering approaches by modelling cluster membership as
probabilistic assignments rather than discrete decisions [8,27-29]. GMM-based approaches
can naturally handle overlapping clusters and uncertain node assignments, providing more
robust solutions in dynamic environments where network characteristics may vary over
time. The integration of probabilistic clustering with reinforcement learning represents a
recent advancement in hybrid methodologies. These approaches leverage GMM cluster-
ing to provide intelligent initialization for RL agents, reducing exploration requirements
and accelerating convergence [30]. The combination enables the benefits of both proba-
bilistic modelling and adaptive learning, resulting in superior performance compared to
individual approaches.

3. Methodology

This section presents our proposed GMM-MARL framework, which integrates Gaus-
sian Mixture Model clustering with Multi-Agent Reinforcement Learning to achieve dy-
namic, multi-objective controller placement optimization. The methodology encompasses
GMM-MARL framework implementation with CRITIC-based metric weighting and co-
operative learning mechanisms. Our approach addresses the limitations of existing static
methods by providing real-time adaptability to network changes while maintaining com-
putational efficiency suitable for large-scale deployments. Figure 2 represents the proposed
GMM-MARL hybrid model.

3.1. Problem Formulation

Consider an SD-WAN represented as an undirected graph G = (V,E), where
V ={vl,v2, ..., vn} denotes the set of network nodes (switches/devices) and E represents
the communication links between them. The controller placement problem seeks to de-
termine optimal positions C ={c1, c2, ..., ck} for k controllers from candidate locations to
minimize multiple competing objectives simultaneously. The multi-objective optimization
objective to overcome the problem is formulated as:

min{f1(C), £2(C), f3(C), f4(C))

where
f1(C): Average Control Latency (ACL)—delay between nodes and controllers;
f2(C): Worst-case Control Latency (WCL)—maximum latency within any cluster;
£3(C): Inter-Controller Latency (ICL)—communication delay between controllers;
f4(C): Node Distribution Ratio (NDR)—load balancing metric across controllers,
Subject to constraints:
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e FEachnode vi€ V must be assigned to exactly one controller;
e  Controller capacity: Y vi€ Sjdi < Capj, where 5j is the set of nodes assigned to controller
cj, di is the demand of node vi, and Capj is the capacity of controller cj;
e Latency bound: /(vi,cj) < Lmax for all node-controller pairs.
The proposed approach addresses this through a two-phase optimization frame-
work combining probabilistic clustering with reinforcement learning-based adaptation,
the following Table 1a,b represent the denotations and key hyperparameters used in our

implementation of the method.
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Figure 2. Represents the proposed GMM-MARL hybrid model for dynamic controller placement.

This formulation provides the mathematical foundation for our GMM-MARL ap-
proach, where the dynamic nature of the problem is captured through time-dependent
variables and the multi-objective optimization is balanced through CRITIC-weighted

objective functions.
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Table 1. (a) Mathematical Notation and Parameters. (b) hyperparameters used in the implementation.

(a)
Symbol Description Domain
G(t) Time-varying network graph at time ¢ Graph
N(t) Set of network nodes at time ¢ Set
K Total number of clusters/controllers N+
C(t) Set of controller locations at time ¢ Set
E(t) Set of network links at time ¢ Set
dNA(,)) Network-aware hybrid distance between nodes i,j R+
ACL Average Cluster Latency R+ [ms]
WCL Worst-case Cluster Latency R+ [ms]
ICL Inter-Controller Latency R+ [ms]
NDR Node Distribution Ratio R+
Wm CRITIC-based weight for metric m [0,1]
, B,v,0 Hybrid distance metric weights [01], =1
uk, Xk GMM cluster parameters (mean, covariance) Rd, Rd x d
7k GMM mixing coefficients [0,1]
k Cluster/controller index {1,...K}
vik MARL responsibility values [0,1]
Qt(s,a) Q-value function at time ¢ R
rt Reward at time step f R
st Network state at time ¢ State space
at Agent action at time ¢ Action space
€ Convergence threshold R+
(b)
Category Parameter Symbol Value Description
GMM Max Iterations - 100 EM algorithm iterations
GMM Threshold € 0.001 EM convergence criterion
Q-Network Learning Rate o 0.001 Adam optimizer learning rate
Q-Network Discount Factor 2% 0.95 Future reward discount
Q-Network Batch Size - 32 Mini-batch for training
Q-Network Replay Buffer B_i 10,000 Experience buffer capacity
Exploration Initial € €_max 1.0 Starting exploration rate
Exploration Final ¢ €_min 0.01 Minimum exploration rate
Exploration Decay Rate A_e 0.995 Exponential decay factor
Network Hidden Layer 1 H1 256 First layer neurons
Network Hidden Layer 2 H2 128 Second layer neurons
Network Target Update - 100 Targeftr:;’;vgrcl)z}lj syne
Training Max Episodes - 1000 Training episode limit
Training Convergence g_conv 0.001 Convergence threshold
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3.2. Network-Aware Hybrid Distance Metric

Traditional controller placement methodologies rely predominantly on simplistic
distance metrics. The proposed method leverages the hybrid distance metric that utilized
in [8] integrates four critical network dimensions to provide a comprehensive assessment of
node relationships in SD-WAN environments. The hybrid distance metric dNA(i,j) between
any two nodes i and j is formulated as (1):

dNA(i,j) = a-dgeo(i,j) + B-dlat(i,j) + y-dtopo(i,j) + 6-R(i,]) (1)
where

- o, B,v, b are adaptive weight parameters satisfying x + p +y + 6 =1;

- dgeo(i,j) represents the geodesic distance between nodes i and j calculated using the
Haversine formula;

- dlat(i,j) denotes the propagation latency determined by physical distance divided by
signal propagation speed;

- dtopo(i,j) is the topological distance measured as the minimum hop count between
nodes in the network graph;

- R(i,j) represents the reliability factor (0 < R(i,j) < 1) measuring link quality based on
historical performance metrics.

3.3. Gaussian Mixture Model Framework

The GMM-based clustering strategy extends classical unsupervised learning to ac-
commodate spatial distributions and network-specific quality measures. This probabilistic
framework enables multi-objective optimization of control plane design with respect to
latency, scalability, load balancing, and fault tolerance. A GMM with K components define
the probability density function of a network node x € Rd as (2):

p(x) = X(k=1to K) rtk-N(x|uk, Zk) ()
where

e 1k € [0,1] is the mixing coefficient for component k, satisfying Xtk = 1
o  uk € Rd is the mean vector (centre) of the k — th Gaussian distribution;

e Xk € Rd xd is the covariance matrix capturing distribution spread;

e  N(x|uk, Zk) denotes the multivariate normal distribution.

Expectation-Maximization Algorithm: Parameter estimation employs the iterative
EM algorithm:

1.  E-step: Compute responsibilities yik representing the probability of node i belonging
to controller cluster k, as (3):

ik = (7tk-N(xi|puk, Zk)) / Z(j = 1 to K) 7tj-N(xi|pj, Zj) (3)
2. M-step: Update model parameters based on computed responsibilities, as represented
in (4)—(6):
1
t+1_ (L _ _—

ukt Tt = (Nk)):(z 1to N)~yik-xi 4)
Tkt = (I\%k)z(l = 1to N)yik-(xi — pk) (xi — k)" (5)

Nk

t+1 _ NK
k= (6)

where Nk = X(i =1 to N) ik represents the effective sample size for cluster k.
Convergence Monitoring: The algorithm monitors convergence through the log-
likelihood function, as seen in (7):
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logL(6) = Z(i=1to N)log(X(k =1 to K) rtk-N(xi|uk, Zk)) (7)

terminating when |log L{t) — log L(t —1)| < e.

This hybrid approach enables more accurate representation of real-world network rela-
tionships and facilitates optimal controller placement decisions. The iterative nature of the EM
algorithm ensures convergence to locally optimal solutions while maintaining computational
efficiency suitable for large-scale SD-WAN deployments statically, see Algorithm 1.

Algorithm 1 Network-Aware GMM Controller Placement

Input: Node coordinates {@i, Ai} fori=1,...,N

Input: Weight parameters «, 3, v, 0

Input: Earth radius r, propagation speed v, base cost c0, cost factor cl1, decay factor k
Input: Number of clusters K, distance matrix DNA € RN x N

Output: Controller positions pk and node-cluster assignments yik

1: Initialize Environment:

2: DNA(1,j) < o-d’geo(i,j) + p-d'lat(i,j) + y-d'topo(i,j) — &-R/(ij)

3: end for

4: return DNA

5: Initialize GMM parameters: pk, Xk <— 1, nk <— 1/K

6: repeat

7 E-step:

8: for each node i and cluster k do

9: Compute responsibility:

10: vik + (nk-N(xi | pk,Zk))/(Zj = 1"K 7tj-N(xi | wj, Zj))
11: end for

12: M-step:

13: for each cluster k do

14: Nk < Xi =1"N yik

15: Update mean:

16: pk < (1/NKk)-Zi = 1"N yik-xi

17: Update covariance:

18: Xk + (1/Nk)-Xi = 1"N yik-(xi — pk)(xi — pk)"T
19: Update mixing coefficient:

20: mik <~ Nk/N

21: end for

22: Evaluate log-likelihood L(6) and check convergence
23: until Change in L(0) < ¢

24: Assign each node i to cluster k = arg maxk yik

25: return Controller positions pk and assignments yik

3.4. Performance Metrics

Following GMM clustering and initial controller placement, we compute four key
performance metrics:

e Average Control Latency (ACL): quantifies the mean communication delay within con-
troller domains, serving as a primary indicator of network responsiveness, as in (8):
1 n
ACL = = Y 1 = (vi,C assign(vi)) (8)
iz
Here, C assign(vi) denotes the controller to which node vi is assigned, where the
assignment maps each node to its nearest controller based on the network-aware distance
metric defined in Equation (1).



Network 2025, 5, 52

11 of 31

e  Worst-case Control Latency (WCL): captures the maximum delay scenarios, ensur-
ing that performance optimization addresses edge cases that could impact critical
applications, as seen in (9):

WCL = min maxl(vi,cj) )
je{l,...k}oieSj
e Inter-Controller Latency (ICL): measures coordination overhead between controllers,
directly affecting the system’s ability to maintain consistent network state and imple-
ment coordinated policies, as in (10):

‘5L Y
ICL = ——— I(ci, cj) (10)
k(k —1) i=1 j=i+1

e Node Distribution Ratio (NDR): evaluates load balancing effectiveness, preventing
controller overload and ensuring scalable resource utilization, see (11):
maxj | Sj
NDR = "7 |57 (11)
minj | Sj |
where | Sj | denotes the number of nodes assigned to controller cj.
The transformation of these metrics into actionable optimization drivers represents
a significant methodological advancement. Rather than treating these metrics as static
evaluation criteria, our framework employs the CRITIC method to dynamically assess their
relative importance based on current network conditions.

3.5. CRITIC-Based Weight Assignment

To balance multiple objectives effectively, we employ the Criteria Importance Through
Intercriteria Correlation (CRITIC) method [31] to determine objective weights based on
metric variability and inter-correlations.

e  Stepl: For each metric Xm € {ACL, WCL,ICL, NDR}, compute the normalized value,
as (12):

Xm — min(Xm)

X " m=
" max(Xm) — min(Xm)

(12)

e  Step 2: Calculate standard deviation, represented in (13):

oXm = \/1i (Xmt — pum)2 (13)
t=1

where s is the number of samples and pm is the mean of metric Xm.

e  Step 3: Construct correlation matrix rmn, as in (14)

_ Cov(Xm, Xn)

rmn
ocXm-oXn

(14)
e  Step 4: Compute unnormalized weights, see (15)

4
Wm=ocXm- Y (1—|rmn|) (15)

n=1,n#m
e  Step 5: Normalize weights, as seen in (16)

W= m = ZJN”;WC (16)
k=1
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These weights capture both the information content (variability) and uniqueness (low
correlation) of each metric, ensuring balanced optimization in the subsequent MARL phase.

3.6. MARL-Based Dynamic Optimization

The dynamic controller placement problem is formulated as a decentralized multi-
agent system where each SDN controller operates as an autonomous learning agent, en-
abling scalable and adaptive optimization without requiring centralized coordination
during deployment. In this architecture, each agenti € {1, 2, ..., k} represents a con-
troller responsible for managing its assigned network nodes, monitoring local network
conditions, making placement and assignment decisions, and coordinating with neighbour-
ing controllers. The system operates under the CTDE paradigm use a centralized critic
during training and decentralized actors during execution, following the framework intro-
duced in [32], which enables agents to learn cooperative behaviours during the training
phase while maintaining autonomous decision-making capabilities during deployment,
thus balancing global optimization with computational efficiency, as shown in Figure 3.

Training Phase (Centralized) Execution Phase (Decentralized)

Local O Local O,

Centralized Critic

Q_global(s, a,, ..., ax) Agent k
Full state information
Local O
Deploy
Agent 1 Agent 2 Agent k

Trained policies

Limited communication

Shared Experience Buffer
All agents' transitions

Training Characteristics: Execution Characteristics:

« Global state visibility « Shared objectives

« Local observations only « Fast response time
« Coordinated learning « Joint optimization *Ind isi

deployment

Figure 3. Illustrates the centralized training with decentralized execution (CTDE) framework.

The global network state at time ¢t encompasses the complete information necessary
for optimal decision-making, including the set of active nodes with their positions and
traffic demands, current controller positions in the network, propagation delays between all
node-controller pairs, controller utilization rates, and inter-node communication patterns.
This comprehensive state representation is formally expressed as (17):

St = (Nt,Ct, Lt, Ut, Tt) (17)

where Nt = {n%, na!, ..., nm'} represents active nodes, Ct = {ci!, &o%, ..., ¢!} de-
notes controller positions, Lt € R™X is the latency matrix with L_{ij}t representing
propagation delay from node i to controller j, Ut = {ult, wt, ..., ut} contains controller
utilization rates where u_jt = current_load_j/capacity_j, and T_t € R™™ captures the
traffic matrix representing inter-node communication patterns. Active nodes are defined as
network elements (SDN Switches/Routers) that are currently operational and generating
traffic, excluding any failed, inactive, or maintenance-mode nodes. Each active node ni', is
characterized by:

- Position coordinates (xi, yi) in the network topology;
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- Traffic demand dit, measured in Mbps;
- Connectivity status indicating reachability to controllers;
- Processing capacity for flow rule installation.

3.6.1. Observation and Action Spaces

Due to the inherent scalability challenges and distributed nature of SD-WAN s, each
agent maintains partial observability of the global state through a structured observation
model that captures local, neighbourhood, and essential global information. This partial
observability model ensures computational tractability while providing sufficient infor-
mation for effective decision-making. The observation space for each agent i at time ¢ is
hierarchically structured to include local observations comprising nodes directly managed
by the agent along with their latency measurements and utilization metrics, neighbourhood
observations capturing the state of nearby controllers within a predefined communication
radius including their positions and inter-controller latencies, and global indicators pro-
viding system-wide performance trends and topology changes that affect overall network
behaviour, see Figure 4 and Formula (18).

F_ i i i
Oi - {Olocul' Oneighbor' Oglobul } (18)
Global Network State S_t

-0 _local™M

@’

© Controller Agent
Network Node
-= Inter-controller Communication

Figure 4. Depicts multi-agent system architecture for dynamic controller placement.

The action space for each agent consists of three primary components that enable
comprehensive control over the network configuration. Position adjustment actions allow
controllers to relocate to alternative positions from a candidate set based on traffic density
and geographical distribution patterns, constrained by physical infrastructure availability.
Assignment modification actions enable the redistribution of nodes between controllers to
maintain load balance, represented as binary decision vectors indicating whether each node
should be maintained or transferred to neighbouring controllers. Coordination actions
facilitate information sharing and synchronization between agents, ensuring consistent
network-wide optimization. The complete action space is formulated as (19):

t

) i i
a; = (aposition'aussign'acoordinute> (19)
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i

where aposition

represents controller repositioning decisions selected from the candidate

3 1
location set Vcangidate}s Bpssign
i
coordinate
neighbouring agents.

= {0,11{|N_f*|} denotes binary node assignment de-

cisions, and a encompasses communication and synchronization actions with

3.6.2. Reward Engineering with CRITIC Weights

The reward function design is critical for guiding agent behaviour toward optimal
network performance while maintaining stability and avoiding local optima. The reward
structure combines immediate performance feedback with long-term optimization ob-
jectives, leveraging the CRITIC-derived weights to ensure balanced consideration of all
performance metrics. The immediate reward component captures the instantaneous change
in network performance, providing rapid feedback for agent learning and enabling quick
responses to network dynamics; see (20):

R!

immediate

4
=-Y Wi -aX! (20)
i=1

where AX! = X! — Xl.{tfl} represents the temporal change in each performance metric,
and negative values indicate improvement since lower metric values correspond to better
performance. The global reward signal evaluates the overall network state relative to
theoretical bounds, normalizing each metric to a comparable scale and aggregating them
according to their CRITIC-determined importance. This normalization ensures that metrics
with different units and ranges contribute proportionally to the total reward, preventing
any single metric from dominating the optimization process, see (21):

; 4 X; _ Xmin
= S (i S
Rglobal - ; Wi 1 X;/rmx _ lein (21)

Constraint violations are penalized to ensure feasible solutions and maintain service
level agreements. The penalty function incorporates capacity violations when controllers
exceed their processing limits, latency violations when node-controller communications
exceed maximum allowable delays, and balance violations when node distribution becomes
significantly uneven across controllers, as in (22):

¢ t
Pt = Alpcapacity + /\Zpltatency + A3Pyatance (22)

The composite reward function balances these components through weighting factors
that can be tuned based on network priorities and operational requirements, as (23):

Ry = ,Blet'mmediate + :BZR;lobal —P' (23)
3.6.3. Learning Algorithm: Deep Q-Network with Experience Replay

Each agent employs a deep Q-network (DQN) to approximate the optimal action-
value function, enabling effective decision-making in the high-dimensional state-action
space characteristic of SD-WAN environments. The neural network architecture consists
of an input layer accepting the observation vector O two hidden layers with 256 and
128 neurons, respectively, using ReLU activation functions for non-linear transformation,
and an output layer producing Q-values for each possible action in the discrete action
space. This architecture provides sufficient representational capacity while maintaining
computational efficiency for real-time deployment.

The Q-function approximation aims to estimate the expected cumulative reward for
taking action a} in state O} and following the optimal policy thereafter; see (24):

Qei (0!, at) ~ Q* (O}, a) (24)
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where 6i represents the neural network parameters for agent i, learned through interaction
with the environment.

The training process utilizes experience replay to break correlations between consecu-
tive samples and improve learning stability. Each agent maintains a replay buffer B; storing
state transitions as tuples (Of, af, R;, Of_l, done), from which mini-batches are randomly
sampled during training. The target values for Q-learning updates are computed using a
separate target network with parameters 0;, which is periodically updated from the main
network to improve stability:

R;, if done; = true,
Y= Rj+ ymaxQg,— (O;, a’), Otherwise.
ﬂ, 1
The network parameters are updated by minimizing the mean squared error between
predicted Q-values and target values through gradient descent, as (25), and (26):

(o) L Y (- 06:(0;,0)) (25)

- batch_size 7

0; < 0, — OCVQL.[,(QZ') (26)

Exploration is managed through an epsilon-greedy strategy with exponential decay,
initially encouraging broad exploration of the action space and gradually transitioning to
exploitation of learned policies as training progresses, as (27):

€t = €Epin + (emax - emin) e At (27)

The complete hyperparameter configuration for the DQN architecture and training
process is detailed in Appendix A The process flow illustrated in Figure 5 below.

Deep Q-Network Architecture

Input: O O O O 01

- et ”
( i i o &= min * Emax - Emin) € (27)
O;' = {Oocal’» Oneighbor» Oglobal’}  (18) Hidden: O O O O O 2s6.relU

e-Greedy Action Selection
Network State Observation

Agent i observes local network state including: Hidden: O O O O 128.RelU

.C e eir latencie else: a = argmax, 0(0/, a)
Controlled nodes and their latencies Output: O O O O Q-values i rgmax, 0g(0;
* Neighboring controller states

if random() < g;: select random action

* Global network indicators

04(0}, af) = 0*(0} a) (24 ai‘ = (apusilionir aax.rigni' acoordinalei) 19
l Experience Buffer l
E Store transition: SD-WAN Environment Execution
0}, 3, R, O, Execute joint actions: {ay", a5}, .. '}
Sample mini-batch | m— Moty ot gy
.. s - + Coordinate inter-agent communication
l St41= Niwp Coep Lisp, Upe) - (17)
Q-Network Update

L) =(i-Q0(0i,aj)? (25

0; — 6;- aVyL(6) (26)

Figure 5. Shows the multi-agent reinforcement learning (MARL) decision-making pipeline for
dynamic controller placement in SD-WANSs.
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3.6.4. Coordination Mechanism

Effective coordination between agents is essential for achieving globally optimal solu-
tions while maintaining the benefits of distributed execution. The coordination mechanism
employs a structured message passing protocol where agents exchange state information,
intended actions, and resource requests with their neighbours. Each message M_{i — j}*
contains the sending agent’s identifier, current observation, planned actions for the next
time step, and any resource requests such as node transfers or load sharing requirements.
This information exchange enables agents to anticipate and adapt to the actions of their
neighbours, preventing conflicts and promoting cooperative behaviour. When conflicting
decisions arise, such as multiple controllers attempting to claim the same node or simul-
taneous repositioning to the same location, agents employ a weighted voting mechanism
where each agent’s vote is weighted by its recent performance and reliability metrics. The
final decision is formulated as (28):

decision gipq = arg max Y wi-vote;(d) (28)
i€A
where wi = f (per formance;, reliability;) represents the influence weight of agent i based
on its historical performance and consistency.

Communication between agents is structured according to an adjacency matrix
that defines which agents can directly exchange information based on their physical or
logical proximity:

At

comm

[i ] _ 1, if d(Ci/ C]) < Teomm,
] 0, otherwise.

3.6.5. Dynamic Adaptation Mechanisms

The framework’s ability to adapt to network dynamics is crucial for maintaining
optimal performance in real-world SD-WAN deployments. When new nodes join or
leave the network, the nearest controller initially detects them through periodic discovery
protocols and broadcasts their presence to neighbouring controllers, see Figure 6.

Network Expansion (Node Addition)

(a) Initial State

(b) New Nodes Join

(c) Redistribution (d) Optimized

.| 9@ GG

k=2 controllers

+3 new nodes

k=3 (activated C)

Balanced

Network Contraction (Node Removal)

(a) Full Network

k=3, n=9 nodes

(b) Nodes Leave

=3 nodes leaving

(c) Consolidation
0.0

Deactivating C,

(d) Optimized

k=2, balanced

@ Controller Agent (Controller)

Network Node

© New Node

Leaving Node

Figure 6. Shows the adaptation of the network nodes in both scenarios.
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The assignment decision for new nodes balances proximity to controllers with current
controller loads, ensuring that new additions do not create bottlenecks, as seen in (29):

Cussign(nnew) =arg m]m {l(”lnewr Cj) +a- M]t} (29)

If the addition of new nodes causes any controller’s utilization to exceed the re-
balancing threshold, agents initiate a negotiated redistribution process where nodes are
transferred between controllers to restore balance while minimizing disruption to ongoing
communications. Network contraction, occurring when nodes leave the system, triggers a
consolidation check to determine whether the reduced network size warrants controller
deactivation. The consolidation decision is based on the average number of nodes per
controller, as formulated in (30):

| Nt — Nremouve |
k

should_merge = < threshold,,;y, yode (30)

When consolidation is necessary, the controller with the minimum number of assigned
nodes is identified for deactivation, its nodes are redistributed to neighbouring controllers
based on proximity and available capacity, and the agent count is updated accordingly.
Traffic fluctuations are handled through continuous adaptation of agent policies, with ac-
tions adjusted based on the gradient of the Q-function with respect to current observations,
see (31):

Aaf = V,Qpi (0}, af) - (31)

where 7 is an adaptation rate determined by the variance in observed traffic patterns,
allowing more aggressive adaptation during periods of high variability.

3.6.6. Convergence and Stability

The convergence of the learning process is monitored through the stability of reward
signals over a sliding window, with training continuing until the average change in rewards
falls below a predefined threshold e, see (32):

L
W

T
Z ‘ Ry — Ry | < €convergence (32)
=T~

W

where W is the window size for averaging, typically set to capture several episodes
of interaction.

Stability mechanisms are incorporated throughout the framework to prevent oscil-
lations and ensure smooth convergence. Soft target network updates gradually transfer
learned parameters from the main network to the target network, preventing sudden
changes in target values that could destabilize learning. Gradient clipping limits the mag-
nitude of parameter updates to prevent catastrophic forgetting or divergence, while action
smoothing filters rapid changes in controller decisions to maintain network stability during
adaptation. These mechanisms collectively ensure that the framework maintains bounded
worst-case latency, preserves network connectivity during adaptation phases, and exhibits
graceful degradation under agent failures or communication disruptions, providing robust
performance guarantees essential for production SD-WAN deployments. The full steps for
the proposed GMM-MARL Algorithm 2 represented below:
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Algorithm 2 MARL-Based Dynamic Controller Placement for SD-WANs

Input: Network topology G = (V, E), number of controllers k, learning parameters (, vy, ¢)
Output: Optimized controller placement C* and node assignments A*

1: Initialize GMM clustering with k components

2:  Obtain initial placement Cy <— GMM cluster centroids

3: Calculate initial metrics My = {ACL, WCL, ICL, NDR}

4: Compute CRITIC weights W = {W1, Wy, W3, Wy} from M,

5: Initialize k MARL agents with Q-networks QO; and replay buffers B;
6: Initialize target networks Q6;~ < Q6; for each agent i

71 // Training Phase—Centralized Learning

8: for episode = 1 to max_episodes do

9: Reset environment to initial state Sy = (N, Cy, Lo, Up)

10: for t =1 to max_timesteps do

11: for each agenti € {1,..., k} do

12: Observe local state O;' = {N;f, G, L;t, U;t}

13: if random() < ¢; then

14: Select random action a;t // Exploration

15: else

16: a;' «+ argmax_a Q;(0;!, a) // Exploitation
17 end if

18: end for

19: Execute joint actions {a;t, ..., ai'} in environment
20: Update controller positions and node assignments
21: Calculate new metrics M; = {ACL;, WCL;, ICL;, NDRy}
22: Compute reward Ry =%, W - (1 — X)) — A - Py
23: Observe next state Sg;1 = (N1, Cert, Livt, Ugs1)

24: for each agent i do

25: Store transition (O;!, a;t, R¢, O;*1) in B;

26: Sample mini-batch from B;

27: Compute target values: y; = Rj + v - - - max_a’ Q6; (O, a’)
28: Update Q-network: 6; < 6; — «V6;L(6;)

29: end for

30: if t mod target_update_freq = = 0 then

31: Update target networks: 8;~ < 16; + (1 — 1)0;~
32: end if

33: end for

34: Decay exploration: ¢ <— ¢ - decay_factor

35: end for

36: // Execution Phase—Decentralized Deployment
37: while network is operational do

38: for each agent i in parallel do

39: Observe current local state O;

40: Select optimal action: a;* <— argmax_a Q6;(0O;, a)

41: Execute action and update local controller placement
42: end for

43: Monitor network changes (node additions/removals)

44: Trigger rebalancing if utilization exceeds threshold

45: end while
46: return Final controller placement C* and assignments A*
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4. Results and Performance Evaluation
4.1. Experimental Setup

The proposed GMM-MARL framework is evaluated using a MacBook Pro system
equipped with mac OS Monterey 12.7.6, Intel Core i7 CPU, 16 GB RAM, Python 3.9.7,
leveraging NumPy 1.21.2 for matrix operations, SciPy 1.7.3 for probability distributions
and optimization routines, and real-world network topologies extracted from the Internet
Topology Zoo (ITZ) [33], including OS3E, GtsCe, Cogentco, and Interroute networks. The
evaluation compares our approach against two re-implemented state-of-the-art algorithms:
GOKA by Xiao et al. [9], a clustering-based controller placement algorithm, and MOOO-
RDON by Chen et al. [17], a deep reinforcement learning framework that integrates five
advanced DQN techniques, including double Q-learning, prioritized experience replay,
dueling networks, multi-step learning, and noisy networks. All experiments are conducted
using Python-based implementations with TensorFlow for MARL training and scikit-learn
for GMM clustering. The experimental evaluation encompasses three primary dimen-
sions: static performance comparison under fixed network conditions, dynamic adaptation
capabilities under changing network topologies, and computational efficiency analysis.
Performance is measured across four key metrics: ACL, WCL, ICL, and NDR. This compar-
ative framework enables rigorous evaluation of GMM-MARL’s hybrid approach against
both traditional optimization and pure learning-based methodologies.

4.2. Static Performance Analysis
4.2.1. Latency Performance

The static performance evaluation demonstrates the superiority of GMM-MARL over
both benchmark algorithms across multiple network topologies. Table 2, Figure 7 presents
the ACL comparison, revealing the effectiveness of the hybrid GMM-MARL approach in
minimizing average communication delays between nodes and controllers.

Table 2. Average Case Latency (ACL) Comparison.

Algorithm OS3E (us) GtsCe (us) Cogentco (us) Interroute (us)
GMM-MARL 3741 2155 7013 3180
GOKA 4009 2721 6553 3462
MOOO-RDQN 3820 2390 7250 3310
] = MO0O-RDQN
 so00
2000}
] T
0 OS3E (s) GtsCe (us) Cogentco (us) Interroute ()

Figure 7. Shows the average case latency (ACL) comparison.

The empirical results demonstrate that GMM-MARL achieves consistent performance
advantages over both benchmarks. Specifically, GMM-MARL outperforms GOKA by
an average of 7.2% across all topologies, with particularly notable improvements in the
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GtsCe topology (20.8%). Against MOOO-RDQN, GMM-MARL maintains a consistent 6.8%
average improvement, demonstrating the effectiveness of the hybrid approach in leverag-
ing both probabilistic clustering and reinforcement learning strengths. The performance
variations across topologies can be attributed to the network structure characteristics.
GMM-MARL’s superior performance in GtsCe suggests that the framework excels in
medium-scale networks with balanced connectivity patterns, where the GMM clustering
provides optimal initial placement and MARL agents can effectively fine-tune controller
positions. The relatively smaller improvement in Cogentco indicates that very large-scale
networks may benefit from additional optimization mechanisms to handle the increased
complexity. The WCL analysis in Table 3, Figure 8 reveals more consistent performance
advantages for GMM-MARL across all evaluated topologies. The framework achieves
average improvements of 11.7% over GOKA and 9.5% over MOOO-RDQN. This superior
worst-case performance is particularly significant for production SD-WAN deployments,
where maintaining bounded latency guarantees is critical for service level agreements. The
consistent improvements across all topologies indicate that the GMM-MARL framework
effectively addresses edge cases through its dynamic adaptation capabilities.

Table 3. Worst Case Latency (WCL) Comparison.

Algorithm OS3E (us) GtsCe (us) Cogentco (us) Interroute (us)
GMM-MARL 3942 2451 2101 2503
GOKA 4306 2722 2461 2942
MOOO-RDOQN 4180 2650 2380 2720
GMM-MARL
4000y - Slglgz)-RDQN
3000
é 2000
1000
0 OSBF: (ps) Gtscé (ps) Cogent.co (us) InterrotlJte (ps)

Figure 8. Shows the worst-case latency (WCL) comparison.

The ICL results presented in Table 4, Figure 9 a more nuanced performance profile,
reflecting the inherent complexity of multi-objective optimization. While GMM-MARL
demonstrates improvements over MOOO-RDQN in most topologies, the comparison with
GOKA reveals trade-offs between different optimization objectives.

Table 4. Inter-Controller Latency (ICL) Comparison.

Algorithm OS3E (us)  GtsCe (us) Cogentco (us) Interroute (us)
GMM-MARL 7071 7459 2293 9942
GOKA 7017 7720 2373 10,007

MOOO-RDQN 7250 7680 2410 8500
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Figure 9. Shows the Inter-controller latency (ICL) comparison.

This behaviour is consistent with theoretical expectations in multi-objective optimiza-
tion, where improvements in one metric may necessitate compromises in others. The
CRITIC-based weighting mechanism in GMM-MARL prioritizes metrics based on their
variability and independence, which may result in different emphasis compared to single-
objective approaches.

4.2.2. Load Balancing Performance

Load balancing effectiveness is quantified through the NDR, see Table 5, Figure 10
where values closer to 1.0 indicate more balanced node distribution across controllers. The
comparative analysis reveals GMM-MARL's superior load balancing capabilities across all

evaluated network topologies.

Table 5. Node Distribution Ratio (NDR) Comparison.

Algorithm OS3E GtsCe Cogentco Interroute
GMM-MARL 3.00 5.00 5.46 1.94
GOKA 6.00 12.50 5.62 25.00
MOOO-RDOQN 4.50 8.20 6.10 12.50

25} m=m GMM-MARL
mmm GOKA
mmm MOOO-RDQN

20

more imbalance)

15}

10

NDR (=1; higher

0

OS3E GtsCe Cogentco Interroute

Figure 10. Shows the Node Distribution Ratio (NDR) comparison.

The NDR analysis demonstrates significant load balancing advantages for GMM-
MARL, with average improvements of 58.4% over GOKA and 42.3% over MOOO-RDQN.
The particularly notable improvements in Interroute (92.2% over GOKA, 84.5% over
MOOO-RDQN) and GtsCe topologies indicate that GMM-MARL'’s cooperative learn-
ing mechanisms effectively prevent controller overload scenarios. This superior load
balancing performance can be attributed to two key factors: (1) the GMM-based initial
clustering provides balanced node groupings based on network topology characteristics,
and (2) the MARL agents continuously optimize load distribution through cooperative
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decision-making. The CRITIC-based weight assignment ensures that load balancing re-
ceives appropriate priority in the multi-objective optimization framework, preventing the
dominance of latency optimization at the expense of resource utilization balance.

4.3. Dynamic Adaptation Analysis

The dynamic evaluation methodology assesses the framework’s adaptability under
evolving network conditions through two complementary scenarios: network expan-
sion (incremental node addition) and network contraction (progressive node removal).
This evaluation paradigm reflects realistic SD-WAN operational scenarios where network
topologies undergo continuous evolution due to infrastructure changes, traffic patterns,
and organizational requirements.

4.3.1. Network Expansion Scenario

The expansion evaluation begins with the OS3E topology as the baseline configuration
and progressively incorporates nodes from Darkstrand and CRL1 networks, simulating
organic network growth patterns commonly observed in enterprise SD-WAN deployments,
considering removing duplicated edges and node’s locations, see Table 6, Figure 11.

Table 6. Network Expansion Performance Analysis.

Network Configuration Algorithm ACL (ms) WCL (ms) ICL (ms) NDR
GMM-MARL 3817 4086 7009 2.36

OS3E + Darkstrand GOKA 3992 4200 7117 4.10
MOOO-RDQN 3890 4150 7080 3.20

GMM-MARL 3788 4127 6931 2.11

OS3E + CDErLI;Stra“d i GOKA 3984 4122 7088 5.08
MOOO-RDQN 3850 4180 7020 3.80

(b) wet

WCL by Algorithm and Network Configuration
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OS3E + Darkstrand + CRL1

e NDR by Algorithm and Network Configuration
7088 SE

7080 6031

OS3E + Darkstrand + CRL1 OS3E + Darkstrand OS3E + Darkstrand + CRL1

N GMM-MARL ~ mm GOKA  mEE MOOO-RDQN

Figure 11. Shows the performance comparison for expansion scenario.
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The expansion scenario results demonstrate GMM-MARL's superior scalability charac-
teristics. As network complexity increases, GMM-MARL maintains consistent performance
improvements, with NDR values improving from 2.36 to 2.11, indicating enhanced load
balancing efficiency with increased network scale. Conversely, both benchmark algorithms
exhibit performance degradation: GOKA’s NDR deteriorates from 4.10 to 5.08, while
MOOO-RDQN'’s NDR increases from 3.20 to 3.80. Such behaviour validates the theoretical
advantages of the hybrid approach; the GMM component provides scalable initial cluster-
ing that adapts to increased node density, while MARL agents learn to optimize controller
placement patterns that generalize across different network scales. The cooperative learn-
ing mechanism enables agents to discover emergent strategies that leverage the increased
network resources for improved load distribution.

4.3.2. Network Contraction Scenario

The contraction evaluation examines framework performance during network down-
sizing, beginning with the complete topology and progressively removing network seg-
ments to simulate infrastructure consolidation events, see Table 7, Figure 12.

Table 7. Network Contraction Performance Analysis.

Network Configuration Algorithm ACL (ms) WCL(ms) ICL (ms) NDR

GMM-MARL 3967 4913 6728 3.08

Darkstrand + CRL1 GOKA 3962 5004 7247 3.10
MOOO-RDQN 4020 5100 6980 3.50

GMM-MARL 2983 4627 7300 4.33

CRL1 Only GOKA 3194 4705 7288 492
MOOO-RDQN 3150 4680 7350 4.80

(@) Act (b) wet

ACL by Algorithm and Network Configuration
4020

WCL by Algorithm and Network Configuration
5100
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Figure 12. Shows the performance comparison for the contraction scenario.
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The contraction results reveal GMM-MARL’s resilience during network downsizing.
The framework consistently maintains lower ACL values and better load balancing com-
pared to both benchmarks. Importantly, GMM-MARL demonstrates stable performance
characteristics during transitions, indicating robust adaptation mechanisms that prevent
performance degradation during topology changes. The superior contraction performance
stems from the MARL agents’ ability to dynamically consolidate controller assignments and
rebalance loads as network resources decrease. The CTDE paradigm enables efficient coor-
dination between remaining controllers without requiring centralized replanning, which is
particularly valuable during transition periods where network stability is paramount.

4.4. Computational Efficiency Analysis
4.4.1. Training Convergence and Placement Time Performance

Computational efficiency represents a critical factor for practical SD-WAN deployment,
where real-time adaptation requirements necessitate rapid decision-making capabilities.
The comparative analysis examines both training convergence characteristics and op-
erational placement time performance across varying controller counts, represented in
Table 8, Figure 13.

Table 8. Computational Performance Comparison.

Controllers Placement Time (Seconds)
GMM-MARL GOKA MOOO-RDQN
2 0.002 0.008 0.015
3 0.002 0.009 0.018
4 0.003 0.010 0.022
5 0.003 0.011 0.028
6 0.003 0.012 0.035
35+F 35.0 ms
30+
g 25T
(]
£ 20}
1S
(]
§ 15}
©
o
10
5 -
2 3 4 5 6
Controllers
GMM-MARL (A=0.30 ms/ctrl) GOKA (A=1.00 ms/ctrl)  =@= MOOO-RDQN (A=5.00 ms/ctrl)

Figure 13. Shows the performance comparison for the controller placement vs. time.

The computational efficiency analysis reveals significant performance advantages
for GMM-MARL across all evaluated metrics. The framework achieves placement times
approximately 4x faster than GOKA and 10x faster than MOOO-RDQN for larger controller
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configurations. With six controllers, GMM-MARL completes placement decisions in 0.003 s
compared to 0.012 s for GOKA and 0.035 s for MOOO-RDQN, representing improvements
of 75% and 91%, respectively. The training convergence analysis demonstrates GMM-
MARL’s sample efficiency, requiring 58% fewer episodes than MOOO-RDQN to achieve
convergence. This efficiency stems from the GMM-based initialization, which provides
MARL agents with near-optimal starting positions, reducing the exploration space and
accelerating policy learning. Additionally, the CRITIC-based reward weighting enables
faster convergence by focusing learning on the most informative metric combinations.

4.4.2. Scalability Analysis

The scalability characteristics of GMM-MARL exhibit favourable computational com-
plexity profiles compared to benchmark algorithms. The linear scaling of placement
time with respect to controller count indicates excellent scalability properties for large-
scale deployments. In contrast, MOOO-RDQN demonstrates super-linear scaling due to
the increased complexity of experience replay and multi-objective reward computation,
while GOKA exhibits quadratic scaling characteristics due to iterative cluster optimization.
This scalability advantage positions GMM-MARL as particularly suitable for enterprise
SD-WAN deployments where rapid adaptation to network changes is essential. The sub-
millisecond placement times satisfy real-time operational requirements while maintaining
optimization quality comparable to computationally expensive alternatives.

4.4.3. Ablation Study

To quantify individual component contributions, we conducted systematic ablation
experiments removing key framework elements. Table 9 presents the performance impact
of each component on the OS3E topology.

Table 9. Ablation Study Results.

Configuration ACL (ps) Training Episodes = Adaptation Time in Seconds
Full GMM-MARL 3741 180 0.003
Without GMM Init 4824 (+29%) 425 (+136%) 0.003
Without CRITIC Weighting 4378 (+17%) 310 (+72%) 0.008 (+167%)
Without CTDE 4381 (+17%) 310 (+72%) 0.008 (+167%)

The ablation shows that each part has a significance value to the proposed hybridiza-
tion, GMM initialization narrows the search space and speeds up convergence, CRITIC pro-
tects balanced multi-objective decision-making, and CTDE allows for scalable distributed
coordination. Taking out any one of these modules makes things much worse, more training
episodes, longer latency, and slower placement. This shows that the hybrid GMM-MARL
pipeline is structurally necessary for getting the best SD-WAN controller placement.

4.5. Comprehensive Performance Analysis and Discussion
4.5.1. Multi-Objective Optimization Effectiveness

The experimental results in Table 10 validate the theoretical foundations of the GMM-
MARL framework’s multi-objective optimization approach. Unlike single-objective meth-
ods that optimize individual metrics in isolation, GMM-MARL’s CRITIC-based weighting
mechanism enables balanced optimization across competing objectives. The comparative
analysis reveals that while GOKA excels primarily in latency minimization and MOOO-
RDON focuses on comprehensive DRL-based optimization, GMM-MARL achieves superior
overall performance by effectively balancing multiple conflicting objectives, see Figure 14.
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Table 10. Normalized Performance Comparison Across All Metrics.

Algorithm ACL Score WCL Score  ICL Score  NDR Score Composite Score
GMM-MARL 0.95 0.92 0.88 0.89 0.91
GOKA 0.85 0.81 0.90 0.65 0.80
MOOO-RDOQN 0.88 0.85 0.84 0.75 0.83
ACL Score
10
0.4
Composite Score WCL Score
NDR Score ICL Score
GMM-MARL (0.91) O GOKA (0.80) MOOO-RDQN (0.83)

Figure 14. Shows the normalized performance across all metrics.

The composite performance analysis, using min-max normalization across all met-
rics and topologies, demonstrates GMM-MARL’s 11% and 8% superiority over GOKA
and MOOO-RDQN, respectively. This comprehensive advantage validates the hybrid
approach’s effectiveness in addressing the inherent limitations of both traditional clustering
methods and pure reinforcement learning approaches.

4.5.2. Theoretical Justification of Hybrid Architecture

The superior performance of GMM-MARL can be attributed to several theoretical
advantages that address fundamental limitations in existing approaches:

e Initialization Problem Resolution: Traditional RL approaches suffer from the cold
start problem, requiring extensive exploration to discover viable controller placement
strategies. GMM-MARL addresses this through probabilistic clustering that provides
near-optimal initial placements, reducing exploration requirements by approximately
60% compared to random initialization used in MOOO-RDQN.

e  Multi-Modal Objective Handling: The CRITIC method provides a principled approach
to multi-objective optimization that automatically adapts to network characteristics,
unlike fixed weighting schemes used in conventional approaches. This adaptive
weighting ensures optimal resource allocation across competing objectives without
requiring manual parameter tuning.
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e  Scalability Through Decomposition: The hybrid architecture achieves scalability
through problem decomposition; GMM handles spatial clustering with O(n log n)
complexity, while MARL agents operate on reduced state spaces with O (k?) interac-
tion complexity, where k < n. This decomposition enables linear scaling characteris-
tics superior to both GOKA’s quadratic clustering complexity and MOOO-RDQN's
exponential state space growth.

4.5.3. Convergence and Stability Analysis

The stability analysis reveals that GMM-MARL achieves convergence with signifi-
cantly reduced variance compared to pure RL approaches. The coefficient of variation
for performance metrics across multiple runs is 0.12 for GMM-MARL compared to 0.34
for MOOO-RDQN, indicating superior solution consistency. This stability stems from the
GMM initialization, which constrains the search space to topologically meaningful regions,
see Figure 15.

[ GMM-MARL [___] MOOO-RDQN

N N

NN N N NN N NN AN AN A AN A A A AN N
SO I N O S OSSP JS JNE MNP ANPA P NP K AN AR 9

1%

Training Episodes

Figure 15. GMM-MARL converges faster and more stably, while MOOO-RDQN requires extensive
exploration before finding optimal policies.

4.5.4. Practical Deployment Implications
The experimental results have significant implications for practical SD-WAN deployments:

e  Real-time Adaptation: The sub-millisecond placement times enable real-time network
adaptation, supporting dynamic use cases such as traffic-aware controller migration
and failure recovery scenarios.

e  Operational Reliability: The improved stability and convergence characteristics reduce
the risk of performance degradation during network transitions, which is critical for
maintaining service level agreements in production environments.

5. Limitations and Future Work

While the GMM-MARL framework demonstrates significant performance improve-
ments over existing approaches, several limitations present opportunities for future research
advancement. The current implementation assumes quasi-static network conditions with
predictable topology changes, which may not fully capture the complexity of production
SD-WAN environments where rapid traffic fluctuations and unexpected network events
are commonplace.

The increasing adoption of TSN standards in enterprise networks presents significant
opportunities for extending the GMM-MARL framework [34]. TSN introduces determinis-
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tic latency guarantees and traffic scheduling requirements that current controller placement
approaches do not explicitly address [35]. Future research the consideration of TSN-aware
controller placement strategies taken into account that consider traffic class priorities,
deterministic forwarding paths, and temporal traffic patterns.

A critical limitation of the current framework is the lack of explicit controller failure
handling mechanisms. The existing MARL agents operate under the assumption of contin-
uous controller availability, without considering controller failures, network partitions, or
controller overload scenarios [36]. Future work should investigate proactive failure predic-
tion mechanisms integrated with the MARL decision-making process, enabling pre-emptive
controller migration and load balancing before failures occur. Contemporary SD-WAN
deployments increasingly span multiple administrative domains and cloud providers, in-
troducing additional complexity in terms of inter-domain coordination, security constraints,
and policy enforcement. Future research should extend GMM-MARL to handle federated
learning scenarios where controllers in different domains can collaborate while maintaining
privacy and security boundaries.

6. Conclusions

This research advances dynamic controller placement optimization through the novel
GMM-MARL hybrid framework, addressing fundamental limitations of existing static
and learning-based methods. The integration of Gaussian Mixture Model clustering with
Multi-Agent Reinforcement Learning achieves superior performance across multiple opti-
mization objectives while maintaining computational efficiency for real-world deployments.
Experimental validation delivers compelling results: reduction in latency, improvement
in load balancing effectiveness, and computational efficiency gains. The 54% reduction in
training time establishes practical viability for operational environments requiring real-time
adaptation. Dynamic adaptation experiments confirm robust scalability during network
expansion and contraction scenarios, with consistent performance across diverse topologies.
The framework’s theoretical contributions extend beyond performance improvements to
methodological innovations in multi-objective optimization and distributed learning. The
CRITIC-based adaptive weighting eliminates manual parameter tuning while ensuring
balanced optimization across competing objectives. The CTDE paradigm enables scalable
distributed optimization, addressing critical scalability challenges in large-scale network
deployments. Practical implications directly impact SD-WAN deployment strategies, where
dynamic controller placement optimization influences network performance, operational
costs, and user experience quality.
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Abbreviations

The following abbreviations are used in this manuscript:

ACL
API
CRITIC
CPP
CTDE
DQN
EM
GMM
GOKA
ICL
ILP
ITZ
MARL
MIP
MOOO-RDQN
NDR
QoS
RL
SD-WAN
SDN
SLA
TSN
WCL

Appendix A

Average Control Latency
Application Programming Interface

Criteria Importance Through Intercriteria Correlation

Controller Placement Problem

Centralized Training with Decentralized Execution

Deep Q-Network
Expectation-Maximization

Gaussian Mixture Model

Greedy Optimized K-means Algorithm
Inter-Controller Latency

Integer Linear Programming

Internet Topology Zoo

Multi-Agent Reinforcement Learning
Mixed-Integer Programming

Multi-Objective Optimization Oriented Rainbow Deep Q-Network

Node Distribution Ratio

Quality of Service

Reinforcement Learning
Software-Defined Wide Area Network
Software-Defined Networking

Service Level Agreement

Time Sensitive Networking
Worst-case Control Latency

Table Al. Model Parameters.

Category Parameter Symbol Value Description
Input Layer Size |O_itl Variable Network state dimension
Hidden Layer 1 H1 256 neurons First hidden layer
Network Hidden Layer 2 H2 128 neurons Second hidden layer
Architecture Output Layer Size lA_il Variable Action space dimension
Activation Function - ReLU Hidden layer activation
Output Activation - Linear Q-value output
Learning Rate o 0.001 Adam optimizer rate
Discount Factor Y 0.95 Future reward weight
Learning Initial Exploration €_max 1.0 Starting exploration
Hyperparameters Final Exploration £_min 0.01 Minimum exploration
Exploration Decay A_e 0.995 Exponential decay rate
Optimizer - Adam Parameter optimizer
Batch Size - 32 Mini-batch size
Experience Buffer Size IB_il 10,000 Replay buffer capacity
Training Target Update Frequency - 100 Target network sync
Configuration Maximum Episodes - 1000 Training episodes
Maximum Timesteps T_max 500 Episode length
Convergence Threshold g_conv 0.001 Training termination
Immediate Weight B_1 0.3 Immediate reward weight
R Global Weight p_2 0.7 Global reward weight
eward .
Engineering Capacity Penalty Al 10.0 Controlle‘r ovgrload penalty
Latency Penalty A2 5.0 SLA violation penalty
Balance Penalty A3 2.0 Load imbalance penalty
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Table Al. Cont.

Category Parameter Symbol Value Description

Metric Weights Topological Weight

Number of Components K Variable Controller count
GMM Convergence Threshold € 0.001 EM algorithm threshold
Clustering Maximum Iterations - 100 EM iteration limit
Covariance Type - Full Covariance matrix type
Geographical Weight o 0.25 Geographic distance
Distance Latency Weight B 0.25 Network latency
Y 0.25 Hop count distance
Reliability Weight 5 0.25 Connection reliability
Communication Radius r_comm Variable Agent interaction range

Environment Adaptation Rate n 0.1 Traffic response rate
Parameters Rebalancing Threshold - 0.8 Load redistribution trigger

Minimum Nodes per Controller threshold_min 5 Consolidation limit
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