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Abstract: The increase in new cyber threats is the result of the rapid growth of using the
Internet, thus raising questions about the effectiveness of traditional Intrusion Detection
Systems (IDSs). Machine learning (ML) technology is used to enhance cybersecurity in
general and especially for reactive approaches, such as traditional IDSs. In several instances,
it is seen that a single assailant may direct their efforts towards different servers belonging
to an organization. This behavior is often perceived by IDSs as infrequent attacks, thus
diminishing the effectiveness of detection. In this context, this paper aims to create a
machine learning-based IDS model able to detect malicious traffic received by different
organizational network interfaces. A centralized proxy server is designed to receive all the
incoming traffic at the organization’s servers, scan the traffic by using the proposed IDS,
and then redirect the traffic to the requested server. The proposed IDS was evaluated by
using three datasets: CIC-MalMem-2022, CIC-IDS-2018, and CIC-IDS-2017. The XGBoost
model showed exceptional performance in rapid detection, achieving 99.96%, 99.73%, and
99.84% accuracy rates within short time intervals. The Stacking model achieved the highest
level of accuracy among the evaluated models. The developed IDS demonstrated superior
accuracy and detection time outcomes compared with previous research in the field.

Keywords: intrusion detection systems (IDSs); machine learning (ML); datasets

1. Introduction

In the realm of online security, the predominant concern is in the occurrence of security
breaches, which mostly stem from the act of intrusion. In the event of a single error or
unauthorized access, it is possible for an individual to swiftly gain control over or erase
data pertaining to the computer and system architecture [1]. In addition, a centralized
network design may exhibit increased susceptibility to several forms of security breaches,
including unauthorized access, data breaches, and distributed denial-of-service (DDoS)
assaults. Furthermore, the occurrence of an intrusion may lead to substantial financial
ramifications and compromised computer transactions, ultimately leading to a dearth of
data in the context of a cyber digital conflict. The system may be negatively impacted by
security failures [2,3]. According to [4], the implementation of IDSs is crucial to mitigating
failures. In a broad sense, an IDS is designed to identify and respond to network assaults by
actively monitoring the software and hardware configurations of a given network [5]. By
doing so, it plays a crucial role in safeguarding against cyber threats [6]. There exist many
challenges linked with IDSs, including the incapability to identify novel assaults, a very low
rate of accurate detection, and the need to mitigate false alarm occurrences. Furthermore,
it is worth noting that anomalous intrusion detection approaches are still facing ongoing
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challenges in terms of achieving consistent performance improvements [7]. The use of ML
and deep learning methodologies is often seen in the context of augmenting the efficiency
of IDSs [7] as advanced technological systems with the ability to access and retrieve
relevant data. Due to their ability to extract important information from vast datasets in
an automated manner, ML models have garnered significant attention in academic circles.
This is mostly due to their effectiveness as a tool for knowledge retrieval. By using a large
number of training data, IDSs may attain high levels of perceptiveness, while ML models
demonstrate satisfactory generalization capabilities in the realm of attack detection. One
further benefit of ML technology is its ease of design and development, as highlighted by [8].
Ensuring network security for an organization is especially important given the widespread
use of the Internet for inter-organizational and inter-company communication, which
amplifies the potential for the dissemination of attacks and threats among these entities.
Conventional IDSs may be inadequate in detecting novel infiltration attempts. Moreover,
the network intrusion detection system (NIDS) receives different traffic since every IDS is
installed in other sub-networks of the organization. In many cases, the same attacker may
target multiple organization servers seen by each IDS as seldom attacks, decreasing the
detection rate. Therefore, this situation poses challenges in accurately discerning genuine
dangers and promptly implementing appropriate measures. Organizations have to use
more advanced solutions, such as IDSs based on ML, in order to enhance their security
stance. The idea is to create an ML-based IDS model to detect malicious traffic received by
different organization network interfaces. A centralized proxy server is created to receive
all the traffic from the organization’s servers, scan the traffic by using the proposed IDS,
and then redirect the traffic to the requested server. The key features of our contributions
are as follows:

1. A novel centralized network architecture based on a multi-model IDS based on traffic
load. The model is more realistic since organizations have prime time or specific events.

2. In the proposed model, global traffic inspection occurs before traffic is sent to the
central server and other sub-networks of the organization.

3. We analyze the results of the AdaBoost, Voting, Stacking, Support Vector Machine,
Random Forest, and XGBoost 3.0.0 models on the datasets CIC-MalMem-2022, CIC-
IDS-2018, and CIC-IDS- 2017.

4. We compare the best models with existing IDSs.

The following is the description of the remaining structure of this research paper:
Section 2 discusses previous works on IDSs and ML techniques. Section 3 describes the
novel centralized network architecture and introduces the used datasets and ML models.
An analysis of the experimental results is presented in Section 4, which also compares
them with the findings of previous studies. Finally, Section 5 concludes the paper with
recommendations for further research.

2. Literature Review

In cybersecurity, detection accuracy is the primary challenge for ML-based IDSs.
This literature review aims to lay the foundation for the development of an innovative
architecture for ML-based IDSs.

2.1. Intrusion Detection Systems

IDSs are used to monitor network traffic behavior or analyze data generated by a
host in order to detect and identify any unauthorized entry attempts that compromise
security. These technologies serve as the primary means of protection for the industry
against possible cybersecurity attacks. Upon the discovery of an assault, an alarm is
promptly sent. The core principles of IDSs are centered on the actions of monitoring,
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detecting, and responding to any instances of unauthorized activity. An intrusion refers to
the unauthorized use, exploitation, and manipulation of computer systems by individuals,
both external and internal, in a manner that is not sanctioned. To safeguard a computer
system or computer network, it is essential for an IDS to first detect and recognize malicious
assaults targeting host devices or network systems [9].

There are two categorization approaches that may be used for IDSs, which are dis-
tinguished depending on the data source and detection [10]. Each approach has distinct
characteristics. There are two distinct groups of data source-based methods: host-based
IDSs (HIDSs) and network-based IDSs (NIDSs). In addition, it is worth noting that there
are two distinct categories of detection-based approaches, namely, anomaly-based and
signature-based detection [11]. IDSs pose four notable challenges [12], which are low detec-
tion rate, false alarm rate, response time, and unbalanced dataset. In order to overcome
these challenges [13], ML, data mining [14], and statistical methods are widely used with
IDSs.

2.2. Machine Learning

The significance of integrating ML into the field of cybersecurity has escalated due
to its ability to rapidly assess and detect various forms of threats from a vast number of
events [15]. Moreover, ML is a methodology used to automate the procedure of constructing
analytical models by using data, whereby the models acquire the ability to make judgments
via learning [16]. There are two primary categories of ML algorithms, with the first category
consisting of shallow models. The second approach under consideration is deep learning,
as mentioned by [17]. According to [18], the categorization of learning algorithms is based
on the manner in which data are used, resulting in four distinct types: unsupervised,
semi-supervised, supervised, and reinforcement learning. In contrast, there exist four
distinct categories of ML that possess independent learning characteristics. These cate-
gories include information-based learning techniques, similarity-based learning techniques,
probability-based learning techniques, and error-based learning techniques. Collectively,
these categories are commonly referred to as the ML family [19,20]. Table 1 presents a com-
prehensive overview of the ML family and its corresponding algorithms. Table 2 presents
the advantages and disadvantages of ML.

Table 1. Overview of ML families and algorithms.

ML Family Description Algorithms
Information-based learning ~ Building models based on information theory concepts. gigg?;l "Sl’"ile;ll;andom Forest, J48, HoeffdingTree, REPTree, and

Similarity-based learning

Comparing known and unknown things or measuring the degree
of similarity between past and future events.

k-NN and k-means (Simple k-means, Canopy, and Hierarchical)

Probability-based learning

Developing a model based on measuring the probability of an
event occurring.

Naive Bayes

Error-based learning

Building a model that minimizes the total error by using a set of
training instances.

SVM, Logistic Regression, Perceptron, Winnow, and deep learning

Table 2. Advantages and disadvantages of ML families.

ML Family

Advantages

Disadvantages

Information-based learning

Similarity-Based learning

Probability-based learning

Error-based learning

Interpretable and straightforward.
Captures interaction between descriptive and defining features.

Easy to interpret.

Handles a wide range of descriptive features.
Fast and efficient.

Suitable for categorical input variables.

Can model complex relationships between variables.
Panel data can provide more variability and less collinearity.

Prone to overfitting.

Not suitable for concepts that change over time
(requires retraining).

Slow prediction speed, especially with large datasets.
Lower accuracy compared with other approaches.

Assumes feature independence (often unrealistic).

Requires significant data and careful development based
on assumptions.

Finding optimal weights requires searching a large space.
Panel data models have limitations like heterogeneity
correlation.




Network 2025, 5,13

4 of 48

ML has made restorative diagnosis, cancer detection, computer vision, social media
marketing, smart transportation, and gaming possible [21]. ML techniques are preferred
over traditional rules-based learning algorithms for human intervention in various indus-
tries. As a result, ML has a significant role in cybersecurity [21]. In addition to identifying
malicious activities and vulnerabilities in real time, it also enhances the overall security
posture of the system [21].

2.3. Related Work

This section discusses several recent research papers that investigate ML-based IDSs
and deep learning-based IDSs.

2.3.1. Information-Based Learning Techniques

Attou et al. [22] enhanced IDSs by using ML algorithms to monitor resources, services,
and networks, detecting cloud attacks based on monitoring data. The model accuracy
rate achieved 99.99% on the BoT-IoT dataset, which includes RF algorithms for intrusion
prediction and graphic visualization. However, the study has limitations, as it only uses
the Bot-IoT and NSL-KDD datasets for evaluation and does not examine various cloud
computing deployment models or compare different ML algorithms on system performance.
Saheed et al. [23] developed an IoT IDS to detect abnormal behavior in an IoT network
using ML methods and feature dimensional reduction. They applied preprocessing steps
using min—-max to normalize the data and then applied PCA to select the most relevant
features from the 49 attributes on the UNSWNBI15 dataset. After trimming the dataset,
XGBoost was trained on it. The study did not evaluate other IoT network typologies.
Seth et al. [24] presented a hybrid feature selection approach designed to decrease the
complexity of the model, prediction latency, and attack prediction performance without
adversely affecting the model. They used LightGBM, a lightweight gradient-boosting
framework, on the CIC-IDS 2018 dataset. With the proposed feature selection, prediction
latency was reduced by 45.52% to 2.25%, and construction time was reduced by 52.68%
to 17.94%. With LightGBM, the model achieved 97.73% accuracy, 99.3% sensitivity, 99.3%
precision, and a short prediction delay. According to the proposed model, accuracy and
precision were improved by 1.5% and 3%, respectively, over the existing model.

2.3.2. Similarity-Based Learning Techniques

Ding et al. [25] proposed a solution to sparse data by using a DAN method to extract
features from data. They created data of minority classes within overlapped regions by
using TACGAN, which uses information loss to align minority class data with the original
data. The data filtering module removes noise after the model is completed. The accuracy
results for KDDCUP99, UNSW-NB15, and CICIDS2017 were 93.53%, 92.39%, and 95.86%,
respectively. Another study by Dini and Saponara [26] developed an application using
K-nearest neighbors and artificial neural networks (ANNSs) to analyze local area network
traffic flow. They used a US Air Force-emulated LAN to obtain authenticated TCP/IP
dump data. This technique performed better than PCA by selecting the cosine of similarity
to compare observations in the training set using a feature reduction approach based on
multidimensional scaling. The datasets examined accurately represented LAN traffic in
military applications, with the ANN’s accuracy of 99.23 % and the KNN'’s accuracy of
99.57 %. However, current IDSs face issues such as false positives, low detection rates, and
inability to detect newly launched attacks or unbalanced datasets. The study examined
only a limited number of ML techniques, and a comparison with other techniques would
be interesting.
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2.3.3. Probability-Based Learning Techniques

Hnamte et al. [27] proposed using the Dice similarity coefficient to select features for
intrusion detection in IoT networks. They categorized transactions as positive or negative,
aiming to select optimal features to prevent intrusion. The model improves classification
performance by indicating if network infrastructure transactions can be accessed. IoT-
Sentinel evaluates the model output, while a Naive Bayes classifier scales it. However,
the study has limitations in evaluating scalability, robustness, and overhead and assumes
independent and equally distributed training data, which is unrealistic in IoT networks
with dynamic sources. Also, Onah et al. [28] proposed GANBADM for security research
in fog computing environments. The model uses Genetic Algorithm Wrapper and Naive
Bayes classifiers for feature selection. The results may not apply to other datasets, as the
model was constructed on the NSL-KDD dataset, achieving 99.73% accuracy.

2.3.4. Error-Based Learning Techniques

Baniasadi et al. [29] developed a method using Deep Convolutional Neural Networks
(DCNN:s) to detect IoT device attacks. They also developed a neighborhood search-based
particle swarm optimization algorithm (NSBPSO) for enhanced exploration and exploita-
tion capabilities. The model was trained by using the NSBPSO-DCNN algorithm, achieving
a 99.41% performance on the test dataset and 98.86% on the training dataset. However, due
to computational costs, this study may not be feasible for real-time intrusion detection due
to IoT systems” lack of data. Naveed et al. [30] proposed a new method for detecting IDSs
due to low detection rates. The two-stage implementation process involves selecting fea-
tures like chi-squared, ANOVA, and PCA. A Deep Neural Network model was developed
on the NSL-KDD dataset for classifying traffic into normal and abnormal modes. However,
the framework could have performed better on other datasets. A data imbalance can lead
to incorrect classification of attack data, as average data are outnumbered by attack data,
causing a difficult challenge. Moreover, Ponmalar and Dhanakoti [31] proposed an IDS
that tackles the complexities of big data, security data, and big data environments. The
system identified nine new assault types in the UNSW-NB15 dataset with 96.29% accuracy,
enhancing classification accuracy. Network traffic is analyzed by using SVM, and features
are selected by using CGO. However, the study has limitations, such as the need for a
large number of labeled data, which are costly and difficult to obtain. Additionally, Ullah
and Mahmoud [32] developed a new IDS model by combining the RFE feature selection
approach and CNN algorithms. As part of the assessment of the accuracy of the model,
the MQTT-IoT-IDS2020 dataset, which comprises three layers of CNNs and multiclass
classifications, was used. A CNN was the only deep learning model considered in this
study, although other models, including RNNs, LSTM, and GRUs, may be more suitable
for IoT networks.

2.3.5. Hybrid Models

Hnamte and Hussain [33] has developed a new IDS model using RFE feature selection
and CNN algorithms. The model uses three layers of CNNs and multiclass classification,
with accuracy determined on the MQTT-IoT-IDS2020 dataset. They used only CNNs in their
research study. The model was trained on the CICIDS2018 and Edge IloT datasets, with
100% accuracy rates with and without GPUs. In Edge IloT datasets with a GPU, the accuracy
rates was 99.46%, and without a GPU, it was 99.62%. However, the model requires consid-
erable training time and has limitations due to the costs associated with computationally
expensive training data, as well as the quality of the data used in training. With the increas-
ing sophistication and number of attacks, anomaly-based NIDSs may become more difficult
to use when handling a large number of data, making them an alternative for loT networks.
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Talukder et al.’s [34] research work aimed to integrate deep learning and ML to improve
detection rates while maintaining reliability. They tested various algorithms, including
KNN, RE DT, CNN, ANN, MLP, and deep learning. According to the SMOT algorithm’s
balance of data and XGBoost, the RF model was the most accurate. They used two datasets
to evaluate their model: KDDCUP’99 and CIC-MalMem-2022. It is recommended that the
proposed model consider environmental factors such as network traffic and bandwidth.
Also, Balyan et al. [35] developed a hybrid NIDS model that uses improved Random Forest
techniques (IRF), genetic algorithms, and particle swarm optimization (EGA-PSO) tech-
niques. By using a multi-objective function, the model reduces dimensions, identifies key
features, enhances the GA, selects the best feature, and improves fitness results. Iterative
training removes less critical features, incorporates decision trees, and monitors classifica-
tion accuracy to avoid overfitting. The HNIDS approach achieves 98.97% accuracy in BCC
and 88.14% accuracy in MCC, outperforming SVM, RE, LR, NB, and LDA on the NSL-KDD
datasets. The study measured four parameters, accuracy, TPR, precision, and FPR, without
considering CPU utilization and time. Akshay Kumaar et al. [36] used deep learning tech-
niques in ImmuneNet to recognize attacks. The framework achieved high performance and
accuracy through the use of multiple feature engineering processes, oversampling methods,
and hyperparameter optimization. Data from CIC IDS 2017, CIC IDS 2018, and CIC Bell
DNS 2021 were compared by using XGB, Random Forest, Decision Trees, and Logistic
Regression. On the CIC Bell DNS 2021 dataset, InmuneNet achieved an accuracy rate of
99.19%. However, the model cannot learn independently, requiring significant time and
effort. The study by Patil et al. [37] used RE, SVM, DT, and an ensemble Voting classifier
to create an IDS with 96.25% accuracy on the CICIDS-2017 dataset. It highlighted the im-
portance of trust in human-machine interaction success. The Learnable Machine Interface
made predictions easily understood, facilitating model selection, trust assessment, and the
improvement of models. However, the study used a single dataset, which may not reflect
real-world scenarios or data distributions, and did not address privacy, accountability, or
trust issues in intrusion detection. Also, Rincy N. and Gupta [38] explored ML techniques
for analyzing assaults. They proposed CAPPER, which uses high-accuracy algorithms with
low false positive rates to select the best feature subsets for hybrid NID-Shield NIDSs. The
algorithm uses CFS and Wrappers to select feature subsets, ensuring a free-from-duplicate
set. Filtering and wrapping approaches are combined to produce accurate and high-quality
feature sets. The hybrid CAPPER algorithm achieved a performance accuracy of 99.89%
on the UNSW NB15 and NSL-KDD20% datasets. However, the model was not evaluated
against a recent dataset to determine if it reflects the latest attack trends. A hybrid anomaly
detection approach based on Naive Bayes, Random Forest, and J48 (C4.5) using Deep
Neural Networks and Classical Autoencoders is presented in the study by Dutta et al. [39].
The model has an accuracy rate of 91.29%, significantly higher than previous methods.
However, the study is based on a single dataset, which should be more recent. The rapid
growth of IoT environments and increasing threats necessitate the assistance of existing
ML algorithms to identify new attacks, as existing algorithms need to adapt to the growing
threat landscape. In Liu et al. [40], a hybrid anomaly detection system incorporating Deep
Neural Networks and Classical Autoencoders was proposed. Based on the UNSW-NB15
benchmark dataset, the model was found to be significantly more accurate than previous
models, with an accuracy rate of 91.29%. A single dataset was used in the study, which
should have been of a more recent date. Since IoT environments are rapidly growing,
existing machine learning algorithms are insufficient for detecting new threats, making
the proposed model more appropriate for research in the future. Aldallal and Alisa [41]
suggested using hybrid IDS techniques in a cloud environment along with GAs and SVM.
The hybrid IDS method categorizes network data into normal and abnormal behavior by
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using a GA. Based on the KDD CUP 99 dataset, the proposed model achieved a 99.3%
accuracy level. However, other datasets or recent attacks may affect the accuracy of the
proposed model.

2.3.6. SDN Models

Recently, Software-Defined Networking (SDN) has gained popularity as a way to
overcome traditional system limitations by controlling the network through one sophisti-
cated piece of software. The SDN system will simplify network management and improve
programmability by separating control and data planes. Furthermore, the recommended
strategy would provide SDN protection that is more precise, efficient, and scalable than cur-
rent techniques, thereby overcoming the limitations of current techniques. Many businesses
use network detection algorithms to identify and organize harmful traffic. However, it is
difficult to identify these algorithms in unbalanced datasets [42]. Chaganti et al. [43] devel-
oped a method for detecting network threats in an SDN-Internet of Things environment by
using an IDS model-based LSTM algorithm. The algorithm employs T-SNE-based learning,
which is derived from DL models over hidden layers. Based on the SDN-IoT dataset, LSTM
models achieved an accuracy rate of 97.1%. However, real-time attack detection requires a
large number of labeled data. Alzahrani and Alenazi [44] proposed methods for detecting
and identifying SDN attacks as part of the attack detection and identification techniques.
The following ML models were employed to detect attacks: DT, RF, and XGBoost. An
accuracy rate of 95% was achieved on the NSL-KD dataset. Only one dataset was used,
which may need to be updated to include current attacks. Javeed et al. [45] demonstrated
that deep learning-enabled, SDN-enabled approaches can enhance the effectiveness, scaling,
and cost-effectiveness of threat detection within IoT environments. The hybrid model was
trained and tested by using the Cu-BLSTM and Cu-DNNGRU classifiers, which achieved
99.87% accuracy. Even though the proposed model was tested on a limited dataset, it
has not yet been tested on datasets with different characteristics. For the detection and
mitigation of MR-DDoS attacks in an SDN environment, six ML algorithms were employed:
RT, REP Tree, SVM, J48, and MLP. As outlined by Perez-Diaz et al. [46], their method
utilizes a modular architecture that is very flexible. MLP has an accuracy rate of 95%. Tests
and evaluations were conducted on (CIC) DoS datasets.

2.4. Summary

This study identifies four challenges associated with IDSs: low detection rates, false
alarm rates, response times, and unbalanced datasets. Several limitations exist both in data
source methods and in detection methods. These challenges can be addressed by three
detection techniques: ML, data mining, and statistical techniques. In this study, ML will
serve as a detection technique. According to advantages and disadvantages, a hybrid model
achieves the highest accuracy result, as demonstrated in [33,34], as an outcome of related
work, where 100% accuracy was achieved. However, when probability-based learning
is used, the accuracy result is lower, as shown in in [27]; the proposed model’s accuracy
was 89.7%. The accuracy of information-based learning and error-based learning is always
over 98%. Additionally, feature selection will significantly impact the accuracy result, as
demonstrated by the research study in [28], where the accuracy result of the proposed
model is 99.73%. Furthermore, the feature selection method can have a significant effect
on the accuracy of the ML model, as shown in the following related papers: [33-39]; the
method in each falls under the hybrid model approaches, but they differ in accuracy. Both
feature selection and parameter selection can significantly impact the model’s accuracy. In
all cases, SDNs show an accuracy of 95% or greater. The literature review considers no
specific network architecture for applying ML-based IDSs. However, this study considers
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the network architecture the principal component for applying ML-based IDSs. Also,
the related works provided one-layer security and did not consider the organizations’
requirements if they were under prime time or special event conditions. Most related
studies test one ML model on multiple datasets or one dataset trained with multiple
models, so there needs to be more explicit information about whether the results are
accurate. Moreover, most of the mentioned related works are unrelated to specific domains,
such as cloud computing or the Internet of Things, so this field has been left as N/A.
Table 3 shows the summary of related work. Consequently, a novel centralized network
architecture based on a multi-model IDS is proposed, called multi-model IDS based on
traffic load. Further, the following datasets will be used in this study: CIC-MalMem-2022, a
recent dataset; the CIC-IDS-2018 and CIC-IDS-2017 datasets, the most commonly used in
related studies. In addition to this, the CIC-MalMem-2022, CIC-IDS-2018, and CIC-IDS-
2017 datasets serve as valuable resources for researchers involved in intrusion detection
and malware analysis. As a result of their real-world representation, diversity of attack
types, labeled data, public accessibility, and status as benchmarking standards, they are
widely used to develop and evaluate new security solutions. Finally, several learning
approaches will be used for this experiment, including hybrid models, information-based
learning techniques, and error-based learning techniques. as they achieve high levels of
accuracy. The following are the learning approaches and algorithms that will be used in
the experiments:

¢  Hybrid models: The Stacking classifier and the Voting classifier enable different
estimators to predict the result.

* Information-based learning techniques: AdaBoost is a powerful and versatile meta-
algorithm particularly useful for cybersecurity applications as it can handle imbal-
anced and noisy datasets [47]. Random Forest is the most used in related studies, and
XGBoost is one of the most powerful gradient-boosting algorithms available [48]. Gen-
erally, tree-based algorithms such as RF, AdaBoost, and XGbbost have demonstrated
high efficiency and effectiveness in handling binary and categorical data and identify-
ing complex feature relationships. Various ML applications use these algorithms, such
as classification, regression, and anomaly detection.

e Error-based learning techniques: Support Vector Machine: Researchers commonly
use SVM algorithms because of their versatility, robustness, and capability to handle
complex data. They are particularly good at handling classification problems but can
also be used for regression and anomaly detection.

Table 3. Summary of LR.

Ref.

Year

Domain Method

Algorithms Dataset Feat. Sel. Acc. Limitations

Attou et al. [22]

2023

Only
Bot-IoT/NSL-KDD
datasets. No cloud
model examination.
No ML algorithm
comparison

Information RF BoT-IoT Graphic Vis. 99.99%

Hnamte and
Hussain [33]

2023

Substantial training
time required. High
computational costs.
Increased attack
complexity.

CNN, BiLSTM, and

Hybrid DNN

CICIDS2018 CNN 100%

Chaganti et al. [43]

2023

SDN-IoT  SDN LSTM

Needs large number
of labeled data for
real-time attack
detection.

SDN-IoT t-SNE 97.1%

Talukder et al. [34]

2023

Does not consider
environmental
factors like network
traffic.

Hybrid RF CIC-MalMem-2022 XGBoost 100%
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Table 3. Cont.

Ref. Year Domain Method Algorithms Dataset Feat. Sel. Acc. Limitations
Saheed et al. [23] 2022 ToT Information XGBoost UNSW-NB15 PCA 99.99% gasfassg‘ly one
Baniasadi High computational
2022 IoT Error DCNN BoT-IoT NSBPSO 98.86%  costs. IoT systems
etal. [29]
lack data.
Balyan etal. [35] 2022 N/A Hybrid IRF NSL-KDD EGA-PSO 99.97% g:f;s‘;‘ly one
Chi-squared Data imbalance may
Naveed et al. [30] 2022 Network  Error DNN NSL-KDD q ! 99.73% cause incorrect
3 ANOVA, and PCA P
Traffic classification.
High computational
Ding etal. [25] 2022 N/A Similarity ~ KNN CIC-IDS-2017 N/A 95.86%  impact on efficiency
and scalability.
Scalability,
robustness, and
Hnamte etal. [27] 2022 IoT Probability ~ Naive Bayes IoT Sentinel DsC 89.7% overhead concerns.
Needs large number
of labeled data.
Ponmalar and Requires costly
. 2022 Big Data Error SVM UNSW-NB15 CGO 96.29% labeled data
Dhanakoti [31] N
acquisition.
Akshay Kumaar Model requires
tal [3};] 2022 N/A Hybrid ImmuneNet CIC Bell DNS 2021 All Features 99.19%  significant time for
etal- 1o learning.
Patil etal. [37] 2022 N/A Hybrid Voting CIC-IDS-2017 g’rrelat“m 9625%  oingle-dataset
eatmap limitations.
SD““ and 2021 LAN Similarity  KNN LAN traffic (USAF) ~ MDS 99.579, ~ Limited ML model
aponara [26] comparison.
Rincy Nand 2021 Network Hybrid  NB,REJ48,andCFS  NSL-KDD20% CAPPER 9990y, ~ Untested onrecent
Gupta [38] Y A . attack datasets.
Dutta et al. [39] 2021 N/A Hybrid DNN UNSW-NB15 CAE 999799, Single dataset. High
computational cost.
Ullah and ey o Latency/processing
Mahmoud [32] 2021 IoT Error CNN MQTT-1oT-IDS2020 RFE 99.99% power challenges.
Alzahrani and 2021 SDN SDN XGBoost NSL-KDD N/A 95.95%  Single dataset used.
Alenazi [44]
, Cu-BLSTM and o Single-dataset
Javeed et al. [45] 2021 SDN-IoT  SDN Cu-DNNGRU CIC-IDS-2018 N/A 99.87% limitation.
. . K-means, RF, LSTM, Lacks recent attack
Liuetal. [40] 2021 N/A Hybrid and CNN CIC-IDS-2017 N/A 99.91% data.
Aldallal and 21  CC Hybrid SVM KDD CUP 99 GA 9939  Outdated dataset
Alisa [41] used.
Onah etal. [25] 2021 Fog Probability ~ Naive Bayes NSL-KDD GA Wrapper 99.73% g:f::t recency
Seth et al. [24] 2021 IoT Information LightGBM CIC-IDS-2018 RF and PCA 97.73% ?ingle'.dataset
imitation.
Perez-Diaz 2020 SDN SDN MLP CIC Dos N/A 950, ~  Datasetrecency
etal. [46] issues.

This study aims to address the limitations presented in Table 3 by examining three
datasets that contain the most recent attacks to ensure the effectiveness of the model and
using those datasets with different ML models. The study provides two-layer security to
ensure privacy and security.

3. Proposed Architecture: Multi-Model IDS Based on Traffic Load

A new centralized network architecture that utilizes a multi-model IDS based on traffic
load has been proposed to ensure security and privacy, as shown in Figure 1. The proposed
architecture provides two-layer security. The first layer contains two ML-based IDS models
and is activated according to the amount of incoming network traffic. The first model takes
less time, so it is faster but less accurate than the second model. The second model has a single
model and is more accurate than the first but is less speedy and takes more time. The proposed
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architecture allows organizations to monitor incoming traffic and encrypt sensitive data while
restricting access to authorized users only. The IDS models used in this study incorporate
both signature-based detection and behavior-based detection, which reduces the false alarm
rate and increases accuracy. First, signature-based detection is applied to the traffic; if no
signatures are found, behavior-based detection is applied. By combining signature detection
and behavior detection, both sensitivity and specificity can be maintained for network traffic.
Signature detection enhances specificity, thereby reducing false alarm rates, and behavior
detection enhances sensitivity, increasing accuracy.
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Figure 1. Multi-model based on network traffic load.

3.1. Proposed Architecture Components

According to Figure 1, the proposed architecture consists of different components:

1.  Firewalls: Firewalls can be configured to block traffic from malicious IP addresses by
manually adding these addresses to the firewalls’ blocklist; this can be accomplished
by configuring the firewalls to block traffic from malicious IP addresses via an IPS
(intrusion prevention system).

2. Routers and switches: Configured to collect and report statistics on network traffic.
Identifying the amount and type of traffic passing through these devices may help
determine the volume and type of traffic on the network. In addition, the routers are
configured with a threshold value for network traffic.

3. Multi-model ML-based NIDS (first layer): This ensures a centralized global view and
inspection of the incoming traffic at the different organization servers and contains
two types of ML-based IDSs: the first model focuses on the fast inspection of traffic,
and the second model focuses on high accuracy.

4. ML-based NIDS (second layer): This model is highly accurate. It inspects all traffic
before it is distributed to the server that requests it.

3.2. Proposed Architecture Data Flow

An organization’s incoming network traffic from the WAN will first be inspected by the
firewalls, which can block the IPs that contain malicious traffic; this can be accomplished by
configuring the IPS to block traffic from malicious IP addresses by adding these addresses
manually to the IPS’s blocklist. An IPS is a comprehensive security solution that not



Network 2025, 5,13

11 of 48

only detects but also actively prevents various forms of cyber threats by combining the
functionality of both IDSs and firewalls.

Before network traffic is distributed to the sub-networks of the organization, global
inspection will first be performed through a multi-model IDS, so there are two models for
ML-based IDSs. Each IDS model will work according to the traffic entering the network. To
calculate traffic on the network, routers and switches are configured to collect and report
network traffic statistics. The amount and type of traffic passing through these devices
may help determine the volume and type of traffic on the network. The amount of traffic
serves as the threshold for choosing the best model; the network administrator assigns
the threshold value. As long as traffic remains higher than the threshold value, the fastest
model will be active; for example, network traffic is higher than the threshold value during
prime time or on specific occasions within the organization. If network traffic falls below
the threshold value, the model with the highest accuracy will be active. After choosing
the best model to inspect and detect the traffic, the traffic will then be distributed to the
sub-networks of the organization. The IDS placed in these sub-networks of the organization
is based on a model with high accuracy in detecting malicious activity. Algorithm 1 and
Algorithm 2 describe how the proposed architecture works. A multi-model IDS based on
traffic load can also be applied to SDNSs, although suitability will depend on several factors,
including network complexity, hardware requirements, and application requirements [49].

Algorithm 1 Assess network traffic.

1: import psutil

2: function GET_NETWORK_TRAFFIC

3: interfaces <— psutil.net_io_counters(pernic=True)

4: network_traffic < 0

5: for all interface € interfaces do

6: network_traffic < network_traffic + interfaces[interface].bytes_recv + inter-
faces[interface].bytes_sent

7: end for

8: return network_traffic

9: end function
10: network_traffic <— get_network_traffic()
11: print “The current network traffic is” network_traffic “bytes”.

Algorithm 2 Select the best model.
1: import pandas as pd
: import pickle
: Load modell into the variable modell
: Load model2 into the variable model2
: function SELECT_MODEL([)data, threshold]
traffic < get_network_traffic()
if traffic > threshold then
prediction <— modell.predict(data)
else
prediction <— model2.predict(data)
end if
return prediction
: end function
: sample < pd.read_csv(‘testFeatures.csv’)
: prediction + select_model(sample, 1,000,000)
: print “The prediction is” prediction

e e el
ST A WN R~ O

The steps of Algorithm 1 are as follows: First, the psutil module is imported, providing
an interface to the operating system’s processes and information. The next function,
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get_network_traffic(), returns the current network traffic. As the first step, it performs
the psutil.net_io_counters(pernic=True) method, which returns a dictionary of network
interfaces that indicate how many bytes were received and sent on each interface. After
iterating over the dictionary of interfaces, the function adds the bytes_recv and bytes_sent
attributes for each interface to the network_traffic variable. Finally, the function returns
the network_traffic variable. The final line of code calls the function get_network_traffic(),
which prints the current network traffic to the console.

According to Algorithm 2, the first line imports the pickle module, which is used for
serializing and deserializing Python 3.10.0 objects. Following these lines, modell, which is
the fastest at detecting malicious traffic, and model2, which has the highest accuracy, are
loaded from .pkl files created by training the models on datasets containing features and
labels. The data and the threshold are the two arguments in the select_model() function.
Pandas DataFrames contain the features of the new data point for which a prediction is
needed. The threshold is the amount of network traffic used to determine which model to
use. The threshold value is controlled by the network admin.

To determine the current network traffic, the function first uses the get_network_traffic()
function, as described in Algorithm 1. When the network traffic exceeds the threshold, the
function uses modell. Alternatively, the function makes a prediction by using model2. The
function then returns the result.

In the final two lines of code, the test data are read from a CSV file, and the se-
lect_model() function is called to make the prediction. The prediction is then printed to the
console.

3.3. Motivation Behind Using Centralized Network Architecture Approach

Network architectures with a centralized architecture can significantly impact the per-
formance of IDSs that utilize ML algorithms. By implementing a centralized architecture,
security threats can be detected more accurately due to improved visibility and control. As
a result of the centralized control plane, IDSs based on ML can collect and analyze network
data from a wide range of devices to detect anomalous behavior and potential threats [50].
In addition, centralized architectures allow for the uniform enforcement of security policies
across the network, reducing the risk of misconfigurations or inconsistencies that may
result in false positive alerts from the IDS. By defining and distributing security policies
across all network devices, the central controller ensures consistent protection against cyber
threats [51]. Moreover, security incidents or breaches can be responded to more rapidly if
the network is centralized. By isolating compromised devices, implementing remediation
measures, and identifying the affected network areas, the central controller can quickly
respond to the affected network areas. By implementing centralized control, security inci-
dents can be responded to more efficiently and effectively, minimizing their impact [51]. In
contrast to decentralized network architectures, multiple controllers can present additional
challenges in managing and coordinating. Keeping ML-based IDS performing efficiently
and effectively can be challenging when it comes to ensuring consistent policy enforcement
and efficient communication between controllers and network devices [52]. Furthermore,
decentralized architectures may result in additional overhead associated with commu-
nication and coordination between controllers, potentially impeding the performance of
ML-based IDSs [53]. Decentralized and centralized network architectures are distinct
approaches to managing computer systems, networks, and data storage. In centralized
network architectures, these networks have the following key differences: a hierarchical
structure, which is controlled and managed by a central authority; a single point of failure,
which can lead to data breaches, data outages, and censorship; data stored in a central
location, resulting in vulnerabilities and privacy concerns; and limited scalability and
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performance, as the central authority struggles to manage the growing number of data and
users [54]. With a decentralized network architecture, a flat structure, where no single entity
controls the entire network, increases security and privacy, since data are stored in multiple
nodes, increasing its resilience to attacks and censorship and improving its scalability
and performance, as it can adapt to an increased number of users and data storage, as
well as reducing reliance on a central authority, which can improve the network’s overall
resilience [54]. Therefore, centralized and decentralized network architectures can benefit
from ML-based IDSs, but the choice will depend on the network’s specific requirements
and constraints. While decentralized architectures provide better privacy and resilience,
centralized architectures may provide enhanced security and control [54,55]. A summary
of the advantages and disadvantages of centralized and decentralized network architec-
tures can be found in Table 4. Related works also support the use of centralized network
architectures, as shown in the SDN Models subsection of Related Work, where accuracy is
consistently greater than 95% in all mentioned studies. SDNs represent an evolving version
of the centralized network architecture principle.

Table 4. Advantages and disadvantages of centralized and decentralized network architectures.

Network Type Advantages Disadvantages

¢  Easy to manage e  Single point of failure
Centralized e  Efficient resource allocation *  Reduced resilience

e  Strong security *  Reduced user autonomy

e  Adaptability to failure *  Increased complexity
Decentralized *  Reduced censorship e  Difficult consensus mechanisms

[ ] L]

Enhanced user autonomy Limited scalability

3.4. Benchmark Dataset

This section provides an overview of the datasets used in this study. It is recommended
that researchers utilize the CIC-MalMem-2022, CIC-IDS-2018, and CIC-IDS-2017 datasets
for intrusion detection and malware analysis purposes. The fact that they are based on
real-world attacks, are labeled, and are publicly accessible has made them popular tools
for developing and evaluating new security solutions. Additionally, there are U2R attacks,
such as SQL injections and buffer overflows, and 2L attacks, such as remote login attacks
and Trojan horse attacks [56-58]. The datasets used in this study contain various types of
threats. CIC-MalMem-2022 contains several types of attacks, including U2R attacks, R2L
attacks, probe attacks, malware attacks, and botnet attacks [56], while the CIC-IDS-2018
dataset contains probe attacks, such as port scanning, ping sweeps, and network scans. It
also contains U2R attacks, such as buffer overflows and SQL injection attacks. Additionally,
it contains 2L attacks, such as remote login attacks and Trojan horse attacks [57]. Also, the
CIC-IDS-2017 dataset consists of probe attacks, such as port scanning, ping sweeps, and
network scans. Additionally, the dataset consists of U2R attacks, such as buffer overflows
and SQL injection attacks, and 2L attacks, such as remote login attacks and Trojan horse
attacks [58]. In Table 5, the datasets and attack classes are described in detail. A diagram of
the model’s architecture is shown in Figure 2. The process begins with selecting a dataset,
followed by data preparation and feature selection based on the dataset. After the data
have been split into training and test sets, 80% of them are used for training and 20% for
testing. Finally, the ML model is fitted to the training set and then to the test set in order to
determine whether the data are benign or malicious.
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Table 5. Dataset comparison.

Dataset Number of Samples  Classes

CIC-MalMem-2022 58,596 Benign, Trojan horse, Ransomware, and Spy-
ware

CIC-IDS-2018 16,232,943 Benign, botnet, DDoS, brute force, DoS, Infiltra-
tion, Web Attack, brute force SSH, and Heart-
bleed

CIC-IDS-2017 2,830,743 Benign, Infiltration, port scanning, DoS, Web

Attack, brute force, and bots

<

Dataset

¥

Data Pre-
Processing

Y

Feature
Selection

b

Splitting
Dataset

fj Benign
Training Set Testing Set » Detection
(80%) (20%) Result
+ Malicious
v
ML Model

Figure 2. Machine learning model architecture.

3.5. Data Preprocessing

This research paper uses a subset of the CIC-IDS-2018 and CIC-IDS-2017 datasets for
several reasons. First, manageability: smaller datasets are more manageable, especially
when computational resources are limited. Secondly, by concentrating on specific aspects of
the data relevant to their study, a subset allows researchers to reduce irrelevant information
by focusing on relevant data. The use of subsets is helpful for the preliminary testing of
hypotheses and algorithms, ensuring more controlled and manageable experiments. Data
quality is also enhanced when a smaller subset is cleaned and preprocessed to ensure high
data accuracy. Additionally, subsets can assist in maintaining privacy and adhering to
legal restrictions, especially if sensitive information is involved. Finally, resource efficiency:
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analyzing a smaller dataset can save time and resources in terms of computational power
and labor [59].

3.5.1. Data Cleaning

For the CIC-MalMem-2022 dataset, firstly, the category column was removed from
the dataset since it contains the same data as the class column. The data in both columns
consist of benign and malware data. Also, we removed 534 duplicate rows from the dataset.
The dataset is divided into two categories, namely, target and features. The target contains
the class column, and features contain the rest of the dataset columns.

The CIC-IDS-2018 dataset contains ten separate CSV files. Nine are for malicious data,
and the tenth is for benign data. By using the concatenation function, the ten CSV files
became one. In addition, only 5000 records were selected from each CSV file because it
is a very large dataset. Afterward, the label column was converted into a category that
indicates malicious or benign behavior. In the next step, we removed columns dst_ip,
src_port, src_ip, and flow_id since they contain 45,000 records with NaN values.

The CIC-IDS-2017 dataset contains eight separate CSV files, each containing benign and
malicious records. The eight CSV files were concatenated into one by using the concatenation
function. Moreover, only 50,000 records were selected from each CSV file because it is a huge
dataset. After this step, the _label column was converted into a category, malicious or benign.
We converted the data types of features to float, because some features are numeric, but the
data type is object. We set the values of the features to 0 if the value was infinite. Also, we
replaced the NaN values with zero. Table 6 shows the columns removed from the dataset
because they contain constant values; thus, a total of 13,835 duplicate records were dropped.

Table 6. Columns removed from the CIC-IDS-2017 dataset.

Index Feature Name Reason

1 _bwd_psh_flags Contains constant values
2 _bwd_urg_flags Contains constant values
3 fwd_avg_bytes_bulk Contains constant values
4 _fwd_avg_packets_bulk Contains constant values
5 _fwd_avg_bulk_rate Contains constant values
6 _bwd_avg_bytes_bulk Contains constant values
7 _bwd_avg_packets_bulk Contains constant values
8 _bwd_avg_bulk_rate Contains constant values
9 _fwd_urg_flags Contains constant values
10 _cwe_flag_count Contains constant values
11 _rst_flag_count Contains constant values
12 _ece_flag_count Contains constant values

3.5.2. Feature Engineering
The following feature engineering techniques were applied to the CIC-IDS-2018 dataset:

1.  The data type for the timestamp column was converted into the DateTime type, and
three new columns, namely, day, month, and year, were added to the dataset. In these
three new columns, the value from the timestamp column was taken, and then the
timestamp column was dropped.

2. The dataset was split into features and the target, and the data types of all feature
columns that are objects were converted to numeric. The values of the features were set
to 0 if the value was infinite to improve code execution speed without affecting accuracy.

3.5.3. Random Undersampling or Oversampling

The CIC-MalMem-2022 and the CIC-IDS-2017 datasets do not require oversampling
or undersampling, in contrast to the CIC-IDS-2018 dataset, in which the malicious class is
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greater than the benign class, so the RandomUnderSampler was used. The RandomUnder-
Sampler provides a fast, easy method for balancing the data by randomly selecting subsets
of data from the targeted categories.

3.5.4. LabelEencoder for Target

We used the LabelEncoder function to encode the categorical data. The value of
the class column in the CIC-MalMem-2022 dataset and the values in the label column in
the CIC-IDS-2018 and CIC-IDS-2017 datasets were converted into 0 for benign and 1 for
malware.

3.5.5. Data Normalization

We used the StandardScaler function to scale the dataset’s features. To standardize
the features, the mean should be removed, and the variance should be scaled to one. Also,
it provides a simple yet effective way to standardize feature values. We used function
transformers to handle the missing data for the Categorical and DateTime features.

3.6. Feature Selection

To conduct ML experiments, it is necessary to evaluate the suitability of various
feature selection techniques for different datasets within the field. In ML, feature selection
is crucial to identifying the most relevant and informative features in the dataset. Selecting
a subset of relevant features in the dataset allows us to improve ML models’ performance,
computational complexity, and interpretability [60]. The dataset’s characteristics and
specific ML task being performed are affected by which feature selection method will
be applied in the dataset. The type of data, whether the data contain noise or irrelevant
information, and the features’ distribution all affect feature selection effectiveness [60].

There are two types of feature selection in this study, i.e., SelectKBest and Vari-
anceThreshold:

*  Univariate feature selection: SelectKBest uses a statistical test to determine the top-
K features. Many types of statistical tests are available, including chi-squared, F-
tests, mutual information tests, and others. By selecting the first K features with the
highest scores from the input dataset, SelectKBest retains them [61]. SelectKbest uses
a univariate feature selection method to determine the strength of the relationship
between a response variable and a feature. This method offers a greater understanding
of data because of its simplicity and ease of use (though it could be optimized for better
generalization because of the simplicity and ease of use of these methods). SelectKBest
simplifies the modeling process when working with many features by identifying the
most essential features needed to make accurate predictions [61].

*  Removing features with low variance: In the VarianceThreshold algorithm, features
with variances that do not meet a certain threshold are removed from the analysis. By
default, all zero-variance features, which have the same value across all samples, are
removed. Variance is typically calculated as the squared distance from the mean divided
by the average squared value [62]. The variance of binary data (values of 0 and 1) can be
calculated by using the following formula:

Var[X] = p(1—p) (1)

where p indicates the proportion of 1s in the dataset.

The feature selection for the CIC-MalMem-2022 dataset and the CIC-IDS-2017 dataset
was conducted by using SelectKBest, where K is 25 in the CIC-MalMem-2022 dataset and
Kis 30 in the CIC-IDS-2017 dataset. Assigning the value of K is determined by trying
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different values of K and then evaluating the model’s performance. According to Vari-
anceThreshold, the default value of 0 is recommended. This is because it is necessary to
remove features with zero variance, and the CIC-IDS-2018 dataset contains a substantial
number of features with zero variance.

There are several benefits to using SelectKBest to select features for intrusion detection
tasks. It is a simple, efficient, and effective technique that can enhance the performance
of ML algorithms. Since the CIC-IDS-2018 dataset is complex, using VarianceThreshold
to select features is preferable. It is an excellent choice for complex datasets because it is
simple and efficient and can quickly identify high-variance subsets of features. All features
with low variance are excluded from the CIC-IDS-2018 dataset. The threshold value for this
experiment is 0. The dataset (features and target) was split into training data with a value of
80% and test data with a value of 20%. The datasets were significantly reduced in size from
their original dimensions due to the application of data preprocessing and feature selection
methods. Consequently, most of the CIC-MalMem-2022 data lacked relevance, redundancy,
and accuracy. Thus, the CIC-MalMem-2022 dataset was reduced to 25, indicating that the
remaining features were the most important for predictive modeling.

Despite reducing the new samples to 32,713, a significant portion of the CIC-IDS-2018
dataset lacked variety, relevance, and accuracy. As a result, the number of features was
reduced to 72, which indicates that the remaining features are the most key to predictive
modeling. Despite the decrease in the number of new samples to 66,757, a significant
portion of the CIC-IDS-2017 dataset lacked variety, relevance, and accuracy. Thus, the
number of features was reduced to 30, which indicates that the remaining features are the
most pertinent to the predictive modeling process.

As a result of this reduction in data size and feature count, several benefits can be
obtained, including the following:

1. Improved prediction accuracy: As a result of focusing on the most relevant and
reliable data, ML algorithms can identify patterns and relationships within the data
more accurately, resulting in more accurate predictions [20].

2. Minimized computational complexity: Smaller datasets require fewer computational
resources, making training and executing ML models more efficient [63].

3. Enhanced interpretability: The interpretation of the results is enhanced when fewer
features are used, since fewer features make it easier to identify the underlying factors
that influence the study’s results [64].

4. Reduced overfitting: By reducing the dimensionality of a model, overfitting can
be mitigated by eliminating features that do not contribute significantly to predic-
tive power. By reducing the number of features that contribute little to prediction,
dimensionality reduction techniques can assist in mitigating overfitting [20].

3.7. Machine Learning Models

This experiment used different learning approaches to train and test the datasets,
including hybrid models (Voting and Stacking) because they enable different estimators
to predict the result; information-based models (AdaBoost 1.2, Random Forest 1.2, and
XGBoost 3.0.0), such as tree-based algorithms have demonstrated excellent efficiency and
effectiveness in analyzing binary and categorical data and identifying complex feature rela-
tionships. In addition to classification, regression, and anomaly detection, these algorithms
are used for various ML applications and error-based learning techniques (SVM) because
of their versatility, robustness, and capability to handle complex data. Researchers often
use SVM algorithms in classification, regression, and anomaly detection problems.

Classification is a type of learning that uses supervised processes to categorize ob-
servations into two or more categories [65]. In contrast to regression, where the target
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is always a continuous number, categorical regression’s target is always a categorical
number [65,66]. Classification requires class labels to be balanced so that all classes are
equally important [65]. The purpose of anomaly detection is to distinguish between “nor-
mal” and “anomalous” observations [67]. An abnormal observation is typically a rare
observation that does not follow the expected pattern of other observations. In addition,
this implies that there is likely an imbalance in the dataset [67].

The mentioned models were trained and tested separately on the following datasets:
CIC-MalMem-2022, CIC-IDS-2018, and CIC-IDS-2017.

3.8. Performance Evaluation

This section discusses three different approaches to evaluating ML models.

3.8.1. Confusion Matrix

Evaluating the performance of ML algorithms by using confusion matrices can provide
significant insights into the performance and bias of different algorithms. Table 7 presents
the confusion matrix.

Table 7. Confusion matrix for binary classification.

Class/Prediction Benign Malicious
Benign TN FP
Malicious FN TP

In order to determine the accuracy of the model or the correct rate, it is necessary to
determine how accurate the model is for the given classification task.

TP+ TN

A =
Uy = TPy TN+ FP + FN

(2)

where the following apply:

1. TN denotes correct prediction for the benign class.

2. TP indicates correct prediction for the malicious class.

3. FP implies incorrect prediction for the benign class. It is predicted as malicious, but it
is actually benign.

4. FN represents incorrect prediction for the malicious class. It is predicted as benign,
but in reality, it is malicious.

According to the definition of precision, it is the ratio of true positives to all positives.

TP

Precision = m

3)
Recall can be defined as the ratio between the true positives and the sum of the false
negatives plus the true positives.
TP
R = 4
ccall = 75 FN @)
Fl-score indicates the degree of similarity between a predicted and true set based on
the balance between precision and recall.

Precision x Recall 2TP
Precision + Recall  2TP+ FP + FN

F1-Score = 2 x (5)
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3.8.2. Learning Curve

ML uses learning curves to illustrate how a model’s performance correlates with
training experience. A typical learning curve depicts the relationship between performance
and experience [68]. Some of the most important characteristics can be summarized in the
following [69]:

1.  Training curve: The training curve shows how the model performs on the training
dataset as more training data are presented. Generally, as the model receives more
training data, its performance on the training dataset will improve.

2. Validation curves illustrate a model’s performance over various validation datasets.
These curves can plateau or even worsen after a certain level, indicating that the
model has become overfitted.

3.  Opverfitting and underfitting:

*  Anunderfitted model has a high error rate during training and validation due
to its oversimplistic nature, which makes it difficult to capture the underlying
patterns in the data.

¢ Overfitted models can learn that the training data contain noise. Consequently,
the training error decreases, whereas the validation error increases.

4. A low error rate across the training and validation curves is ideal for a model’s
generalization to new datasets.

3.8.3. Hyperparameters in the Model

The risk of overfitting was reduced by tuning hyperparameters and using k-fold
cross-validation. ML models perform better when hyperparameters are properly selected,
since they influence an algorithm’s ability to fit the model to the data. In order to optimize
the performance of the model, it is necessary to select appropriate hyperparameters. The
hyperparameters of a model must be tuned to maximize its performance [70]. ML models
are built by setting hyperparameters, which are settings that are not learned from data
and are determined before training begins [71]. The following are critical components of
hyperparameters [71]:

1. The following types of hyperparameters can be identified:

*  Characteristics specific to a particular model may include the depth of decision
trees (DTs) or the number of hidden layers within a neural network, for example.
e  Training-specific factors include the learning rate or batch size in gradient descent.

2. A hyperparameter tuning approach involves finding the best parameters to optimize
a model’s performance on a given task. It can be carried out through grid search,
Bayesian optimization, or random search.

3. Interms of importance, the following apply:

*  Optimizing hyperparameters can significantly improve a model’s performance.
*  Controlling overfitting and underfitting can be achieved by altering hyperpa-
rameters, such as the regularization parameter.

4. The challenge of tuning hyperparameters can be computationally expensive and time-
consuming, especially for models with a large number of parameters and complex
interactions among them.

With GridSearchCV, tuning hyperparameters in ML efficiently and effectively is possi-
ble. A systematic evaluation of hyperparameters creates a grid of possible combinations.
Combinations that perform best are evaluated by using cross-validation and selected ac-
cording to performance. In this way, hyperparameter tuning can be automated, improving
model performance and reducing the need for manual trial and error [70].
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A description of each hyperparameter and its values is provided in Table 8. In addition,
k-fold cross-validation can enhance the model’s robustness and generalizability when used
during the evaluation process. To train the model, k = 5 subsets of the datasets were divided
into one set, and the model was trained on the sets of data. By repeating this procedure five
times, the cross-validation performance metrics for each fold were obtained. In addition,
the results of the cross-validation process are not discussed in detail in this study.

Table 8. Hyperparameter and tuning values for each ML algorithm.

ML Algorithm Hyperparameter Values

AdaBoost n_estimators 80, 100, 150, 200, 250
Voting voting Hard, soft

Stacking passthrough True, False

SVM Regularization parameter (C) 0.1, 0.9, 10.0, 50.0, 100.0
RF max_depth 2,3,5,10,20

XGBoost Learning rate 0.5,0.7,1,2,10

4. Results and Discussion

This experiment was conducted on an HP laptop with an Intel(R) Core(TM) i7-8550U
processor @ 1.80 GHz and 2.00 GHz, with 16.0 GB RAM, and Windows 11. An IDS was
developed by using ML techniques on the open-source Google Colab Notebook platform.
This section will present and analyze the results.

4.1. Results
4.1.1. AdaBoost

This model was trained on the first dataset, CIC-MalMem-2022, with an accuracy
of 99.94%. Based on the confusion matrix shown in Figure 3, the model correctly pre-
dicted 5805 malicious and 5802 benign instances. However, two malicious instances were
incorrectly predicted as benign, and four benign instances were incorrectly predicted as ma-
licious. For CIC-IDS-2018, the accuracy was 99.11%, and the confusion matrix in Figure 4
indicates that the model correctly predicted 2059 malicious instances and 4418 benign
instances. Nevertheless, 13 malicious instances were incorrectly predicted as benign, and
45 benign instances were incorrectly predicted as malicious. CIC-IDS-2017 had an accuracy
rate of 98.64%, and the confusion matrix in Figure 5 shows that the model accurately
predicted 6235 malicious instances and 6936 benign instances. However, 115 malicious
instances were incorrectly predicted as benign, while 66 benign instances were incorrectly
predicted as malicious. The learning curve for the CIC-MalMem-2022 dataset is depicted in
Figure 6, which shows that the training score is 100% accurate in every rotation; however,
cross-validation scores show different accuracy levels in each cycle. The cross-validation
score starts at 99.82%, reaches 99.88% with training examples ranging from 20,000 to 30,000,
and then continues with an accuracy of 99.86%. These training and validation percentage
results indicate no evidence that overfitting has occurred. Figure 7 presents the learning
curve for the CIC-IDS-2018 dataset, which shows that the training scores have an accuracy
of around 99.99% in every cycle, but cross-validation scores range from 94% to 96%. By
comparing the results of training and cross-validation, it is apparent that the model is
balanced. In Figure 8, the learning curve for the CIC-IDS-2017 dataset indicates that the
model performs well in both training and cross-validation, as demonstrated by the high
scores in both training and cross-validation. There is a slight difference in training and
cross-validation scores, which is a typical pattern. Thus, the model does not overfit the
training data. The effective hyperparameter for the AdaBoost model is n_estimators. Five
values are assigned to check the best n_estimators, and they are 80, 100, 150, 200, and 250;
for the experiment on the CIC-MalMem-2022 dataset, the best value is 80, with a time of
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0.102 s; moreover, all values yield 100% accuracy, as shown in Figure 9; so, in this case, it
is necessary to check the time. For the CIC-IDS-2018 dataset, the best parameter is 100,
with a mean test score of 99.40% and a mean test time of 0.191 s. Figure 10 illustrates the
relationship between n_estimators and their accuracy. According to Figure 11, the best
parameter for the CIC-IDS-2017 dataset is 250. The mean test score and mean test time for
the CIC-IDS-2017 dataset are 99.24% and 0.358 s, respectively.
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Figure 3. Confusion matrix for AdaBoost on CIC-MalMem-2022 dataset.
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Figure 4. Confusion matrix for AdaBoost on CIC-IDS-2018 dataset.
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Figure 5. Confusion matrix for AdaBoost on CIC-IDS-2017 dataset.
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Figure 6. Learning curve for AdaBoost on CIC-MalMem-2022 dataset.
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Figure 7. Learning curve for AdaBoost on CIC-IDS-2018 dataset.
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Figure 8. Learning curve for AdaBoost on CIC-IDS-2017 dataset.
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Figure 9. Hyperparameter tuning for AdaBoost on CIC-MalMem-2022 dataset.
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Figure 10. Hyperparameter tuning for AdaBoost on CIC-IDS-2018 dataset.



Network 2025, 5,13

24 of 48

0.9925
0.9920
0.9915
0.9910
0.9905

0.9900

75 100 125 150 175 200 225 250
Figure 11. Hyperparameter tuning for AdaBoost on CIC-IDS-2017 dataset.

4.1.2. Voting Classifier

Based on the first dataset, CIC-MalMem-2022, the model was trained and had an
accuracy result of 99.96%. According to the confusion matrix in Figure 12, the model
correctly predicted 5806 malicious and 5803 benign instances. However, one malicious
instance was incorrectly predicted as benign, and three benign instances were incorrectly
predicted as malicious. The accuracy result for the CIC-IDS-2018 dataset is 99.58%, and
based on Figure 13, the model correctly predicted 2077 malicious instances and 4431 benign
instances. In addition, 27 benign instances were incorrectly predicted as malicious, while
no malicious instances were incorrectly predicted as benign. The accuracy result for the
CIC-IDS-2017 dataset is 99.31% for this model, and the confusion matrix in Figure 14
indicates that the model correctly predicted 6279 malicious and 6982 benign instances.
This model made incorrect predictions regarding 69 malicious instances and 22 benign
instances. The learning curve for the CIC-MalMem-2022 dataset in Figure 15 indicates that
the training score is 100% accurate in each cycle, meaning that the model is well trained
to handle the data. In contrast, cross-validation scores are accurate between 99.80% and
99.90%, demonstrating the model’s ability to identify and learn new datasets. Compared
with the cross-validation score, which ranges from 94% to 96%, the CIC-IDS-2018 dataset’s
training scores achieved 99.99% accuracy in every cycle, as shown in Figure 16. With more
examples of data, a classifier learns more about the data, and as the number of training
examples increases, the cross-validation score also increases at a slower rate. For the CIC-
IDS-2017 dataset, as shown in Figure 17, the training score starts at 99.51% and then drops
t0 99.46%, while the cross-validation score starts at 99.30% and then decreases to about
99.28% in accuracy. As a result of its effectiveness in learning, the Voting classifier will
likely generalize well to new data. There are two options for the voting hyperparameter
in the Voting model: hard or soft. The hard option is based on a majority vote, while the
soft option is based on the average probability. In the CIC-MalMem-2022 dataset, the soft
parameters were found to be the most effective, with a mean test score of 99.90% and a
mean score time of 0.38 s. On the other hand, the hard option results in a mean test score of
99.88%, and the mean test time is 0.76 s. Moreover, the best parameter for the CIC-IDS-2018
dataset is also the soft value, with a mean test score of 99.44% and a mean score time of
0.22 s. Furthermore, the best parameter value for the CIC-IDS-2017 dataset is also soft, with
a 99.39% mean test score and a 0.78 s mean test time.
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Figure 12. Confusion matrix for Voting classifier on CIC-MalMem-2022 dataset.
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Figure 13. Confusion matrix for Voting classifier on CIC-IDS-2018 dataset.
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Figure 14. Confusion matrix for Voting classifier on CIC-IDS-2017 dataset.
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Figure 15. Learning curve for Voting classifier on CIC-MalMem-2022 dataset.
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Figure 16. Learning curve for Voting classifier on CIC-IDS-2018 dataset.
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Figure 17. Learning curve for Voting classifier on CIC-IDS-2017 dataset.
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4.1.3. Stacking Classifier

In this model, the accuracy result for the CIC-MalMem-2022 dataset was 99.98%.
According to the confusion matrix in Figure 18, the model correctly predicted 5808 malicious
and 5803 benign instances. However, one malicious instance and one benign instance
were incorrectly predicted. In the CIC-IDS-2018 dataset, the model achieved a 99.61%
accuracy, and per the confusion matrix in Figure 19, 2083 malicious instances were correctly
predicted, whereas 4427 benign instances were correctly predicted. However, the model
predicted 4 malicious instances as benign and 23 benign instances as malicious. For the
CIC-IDS-2017 dataset, the accuracy rate was 99.86%, and based on the confusion matrix in
Figure 20, the model predicted only two malicious samples as benign. Figure 21 indicates
the learning curve for the CIC-MalMem-2022 dataset. According to Figure 21, the training
score increases as the number of training examples increases. As the model receives more
examples of the data, it becomes more knowledgeable about the data. As a result, the cross-
validation score also increases, indicating that the model does not overfit the training data.
In this case, a good sign is that the model learns the data effectively and can also generalize
to new data. The Stacking learning curve in Figure 22 for the CIC-IDS-2018 dataset shows
that the training and cross-validation scores increase as the number of training examples
increases. By seeing more examples, the Stacking model can better understand the data;
the cross-validation score eventually plateaus around 95.51%, whereas the training score
continues to increase, reaching 100%. The CIC-IDS-2017 learning curve in Figure 23 shows
that the training score increases with the increase in the number of training examples and
cross-validation. A training score of 99.66% is achieved and continues to increase, reaching
99.85%; a cross-validation score of 99.25% is achieved and continues to increase, reaching
get 99.81%. This model’s passthrough hyperparameter can be set to “True” or “False”. In
the CIC-MalMem-2022 dataset, the best parameter is “True”, with a mean test score of
99.94% and a mean test time of 0.640 s. The best parameter for the CIC-IDS-2018 dataset is
“False”, with a mean test score of 99.38% and a mean test time of 0.45 s. The best parameter
value for the CIC-IDS-2017 dataset is “True”, with a mean test score of 99.30% and a mean
test time of 0.414534 s.
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Figure 18. Confusion matrix for Stacking classifier on CIC-MalMem-2022 dataset.
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Figure 19. Confusion matrix for Stacking classifier on CIC-IDS-2018 dataset.
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Figure 20. Confusion matrix for Stacking classifier on CIC-IDS-2017 dataset.
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Figure 21. Learning curve for Stacking classifier on CIC-MalMem-2022 dataset.
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Figure 22. Learning curve for Stacking classifier on CIC-IDS-2018 dataset.
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Figure 23. Learning curve for Stacking classifier on CIC-IDS-2017 dataset.

4.14. SVM

This model achieved a 99.93% accuracy rate on the CIC-MalMem-2022 dataset. Accord-
ing to Figure 24, the model correctly predicted 5808 malicious instances and 5798 benign
instances. However, one malicious instance was incorrectly predicted as benign, and six
benign instances were incorrectly predicted as malicious. For the CIC-IDS-2018 dataset, the
accuracy result was 97.41%. Based on Figure 25, the confusion matrix shows that the model
correctly predicted 1976 malicious and 4390 benign instances. However, 41 malicious in-
stances were incorrectly predicted to be benign, and 128 benign instances were incorrectly
predicted as malicious. In the CIC-IDS-2017 dataset, accuracy was achieved at 94.04%
by this model, and the confusion matrix in Figure 26 indicates that the model incorrectly
predicted 741 malicious samples as benign and 54 benign samples as malicious. For the
CIC-MalMem-2022 dataset, the learning curve, as shown in Figure 27, indicates that as the
number of training examples increases, the training score rises. The training score starts
at 99.88%, a little higher than the cross-validation score, which begins at 99.84% accuracy;
however, the cross-validation score decreases after 40,000 samples. As shown in Figure 28,
the training and cross-validation scores for the CIC-IDS-2018 dataset increase with the
increase in training examples. Nevertheless, the cross-validation score plateaus after a
certain point, whereas the training score continues to increase. The learning curve for
the CIC-IDS-2017 dataset in Figure 29 indicates that the training score increases with the
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number of training examples because the classifier becomes more proficient at analyzing
the data as more samples are viewed. However, the cross-validation score plateaus after a
certain number of examples. This results in the classifier needing help to learn from the
data, and the additional training examples do not improve the classifier’s performance. For
the SVM model, the regularization parameter (C) is a very important parameter. As the
value of the parameter increases, the classification accuracy improves (or the regression
error is reduced); however, overfitting may also occur. In this model, five different values
were assigned to C: 0.1, 0.9, 10.0, 50.0, and 100.0. As shown in Figure 30, the best parameter
was 50.0 for the CIC-MalMem-2022 dataset. Furthermore, the best parameter value for the
CIC-IDS-2018 dataset was 100, with a mean test score of 98.31%, as shown in Figure 31, and
the mean score time was 0.34 s. Also, the best parameter for the CIC-IDS-2017 dataset was
100, as shown in Figure 32. The mean score for this dataset was 97.20%, and the mean score
time was 1.17 s.

5000
Benign -
4000
K
£
L 3000
[
I~
',_
2000
Malicious
1000

T
Benign Malicious
Predicted label

Figure 24. Confusion matrix for SVM on CIC-MalMem-2022 dataset.
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Figure 25. Confusion matrix for SVM on CIC-IDS-2018 dataset.
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Figure 26. Confusion matrix for SVM on CIC-IDS-2017 dataset.
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Figure 27. Learning curve for SVM on CIC-MalMem-2022 dataset.
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Figure 28. Learning curve for SVM on CIC-IDS-2018 dataset.
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Learning curve for SVM on CIC-IDS-2017 dataset.
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Hyperparameter tuning for SVM on CIC-MalMem-2022 dataset.
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Hyperparameter tuning for SVM on CIC-IDS-2018 dataset.
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Figure 32. Hyperparameter tuning for SVM on CIC-IDS-2017 dataset.

4.1.5. Random Forest

For the CIC-MalMem-2022 dataset, the accuracy result was 99.98%. As shown in
Figure 33, the model correctly predicted 5808 malicious and 5803 benign instances. How-
ever, one malicious instance was incorrectly predicted as benign, and one benign instance
was incorrectly predicted as malicious. For the CIC-IDS-2018 dataset, the accuracy result
was 99.64%, with the confusion matrix shown in Figure 34. The model correctly predicted
2071 malicious and 4431 benign instances. Two malicious instances were incorrectly identi-
fied as benign, and twenty-four benign instances were incorrectly identified as malicious.
For CIC-IDS-2017, the model achieved 99.40% accuracy; the confusion matrix in Figure 35
shows that the model correctly predicted 6287 malicious and 6985 benign instances. How-
ever, the model wrongly predicted 66 malicious samples as benign and 14 benign samples
as malicious. The learning curve for CIC-MalMem-2022 in Figure 36 shows that the train-
ing score is close to 100%, which indicates that the Forest classifier can learn the training
data effectively. The cross-validation score, however, is slightly lower than the training
score. Figure 37 illustrates that the Random Forest model learns the CIC-IDS-2018 dataset
effectively, since each cycle achieved 100% for learning; however, cross-validation shows
a slightly lower percentage, starting at around 98.40% and declining to 96.1%. As shown
in Figure 38, the CIC-IDS-2017 dataset’s learning curve indicates the training score begins
at 99.71% accuracy and decreases to 99.52. However, the cross-validation score is slightly
lower than the training score: it starts at 99.39% and increases to 99.45%. The best parameter
for the CIC-MalMem-2022 dataset is 20. The mean test score attained is 99.90%, as seen in
Figure 39. Furthermore, the mean duration required to obtain these scores is 0.059 s. The
analysis of Figure 40 reveals that the CIC-IDS-2018 dataset attains its best performance
when the parameter value is set to 10. The selection of this criterion correlates with an aver-
age examination score of 99.20% and an average time taken of 0.056 s. Moreover, drawing
upon the evidence shown in Figure 41, one may deduce that the most favorable value for
CIC-IDS-2017 is 20. The aforementioned conclusion is substantiated by the average test
score of 99.34% and the average score time of 0.248 s.
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Figure 33. Confusion matrix for RF on CIC-MalMem-2022.

Benign

True label

Malicious

Benign Malicious
Predicted label

Figure 34. Confusion matrix for RF on CIC-IDS-2018.
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Figure 35. Confusion matrix for RF on CIC-IDS-2017.
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Figure 36. Learning curve for RF on CIC-MalMem-2022.
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Figure 37. Learning curve for RF on CIC-IDS-2018.
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Figure 38. Learning curve for RF on CIC-IDS-2017.
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Figure 39. Hyperparameter tuning for RF on CIC-MalMem-2022.
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Figure 40. Hyperparameter tuning for RF on CIC-IDS-2018.
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Figure 41. Hyperparameter tuning for RF on CIC-IDS-2017.

4.1.6. XGBoost

For the CIC-MalMem-2022 dataset, this model achieved an accuracy rate of 99.96%. Ac-
cording to Figure 42, the model correctly predicted 5806 malicious and 5803 benign instances.
However, one malicious instance was incorrectly predicted as benign, and three benign in-
stances were incorrectly predicted as malicious. The accuracy result for the CIC-IDS-2018
dataset was 99.73%, and the confusion matrix in Figure 43 indicates that the model correctly
predicted 2076 malicious and 4432 benign instances. However, only 1 malicious instance
was incorrectly identified as benign, while 16 benign instances were incorrectly identified
as malicious. In addition, on the CIC-IDS-2017 dataset, the model achieved 99.84% accuracy,
with the confusion matrix shown in Figure 44 showing that the model correctly predicted
6288 malicious and 7044 benign instances. On the other hand, the model incorrectly predicted
7 malicious samples as benign and 13 benign samples as malicious. Figure 45 shows that
the training score is 100% at every cycle, while the cross-validation score is between 99.83
and 99.89% accurate. As shown in Figure 46, the CIC-IDS-2018 learning curve shows a high
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training score and a high cross-validation score, and the training score does not plateau,
indicating that the model does not overfit the data during the training phase. According
to Figure 47, the training score for the CIC-IDS-2017 dataset oscillates between 100% and
99.99%, in contrast to the cross-validation score, which begins at 99.54% and then increases,
reaching 99.90%. For the XGBoost model, the learning rate is a very important parameter. As
shown in Figure 48, the best parameter for the CIC-MalMem-2022 dataset is 0.7, with a mean
test score of 99.92%. According to Figure 49, the best parameter value for the CIC-IDS-2018
dataset is 0.5, with a mean test score of 99.50%. In addition, the best parameter value for the
CIC-IDS-2017 dataset is 0.7, with a mean test score of 99.49%, as displayed in Figure 50.
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Figure 42. Confusion matrix for XGBoost on CIC-MalMem-2022 dataset.
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Figure 43. Confusion matrix for XGBoost on CIC-IDS-2018 dataset.
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Figure 44. Confusion matrix for XGBoost on CIC-IDS-2017 dataset.
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Figure 45. Learning curve for XGBoost on CIC-MalMem-2022 dataset.
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Figure 46. Learning curve for XGBoost on CIC-IDS-2018 dataset.
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Figure 47. Learning curve for XGBoost on CIC-IDS-2017 dataset.
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Figure 48. Hyperparameter tuning for XGBoost on CIC-MalMem-2022 dataset.
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Figure 49. Hyperparameter tuning for XGBoost on CIC-IDS-2018 dataset.
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Figure 50. Hyperparameter tuning for XGBoost on CIC-IDS-2017 dataset.

4.2. Security Analysis Using an Adversarial Attack Model

We defined an adversarial model that includes new types of attacks and tested the

model’s robustness in detecting them on a real dataset (CSE-CIC-IDS2018). First, we
describe the adversarial attack model; then, we present the preprocessing and test method-

ology, and lastly, we show the obtained results and their analysis.

4.2.1. Adversarial Attack Model

Our adversarial attack model consists of four different types of attacks:

DoS/DDoS: We simulated high-volume traffic from a single source and multiple sources
to disrupt service availability. We used the same features, like packet rate, duration, and
protocol type, to mimic attack patterns already existing in the real dataset (CSE-CIC-
IDS2018).

Brute force: We simulated repeated login attempts with varying usernames and
passwords to gain unauthorized access to the organization’s network or systems.
Also, we used features like failed login attempts and source IP addresses.

Port scanning: We simulated a port scanning attack by sending packets to multiple
ports to identify vulnerabilities in the organization’s network and systems. We used
features like port numbers, packet count, and response time.

Malware: We simulated a malicious payload delivery and execution attack to gain
persistent access to or control of the organization’s systems. We used features like file
size, execution behavior, and network activity.
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4.2.2. Attack Generation and Preprocessing of Generated Attack Data

In this section, we will present some code snippets used to generate the attacks and
preprocess the attack data to ensure consistency in modeling and a good fit with the
dataset in terms of normalization, scaling, selected features, labeling, and handling missing
data. Code Listing 1 simulates a DoS/DDoS attack by generating high-volume traffic to
overwhelm the system:

Code Listing 2 simulates a brute force attack by generating repeated failed login
attempts.

Code Listing 3 simulates a port scanning attack by generating scanning behavior data
by sending packets to multiple ports.

Code Listing 4 simulates a malware attack by generating malicious payload delivery
and execution data. Before testing the model, we preprocessed the generated attack data
by performing the following:

*  Ensure that the simulated adversarial data have the same features as the original
dataset. Also, add new features related to new attacks when retraining the model to
deal with data changes.

*  Apply the same preprocessing steps to the simulated adversarial data as those applied
to the original dataset.

e Ensure that the labels in the simulated adversarial data match the encoding used in
the original dataset.

*  Ensure that the simulated adversarial data follow the same statistical distribution as the
original dataset. A significant change in data distribution requires retraining the model.

Listing 1. DoS/DDos simulated attack.

# Simulate DoS/DDoS attack
def simulate_dos_attack(data, num_requests=1000):

dos_data = data.copy() for _ in range(num_requests):
dos_data = dos_data.append ({
‘src ip’: np.random.choice(dos_datal[‘source_ip’].unique()),
‘dst ip’: np.random.choice(dos_datal[‘destination_ip ’].unique()),

‘protocol’: np.random.choice([‘TCP’, ‘UDP’]),
‘packet_size’: np.random.randint (1000, 1500),
‘timestamp ’: pd.Timestamp.now ()

}, ignore_index=True)

return dos_data

# Generate adversarial data

dos_data = simulate_dos_attack(data)

Listing 2. Brute force simulated attack.

def simulate_brute_force(data, num_attempts=100):
attack_data = data.copy()
for _ in range(num_attempts):
# Randomly select a user and simulate a failed login
user = np.random.choice(attack_data[‘username’].unique())
attack_data = attack_data.append ({
‘username ’: user,
‘login_status’: ‘failed’,
‘src ip’: np.random.choice(attack_datal[‘source_ip’].unique()),
‘timestamp ’: pd.Timestamp.now ()
}, ignore_index=True)
return attack_data
# Generate adversarial data
brute_force_data = simulate_brute_force(data)
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Listing 3. Port scanning simulated attack.

# Simulate port scanning attack

def simulate_port_scan(data, num_scans=100):

scan_data = data.copy()

for _ in range(num_scans):

scan_data = scan_data.append ({
‘src ip’: np.random.choice(scan_datal[‘source_ip’].unique()),
‘dst ip’: np.random.choice(scan_datal[‘destination_ip’].unique()),
‘destination_port’: np.random.randint (1, 65535),
‘protocol’: np.random.choice([‘TCP’, ‘UDP’]),
‘timestamp’: pd.Timestamp.now ()

}, ignore_index=True)

return scan_data

# Generate adversarial data

port_scan_data = simulate_port_scan(data)

Listing 4. Malware simulated attack.

# Simulate malware attack

def simulate_malware(data, num_infections=50):

malware_data = data.copy()

for _ in range(num_infections):

malware_data = malware_data.append ({
‘src ip’: np.random.choice(malware_data[‘source_ip’].unique()),
‘dst ip’: np.random.choice(malware_datal[‘destination_ip’].unique()),
‘file_size’: np.random.randint (100000, 1000000), # Simulate large file size
‘file_type’: np.random.choice([‘exe’, ‘dll’, ‘bat’]),
‘timestamp’: pd.Timestamp.now ()

}, ignore_index=True)

return malware_data

# Generate adversarial data

malware_data = simulate_malware (data)

4.2.3. Adversarial Model Results and Analysis

The XGBoost model was used to detect adversarial attacks because it is highly accurate
and takes less time (faster model).

We used two different testing methods. The first involved testing the model based
on the original dataset without retraining it by using the newly generated attack data to
analyze the model’s robustness. Table 9 depicts the different metrics.

Table 9. Performance metrics for adversarial attack detection without retraining the model on
adversarial data.

Adversarial Attack Accuracy Test Time
DoS/DDoS 99.61% 0.02s
Brute force 99.57% 0.03s
Port scanning 99.63% 0.02s
Malware 99.63% 0.02s

The XGBoost model was already evaluated on the CIC-IDS-2018 dataset and had an
accuracy of 99.73% and a test time of 0.03 s. According to our evaluation, the XGBoost
model’s detection accuracy on adversarial data without training on adversarial data ranges
from 99.57% in detecting brute force attacks to 99.63% in detecting port scanning and
malware attacks. We can observe that the accuracy is almost the same and the model keeps
its ability to detect new attacks.

The second test method involved retraining the model by using the simulated attack
data, which is required in the case of a significant change in data distribution. The results
are depicted in Table 10.
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Table 10. Performance metrics for adversarial attack detection using trained model on adversarial data.

Adversarial Attacks Accuracy Test Time

Combined data 99.75% 0.03s

Table 10 shows an accuracy in detection of 99.75%, which outperforms even the
accuracy detection rate on the original data, which is 99.73%.

The confusion matrix in Figure 51 indicates that the model correctly predicted
1561 malicious and 4449 benign instances. Fourteen instances were incorrectly predicted as
malicious, and one was incorrectly predicted as benign.

4000

Benign - 4449 300

3000

2500

2000

1500

Malware 1000
500

Benign Malware
Predicted label

True label

Figure 51. Confusion matrix trained on both the CIC-IDS-2018 dataset and the simulated attack data
for XGBoost.

According to the results, it is clear that the model has the ability to detect new attacks
while keeping high accuracy and a low false positive rate, which ensures the model’s
robustness. Of course, in the case of an infrastructure change, such as adding new devices
or changing the network topology, the model must be retrained based on the new data
distribution to keep a high detection rate.

4.3. Discussion

According to Tables 11-13, and the requirement of the proposed architecture, the
fastest model to detect malicious instances is XGBoost, while Stacking gives the highest
accuracy in detecting malicious instances. Also, the Stacking model has fewer FNs for all
datasets. XGBoost exhibits high accuracy, recall, precision, and Fl-score across all datasets,
with very low test time. The Stacking approach achieves the highest accuracy and F1-
score in some cases. Additionally, it achieves high recall and precision, but it has a longer
test time.

Due to the importance of test time in this study, the experiment conducted by [34,37]
was re-conducted to determine the test time. A comparison of this study’s results and other
studies is shown in Tables 1416 for each dataset used in this study. This study achieved
99.96% accuracy on the CIC-MalMem-2022 dataset within 0.01 s, while [34] obtained 100%
accuracy with a time of 0.08 s, which is higher than this study. Based on the CIC-IDS-2018 and
CIC-IDS-2017 datasets, this study achieves greater accuracy and lower time than [24,37]. In
other studies, there is no global centralized traffic inspection before traffic is distributed to
the sub-networks of an organization, as instead occurs with a multi-model IDS based on the
traffic load. The proposed architecture involves two layers of security. The multi-model IDS
in the first layer inspects the organization’s incoming traffic quickly. In contrast, the IDSs in
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the sub-networks of the organization act as second-layer security, which can more accurately
detect attacks.

Table 11. CIC-MalMem-2022 dataset analysis.

Algorithm Accuracy Precision Recall F1-Score Test Time
AdaBoost 99.94% 99.96% 99.93% 99.94% 0.10s
Voting 99.96% 99.98% 99.94% 99.96% 2.27s
Stacking 99.98% 99.98% 99.98% 99.98% 290s
SVM 99.93% 99.89% 99.98% 99.93% 0.44s
RF 99.98% 99.98% 99.98% 99.98% 0.11s
XGBoost 99.96% 99.98% 99.94% 99.96% 0.01s

Table 12. CIC-IDS-2018 dataset analysis.

Algorithm Accuracy Precision Recall F1-Score Test Time
AdaBoost 99.11% 99.37% 97.86% 98.61% 0.08s
Voting 99.58% 100% 98.71% 99.35% 2.20s
Stacking 99.61% 99.66% 99.13% 99.40% 1.64s
SVM 97.41% 97.96% 93.91% 95.89% 1.56s
RF 99.64% 99.90% 98.99% 99.44% 0.10s
XGBoost 99.73% 99.95% 99.23% 99.59% 0.03s

Table 13. CIC-IDS-2017 dataset analysis.

Algorithm Accuracy Precision Recall F1-Score Test Time
AdaBoost 98.64% 98.18% 98.95% 98.56% 0.11s
Voting 99.31% 98.91% 99.65% 99.28% 4.66s
Stacking 99.86% 99.66% 99.74% 99.85% 293s
SVM 94.04% 89.39% 99.14% 94.01% 9.81s
RF 99.40% 98.96% 98.96% 99.36% 0.18s
XGBoost 99.84% 99.88% 99.79% 99.84% 0.04s

This research study aims to analyze traffic behavior and patterns; each network traffic
has IP addresses, protocols, and packet sizes. While this study was evaluated by using
specific datasets, the proposed architecture of a multi-model IDS based on traffic load was
designed to be adaptable to different scenarios. Additionally, the proposed architecture
allows organizations to monitor incoming traffic and encrypt sensitive data while restricting
access to authorized users only.

The percentage of accuracy of the ML-based IDS for different organizations depends
on the nature of an organization’s data. If the data for a specific organization are private
and sensitive, the risk becomes high. In this situation, the organization should focus on
high accuracy despite the higher computational cost. On the other hand, if the data are
not sensitive and are normal, the risk is lower. It is important to note that false positives
and false negatives have different consequences based on the environment, circumstances,
and current situation. False positives lead to unnecessary costs, and the model cannot
distinguish between normal and malicious traffic. False negatives lead to high risk, so
high accuracy is very important. By understanding the trade-offs between accuracy and
computational cost, organizations can improve their systems to reduce risk.

Table 14. Comparative analysis of CIC-MalMem-2022 dataset.

Author Feature Selection  Algorithm Selected Features ~ Accuracy Test Time
[34] XGBoost RF 20 100% 0.09 s
This study SelectKBest XGBoost 25 99.96% 0.01s
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Table 15. Comparative analysis of CIC-IDS-2018 Dataset.

Author Feature Selection = Algorithm Selected Features  Accuracy Test Time

[24] RF and PCA LightGBM 37 97.73% 17.94 s

This study VarianceThreshold XGBoost 72 99.73% 0.03 s
Table 16. Comparative analysis of CIC-IDS-2017 Dataset.

Author Feature Selection Algorithm Selected Features  Accuracy Test Time

[37] Correlation Heatmap  Voting classifier 10 96.25% 15.86 s

This study SelectKBest XGBoost 30 99.84% 0.04s

Our multi-model IDS based on traffic load employs a combination of signature and
behavior-based detection to address known and unknown threats. Signature-based detec-
tion is effective in detecting known patterns of attacks. On the other hand, the behavior-
based detection approach analyzes the deviation from normal traffic. It is, therefore, capable
of detecting zero-day exploits and Advanced Persistent Threats (APTs) that are not matched
by existing signatures.

In the case of a change in the organization’s network topology and device types or
a huge change in traffic, the model must be retrained on the new data after the change.
Generally, organizations do not frequently change their network infrastructure, so the
update rate of the model will not be frequent.

Limitations of Proposed Model

The multi-model based IDS was tested on a dataset using real traffic (CIC-IDS-2018) and
on another using simulated traffic (CIC-IDS-2017). Although the results are promising, we
would need to collect a much larger dataset of real-world traffic and use techniques such
as data augmentation to avoid overfitting. However, it should be noted that the proposed
architecture remains to be deployed in a real-world setting.

5. Conclusions

The literature review examined various contemporary IDSs that utilize ML techniques
across various environments. These techniques include information-based, similarity-
based, probability-based, and error-based learning. The review also explored hybrid and
SDN models in this context. This paper has undertaken a comprehensive literature research
to improve NIDSs using ML techniques. Using a new architecture design, the proposed
IDS is designed to scan all servers’ incoming traffic and redirect it to the requested server
by creating a centralized proxy server. A two-layer security-based mechanism is proposed.
Before reaching the central server, a preliminary layer of security is implemented, including
examining global traffic. The second layer of security is implemented when the network
traffic is dispersed from the central server to the sub-networks of the organization.

This paper presents and analyzes the results of the AdaBoost, Voting, Stacking, Support
Vector Machine, Random Forest, and XGBoost models on the CIC-MalMem-2022, CIC-
IDS-2018, and CIC-IDS-2017 datasets. The results show that XGBoost and Stacking are the
best models. The first model used is XGBoost, which can perform the rapid identification
of harmful instances. Subsequently, a Stacking classifier is utilized as the second model,
demonstrating a notable level of accuracy but necessitating an extended detection duration.
The activation of each model will be determined based on the volume of network traffic.
The determination of the threshold value, which accurately represents the level of network
traffic, is undertaken by the network administrator. The activation of the quickest model
occurs when the amount of traffic is above the predetermined threshold value. Alternatively,



Network 2025, 5,13

45 of 48

the model with greater accuracy and longer detection times will be engaged. For the second
layer, the Stacking model is used. They achieve a high level of accuracy in detecting harmful
activities.

The findings of this experiment indicate that the XGBoost model exhibits the high-
est speed in identifying malicious data across all three datasets (CIC-MalMem-2022,
CIC-IDS-2018, and CIC-IDS-2017). Conversely, the Stacking approach demonstrates the
highest accuracy in this context. However, identifying fraudulent material necessitates
a more significant amount of time. Based on the findings of the XGBoost model, on the
CIC-MalMem-2022, CIC-IDS-2018, and CIC-IDS-2017 datasets, it exhibits accuracy rates of
99.96%, 99.73%, and 99.84%, respectively, achieved within time intervals of 0.01 s, 0.03 s, and
0.04 s, respectively. The Stacking model achieved accuracy values of 99.98%, 99.61%, and
99.86% on the CIC-MalMem-2022, CIC-IDS-2018, and CIC-IDS-2017 datasets, respectively.
The findings indicate that the multi-model IDS that relies on traffic load is significantly
capable of efficiently identifying and detecting malicious activity. The proposed model
emphasizes the implementation of global traffic inspections before ingress into an organiza-
tion’s network, as well as the implementation of two-layer security strategies. The proposed
model also inspects the entire traffic with a faster model and inspects the subdomains with
high accuracy at all times. Compared with other IDS models, the proposed XGBoost model
has high accuracy and efficiency.

Although the proposed multi-model IDS is comparable to existing solutions in terms
of accuracy, analyzing performance metrics reveals additional insights. The precision,
F1-score, and recall of the system were carefully considered, showing its ability to identify
true positives while minimizing false positives at the same time. In addition to its robust
generalization across diverse datasets and simulated network traffic scenarios, the proposed
multi-model IDS can adapt to varying threat landscapes, demonstrating its efficiency in
dynamic environments.

The proposed model can be improved in several ways. For instance, the IPS prevention
of malicious IPs through firewalls can be accomplished automatically by using a threat in-
telligence feed. The UNSW-NB15 dataset will be used. We also plan to focus on the network
architecture inside an authentic setting pertaining to a particular business. Subsequently,
we will proceed to perform an empirical investigation within this real-world environment,
wherein we will gather relevant traffic data. These data will be appropriately processed
and formatted to align with the models used in this paper. Deep learning algorithms may
represent a good alternative to conduct this kind of learning and analysis.
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