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Abstract: There are significant data privacy implications associated with Electronic Health Records
(EHRs) sharing among various untrusted healthcare entities. Recently, a blockchain-based EHRs shar-
ing system has provided many benefits. Decentralization, anonymity, unforgeability, and verifiability
are all unique properties of blockchain technology. In this paper, we propose a secure, blockchain-
based EHR sharing system. After receiving the data owner’s authorization, the data requester can use
the data provider’s keyword search to discover relevant EHRs on the EHR consortium blockchain
and obtain the re-encryption ciphertext from the proxy server. To attain privacy, access control and
data security, the proposed technique uses asymmetric searchable encryption and conditional proxy
re-encryption. Likewise, proof of permission serves in consortium blockchains as the consensus
method to ensure the system’s availability. The proposed protocol can achieve the specified security
goals, according to the security analysis. In addition, we simulate basic cryptography and put the
developed protocol into practice on the Ethereum platform. The analysis results suggest that the
developed protocol is computationally efficient.
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1. Introduction

As a replacement for the traditional manuscript patient’s health record, electronic
health records (EHRs) have been developed. EHRs have emerged as a result of the rapid
growth of information technology and Internet technology. The recent advances in comput-
ing perspectives, such as clouds and the internet of things, provide modern health systems
for doctors with greater facilities in the collection, analysis, and surveillance of healthcare
information for remote patients [1]. Health information includes patient information which
must not be communicated to an unreliable third party due to security concerns and any
information exploitation. Although the exchange of patient data between different health-
care providers via EHR can increase the accuracy of diagnostics, the medical server can be
a single weak point and can be targeted by hackers leading Distributed Denial of Service
and ransomware attacks (DDOS) [2].

In addition, infringements of health data are now occurring more than once per day.
Therefore, EHRs are a crucial problem for data sharing and privacy preservation. Notably,
before making the diagnosis or treatment, the doctor typically wants to know the patient’s
medical background. Furthermore, the EHR must be able to securely and timely query
historical medical data produced by different doctors in various hospitals with the consent
of the patient. In short, the secure exchange of medical information is primarily hampered

by [3]:
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* Increasing massive data at high speeds: Medical information is large and annually
increases in volumes by 20-40%. The challenges include not only how to obtain such a
large amount of data from established IT systems but also how to maintain its privacy
and protect its integrity while keeping third-party users highly accessible;

¢ Interoperability of cross-institutional data: To escape external attacks and threats, most
existing healthcare systems are constructed in a closed area with a network security
perimeter. Furthermore, the lack of medical information data interoperability presents
a barrier for medical analytics that would require a great deal of clinical information.
Besides, it poses drawbacks for patients who pursue improved care plans because
their records are spread across many hospitals.

In terms of sharing and access through EHRs, emerging technology based on break-
throughs and blockchain can bring encouraging solutions to secure patient data. Blockchain
requires robust safety and privacy mechanisms for the interoperability, authentication, and
exchange of health information in healthcare applications to follow the stringent legal re-
quirements of the 1996 Health Insurance Portability and Accountability Act [2]. Blockchain
was revealed in 2018 [4] to facilitate life in many areas with its distributed, safe and
unchangeable structure. Many countries have had great success combining blockchain
technology with eHealth systems. This technology has gained significant attention in recent
years in the healthcare industry especially as a solution against a single point of failure
problem. Smart contracts can make only authorized devices or users connect or access
documented EHR data with multiple signatures between patients and service providers.
This function ensures that patients can check the validity of EHR data while preserving
their actual identity confidentiality. Even so, blockchain technology is not the best option
for solving any problems in the industrial sector because it protects data integrity and
availability, but it does not protect the confidentiality of data sharing.

Therefore, cryptography is an appropriate solution for a secure data sharing-based
blockchain, but it has a disadvantage with latency because when trying to encrypt all
the data stored in the blockchain we need to decrypt it completely whenever we need
specific data. To solve this problem many studies have proposed different solutions; one of
them is Searchable Encryption (SE), which enables users to securely search for encrypted
data without the need to decrypt all data [5]. Searchable encryption is a technology that
allows users to save ciphertext documents while ensuring the functionality to search their
documents with keywords. In recent years, two different types of Searchable Encryption
(SE) have been widely openly discussed, namely Symmetrical Searchable Encryption (SSE)
and Public Key Encryption with Keyword Search (PEKS) or Asymmetrical Searchable
Encryption (ASE). The downside of the SSE method is that there are several keys used for
encryption and decryption and multi-keyword search cannot be supported [6]. PEKS was
initially suggested by Boneh et al. [7], which is primitive encryption that solves the above
addition issues efficiently. However, the vulnerability against Keyword Guessing Attacks
(KGA) is an issue that reduces the security of the PEKS scheme.

Recently, efforts have been spent on developing the PEKS scheme to solve the KGA
problem, for example, in [8], in a Public-key Authenticated Encryption with Keyword
Search (PAEKS) scheme a keyword is not only encrypted but also authenticated by the data
owner. Another study [9] uses the method of renewing the keywords in the key server
periodically to prevent the key server from being compromised. In [10] they used the smart
contract as an effective solution against KGA. Besides this, Access Control (AC) in systems
is typically carried out in three steps: Identification, Authentication and Authorization [11].
To implement AC mechanisms with SE methods, the proxy re-encryption (PRE) scheme
can provide efficient Access Control for the patients with regard to their data. PRE is an
encoding scheme allowing a third party (proxy) to modify a single party-encoded ciphertext
to decode it by another party approved to do so [3].

The motivation of this paper is to develop an EHRs sharing protocol-based blockchain.
It can be used to store, manage, and to exchange EHRs. The protocol should preserve
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security and privacy in the method used to share medical data, in addition to taking into
consideration the minimization of communication and computational cost.

In dealing with previous challenges, we proposed a secrecy and efficient blockchain
protocol for EHRs sharing based on Public-key Encryption with Keyword Search (PEKS)
using Elliptic-curve Diffie-Hellman (ECDH) with a Proxy Re-Encryption (PRE) scheme
to preserve the data security and patient privacy. In summary, the contributions of the
developed scheme are as follows.

1.  To address the problem of poor AC of patients over their EHR, we suggest using a
PRE-based blockchain to preserve the privacy of EHR and patients’ fine-grained AC
by re-encrypting the data by the patient’s public key after each access by a third party
(data researchers);

2. To address the problem of patient identity disclosure, we suggest storing the real
identity in a private blockchain and using a unique blockchain address as a pointer to
their identity;

3. To address the problem of preserving confidentiality in an EHR-sharing blockchain,
we suggest using PEKS with a conjunctive keyword searchable scheme to store the
encrypted index in the smart contract on a consortium Ethereum blockchain then
storing the EHR in a private blockchain and periodically using a renewal key server
technique to prevent compromising the key server and to solve the KGA problem.

The remainder of the paper is arranged as follows. Section 2 outlines existing studies
linked to our study, and describes the background of this work. Section 3 presents the
developed system architecture and performance analysis of the EHR consortium. In
Section 4, we conduct an experimental study, and we compute the computational and
communication overheads of our proposed protocol implementation in Ethereum. An
overall discussion regarding the proposed protocol is given in Section 5. Finally, Section 6
is the last section of our paper.

2. Background and Related Works

This section describes the background of our study in addition to outlining the litera-
ture review.

2.1. Background
2.1.1. Electronic Health Records (EHRs)

Electronic Health Records (EHRs) are the digital format of patient data that is replacing
traditional patient data collection which is a part of the rapid advancement of informa-
tion technology and internet technology. In addition, health information contains highly
sensitive private information, which should be shared by individuals, including health
specialists, pharmacists, relatives, insurers, and other hospitals.

Jamoom et al. [12] were the first to transform paper health records into EHRs. EHR is
a popular method for healthcare providers (e.g., hospitals) to store patient data. In addition,
Figure 1 illustrates a typical view of EHRs. In such a system, protecting data integrity,
anonymity, and confidentiality is certainly a critical issue.
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Figure 1. Overview of Electronic Health Records (EHRs) services.
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On the other hand, EHRs face several privacy and security challenges ,which range
from malware to Distributed Denial-of-Service (DDoS) attacks that can lead to inefficiency
of patient care. Cyber-attacks can lead to major consequences which overtake security
breaches and economic damage [13]. These activities illustrated the critical need to safe-
guard the confidentiality, integrity, availability, protection, and privacy of sharing electronic
health records (EHRs) [6].

2.1.2. Blockchain Technology

The development of blockchain technology in the healthcare domain focuses on
applying blockchain strategies to ensure EHRs privacy and security in various healthcare
applications. Blockchain technology was initially used in Bitcoin and was created for the
cryptocurrency Bitcoin by Satoshi Nakamoto in 2008 [4]. Blockchain technology offers an
opportunity for recording and sharing data in a decentralized network. Blockchain can
provide trust in peer-to-peer networks. The core elements of blockchain technology are a
distributed ledger, consensus mechanisms and public-key encryption [2]. Any block in the
blockchain consists of at least one transaction, a block validator signature and a reference
of block headers to the previous block. Blockchain data structures facilitate the generation
and sharing of different transactions between nodes in a peer-to-peer network inside a
digital ledger. Blockchain technology allows participants to store and exchange sensitive
data in real-time without exposing communication networks to malicious intent, forgery, or
theft. Each transaction in the blockchain is associated with a hash, which is used to create
the binary Merkle tree. The timestamp and identifier of the preceding block are stored in
the block header along with the binary tree. The term “chain” refers to the blocks that are
linked in chronological order and serve as a record of the ledger’s state changes [14]. As a
result, if a hacker tries to change the records in the blockchain, he must change not only the
hash of that particular block but also the hash of any subsequent block, which is virtually
impossible to do [15].

2.1.3. Types of Blockchain

The blockchain architecture defines the relation for the transaction or validation of
nodes running on the network. In the case that the blockchain nodes members are known
to the network, then blockchains such as Hyperledger Fabric [16] and Ripple [17] are
referred to as permissioned. When an architecture is available to the public, a single node or
organization, such as Ethereum and Bitcoin, may be part of the network, so this blockchain
is public [2].

1.  Public blockchain network
The data in a public blockchain network are accessible to the public where participants
can be part of the consensus without the need for permissions. Transactions with some
anonymities are available to all nodes [18]. The participant, based on a consensus
algorithm, may therefore verify a transaction and engage in the approval process, as
in Proof of Stake (PoS) and Proof of Work (PoW) [2]. The system is fully secure by
repeating synchronous public blockchains with each network miner. This architecture
is employed in cryptocurrency networks such as Bitcoin and Ethereum; however, it
raises privacy issues.

2. Private blockchain (permissioned)
This kind of limited blockchain permits the return of an intermediary. Private
blockchains strictly control the data access permission of a network. Any transaction
in the network can only be verified and validated by companies or organizations with
a high level of efficiency. The failure to provide a decentralized infrastructure for
secure databases is a drawback of private blockchains, which are provided by public
blockchains [19]. Private blockchains can be recognized correctly as conventional
centralized networks but with a strong cryptographic model for network transactions
to be verified and validated [2]. Each hospital keeps EHRs in its private blockchain,
which offers the benefits of speed, privacy, cheap cost, and improved security [20].
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3.  Consortium or federated blockchain
A consortium is a combination of private and public blockchains that can be thought
of as partly decentralized. The nodes have the authority to be chosen ahead of time
and the transaction can be made private or public [2]. In addition, the hospitals are
structured to create a blockchain consortium that keeps searchable PHI indexes. The
physician can find the indexes in the consortium blockchain to obtain the originals by
visiting the associated private hospital blockchain [20].

2.1.4. The Blockchain Platforms

However, there are several various types of blockchain platforms, such as Bitcoin,
Ethereum, Hyperledger, Ripple and Quorum, which have been proposed and applied to
several security application scenarios in recent years. Through the introduction of new
decentralized technologies in financial or non-financial areas, the Ethereum blockchain
provides the concept of a full programming language in a blockchain setting [21]. Ethereum
was one of the first blockchain platforms to implement smart contracts, and it has the most
developer support. Ethereum is a decentralized forum for smart contract execution. In
Ethereum, the smart contract is used to calculate some general function in a blockchain.
In principle, this means that an Ethereum smart contract may be used to perform any
computational operation [10]. Miners in the Ethereum network verify and authorize
transactions, employ systems many times, and rapidly guess answers to a puzzle before
one of them wins [22]. Each miner in the Ethereum network uses the Ethereum Virtual
Machine (EVM).

2.1.5. Searchable Encryption

Encryption or cryptography is the process of securing a message over an insecure
network. Traditional search methods are ineffective when dealing with encrypted data.
Using Searchable Encryption (SE) is an appropriate solution [5] for this purpose. Searchable
encryption is regarded as a key technology for achieving data confidentiality and retrieval
functions which is an encryption technique that encrypts data in such a way that it can be
searched using keywords [23]. Searchable Encryption (SE) stands for “searching without
decryption” on encrypted data stored on an untrusted server or cloud [5].

Public key encryption with keyword (PEKS) enables anybody to encrypt the data with
the public key of the data owner, but searches can be performed only by the private key
holder [23]. Different cryptographic algorithms are used for confidential data exchange
over a public network. There are several public-key cryptography algorithms available,
each with its own set of strengths and weaknesses. RSA and ECC are the most extensively
used public-key cryptosystems. Today, several elliptic curve protocols are in use, includ-
ing ECDSA, ECIES, and ECDH. The researchers in [24] provide a comparative analysis
between RSA and ECC and all comparing parameters show that our elliptic curve-based
implementations outperform the RSA algorithm.

2.1.6. Searchable Encryption Vulnerability

e Keyword Guessing Attack (KGA): one of the most serious PEKS security issues is
its vulnerability against off-line Keyword Guessing Attacks (KGA). An adversary
can encrypt the candidates” keywords by using the public key of the receiver and
identifying the ciphertext that fits the intended trapdoor. This allows the adversary to
retrieve the keyword concealed in the trapdoor to breach the privacy of the users. Such
attacks rely on the keywords’ observations that are selected and receivers typically
scan for files using well-known keywords [25].

2.1.7. Access Control Based Blockchain

Another line of research looked at how to handle the access control and the privacy of
EHR sharing on the blockchain when third-party organizations or individuals other than
hospitals’ or patients” attempts to obtain patient data, patient privacy may be compromised.
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Recently, fine-grained access control of encrypted data can be achieved using many methods
such as attribute-based encryption (ABE) and proxy re-encryption (PRE).

¢ Proxy re-Encryption scheme: a cryptographic-based technique that re-encrypts ci-
phertext by using a semi-trusted proxy server with a user public key into ciphertext
encrypted with another user’s public key [6]. A proxy re-encryption scheme ensures
access is denied after a specific time frame. In comparison to existing schemes, the
proposed protocol ensures fine-grained access control, flexible client revocation, and
lower storage and encryption time costs [6]. As shown in Figure 2, Alice sends a
message via a semi-trusted proxy server to Bob without the need to share the private
key of Alice with any entity while ensuring the message’s privacy.

i

Bob's Re-encryption

Key (Pu)
Encrypt Re-encrypt
@ (Pu(A, M) (Pu(B, M)
N N
Alice Proxy Server Bob
(® (©
& &
Private key Pk Private key Pk
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Figure 2. Overview of proxy re-encryption scheme.

2.2. Relate Works
2.2.1. Blockchain-Based Healthcare Applications

In recent years, blockchain has received a lot of attention in areas such as data storing,
data sharing, and data confidentiality. Many studies have used this technology to address
problems in existing EHRs. Existing deployments of IT infrastructure in a medical facility
usually involve private structures that impose limitations on scalability and information
sharing [26] where it is important to choose a suitable type of blockchain (private or
public) for medical data sharing. Jin et al. in [3,27] presented a review of security and
privacy-preserving EHRs which explain different blockchain architectures based on sharing
EHRs. They review a comparison of current EHRs schemas-based blockchains with security
metrics and functionality.

Recently, blockchain is becoming a major technology that will change the way we
share information with increasing confidence in distributed environments without the need
for authorization. Reyna et al. [28] present a blockchain technology survey that evaluates
the unique characteristics of blockchain and discover the research gaps, classify and review
the various ways that IoT and blockchain can be integrated, and also review existing
networks and frameworks for blockchain-IoT and assessment results with a comparison of
various blockchains in IoT devices. There are many EHRs schemes based on blockchain
provided. For example this study [29] designed MedRec, an Ethereum-based medical
data-sharing platform that allows for the decentralized safe integration of medical data
across medical organizations. Nonetheless, to preserve blockchain stability, its consensus
technique PoW requires a high computing load. A design that is similar to this is proposed
in [30]. Xue et al. [31] proposed the MDSM medical blockchain system, which uses an
upgraded DPoS consensus method to reduce node computation burden and improve data
sharing security and efficiency. For COVID-19 pandemic management, smart contracts and
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blockchain were also used [32,33]. The idea of these studies is tracking the tests through
automated medical passports and certificates of immunity.

2.2.2. Blockchain Enabled Searchable Encryption

A blockchain-based symmetric searchable encryption (SSE) system for electronic
medical record sharing was proposed [10] to enhance data searchability. In this case,
SSE with AES will help dynamic searchable symmetric key encryption and address key
sharing problems, but the multi-keyword search cannot be supported [6]. Regarding this,
in [34], a trustworthy and private keyword searchable privacy protection method based
on blockchain is developed, which employs searchable encryption to enable an encrypted
data search. Tian et al. [35] proposed a blockchain privacy protection strategy based on
searchable symmetric encryption, which ensured both sides’ fairness.

However, most techniques only offer single-keyword searches and cannot be used
for file updates, limiting the scheme’s imperfection. The authors of [36] developed a
blockchain-enabled public key encryption system with multi-keyword search (BPKEMS) to
solve these issues, and their approach also enables file updates. However, the security issue
related to using PEKS schemes is a keyword guessing attack (KGA). To address keyword
guessing attack (KGA) issues, the authors of [37] present certificateless searchable public-
key authenticated encryption scheme with a designated tester (CL-dPAEKS). Public-key
Authenticated Encryption with Keyword Search (PAEKS) in [8] provides a different ap-
proach to solve the same problem. Besides that, the authors of [9] present SEPSE to resolve
online and offline keyword guessing and also the single point of failure problem. SEPSE
uses PEKS, which supports key renewal to replace a new key on each key server regularly
to avoid the key compromise. SEPSE is based on threshold blind BLS signature and we
can decrease the computing time for enhanced performance by using ECC encryption
techniques [38].

2.2.3. Blockchain-Based Access Control Schemes

Another research direction looked at how to overcome the access control and privacy
concerns of EHR sharing on the blockchain; when third-party organizations or individuals
other than hospitals or patients attempt to obtain patient data, patient privacy may be
compromised. Recently, the use of ciphertext-policy attribute-based encryption (CP-ABE)
in access control methods for secure data sharing has received a lot of attention. The authors
of [39] proposed BMAC, a Blockchain-based Multi-authority Access Control mechanism
for the secure sharing of EHRs.

Wang et al. [40] suggested an encryption system based on an attribute based on the
smart Ethereum contract. In this method, the data owner is able to distribute data users’
keys which removes the key misuse phenomenon and assures private data protection. To
implement fine-grained access control policies, the authors of [41] introduce a blockchain-
based system for secure mutual authentication, called BSeln. The proposed model includes
a combination of multi-receiver encryption, message authentication code, and attribute
signature. This model provides privacy and security assurances including anonymous
authentication, auditability, and secrecy. On another side, proxy re-encryption (PRE)
supports an efficient fine-grained access control for the patients” data. PRE is an encoding
scheme allowing a third party (proxy) to modify a single party-encoded ciphertext to
decode it by another party approved to do so. In this case, a two-party proxy key allows a
semi-confident intermediate proxy to convert ciphertext, avoiding sender-side decryption
and the re-encryption of data [3].

2.2.4. Blockchain-Based Searchable Encryption and Access Control Schemes

This section presents how searchable encryption and access control can work together.
To obtain strong conceptions of confidentiality, various technologies must be combined.
The integration between PEKS and PRE schemes present in [42] can provide an efficient
EHRs sharing protocol based on two types of blockchain: private blockchain for stored
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data and public blockchain for storing an EHR index. According to this research [35], the
EHR data ciphertext is stored in the cloud, and the EHR data keyword index is stored
on the blockchain. Fine-grained access control of cloud data is achieved via the attribute
encryption approach, and attribute signature technology is employed to validate the
authenticity of the EHR data source. The authors of [43], a new cryptographic primitive
called conjunctive keyword search with designated tester and timing, allowed the proxy re-
encryption method (Re-dtPECK), which is a time-dependent SE scheme. In this scheme, the
duration of time for the delegate to scan and decrypt the delegator’s encrypted documents
can be regulated. This scheme supports conjunctive keyword search and prevents keyword
guessing attacks.

The authors of [44] introduced a blockchain-based attribute-based searchable encryp-
tion scheme with a verifiable ciphertext. The scheme uses the PRE technique to enforce user
attribute revocation when the user’s attributes or the ciphertext access structure need to be
modified, and the authority center is in control of the overall attribute revocation procedure.
However, to securely find keywords on the blockchain consortium, the authors of [45]
use public encryption with the methods of keyword searchable PEKS. In the decoding
phase, proxy re-encryption technology is used to provide secure access to patient data for
third-party users. Besides, the authors of [46] proposed a blockchain-based EHR sharing
protocol that is both secure and private. To achieve data protection, privacy preservation,
and access control are needed. The scheme primarily uses searchable encryption and condi-
tional proxy re-encryption. Finally, to the best of our knowledge, we still need to develop
an efficient sharing EHR protocol using PEKS with PRE schemes based on blockchain to
solve the KGA problem with low computational and communication costs.

3. System Model
3.1. Problem Statement

EHRs are important, sensitive, and private data that must always be kept secure and
available. Intentional or unintended security risks may compromise healthcare systems.
EHRs contain confidential data for medical diagnosis and care, so it must be exchanged
regularly by various parties. If unauthorized people can access patient records then
the data’s confidentiality and availability are compromised. The security goal of the
healthcare industry is to ensure the availability, confidentiality, and integrity of their
services. Besides that, access to EHRs should be restricted to protect the data’s security
and privacy by preventing unauthorized entities from changing the meaning of the EHR.
However, all systems that interact with the patients must respect their privacy and the
data owners (patients) must have full control of their EHRs. Recently, several studies have
proposed blockchain technology as a practical solution that can protect data integrity and
availability but it does not protect data sharing confidentiality since any transaction in the
blockchain is visible to the public [2,47]. Besides, access authorization is needed to protect
the privacy of EHRs and the interoperability can assist patients in managing their EHR
access rights [46,48].

3.2. The Proposed Protocol

The proposed protocol is divided into three phases and each phase relies on the
previous phase as shown in Figure 3.

Phase 1:

Is called the registration phase, this step aims to preserve the patient’s privacy and for
them to gain full access control over her/his data. The input of this step is the real identity
of a patient, and the output is producing the patient’s blockchain address which will be
used asa visit card to avoid the patient’s identity beuing disclosed. In this step, the system
manager produces the pair of patient’s and doctor’s private and public keys. The system
manager also generates the keyword from the key server as the output of this phase.
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Phase 2:

With data storage, the aim is to encrypt EHRs with the patient’s identity and send it
to a private blockchain and encrypt the index of a doctor’s public key using Public Key
encryption with a conjunctive Keyword Searchable (PKES) scheme and send it to a smart
contract in the consortium blockchain. The inputs of this step are the patient’s address and
his/her EHR, and the outputs are storing the encrypted EHRs and the secure encrypted
index.

Phase 3:

With data sharing, the aim is to provide a secure EHR sharing based blockchain for
the data users under the patient’s control; this step receives the trapdoor from the third
party, in which is contained the private key of a patient, and the keyword. The outputs sent
ordered EHRs to the third party and implements proxy re-encryption (PRE) by the system
manager to re-encrypt the index by the patient’s private key after each decryption and to
renew the keyword set after an epoch similar to [9].

BC address Trapdoor ~
Renewal the J System
keyword set manager
% $ 3 Patient's pub key
Patient ﬁ Re-encrypted Index
Conjunctive keyword
+
Patient's ID Doctor's Pub key Doctor's Pri key
J Encrypted Decrypted Daka user
Consortium
6 Index blockchain Index
Doctor Doctor's Pub key Patient's Pri key
En EHR .I
crypted Private Decrypted EHR
blockchain

Figure 3. Overview of the proposed protocol.

3.3. System Model Design
In Table 1, several symbolic notations are presented to ease the following description.

Table 1. Proposed protocol symbolic notations.

Symbolic Description
SM System manager
A System parameter
Up; Patient of the system
U,; User data
Skpi, Pk The pair of patient’s private and public keys
Skg,Pky The pair of doctor’s private and public keys
w Keyword set
cw The ciphertext of the keyword
K; Key server
Q Keyword query
e An epoch (predetermined time frame)
Tg The Trapdoor
Idy Patient’s identity
Cm Encrypted plaintext
Cm Re-encryption plaintext

RK; Re-encryption secure index
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3.3.1. Phase 1: Registration Process

In this phase, firstly, before seeing a doctor, patients must register with the hospital’s
blockchain network, and the system manager provides the patient with an Ethereum
address which is unique and is equal to the visit cards of patients. Secondly, the system
manager produces the pair key (public key, private key) for the patient and the doctor.
Thirdly, the system manager generates new keywords from the key server.

In this step, the preparation of the data samples was made by registering the patients,
doctors, and data users (third parties) to produce the blockchain accounts for them. We use
four entities in the system: medical service provider (doctor), system manager, data owner
(patient) and finally data users (third parties). In this paper, the public key encryption
with conjunctive keyword search features are used to permit any third party to search a
document containing several keywords while using an encryption public key. This phase
runs as follows.

*  KeyGen(A): a security parameter A as an input and a pair of the public and private
keys (Sk,Pk) as an output for a given doctor and patients;

*  PEKS (Pky;, w): a patient public key Pk,; and a selected set of keywords w = (wy,...,
wy) as inputs. The public key of the patient to generate a searchable encryption cw for
w;

*  Trapdoor (Skp;, Q ): The private key of a patient Sk; and the keyword query Q = (Q)y,...,
)) as inputs. The trapdoor Tg is computed for the conjunctive search of a possible
keyword query;

e KeyRenew (w,e): Each key server Kj; (here 2 [1; n]) can update its secret share without
affecting the secret shared by all key servers to produce a new keyword @ . It needs to
be executed only once in an epoch (A period, often known as an epoch, is a definite
and predetermined time frame).

3.3.2. Phase 2: Data Storage

In this step, firstly the doctor produces the encrypted patient’s personal information
and his/her EHRs with the patient’s identity and sent it to the private blockchain which
works as a medical server. Secondly, the doctor encrypts the index with a public key
encryption using the ECDH algorithm and stores it in the smart contract-based consortium
blockchain, then requests the keyword set from the key server and then encrypts the
keyword set and the patient private key. Secondly, the doctor sends the encrypted EHRs to
the private blockchain and the secure index (encrypted keyword and patient’s private key)
is stored in the smart contract-based consortium Ethereum blockchain.

In this phase, the doctor first logs in to the Ethereum blockchain with the patient’s
address. Secondly, the encrypted patient information and his/her EHR with their identity
are stored in a private blockchain. Thirdly, he encrypts the secure index (encrypted keyword
and patient’s private key) with the doctor’s public key using the public-key encryption
algorithm, which is the ECDH algorithm in this case, and stores it in the smart contract-
based consortium Ethereum blockchain. This phase runs the following algorithm:

*  PEKS (Pk, w, IDy; ): Given the patient public key Pk, select a keyword set w = (w1,
wy,..., wy) as input and return it to the patient identity ID,; as a pointer for the EHR's
location in the private blockchain;

*  EncryptEHR (m, Pkp): It takes the patient’s public key Pkj, and plaintext m as an input
and returns ciphertext Cy;

*  Encryptindex(w,Sk,Pk): It takes the keyword set and the patient’s private key and
encrypts it with the patient’s public key then returns the index ciphertext.

3.3.3. Phase 3: Data Sharing

When a data researcher, such as a physician, insurance provider, or some other third
party, uses a certain keyword search and the private key of the patient to create a trapdoor
then the smart contract performs the test algorithm for data retrieval. After the authentic
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EHR ciphertext search is completed by the system manager, the EHR delivers to third-party
users and acts as an aid to proxy re-encryption of the original ciphertext by running the
ReKeyGen algorithms to generate the proxy re-encryption key and re-encrypt the ciphertext
using patient’s public key.

In this phase, firstly, the third party (data user) send sends the request to the Ethereum
smart contract to display the patient’s EHRs using the trapdoor (patient’s private key
+ keyword set). Secondly, the EHRs” index will decrypt and re-encrypt using the ECC
algorithm’s public key of the patient. Thirdly, the original EHRs will be sent to a third party
and the encrypted EHRs index will be restored in the smart contract.

*  Test(c,w, Pk, Tg ): The function inputs are searchable keyword encryption c, a public
key Pk and a trapdoor Tp. If Q is included in cw the server outputs “yes”, otherwise
“ho';

*  ReKeyGen(w, sKy; ,pK;;): The input is the set of keywords from Ksi and the patient’s
private key sK,;. This process generates a secure re-encryption index using the pa-
tient’s public key pKj,;

*  ReEnc(Cy ,RK;) : The function inputs are ciphertext C;;, and re-encryption secure
index (RK;) and the output is a re-encryption ciphertext Co;

e Dec(Cp , Ska): The function inputs are the re-encryption ciphertext C,, and a patient

private key and the output is the plaintext ().

4. Experimental Results

We compared the security features of our proposed protocol to [9,10,42]. The results
are presented in this section. The proposed protocol in [10] has presented a blockchain
paradigm with a secure search using Ethereum smart contracts and a symmetric searchable
encryption, as shown in Table 2. This paradigm also hides the original patient identity
to protect privacy, but it does not provide the patient with access control. A blockchain
concept with ASE is presented in [9]. This study provides an efficient PEKS scheme based
on a blockchain resistance KGA problem with secure data sharing and it ensures the
authentication via employing the smart contract. However, this solution does not ensure
data privacy and does not provide access control mechanisms. Furthermore, this study [49]
presents a system for managing a private blockchain based on personal data that is built
on Hyperledger Fabric. The proposed system provides fine-grained access control via an
access control policy which ensures that any access token expires after a set period of time
and must be refreshed. This system can provide pseudo-anonymity for data owners using
public-key cryptography as identitiers. However, this system does not provide secure
data sharing because it retrieves the requested data from the resource server using the
data pointer without encryption. Moreover, because it does not use searchable encryption
techniques, it does not prevent the KGA problem. Finally, while the proposed protocol
in [42] is comparable to our proposed protocol, which presents a blockchain scheme for
sharing EHR using PEKS and PRE to provide access control, secure searching of data,
authentication and preserving patient privacy using pseudo-anonymity, it does not address
the KGA issue.

The comparison shows that our proposed protocol has more security features than
related schemes [9,10,42,49]. It emphasizes the fact that our protocol achieves the maximum
desired security properties and is more resistant to KGA than related protocols.

The cryptography primitives are implemented in JavaScript on a PC with an Intel CPU
Intel(R) Core (TM) i7-7500U and RAM 8 GB running Windows 10. On Windows 10, Ganache
framework is used to create a private test blockchain. Using the Solidity programming
language, the data are written into smart contracts and embedded in Ethereum. The smart
contracts’ test framework is truffle 5.0.5 and the compiler of solidity is solc 0.5.16. The
Nodejs Web3js package is applied to connect with blockchain smart contracts and evaluate
the execution time (time cost) of the transactions. This is due to the inability of solidity
to compute the required time to publish smart contracts to the blockchain. Nodejs is a
server-side development platform that allows JavaScript to execute. Table 3 shows the
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specific configurations. Figure 4 shows the front-end of the webpage including the patient’s
address and adding an EHR button to save data by a doctor.

Table 2. Comparison of security properties.

Properties [10] [9] [42] [49] Proposed Protocol
Blockchain based v Ve v v v
Access control - - v v v
Secure search v v v - v
Public lfey . v v v v

encryption

Authentication v v v v v
Privacy preservation v - v v v
KGA resistance - v - - v

Table 3. Configurations of Ethereum test blockchain.

Component Description
Operating system Windows 10
CPU Intel(R) Core (TM) i7-7500U CPU @ 2.70 GHz
RAM 8 GB
Program language Solidity & JavaScript & HTML
Solidity compiler Solc 0.5.16
Test framework PTruffle 5.0.5
Interactive platform Web3 1.0.0-beta.55
Ethereum platform Ganache v 5.4

Encrypted EHR based Blockchain

Add patient EHRs

Patient Mame

EHR

display fee

Figure 4. Front-end of our proposed protocol.

In Figure 5, we show the encryption algorithms’ computational time in milliseconds
with a different record size similar to the results of [31]. We varied the record size from
16 bits, 64 bits, 128 bits, 256 bits, to 512 bits and we measured the time of encrypting and
uploading the record to the blockchain. For each record size, we conducted the experiment
five times and next took the average of them. We can see that the greater the record size
length the more computational time needed. The record size depends on the patient and
their information.
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Figure 5. Encryption algorithms’ computational time in milliseconds with different record sizes. We
vary the record size (16 bits, 64 bits, 128 bits, 256 bits, and 512 bits) and measure the time of encrypting
and uploading the record to the blockchain. For each record size, we conduct the experiment 5 times
and take the average.

In Figure 6, we give the encryption algorithms’ computational time in milliseconds
with different records sizes. This time, we varied the key size from 256 bits, 384 bits, to
512 bits and for each size, we measured the time of encrypting and uploading the record
to the blockchain. For each record size, we conducted the experiment five times and
next took the average. We can deduce that the greater the key size length the longer the
computational time is. The key size with a maximum length ensures acceptable protection
against attacks but it needs more computational time.

2

milliseconds
p— :

Computational overhead in
°
W

0

256 Bits 384 Bits 512 Bits

key size

Figure 6. Encryption algorithms’ computational time in milliseconds with different key size. We
vary the key size (256 bits, 384 bits, and 512 bits) and measure the time for encrypting and uploading
the record to the blockchain. For each key size, we conduct the experiment 5 times and next take
the average.

Figure 7 outlines the encryption algorithms’ gas consumption with different record
sizes. We varied the record size (16 bits, 64 bits, 128 bits, 256 bits, and 512 bits) and measured
the consumed gas for uploading the record to the blockchain. For each record size, we
conducted the experiment 5 times and next took the average. We can notice that there is no
big variation of the consumed gas when varying the record size because it is depending on
the operation itself. For example, there is a slight augmentation of consumed gas between
a record with 256 bits compared to a record with 128 bits. Although the record size is



Network 2022, 2

252

doubled, we only need 3.72 - 10~® more gas. The growth of the record size has an impact
on gas consuming similar to the results of [32].

0.007

0.005
0.004
0.002

0

16 bits 64 bits 128 bits 256 bits 512 bits

Record size

Gas consuming

Figure 7. Encryption algorithms” consuming gas in eth with different records sizes. We vary the
record size (16 bits, 64 bits, 128 bits, 256 bits, and 512 bits) and measure the consumed gas for
uploading the record to the blockchain. For each record size, we conduct the experiment 5 times and
next take the average.

Finally, Figure 8 shows the encryption algorithms’ consuming gas in eth with different
key size. We varied the key size from 256 bits, 384 bits, to 512 bits and we measured the
consumed gas for uploading the record to the blockchain. For each key size, we conducted
the experiment five times and next took the average. We can see that there is no effect on
the consumed gas. In fact, the record size to be uploaded to the blockchain is still always
the same.

0.005
0.004

0.003

Gas consuming

0.001

256 384 521

key size

Figure 8. Encryption algorithms’ consuming gas in eth with different key size. We vary the key
size (256 bits, 384 bits, and 512 bits) and measure the consumed gas for uploading the record to the
blockchain. For each key size, we conduct the experiment 5 times and next take the average.

5. Discussion

In the previous section, we explored the function, efficiency, and comparative anal-
yses of our protocol to existing work. The characteristics of the implementation section
includeprivacy preservation, integrity, secure search, authentication, access control, and
KGA defense.

5.1. Our Protocol Ensures EHR Sharing Integrity and Confidentiality

Before sending EHRs to a private blockchain, the doctor encrypts it with the patient’s
public key, the doctor’s public key, and a set of keywords retrieved from the EHR. As a
result, without the patient’s private key and keywords, the ciphertext cannot be decrypted.



Network 2022, 2

253

Under the ECDH assumption, the private key is secure. Furthermore, only the institution
authorized by the patient has access to the data on the private blockchain. In fact, the
system manager uses the public key and keyword of the doctor to construct a re-encryption
key. As a result, the ciphertext can only be decrypted by the intended third party, enhancing
data confidentiality. Furthermore, each block’s signatures ensure data integrity.

5.2. Our Protocol Ensures Access Control

In our proposed protocol, the patient transmits his or her private key along with the
keyword as a trapdoor to enable the third party to query the consortium blockchain using
smart contracts. It is used to find matched keywords that have been encrypted with the
doctor’s public key. As a result, the patient has control over the data search. Meanwhile,
following each EHR request, the system management produces a re-encryption key and
transfers it to a private blockchain for proxy re-encryption. Only an authorized third party
can decrypt the re-encrypted ciphertext in this manner. As a result, the patient has control
over who can access his or her data.

5.3. The Developed Protocol Ensures Authentication

Different nodes and their legality are distinguished by the EHR consortium blockchain
network. The private key of a user and the keyword are used to establish the re-encryption
key. The EHR ciphertext that is saved in a selected place and encrypted with the public
key of a doctor can only be re-encrypted. Furthermore, a specific ciphertext can only be
decrypted by an authorized third party with a patient’s private key and keyword.

5.4. The Developed Protocol Ensures Secure Search

In a consortium blockchain based on smart contracts, the keywords and the patient’s
private key for searching are encrypted by the doctor’s public key. For searching the target
EHR, the third party must obtain a searching trapdoor from the patient. As a result, other
entities cannot see the search keywords or the search result during the third-party search
procedure. Meanwhile, even if the attackers obtain the keyword or the patient’s private
key, they are unable to determine the relationship between the encrypted keyword and the
patient’s private key.

5.5. The Developed Protocol Ensures Privacy Preservation

A user transmits and receives data by using a blockchain account during the data
transmission. The user account in the blockchain is private and cannot be linked to a
real person. As a result, blockchain anonymity has the ability to protect public data from
revealing an entity’s real identity. Furthermore, no information about the patient will be
revealed throughout the keyword search procedure. The private blockchain cannot derive
the patient’s true identity from the EHR’s encrypted text and re-encryption key through
proxy re-encryption.

5.6. The Developed Protocol Ensures KGA Resistance

As previously mentioned, a set of keywords are required to build the secret trapdoor,
and a significant aspect of KGA's success is that the keywords must be selected and
embedded in a small space and chosen from well-known phrases for searching purposes.
This means that the used number of keywords by the user is limited, and many other terms
are considered predetermined. As a result, when the keywords are determined, a user can
request her or his frequently used terms from key servers. Our proposed protocol avoids
the KGA problem by supporting key renewal on each key server, with secret shares on key
servers renewed on a regular basis to prevent key compromise.

6. Conclusions

This paper investigated how to preserve the privacy and security of sharing EHRs
on the two types of blockchain networks. The private blockchain is for storing encrypted
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EHRs and patients’ identities, using a consortium blockchain-based smart contract to store
an encrypted index using public-key encryption by implementing an ECDH algorithm with
a conjunctive keyword search. We examined the performance of the blockchain-based EHR-
sharing protocol in terms of patient access control, integrity, confidentiality, authentication,
secure searches, and the index protection from the KGA problem. We examined the
proposed protocol with different record sizes and with different key encryption sizes
to measure the time computational and gas consumption used. The results show the
growth in record length and key size has a significant impact on the encryption algorithm’s
computational and communication costs. To better understand the benefits and drawbacks
of sharing EHRs in the blockchain, we could benefit from using accurate patient data in
our research but the high costs of deploying our proposed protocol in a real blockchain
environment such as Ethereum constrained our work.
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