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Abstract: This article highlights challenges associated with securing visible light communication
(VLC) systems by using physical layer security (PLS) techniques. Motivated by the achievements
in PLS studies for radio frequency (RF) communication, many PLS techniques for VLC systems
were also rigorously investigated by tailoring the RF techniques to the VLC environment. However,
careful consideration of the inherent differences between RF and VLC systems is still needed. By
disregarding these differences, an eavesdropper could be given an opportunity to wiretap the VLC
systems, even when PLS techniques are employed to protect them. Crucially, the fact that it is often
not possible to know the number and locations of eavesdroppers in real VLC systems may allow
eavesdroppers to devise various cooperative eavesdropping methods. By examining a few examples
of the possible eavesdropper threats that can occur in VLC systems, this article offers novel insights
into the vulnerabilities of state-of-the-art PLS schemes for VLC systems. Although the focus of the
paper is mostly on these weaknesses, some potential solutions are also briefly proposed with a view
to stimulating discourse in the community.

Keywords: physical layer security; visible light communication; beamforming; secrecy capacity;
secrecy outage probability

1. Introduction

Over the past few decades, the acceleration of the development of mobile devices,
such as smart-phones, tablet computers, wearable devices, and Internet of Things devices,
provoked a higher demand for data traffic via wireless communication. However, tradi-
tional radio frequency (RF) communication systems, such as WiFi and cellular networks,
face difficulties in satisfying the requirements of future networks due to the scarcity of RF
spectrum. Thus, there is a need for a new air interface and/or more spectrum to offload
the high volume of wireless traffic. As a possible solution, visible light communication
(VLC) gained considerable popularity in academia and industry. VLC utilizes visible light,
the spectrum of which ranges from 400 THz to 700 THz and is license free; hence, VLC can
be exploited for high-speed indoor wireless communication [1].

VLC offers additional advantages. On the one hand, since visible light cannot penetrate
an opaque wall, a VLC system can offer high security at the physical layer. However, in large
open spaces, such as libraries, open-plan offices, and conference halls, it is still possible for
a malicious user to eavesdrop a VLC transmission. Although an authentication process
similar to Wired Equivalent Privacy (WEP) and WiFi Protected Access (WPA) would be
possible even for a VLC system, such a method imposes large signaling and computational
overhead and was shown to be breakable [2]; thus, it would not be secure.

As one of many network security approaches, physical layer security (PLS) is a set of
techniques that enables a transmitter and a legitimate receiver to securely communicate
by utilizing the randomness of the channel between the transmitter and the receiver [3,4].
PLS can be deemed to be the most secure method of communicating, since security in this
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context is provable (in the information theoretic sense). For example, in a typical wiretap
model, PLS theory intimates that secure communication is possible when the capacity of
the intended communication channel is higher than that of the eavesdropping channel.

In RF systems, various PLS transmission techniques that allow better signal reception
at an intended receiver by utilizing multiple antennas were proposed, and their information-
theoretic security performances were analyzed [5]. Also, motivated by the PLS schemes of
the RF systems, numerous variants of PLS techniques securing indoor VLC systems were also
proposed, such as zero-forcing, robust beamforming, artificial jamming, and light emitting
diode (LED) selection, generalized space shift keying (GSSK) modulation, etc. [6-14]. Yet many
intrinsic characteristics of VLC systems are different from RF systems (e.g., the channel, physical
properties of the transmitting and receiving devices, and the signal constraints). Hence, it is
necessary to take these differences into account when tailoring PLS techniques to VLC systems.
A number of investigations considered these unique properties. For example, [7] studied
the achievable secrecy rates under constraints on the input signal amplitude for single-input
single-output (SISO) and multiple-input single-output (MISO) scenarios and [9] considered
various input signal distributions to increase the secrecy rate.

Fundamental investigations of PLS typically treat a model whereby a single active
jamming device or passive eavesdropper is present in the system, and the location and/or
channel properties associated with the third-party device are assumed to be known. In re-
ality, it may be the case that the locations and number of eavesdropping devices are not
known. Recent studies in [11,12] began to address this scenario, where unknown eaves-
dropper locations are modeled by using tools from stochastic geometry. Furthermore,
VLC eavesdroppers use different receiver architectures than legitimate users in an effort
to intercept the signal. The physical features of the VLC transceiver components enable
the eavesdropper to augment its receiver capability and overcome many of the existing
PLS techniques.

In light of the current state-of-the-art in VLC technology, this article presents several
challenges and open problems in securing indoor VLC systems at the physical layer.
The main goal of this article is to argue that the majority of PLS studies for VLC undertaken
in recent years were considering naive assumptions that excessively favor the system
designer and to offer novel insights into the vulnerabilities of current PLS schemes for
VLC systems. In Section 2, we begin by explaining the fundamental differences in the
security environments in RF and VLC systems. In Section 3, a few examples showing that
an eavesdropper can break existing PLS techniques are examined. We offer thoughts on
future directions and conclusions in Sections 4 and 5, respectively.

2. Differences in RF and VLC Security Environments

PLS can be split into the two main categories. The first is transmitting a message with
a well-designed coding technique that allows appropriate redundancy so that only the
legitimate user can reliably decode the message, while introducing enough randomness
so that an eavesdropper experiences large ambiguity when attempting to decode the
message. The second is generating and distributing a secret key between a transmitter
and an intended user by utilizing the distinct physical characteristics of their reciprocal
channel [3].

The two assumptions that the latter PLS category requires—i.e., the reciprocity and the
uncorrelatedness of the channel—are challenging to achieve in indoor VLC systems. First,
the reciprocity of the channel between a transmitter and a legitimate user’s receiver should
be achieved so that they can extract a secret key from the shared channel state information
(CSI). However, unlike in RF systems where a single antenna can act as a transmitter and a
receiver, in VLC systems, the transmitter and receiver are distinct components, that is, they
consist of an LED and a photodiode (PD), respectively. Hence, the reciprocity can hold only
when the LED and PD are located at the same place or are in very close proximity and the
characteristics of LED and PD for the uplink and downlink are identical. In reality, these are
impractical restrictions for indoor VLC systems. Furthermore, an uplink transmission with
visible light is undesirable, since the light radiating from the user devices would cause a
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visual disturbance to users; thus, RF or infrared communication is typically considered for
the uplink transmissions. For these reasons, sharing a secret key between a transmitter and
a legitimate user by using channel reciprocity is not a natural assumption in VLC systems.

Second, the fact that fading does not exist in VLC systems, since the PD’s detector area
is much larger than the wavelength of visible light, precludes the channel for the intended
link from being uncorrelated with that of the eavesdropper. Therefore, instead of studying
secret key agreement techniques, the majority of existing PLS studies for VLC systems
focused on the former key-less techniques, which require that the legitimate user should
retain a superior channel relative to that of the eavesdropper to achieve a positive secure
transmission rate.

In VLC systems, it might be difficult for a legitimate user to achieve a higher signal-to-
noise ratio (SNR) than that experienced by an eavesdropper, which imposes challenges on
developing PLS techniques. The SNR is typically determined based on the strength of a
received desired signal and noise introduced at a receiving device. Thus, in RF systems, to
facilitate a higher SNR at a legitimate user, a transmitter with multiple antennas can enhance
the strength of the received signal only at a legitimate site by, for example, utilizing beam-
steering transmission, antenna selection, or artificial jamming strategies. An eavesdropper
in RF systems does not have many options to increase its SNR under these PLS transmission
schemes, except to reduce the noise generated in its electronic circuitry and antenna(s),
which is technically limited to some extent. Although an RF eavesdropper with multiple
antennas is capable of increasing its SNR and somewhat reducing the secrecy rate, it was
shown that it is highly challenging to achieve a higher SNR than that of a legitimate user
when suitable multiantenna techniques are employed [15].

In VLC systems, considering the channel model of visible light in [16], the eaves-
dropper can significantly augment its receiver capability by implementing possible device
modifications, such as increasing the area of the PD, adopting a high-gain optical lens,
and accurately adjusting the receiver’s orientation toward the LED transmitter. The le-
gitimate user can also increase its receiver sensitivity using these methods. However,
the legitimate user must consider different constraints on hardware requirements, user
convenience, communication efficiency, etc., of various applications, which limit the gain
of the legitimate user. On the other hand, eavesdroppers can ignore these issues, since
its primary goal is eavesdropping. Moreover, the LED transmitters should be spatially
distributed over the ceiling to illuminate the entire room evenly. This system design require-
ment enables the eavesdropper to selectively receive a light signal being emitted from a
particular LED by modifying its receiver’s field-of-view (FoV) and adjusting its orientation,
avoiding beamforming and jamming interference, which will be discussed in more detail
in Section 3.2. Thus, in PLS-enabled VLC systems, an eavesdropper with an additional
improvement and/or modification on its receiver architecture may be able to achieve a
higher SNR than the legitimate user.

Overall, the differences in the security environments between RF and VLC systems,
summarized in Table 1, impose an additional challenge to secure the VLC transmission.
Most of the previous PLS studies for VLC systems proposed various transmission tech-
niques and verified their excellent secure communication performance. However, if the
eavesdroppers attempt more intelligent approaches to enhance reception, state-of-the-art
PLS techniques can be easily avoided and secure communication performance could be
degraded significantly.
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Table 1. Differences in security environments between radio frequency (RF) and visible light commu-
nication (VLC) systems.

Channel Properties Communication Devices PLS Techniques
. . . . . Key-Less Secret Key
Reciprocity ~ Uncorrelatedness Fading Transmitter Receiver Transmission Sharing
RF O O O Antenna Antenna Feasible Feasible
VLC X X X LED Photodiode Feasible Infeasible

3. Vulnerabilities of Physical Layer Security in VLC Systems

We now present a few examples to more clearly explain possible vulnerabilities of
existing PLS schemes in VLC systems. Specifically, we study three examples showing that
well-known PLS transmission techniques—i.e., beamforming, artificial jamming, and LED
selection—can be overcome by artful eavesdropper behavior.

In PLS theories, the secrecy capacity C; is a fundamental metric relating to the max-
imum rate a transmitter can send to satisfy the reliability and secrecy [3]. The secrecy
capacity is defined as

Ce = max(I(X;Y) ~1(X; 2))) ©)

X

where [(-; ) denotes the mutual information. Also, px is the input distribution on the trans-
mitted signal X at the transmitter, and Y and Z denote the signals observed at the legitimate
user and the eavesdropper, respectively. On the other hand, when the instantaneous CSI of
an eavesdropper is not available at the transmitter, while only its statistical information
is possible, a secrecy outage probability (SOP) is used as a primary security performance
metric instead of the secrecy capacity [17]. The SOP is defined as the likelihood that the
instantaneous secrecy capacity Cs is less than a threshold value Cy,, i.e., PsO = P(Cs < Cy,).
Since this paper discusses the secrecy performance in the presence of a passive eavesdrop-
per whose CSI is assumed to be unavailable at the transmitter, we utilize the SOP (with
setting Cy, = 0) to measure the secrecy performance in the following subsections.

3.1. Beamforming

Beamforming strategies are popular methods to improve the secrecy performance in
RF systems. The transmitters take the CSI of receivers into account in transmitting the
information signals such that the waveforms reach only the UE sites with a high SNR,
while suppressing the information signals elsewhere, especially at electron device (ED)
sites [18]. Various beamforming approaches were also rigorously proposed and studied
for VLC systems to increase secrecy by tailoring RF beamforming to VLC environments;
however, the VLC beamforming schemes retain weak points that an ED might exploit. This
section explains the VLC beamforming’s weakness in the simultaneous presence of active
and passive EDs by explaining the ZF (zero-forcing) beamforming [6] as an example.

ZF precoding is a well-known and practical PLS transmission technique in VLC sys-
tems that eliminates information reception at an unintended user by carefully designing
the precoding matrix. ZF was shown to effectively decouple a legitimate user from possible
malicious users and significantly improve various security measures. More specifically,
according to [6], the precoding matrix can be designed to lie in the nullspace of the eaves-
dropper’s channel. In this case, multiple LED transmitters multiply a data signal by the
precoding matrix before transmitting, which can force the reception of the unintended user
to zero. Therefore, the achievable secure communication rate under ZF can be almost equal
to the achievable rate of the intended user’s point-to-point channel.

However, ZF has limitations with regard to feasibility and performance. First, due to
intrinsic condition that the LED transmitters have to retain the CSI of both the legitimate
user and malicious users, ZF cannot cope with the threat of unknown passive eavesdroppers
(i.e., their CSI is not known to LEDs), which limits the practical use of this approach.
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Second, ZF can make the VLC system more vulnerable when passive eavesdroppers
are present together with an active eavesdropper whose CSI is known, as illustrated in the
example in Figure 1. The figure shows the SNRs according to the receiver location when ZF
is adopted. A 10 x 10 transmitter array is assumed to consist of uniformly distributed LEDs
on a square lattice in a room of dimension 20 x 20 m2. One legitimate user and one active
eavesdropper are assumed to be present. These receivers are marked with blue and green
dots in the figure. Also, multiple passive eavesdroppers are assumed to be distributed
according to a Poisson point process (PPP) with the density Ag.

10m SNR (dB)
| c— 5”
. The SNR in this area is higher
: than the intended user. .
4
4
2 e 4120
~
E 0 2
= The active
5 eavesdropper ) 0
The legitimate user
-4
-6 '
-8
-10
-10 -5 0 5 10

X (m)

Figure 1. SNR according to receiver locations when zero-forcing (ZF) precoding is utilized.
The 10 x 10 transmitter array consists of LEDs that are uniformly distributed on a square lattice
in a room of 20 x 20 m?.

In Figure 1, even when the active eavesdropper is located close to the legitimate
user, ZF effectively minimizes the information reception at the active eavesdropper site
by utilizing precoding. From this result, ZF appears to secure the transmission against
the eavesdropper. However, from the perspective of the passive randomly located eaves-
droppers, as shown in Figure 1, it is possible to achieve a higher SNR than the legitimate
user. Note that if any passive eavesdropper is located in the dashed area in Figure 1, it can
achieve a higher SNR than the legitimate user. Although ZF precoding can minimize the
SNR at the active eavesdropper site, ZF precoding for the nearby eavesdropper expands the
dashed area in which the SNR is higher than that of the legitimate user. This vulnerability
comes from the fact that the ZF design purely aims at forcing the active eavesdropper’s
SNR to zero without consideration for the legitimate user’s SNR (or, indeed, SNRs of other
unknown receivers in the area).

Figure 2 verifies the vulnerability of ZF by depicting the secure outage probability
(SOP) as a function of the distance between the legitimate user and the active eavesdropper.
Note that a secure outage occurs only when one or more passive eavesdroppers can decode
the transmitted message; while the SNR of the active eavesdropper is minimized by the ZF
precoder. As the active eavesdropper approaches the legitimate user, the SOP increases,
indicating that ZF precoding presents more wiretap opportunities to passive eavesdroppers
located in the region.

Our recent work [13] proposed an enhanced ZF beamforming scheme to mitigate
the weakness from the presence of active and passive eavesdroppers; however, it cannot
entirely eliminate the dashed area in which the eavesdroppers can achieve higher SNR.
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To the author’s best knowledge, this weakness is inevitable due to the VLC’s intrinsic
characteristics that fading does not exist and that a received SNR mainly depends on the
geometric properties of the transmitter and receiver.

o
S

o
©

Secrecy Outage Probability (SOP)
o S5 o7 o o ©
N w e (6] [} ~

o
e

o

1 1 1 \ -
0.5 1 15 2 25 3 3.5 4 4.5 5 5.5
Distance between the leigimate user and the active eavesdropper

Figure 2. Secure outage probability (SOP) plotted as a function of distance between legitimate user
and active eavesdropper for different densities (Ar) of passive eavesdroppers.

3.2. Artificial Jamming

In reality, since an eavesdropper should escape the vigilance of a legitimate user or a
network manager, it should strive for concealment while eavesdropping the transmission.
However, since the channel gain in VLC systems largely depends on the distance between
the transmitter and the receiver, the eavesdropper must be located in close proximity to
the LED transmitter that serves the target user, thus risking being detected. Alternatively,
the eavesdropper can augment its receiver sensitivity by, for example, increasing an area
of its PD, adopting a high-gain optical lens, or directing its orientation toward the LED
transmitter. These modifications can allow the eavesdropper to achieve a higher SNR
even when located at a significant distance from the target user. For example, in [19],
a telescope was used to increase the gain of the receiver in an experimental test, and the VLC
transmission was successfully eavesdropped a large distance from the transmitter. On the
other hand, to cope with an eavesdropper equipped with a better receiver than the intended
user, various artificial jamming strategies for VLC systems were proposed [8,9,11,20].
The jamming strategy was shown to be a powerful and practical approach to secure VLC
systems, particularly against eavesdroppers with enhanced receiver architectures, since it
would be impossible to distinguish between the information and jamming signals.

On the other hand, two intrinsic properties of VLC systems enable eavesdroppers to
overcome the jamming strategy. The first is that the multiple LED transmitters must be
spatially distributed to illuminate the entire room evenly within the lighting standards,
and the second is that the channel gain in VLC systems largely depends on the distance
between the transmitter and the receiver. These two properties lead the jamming strate-
gies to perform in a way that the LEDs near to the intended user emit the information,
while the distant LEDs emit the jamming signals [11]. In other words, unlike RF systems,
the eavesdropper can anticipate which LED performs as either an information transmitter
or a jammer, and selectively receives only the information signal, excluding the jamming
signals, by narrowing the receiver FoV and accurately aligning the receiver’s orientation
toward the target LED transmitter. Note that, in RF systems, multiple antennas being
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positioned at the same location simultaneously emit the information and jamming signals,
which contrasts significantly with the VLC case.

Figure 3 illustrates an example that an eavesdropper narrows its FoV and attempts to
wiretap an information-bearing signal while minimizing the reception of jamming signals.
In the figure, Ny LEDs are assumed to be uniformly distributed on a square lattice in a
room of 20 x 20 m?, and one legitimate user and one eavesdropper are supposed to be
positioned in the region. The nearest LED to the legitimate user is chosen to transmit the
information-bearing signal, while all the other LEDs act as jammers. Also, it is assumed
that the transmitters know the CSI of both the intended and malicious users. According
to [8], the jammers obtain the precoding matrix by designing an optimization problem
that maximizes the jamming signal reception at the eavesdropper while aligning it to
the null space of the legitimate user’s channel. Then, the jammers multiply a random
noise signal by the precoding matrix and transmit it to hinder information reception at the
eavesdropper site.

Information LED
(The nearest to
the legitimate user)

s e v e oaauoe oo e o

s e o e 2 e e o g

=
/@ (=] [=) [=] [=)
(=] [=) (=] (=] (=] (=) (=]
(=] [=) (=] S (=] = =) (=]
(=) [=) (=] '9 (=)

(=] (=] 'Q < (=) ;279
The small sight
of the eavesdropper
Eavefsdfopper > Legitimate
X User

[," o ; The PD’s orientation is accurately
\ ,l’\'\ ! adjusted toward the information LED

" Narrow FoV

Figure 3. An example of VLC systems with a jamming strategy, where electron device (ED) is
equipped with a narrow field-of-view (FoV) photodiode (PD), oriented directly toward information
LED transmitter.

Figure 4 shows the results from numerical experiments that simulate the signal-to-
interference-plus-noise ratio (SINR) for the scenario explained in Figure 3. Figure 4a shows
the SINR as a function of the distance between the legitimate user and the eavesdropper
for different eavesdropper FoVs (¥g). We note that the eavesdropper with a narrow FoV
can effectively exclude the jamming signals and achieve a higher SINR than the legitimate
user when the eavesdropper is located not too far from the legitimate user. According to
the VLC channel gain model [16], a receiver equipped with an optical concentration lens
with a narrower FoV would yield a better receiver sensitivity. Therefore, the eavesdropper
can achieve a higher SINR than the legitimate user to exclude the jamming signal even at a
further distance. Also, Figure 4a shows that as the FoV becomes narrower, the eavesdropper
can exclude the jamming signal at a further distance. For example, the eavesdropper with
Yg = 15° should be within 1.4 m of the legitimate user to exclude the effects of the
jamming signal. But, an eavesdropper with a narrower FoV, e.g., Y = 5°, can wiretap the
transmission as far as 5.4 m from the legitimate user. In contrast, when the eavesdropper
fails to exclude the jamming signals due to the extended sight of its PD, the eavesdropper’s
SINR suddenly drops.
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(b)
Figure 4. SINR according to distance between legitimate user and eavesdropper, who are located
at center of room and (dg, dg), respectively. Np LED transmitters are assumed to be uniformly
distributed on a square lattice in room of 20 x 20 m?. FoV of eavesdropper is denoted by ¥.
Nt =10 x 10 is used for (a), and ¥ = 10° is used for (b).

On the other hand, Figure 4b gives an insight into how one might cope with an
eavesdropper with a narrow FoV. The figure shows the SINR for the different numbers
of transmitters as a function of the distance between the legitimate user and the eaves-
dropper. Note that, to maintain a constant level of illumination (even with different
numbers of LEDs), we fix the total optical power emitted from the LED array by reducing
or increasing the optical power of each LED for the different sets of results. As the num-
ber of LEDs increases within a fixed geometry, the distances among the LEDs decrease,
which allows the information transmitter and the jammer to be located closer to each
other. Therefore, it would be more difficult for the eavesdropper to exclude the jamming
signal by using its narrow FoV receiver. More specifically, as shown in the figure, when
N1 =7 x 7 and the nearest distance between the information transmitter and the jammers
is 2.86 m, the eavesdropper with ¥Yg = 10° can wiretap the information as long as it is
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positioned within 4.8 m of the legitimate user; yet, when the LED array size is increased to
Nt = 15 x 15, the eavesdropper must be positioned within 3.4 m of the legitimate user
to intercept the signal (i.e., to achieve a higher SINR). The nonmonotonic results for the
long distances between the legitimate user and the eavesdropper are due to the design of
the jamming precoding strategy, which is optimized such that the eavesdropper that has
the same receiver properties as the legitimate user experiences a high degree of jamming.
However, for an eavesdropper with different receiver properties—i.e., narrow FoV aligned
with the information LED—jamming is not optimized and instead depends upon geometric
factors related to the eavesdropper position relative to the neighboring LEDs.

3.3. Cooperative Eavesdroppers in Multiuser VLC Systems

VLC offers the option of dense spatial reuse due to the fact that visible light cannot
penetrate an opaque wall and decays quickly with distance. These features enable VLC
systems to serve many users simultaneously with high data rates and short time delays. Thus,
various PLS transmission techniques for multiuser VLC systems were proposed [21,22]. These
works have shown that the PLS can effectively secure VLC transmissions in the presence of
either active or passive eavesdroppers under certain conditions.

However, in multiuser VLC systems in large open spaces, it would be challenging
to distinguish between legitimate and malicious users and would also be impractical to
impose on the number and type of eavesdroppers. Moreover, in a public area, it may be
too lenient to issue access authority to network users. These properties of multiuser VLC
systems lead us to expect an eavesdropping scenario that a malicious user can legitimately
access the network and cooperate with other passive (not registered) eavesdroppers to
wiretap the information-bearing signal more efficiently. Here, we will look into such a
scenario whereby registered and passive eavesdroppers cooperate.

Figure 5 shows an example of the VLC system in question, in which registered and
passive eavesdroppers are present. Since the nearest LED is typically assumed to serve the
mobile VLC user to maximize the rate of the communication link [10], it is assumed here
that LED cooperation does not take place. Thus, registered users, including the legitimate
user and the registered eavesdropper, would be served by their nearest LEDs, i.e., LEDy
and LEDg, respectively. Also, a few passive eavesdroppers are assumed to be distributed
according to a PPP with density Ar around LEDy to wiretap the transmission from LEDy
to the legitimate user. The registered and passive eavesdroppers can cooperate in the
following way. Before and while LEDy communicates to the legitimate user employing a
wiretap coding scheme, the registered eavesdropper induces its serving transmitter LEDg
to emit a promised signal. Note that this is possible since the registered eavesdropper has
the legitimate right to access the network. The promised signal, which is a waveform
modulated from any data bits, e.g., a string of random binary numbers, is already disclosed
to other passive eavesdroppers and saved in a remote server/node to be requested by the
registered eavesdropper. At the same time, the passive eavesdroppers attempt to wiretap
the signal being transmitted from LEDy; to the legitimate user. Here, since the promised
signal, which is supposed to interfere with the signal reception of the desired information, is
already known to the passive eavesdroppers, they can cancel the interference to extract only
the information component. Note that since the legitimate user does not know the promised
signal, the signal coming from LEDg can interfere with the communication between LEDy
and the legitimate user, i.e., it acts like a jamming signal. Therefore, the promised signal
can reduce the SINR of the legitimate user while not affecting the passive eavesdroppers.

Figure 6 shows the SOP for different passive eavesdropper densities (Ar) as a func-
tion of the distance between the legitimate user and the registered eavesdropper. Here,
the legitimate user is assumed to be located below its serving LED, i.e., LEDy. When there
is no cooperation among the eavesdroppers, the legitimate user can achieve the highest
SINR compared to the eavesdroppers. Thus, as shown in the figure, the SOP without
eavesdropper cooperation is zero regardless of Ar. However, when the eavesdroppers
cooperate, the promised signal being emitted from LEDg, interferes with the transmission
from LEDy to the legitimate user, which results in a decrease of the legitimate user’s
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SINR; hence, an outage can occur. Moreover, as the registered eavesdropper approaches
the legitimate user, its serving LED changes to an LED located closer to the legitimate
user, which increases the received power of the promised signal at the legitimate user site;
thus, the SOP increases. Note that the LED transmitters are discrete; thus, the SOP with
the eavesdroppers’ cooperation shows cascading increases. This result verifies that even
when the legitimate user is located at nearest place to its serving LED and is expected
to retain the highest SNR among multiple users, the cooperation between registered and

passive eavesdroppers can weaken the legitimate user’s reception and effectively wiretap
the VLC transmission.

LEDy LEDg

A P P

Information signal
from LEDy;

Passive Eavesdroppers

/’ RS Registered Eavesdropper

a’,\ 7

a Legitimate User

Figure 5. An example of a VLC system operating in presence of both registered and passive eaves-
droppers.
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Figure 6. SOP for different densities of passive eavesdroppers (Ar) plotted as a function of distance
between legitimate user and registered eavesdropper when registered and passive eavesdroppers
cooperate. Ny = 10 x 10 LED transmitters are assumed to be uniformly distributed on a square
lattice in a room of dimension 20 x 20 m?.

4. Future Directions

We discussed the challenges in securing VLC systems using PLS, explaining that
entirely securing VLC transmissions via PLS without knowing the locations and receiver
characteristics of passive eavesdroppers may not be guaranteed. Notably, it appears
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obscure to devise a realistic way to prevent the jamming attack created by the legitimately
registered eavesdropper of Section 3.3, except for limiting the number of concurrent users
to one. However, this would immensely decrease the spatial efficiency of the VLC systems.
Nevertheless, the advantages of PLS that significantly complement the security of higher
layers must be exploited in forthcoming VLC systems. Therefore, in what follows, we
provide potential (although not perfect) guidelines for improving and designing PLS
schemes for VLC systems.

First, for indoor VLC systems, the users’ behaviors and the room layout can be
examined with a view to predict the possible (but not exact) locations of the eavesdroppers.
For example, considering typical behaviors of office workers in which they mostly work
sitting at desks, the probable and approximate locations of the mobile devices are near
to the desks rather than in the aisle or the rest area. This anticipation for the locations of
eavesdroppers can be mathematically modeled by using tools from stochastic geometry,
e.g., inhomogeneous PPP, which can provide additional hints to design and optimize
the secrecy metric of PLS schemes in the presence of unknown passive eavesdroppers.
For example, ZF precoding in Section 3—A can be improved by considering the statistical
locations of the passive eavesdroppers to reduce the SNR in the area that the passive
eavesdroppers are highly likely to be located.

Second, to combat the augmented eavesdroppers, jamming is still an advantageous
approach since the eavesdroppers, even with powerful receiver architectures, cannot ex-
tract the information component from the received signal in the presence of randomized
jamming signals. In contrast, jamming signals can be designed such that they lie in the null
space of the legitimate user’s channel so as not to disturb information reception. Therefore,
improving beyond the traditional jamming strategies, transmitting the information and
jamming signals at very closely located LEDs, as discussed in Section 3.2, or randomly
choosing the information transmitter and jammers, disregarding the location of the legiti-
mate user, can be possible strategies. The first approach can further improve by forcing both
information and jamming signals to be emitted from a single LED by splitting its transmit
power into two components. However, this would sacrifice the SINR of the legitimate user.
Besides, with the latter approach, i.e., transmitter hopping, the information reception at the
legitimate user may be weakened due to the increase of the distances from the information
LEDs; thus, appropriate beamforming strategies with multiple LEDs should supplement
the signal strength at the legitimate user. In addition, it is also possible to utilize intelligent
reflecting surfaces (IRS) for VLC [23] to enhance jamming strategies since eavesdroppers
cannot know which element of programmable metasurfaces or mirror arrays of IRS emits
the information or jamming signals, respectively.

Third, VLC is viewed as a complementary technology to other RF wireless commu-
nication technologies, such as Wi-Fi, mobile networks, mmWave communications, etc.,
rather than a RF replacement. Hence, both technologies are likely to be combined in a
single device to meet the demand for future wireless applications. In this sense, the combi-
nation of VLC and RF may significantly enhance secrecy performances by exploiting the
inherently different characteristics of RF and VLC channels. More specifically, VLC may
promise a very high secrecy capacity when employing an appropriate transmission scheme,
while it is entirely subject to a favorable location of a UE concerning an ED. On the other
hand, regardless of the receiver locations, RF may not ensure a required secrecy capacity
in indoor environments due to shadowing and multipath fading, while it can facilitate
uncorrelated transmissions. Utilizing the intrinsically different VLC and RF channels may
enable finding an optimal solution that can always provide consumers with an adequate
secrecy performance. For example, based on a given communication configuration, it
would be possible to make an optimal choice between transmitting a secrecy key by using
a keyless PLS scheme of VLC and generating and distributing a secret key by utilizing the
distinct channel characteristics of the transmitter’s and UE’s reciprocal RF channel.
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5. Conclusions

This article argued that existing physical layer security (PLS) techniques for visible
light communication (VLC) systems are still susceptible to various eavesdropping attacks.
We showed that, in contrast to radio frequency (RF) systems, the design features of VLC
systems and the inherent characteristics of the VLC transceiver components enable the
eavesdropper to improve its wiretapping capability and overcome several existing PLS
strategies. Furthermore, the presence of active (or registered) and passive eavesdroppers
was shown to be a security threat that a VLC system designer must seek to mitigate. To pro-
vide secure transmission for the legitimate user, it is necessary to clearly understand and
utilize VLC and RF systems’ intrinsic characteristics and improve/develop PLS techniques
that can cope with any intelligent attempts that eavesdroppers may make.

Moreover, VLC is viewed as a complementary technology to other RF wireless com-
munication technologies, such as Wi-Fi, mobile networks, mmWave communications, etc.,
rather than a replacement of others. Hence, both technologies are likely to be synergis-
tically combined in a single device to meet the demand for future wireless applications.
In this sense, combining VLC and RF and simultaneously exploiting the inherently different
characteristics of RF and VLC channels may significantly enhance secrecy performances.
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Abbreviations

The following abbreviations are used in this manuscript:
VLC Visible Light Communication

PLS Physical Layer Security

RF Radio Frequency

WEP  Wired Equivalent Privacy

WPA  WiFi Protected Access

LED Light Emitting Diode

SISO  Single-Input Single-Output

MISO  Multiple-Input Single-Output

CSI Channel State Information

PPP Poisson Point Process

SNR Signal-to-Noise Ratio

SINR  Signal-to-Interference-plus-Noise Ratio
SOP  Secrecy Outage Probability

FoV Field-of-View

ZF Zero-Forcing
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