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Abstract

:

Bluetooth low energy (BLE)-based location service technology has become one of the fastest growing applications for Bluetooth. Received signal strength (RSS) is often used in localization techniques for ranging or location fingerprinting. However, RSS-based localization solutions have poor performance in multipath environments. In this paper, we present a measurement system designed using multiple ESP32 BLE modules and the Bluetooth mesh networking technology, which is capable of exploiting the space, time, and frequency diversities in measurements. To enable channel-aware multi-device RSS measurements, we also designed a communication protocol to associate channel ID information to advertising messages. Based on channel measurement and analysis, we demonstrate that with a six-receiver configuration and space-time-frequency diversity combining, we can significantly reduce the residual linear regression fitting errors in path loss models. Such a reduction leads to more accurately correlating RSS measurements to the distance between the transmitter and receiver devices and thus to achieving improved performance with the RSS-based localization techniques. More importantly, the reduction in the fitting errors is achieved without differentiating the three advertising channels, making it possible to conveniently implement the proposed six-receiver configuration using commercially available BLE devices and the standard Bluetooth mesh networking protocol stack.
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1. Introduction


Bluetooth low energy (BLE) was released as a part of the Bluetooth 4.0 standard in 2010. With its inherent power efficiency, BLE is ideally suited for applications requiring short bursts of wireless transmission over long term, low power, low data rate operations. As a result, BLE has become a premier short-range wireless connectivity technology for consumer mobile devices as well as for the emerging Internet of Things (IoT) developments for a wide range of applications [1,2,3,4]. In the past few years, the BLE-based location service technology has become one of the fastest growing applications for Bluetooth. Industry forecasts now predict that over 400 million products in the Bluetooth location services area will be shipping per year by 2022 [3].



The success of BLE for location services is due in part to several new features that are enabled by the standard, including low-power beacons and fast scanning of advertisement packets. The new features have effectively addressed technical limitations of the Bluetooth Classic and offer some advantages over the more prevalent Wi-Fi-based solutions [5]. In addition, BLE is intended to provide considerably reduced power consumption and cost than the Bluetooth Classic while maintaining a similar communication range. The standard permits devices to implement either or both BLE and Bluetooth Classic subsystems. Thus, it is convenient to have location service-specific systems designed using BLE and to adjust the deployment density and complexity to meet location service requirements. In contrast, when location services are designed as an add-on feature of an existing system such as Wi-Fi, system design and deployment will be constrained to meet the primary application requirements of the existing system. For example, BLE beacons are not constrained to provide uniform communication coverage, while Wi-Fi access points are deployed primarily for wireless communication with minimal coverage overlap [5].



In general, BLE localization solutions are designed based on the same principles as being used by the Wi-Fi-based systems. When two BLE devices are within the range of direct wireless communication, received signal strength (RSS) measurements at the physical layer can be used to estimate the distance or proximity between the two devices [6,7]. Such a capability can be used to develop location services involving only two BLE devices. For example, in item finding solutions, small, battery-powered BLE tags are attached to objects that may be easily misplaced such as keys and wallet, and then one can use a smartphone to listen for the beacon signals coming from the tags, measure RSS, estimate distance, and finally locate the item [3]. In some other applications, many BLE devices need to be deployed throughout the operating environment to provide a more sophisticated infrastructure support for location services. Current systems can typically provide meter-level accuracies (about 1 to 10 m), while the exact accuracy in a specific application scenario depends on the deployment density of the infrastructure devices and the characteristics of the operating environment [3,5].



Radio signals have an attenuation rate of 20 dB per decade of distance when propagating in free space [8], which makes it straightforward to estimate the distance from transmitter to receiver by measuring RSS. However, in multipath environments, instantaneous measurements of radio signal RSS suffer from random fluctuations due to the combined effects of path loss, shadowing, and small-scale fading. As a result, radio signal RSS-based localization solutions have poor performance in multipath environments. In addition, BLE signals are more susceptible to small-scale fading effects than Wi-Fi signals due to the narrower signal bandwidth of BLE. The BLE and Wi-Fi systems both operate in the unlicensed ISM band at 2.4 GHz, but with different channel bandwidth. BLE systems transmit signals over 2 MHz-wide channels, while the channel bandwidth of Wi-Fi is 20 MHz. Furthermore, BLE location service solutions depend on the RSS measurements on three widely spaced advertising channels that may be associated with different gains and multipath fading effects [5]. The RSS measurement data of BLE without channel information may statistically follow a multimodel distribution, making it hard to model the distance-power relation accurately. Thus, the research presented in this paper is formulated with two main objectives:




	
Experimentally study RSS measurements using BLE devices to better understand the key factors that may impact the performance of BLE localization systems, including small-scale fading effects with BLE signals and channel model differences among widely spaced advertising channels, and



	
Explore new design techniques by exploiting the unique features of BLE systems to improve the performance of the RSS-based BLE localization solutions, including time-frequency diversity offered by three widely spaced advertising channels and the Bluetooth mesh networking technology.








To accomplish these objectives, in this research, we designed a RSS measurement system using multiple ESP32 BLE modules and the Bluetooth mesh networking technology, which is capable of exploiting the space, time, and frequency diversities in measurements. We have also designed a communication protocol to associate channel ID information to advertising messages to enable channel-aware multi-device RSS measurements. Such a custom designed communication protocol is necessary in this research since standard BLE devices do not report which advertising channel is used for publishing a specific message. In this paper, based on channel measurement and analysis, we demonstrate that small-scale fading effects introduce large random variations in RSS measurements, making RSS unreliable for localization purposes. Therefore, we proposed a six-receiver configuration and space-time-frequency diversity combining scheme, which can be used to more accurately correlate RSS measurements to the distance between transmitter and receiver, and thus to achieve improved performance with the RSS-based localization techniques.



Performance improvements of the six-receiver configuration and diversity combining scheme, as compared to the conventional single receiver system, are studied by comparing the empirical path loss models derived from measurement data. More importantly, we show with the measurement and modeling results that the reduction in the fitting errors is achieved without differentiating the three advertising channels. Thus, it is possible to conveniently implement the proposed six-receiver configuration using commercially available BLE devices and the standard Bluetooth mesh networking protocol stack without the need to decode the channel ID information from received messages. Additionally, such a system can be easily converted to a Bluetooth mesh network-based localization system. Due to the multi-hop wireless mesh networking nature of the system, it is especially convenient to cover a large space with different topologies. In summary, the major contributions of this paper are listed below:




	
We have presented a general framework for experimentally characterizing RSS measurements using the Bluetooth mesh network-based measurement system. We have presented design details of the proposed measurement system in terms of system architecture, hardware design, and communication protocols.



	
We have proposed a six-receiver configuration and a space-time-frequency diversity combining scheme to reduce the residual linear regression fitting errors in path loss models. Such a reduction can lead to more accurate range or location estimation based on RSS measurements, which is fundamentally important for localization.








The rest of the paper is organized as follows. In Section 2, we present a brief review of several related papers in the literature. Impacts of radio propagation channel characteristics on RSS measurements are discussed in Section 3. Then, we present the measurement system that we developed for this research in Section 4, followed by the results and analysis in Section 5. Finally, the paper is closed with a summary and conclusions in Section 6.




2. Related Works


In the past two decades, there have been tremendous efforts in research and development of wireless localization solutions due to proliferation of various mobile computing devices and ever-increasing demand for location-based services in indoor and urban environments where GPS could not provide sufficient coverage and accuracy. Many existing solutions depend on measurement of radio signal RSS, which is mainly due to the fact that RSS measurements are readily available on most of the commercial off-the-shelf wireless devices. Comprehensive surveys of localization techniques are available in many references such as [9,10,11,12,13]. Several closely related papers are reviewed briefly in the following.



The paper [5] presented a study of location fingerprinting method using BLE beacons. Location fingerprinting does not depend on the modeling of radio propagation channels, but it requires extensive site surveys to construct the database of location signatures in the form of the RSS of available BLE beacon signals. The authors demonstrated through measurement and analysis that the use of three widely spaced but narrowband advertising channels leads to severe RSS variations if the channel number is not available. To mitigate multipath fading effects, the authors applied frame-based processing on a sequence of RSS measurements that are collected over a window of time. The authors studied the effects of beacon density, transmit power, and transmit frequency on the performance of location fingerprinting methods. The authors also presented a detailed analysis of the advantages and disadvantages of BLE and Wi-Fi for localization applications.



The paper [14] presents RSS measurement results and path loss models in four different environments. Three BLE advertisement channels are modelled separately and the interfering effects are explained using channel spectrum masks of the Wi-Fi and BLE systems. It is concluded that the BLE channel 39 has the least possible amount of interference from Wi-Fi because it has the least amount of overlap with Wi-Fi channels. The paper [15] presents a BLE-based indoor positioning system that takes advantage of frequency diversity offered by three BLE advertisement channels. Given three RSS measurement data received in a quick succession from three advertisement channels, three diversity combining schemes are used in the paper, including max, mean, and maximum ratio combining (MRC). Effects of the combining schemes are compared using measurement data. Paper [16] presents an indoor positioning method that depends on deriving a path loss model for each of the three advertisement channels. It is shown that linear regression over one single channels results in smaller residue variance, which in turn can effectively improve positioning performance.



The paper [17] demonstrates that averaging RSS measurements over multiple RF channels can significantly reduce random variations in the data, which can improve the RSS-based ranging accuracy. Such a multichannel averaging approach effectively exploits frequency diversity in the data to counter the effects of small-scale multipath fading. IEEE 802.15.4 transceivers are used to experimentally validate the performance. It is also shown that averaging over 6 channels has comparable performance as with 16 channels. The paper [18] presents measurement and modeling results of Wi-Fi signal path loss models in several office environments. The chi-square goodness-of-fit test is used to validate the normality assumption of the path loss and shadowing models. Empirical results are also compared with a deterministic two-ray model. It is concluded that the log-distance path loss and log-normal shadowing models fit well with the measurement data.




3. Radio Channel Characteristics and Models


RSS measurements are mainly used in two different approaches for localization, including ranging and location fingerprinting [6,10,12,13,17]. With the ranging approach, RSS measurements are used to estimate the distance between radio transceivers based on a pre-determined radio signal path loss model. Then, the distance estimation is used to estimate location through the trilateration method. In contrast, with the location fingerprinting approach, RSS measurements are collected as location fingerprints at specific locations of interest in the offline phase. The location fingerprints are used to train a classification model, which is then used in the online phase to estimate location based on instantaneous RSS measurements. Radio channel characteristics place fundamental limits on the performance of RSS-based localization techniques. In this section, we present a brief review of radio propagation channel characteristics and discuss their impacts on the RSS measurement data.



3.1. Multipath Small-Scale Fading


It is well known that indoor radio channel characteristics are strongly influenced by the specific features of the environment such as building layout, construction materials, building types, furniture arrangements, movements of occupants, etc. [8,10,19,20]. Major propagation mechanisms of radio signals (i.e., electromagnetic waves) include reflection, diffraction, and scattering. In indoor environments, the radio signal generated by a transmitter may result in many plane waves arriving at a receiver with different time delays and signal attenuation because the received plane waves have traveled along different paths and undergone different combinations of reflection, diffraction, and scattering effects [8,19]. Such a phenomenon is known as multipath propagation and the plane waves arriving at the receiver along different paths are known as multipath signals.



Multipath signals arriving at a receiver are combined at the receiver antenna, i.e., the signal acquired by the receiver is a vector sum of the multipath signals, each of which has random amplitude and phase as well as randomly shifted frequency if the Doppler effect needs to be considered [8]. Thus, signal strength of the received signal is random in nature, depending on the distribution of the random amplitudes and phases of multipath signals. As a result, when receiver moves over a small distance, the multipath signals arriving at the new location may be dramatically different from that at the original location, making the instantaneous RSS measurements fluctuate significantly over space. In addition, even when the receiver remains stationary, movements of the objects in the surrounding environment can cause random changes in the multipath signals arriving at the receiver and thus can cause random fluctuations in RSS measurements over time.



The rapid fluctuation of RSS measurements over short travel distance (on the order of signal wavelength) or short time duration (on the order of seconds) is known as multipath small-scale fading [8,19]. RSS measurements may vary as much as 30 to 40 dB due to the small-scale fading effects when the receiver is moved by only a fraction of a wavelength [8]. Multipath small-scale fading introduces random fluctuations to RSS measurements so that it has detrimental effects on both of the ranging and location fingerprinting approaches for localization applications. Multipath small-scale fading effects are typically removed by averaging multiple measurements collected over a small span in the time and/or space domains [8,19]. In practice, radio transceiver systems can implement various diversity combining techniques to reduce or remove the multipath small-scale fading effects. In essence, diversity techniques exploit the random nature of radio propagation channels by combining measurements from independent or at least uncorrelated signal paths [8,20].




3.2. Path Loss and Shadowing


According to the electromagnetic wave propagation theory, radio signals attenuate at a rate of 20 dB per decade of distance when propagating in free space, where the line-of-sight path exists between the transmitter and receiver devices and there are no clutters in the environment to induce multipath propagation effects [8]. However, in multipath environments, RSS measurements exhibit rapid fluctuations due to the small-scale fading effects. In contrast, the path loss of radio signals is defined as the difference between the transmitted signal power and the local average power of the received signal while the local average power is determined by averaging multiple RSS measurements over a short time duration and small movements in space to remove the small-scale fading effects [8,19]. As the receiver moves away from the transmitter, in general, path loss of the received signal increases over distance.



Path loss models are used to characterize the correlation between the local average RSS and the distance between the transmitter and receiver devices. Indoor path loss models are typically derived based on measurements [8,18,19]. One of the classical radio propagation channel models that has been widely used in practice is the log-normal shadowing path loss model given in the following [8,19],


     L ( d )     =  L 0  + 10 α  log 10   (  d  d 0   )  + χ ,      χ    ∼ N ( 0 ,   σ χ 2  ) ,     



(1)




where the path loss   L  ( d )  =  P t   [ dBm ]  −   P ¯  r   ( d )   [ dBm ]    is the difference between the transmitted signal power   P t   and the average received signal power     P ¯  r   ( d )   , both in dBm unit, for a pair of radio transceivers that are d meters apart.   L 0   is the path loss at the reference distance   d 0  , and it is typically determined in the initial system characterization stage. For indoor environments,   d 0   is normally set to be 1 m. The distance-power gradient (a.k.a. path loss exponent)  α  is used to model the average rate at which the path loss increases with distance. The parameter  χ  is a zero-mean Gaussian random variable with standard deviation   σ χ  , and it is used to model random shadowing effects over many measurement locations which have the same separation distance between the transmitter and receiver but different levels of clutters on the propagation path.



The model parameters  α  and   σ χ   can be determined by applying linear regression to measurement data [8,19]. The values of  α  and   σ χ   depend on signal frequency and building characteristics in the surrounding environment. Typical values of  α  and   σ χ   can be found in references such as [8,19]. For example, in indoor environments, the value of  α  is typically between 1.6 and 1.8 in line-of-sight scenarios, while it is typically between 4 and 6 in no-line-of-sight scenarios [8].



For complex indoor environments, it is also possible to use partitioned path loss models to characterize different coverage regions more accurately with different values of  α  and   σ χ  . In particular, a two-segment partitioned path loss model can be defined as [19],


     L ( d )     =  L 0  + 10  α 0   log 10   (  d  d 0   )  +  χ 0  ,       χ 0     ∼ N ( 0 ,   σ   χ 0   2  ) ,     



(2)




for    d 0  ≤ d ≤  d 1   , and


     L ( d )     =  L ¯   (  d 1  )  + 10  α 1   log 10   (  d  d 1   )  +  χ 1  ,       χ 1     ∼ N ( 0 ,   σ   χ 1   2  ) ,     



(3)




for   d >  d 1   , where    L ¯   ( d )  = E  { L  ( d )  }    is the average path loss at the distance d without shadowing effects.



Extensive measurement and modeling efforts are needed to develop accurate path loss and shadowing models while one of the main challenges is that different environments may require dramatically different models, especially in complex indoor environments [19]. The RSS-based ranging approach directly depends on path loss and shadowing models to estimate distance. In contrast, the location fingerprinting approach does not require path loss models, and it is also not affected by the shadowing effects; instead, RSS-based location fingerprinting approach depends on the correlation between RSS measurements and location coordinates. In this research, we employ Bluetooth mesh network to experimentally study the characteristics of RSS measurements in the context of channel modeling for localization applications.





4. Bluetooth Mesh Network for Experimental Studies of RSS Measurements


4.1. Specifications of BLE Signals


Bluetooth was originally designed as a wireless technology for short-range cable replacement, and it was used mainly for streaming applications such as audio streaming and file transfers. BLE was introduced as a subsystem of Bluetooth for applications that require low power consumption and low cost to exchange small amounts of data periodically [21]. To differentiate, the original Bluetooth is now known as Bluetooth Classic. BLE provides similar communication range to that of Bluetooth Classic with a maximum transmission power of 10 dBm in Bluetooth 4 and 20 dBm in Bluetooth 5. BLE achieves reduced power consumption by keeping the radio off as much of time as possible and sending small amounts of data at low data rates. The low cost and low power consumption nature of BLE makes it possible for many devices to be deployed throughout a service area for long-term operations, and also makes it suitable for integration in other devices. Consequently, BLE has become extremely popular in power-constrained IoT and machine-to-machine communication applications [2,4,22].



BLE operates over 40 channels that span the 2.4 GHz ISM band with a spacing of 2 MHz between adjacent channels as shown in Figure 1 [5,21]. Three of these channels are designated as primary advertising channels or simply advertising channels, including channel 37, 38, and 39, while the remaining 37 channels are data channels that are used for secondary advertisements and data packet transmission during connection. Three advertising channels are located at 2402, 2426, and 2480 MHz, respectively, which are selected to minimize the interference from the Wi-Fi systems that operate in the same 2.4 GHz ISM band. There are 11 overlapping channels defined for Wi-Fi at the 2.4 GHz band in the North America region, among which three non-overlapping channels, i.e., channel 1, 6 and 11 shown in Figure 1, are most widely used to avoid cross-channel interference.



The BLE advertising channels are used to broadcast short packets for device discovery, connection establishment, and beacon service [21]. Data channels are used for bidirectional communication between connected devices. Advertisements always start with sending an advertising packet on all three or a subset of advertising channels, which allows fast discovery and connection. In comparison, Bluetooth Classic needs to scan 32 channels for discovery. Advertising packets are sent at advertising events that occur periodically with an advertising interval. Advertising interval can be set to any value between 20 ms and 10.24 s with a step size of 0.625 ms. To prevent advertising events of multiple devices from overlapping, an additional small random time between 0 and 10 ms is added between advertising events.



BLE localization solutions mostly employ RSS measurements over the BLE advertising channels to implement ranging or location fingerprinting approaches [1,3,4,5,15,16,23]. The use of three advertising channels that are widely spaced in frequency brings challenging issues as discussed in [5,14,15], but it may also be possible to exploit frequency diversity offered by three channels. The repeated transmission of short bursts of advertising packet makes it possible to exploit time diversity in RSS measurements as the scanning device will be able to receive multiple copies of advertising packet over a period of time. When either or both of the devices are in motion, measurements over time also provide opportunities to exploit space diversity. In this paper, we present a RSS measurement system designed based on the Bluetooth mesh networking technology to exploit both space and time diversities in measurement, which can be used in channel measurement and modeling as well as in the RSS-based localization applications.




4.2. RSS Measurement System Using Bluetooth Mesh Network


To conduct experimental study of the BLE channel characteristics, in this research, we developed a measurement system based on the 2.4 GHz wireless development board ESP32-DevKitC-32U [24,25], which features a system-on-chip ESP32 microcontroller module with a U.FL connector for external antenna as shown in Figure 2a. A different ESP32 development board with the onboard PCB antenna, as shown in Figure 2b, is also used for comparison. The ESP32 series employ a Tensilica Xtensa LX6 microprocessor and have the built-in RF front-end modules. The ESP32 module can be programmed as a Wi-Fi, Bluetooth, or BLE device, and it is designed for a wide variety of applications related to sensor networks, IoT, and wearable devices among many others.



To enable simultaneous measurements with multiple antennas and multiple devices, we programmed the application layer of the measurement system based on the ESP Bluetooth mesh networking framework [25], which is built on top of the Zephyr Bluetooth mesh stack [26]. Bluetooth mesh network was introduced as an addition to the Bluetooth standard in 2017 [22,26]. Bluetooth mesh builds on top of BLE, and it supports the many-to-many multi-hop mesh networking topology, where BLE devices can send messages to each other even when the devices are not in direct radio communication range [25]. BLE devices operate in two states, including the advertising/scanning and connection states. Bluetooth mesh uses only the advertising/scanning state of BLE devices. Devices in Bluetooth mesh network do not connect to each other as what the traditional BLE devices do. Instead, devices relay information to each other using advertising packets.



As shown in Figure 3, our RSS measurement mesh network system contains three types of nodes, including beacon node, scanner node, and gateway node. Beacon nodes broadcast beacon packets at advertising events that occur periodically. Scanner nodes scan the three advertising channels and collect RSS measurements from the received advertising packets. Gateway node serves as an interface between mesh network and control station. Control station is used to broadcast or unicast commands to mesh network. For example, control station initiates data collection by broadcasting a command to scanner nodes. Control station is also used to dynamically configure the advertising interval of beacon nodes. Due to the multi-hop wireless mesh networking nature of our measurement system, it is especially convenient to set up a measurement scenario with multiple beacon nodes and multiple scanner nodes to cover a large space with different topologies. In addition, such a system can be easily converted to a Bluetooth mesh network-based localization system, where beacon nodes are configured as reference nodes and scanner nodes are the ones that need to be located or tracked. Architectures and other technical details of wireless localization and tracking systems can be found in the references [6,7,9,10,27].




4.3. Design of Communication Protocols for Channel-Aware Multi-Device RSS Measurements


Bluetooth mesh network implements the internode communication using a publish/subscribe messaging system [22,25]. With such a system, messages may be published to a unicast address, group address, or virtual address. When a node publishes a message to a particular address, all the nodes that have subscribed to that address will receive a copy of the message. In this research, we designed several communication protocols over the standard mesh network messaging system to control the data collection process as illustrated in Figure 4. The communication protocols are implemented using the vendor client/server model that is defined in the ESP Bluetooth mesh networking framework [25].



In our design of communication protocols, beacon nodes publish advertising messages periodically at the advertising interval. The time-to-live (TTL) parameter of advertising messages is set to 0 to limit the receiving nodes to those within direct radio communication range. Gateway node can multicast a message to beacon nodes to change advertising interval during the runtime. It also multicasts to scanner nodes to start the data collection process. After scanner nodes have collected a specified number of data, they use unicast to send data to gateway node, which then forwards the data to control station for storage and postprocessing. To reduce collisions among scanner nodes when sending data to gateway node, a random delay is added by each scanner node at the end of data collection process before sending data to gateway node. The payload of each adverting message is limited to 29 bytes as specified by the Bluetooth mesh network standard [26]. The payload of the data message published by scanner node to gateway node is limited to 377 bytes, which is then segmented into smaller packets at the transport layer for transmission over BLE [26].



When beacon nodes publish an advertising message, the message is broadcasted by the underlying BLE layer in advertising events using three advertising channels one after another in quick succession as shown in Figure 5. Scanner nodes adopt a scan cycle that cycles over the three advertising channels in sequence, trying to capture advertising packets. Scanner nodes measure RSS using the advertising packet received from beacon nodes. The BLE specification for advertisement reception does not require BLE device to report from which advertising channel it has received each of the advertising packets [5]. Therefore, in order to study and compare the characteristics of the three advertising channels, we designed a communication protocol to associate channel ID information to each of the advertising packets.



Specifically, as shown in Figure 5, we configured the BLE layer to use only one advertising channel to transmit in each advertising event, instead of using all three channels as in the standard advertising events. The same advertising channel will be used in multiple advertising events in sequence before cycling to the next channel to achieve reliable reception by scanner nodes. In addition, the payload of advertising messages is designed to include the ID number of the channel used for the current advertising event. As a result, after a scanner node receives an advertising message, it can parse the message to find out from which advertising channel it has received the message. The advertising message also contains a message sequence ID number in the payload, which is used in postprocessing to match the RSS measurements collected from multiple scanner nodes. It is also used to detect packet losses, which is necessary when tuning network parameters to achieve reliable networking performance.





5. Analysis of RSS Measurements Using Bluetooth Mesh Network


To conveniently conduct channel measurements using multiple ESP32 transmitter and receiver devices, in this research, we custom designed and 3D-printed a panning measurement platform with 360° scale for horizontal rotation. The measurement platform is installed on top of a non-reflective EMC antenna tripod as shown in Figure 6. Multiple ESP32 BLE devices with external antennas and battery packs can be easily mounted on the platform. The external antenna installation positions on the platform are shown in Figure 7. The position P0 is also the platform’s center of rotation. In this section, we first present antenna radiation pattern measurement data obtained using our measurement system, which is used to characterize RSS measurements with individual BLE devices. Then, measurement data are presented to study the small-scale multipath fading effects on RSS measurements. At last, we present the path loss models derived with various system configurations, including single receiver, multiple receivers, single advertising channel, and multiple advertising channels. The path loss models are used to analyze the effects of the space-time-frequency diversity combining schemes on the modeling accuracy of the RSS-distance correlation in indoor multipath environments, which is fundamentally important for the RSS-based localization techniques.



5.1. Antenna Radiation Patterns


The first measurement configuration is designed to observe antenna radiation patterns. In this configuration, two pairs of ESP32 modules are used to take RSS measurements. One pair is equipped with the onboard PCB antennas and the other pair is equipped with the external omnidirectional antennas as shown in Figure 2. In the measurement setup, the transmitter (i.e., beacon node) and receiver (i.e., scanner node) devices are mounted on two separate tripods that are 1 m apart. The transmitter remains stationary throughout measurement. The receiver antenna is installed at position P0 on the panning measurement platform and the platform is rotated to six different angular positions with an angular step of 60°. At each angular position, 20 measurements are collected for each of the three advertising channels. The RSS measurement results are shown in Figure 8 and Figure 9. From the results, we can observe that the onboard PCB antenna demonstrates clear directionality while the external antenna has a good omnidirectional radiation pattern. The strong directionality of the onboard PCB antenna will introduce large errors and uncertainty in RSS measurements so that the external omnidirectional antenna should be used in channel measurements for path loss modeling. Another observation is that the differences in the RSS measurement data among the three advertising channels (i.e., channels 37, 38, and 39) are clearly observable even at 1 m distance, which is partly due to the unequal gains across the frequency spectrum in the device signal chain. The external 6 dBi omnidirectional antenna also provides extra gain as compared to the onboard PCB antenna, which effectively increases the coverage of the BLE transceivers during measurement. If not stated otherwise, the measurement data presented in the rest of this paper are all collected using the external 6 dBi omnidirectional antenna.




5.2. Small-Scale Multipath Fading


To examine the small-scale multipath fading effects in indoor environments, we placed the transmitter (i.e., beacon node) and receiver (i.e., scanner node) devices (both with the external 6 dBi omnidirectional antenna) by 4 m apart and conducted two experiments. In the first experiment, receiver antenna is installed at the position P1 of the measurement platform shown in Figure 7. The platform is rotated to six different angular positions with an angular step of 60° while the rotation center of the measurement platform is at the point P0. Such a measurement process is equivalent to moving the receiver antenna to each of the positions from P1 to P6 without rotating the measurement platform. At each angular position, 20 measurements are collected from each of the three advertising channels and the RSS measurement results are shown in Figure 10. From the results, we can observe that the RSS measurement data collected from different advertising channels undergo different attenuation and fading effects. In addition, small positional shifts caused by rotating the antenna around P0 result in variations as large as 15 to 20 dB in RSS measurements. If not compensated properly, such small-scale fading will introduce large fitting errors and uncertainty in path loss models. Typically, in path loss modeling, the small-scale fading is averaged out with multiple measurements in close vicinity of each measurement location with small random positional shifts. Multiple measurements can also be collected at each location in a more systematic way similar to our measurement setup with a rotating platform.



However, taking multiple measurements using one receiver device in local vicinity of every location is rather cumbersome in practice. To address this issue, in this research, we installed six receivers on the measurement platform with their antennas positioned at P1–P6 shown in Figure 7. During measurement, for each packet transmitted by the transmitter device, six receivers will receive and measure the RSS simultaneously and the measurement data are forwarded to the sink node using the Bluetooth mesh networking protocol. As described in Section 4.3, the advertising message contains a message sequence ID number in the payload, which is used in postprocessing to match the RSS measurements collected simultaneously from multiple receiver nodes. A sample measurement result is shown in Figure 11, where variations (i.e., small-scale fading effects) among six receivers are clearly visible. In postprocessing for path loss modeling, the data collected from six receivers are averaged (or, more accurately, combined as discussed in the next section) to eliminate the random variations caused by small-scale fading effects.




5.3. Path Loss Models


We have conducted extensive measurements in the ESPS Lab (B216) and a few other labs in the surrounding areas at the EE Department, UNT, as shown in Figure 12. Transmitter (i.e., beacon node) device is installed on a tripod and receiver (i.e., scanner node) devices are installed on the panning measurement platform shown in Figure 6. During measurement, transmitter is placed at the positions A, B, and C in the lab B216. For each transmitter position, receiver units are moved around the area and the RSS measurements are collected at each of the receiver positions. Some actual receiver positions are marked with “x” in the diagram shown in Figure 12, although there are many more receiver positions in the corridor and Lab B207 and Lab B217 that are located beyond the area that is shown in the diagram.



During measurement, all six receivers were turned on to receive signals from the transmitter and measure RSS of the received signals. At each of the receiver positions, 60 RSS measurement data are collected by each of the six receivers, including 20 measurements for each of the three advertising channels. All measurement data collected from one of the six receivers are shown in Figure 13. From the scatter plot shown in Figure 13, we can observe slightly different trends for the data measured at the distances below 10 m and above 10 m, which indicates that a two-segment partitioned path loss model defined in (3) might be more appropriate than the non-partitioned model in (1). In addition, we can also observe a few outliers in the measurement data, which may significantly affect the path loss models derived using linear regression methods. Therefore, in the following, we used median, instead of average, when combining multiple measurements at each receiver position to reduce small-scale fading effects. It is well known that median is more robust to outliers statistically than average.



As mentioned earlier, at each of the receiver positions, 60 RSS measurements are collected by each of the six receivers, including 20 measurements from each of the three advertising channels. Figure 14 presents the path loss models derived using one random data sample from only one receiver and the model parameter values are summarized in Table 1. From the results shown in Figure 14 and Table 1, we can observe that the RSS measurement data collected from different advertising channels conform to different path loss models. In generating the path loss model plots in Figure 14, we plotted RSS versus distance since the measured RSS value is the received signal power in dBm unit. The RSS     P ¯  r   ( d )    is defined in (1) with reference to the path loss   L ( d )  . Because the path loss   L  ( d )  =  P t   [ dBm ]  −   P ¯  r   ( d )   [ dBm ]    when both   P t   and     P ¯  r   ( d )    are in dBm unit, we can easily transform the path loss model formula in (1) to the following,


    P ¯  r   ( d )   [ dBm ]  =   P ¯  r   (  d 0  )   [ dBm ]  − 10 α  log 10   (  d  d 0   )  − χ .  



(4)







The two-segment path loss model defined in (3) can also be transformed similarly. The RSS at the reference distance    d 0  = 1   m, i.e.,     P ¯  r   ( 1 )   , is first determined through measurements. Then, measurement data are collected by moving receivers to different locations as described earlier. Each measurement data consists of the RSS measurement, receiver ID, and the message sequence ID, which are used in postprocessing to identify and group the measurements collected from multiple receivers simultaneously. The distances between the transmitter and each of the receiver locations are determined either by direct tape measurement wherever possible or through building layout map-based calculations. Measurement data are then used to determine the model parameters  α  and   σ χ   using the linear regression method [8,19]. When performing linear regression based on the model in (4), the measurement data collected from N locations are organized into the 2-D vectors on the x-y plane,


   ( x  [ n ]  ,  y  [ n ]  )  = ( − 10  log 10   (   d [ n ]   d 0   )  ,    P ¯  r   ( d  [ n ]  )   [ dBm ]  ) ,  



(5)




for   n = 1 ,  2 ,  . . . ,  N  . The slope  α  is determined through linear regression line fitting with the measurement dataset. However, the intercept     P ¯  r   (  d 0  )   [ dBm ]    is determined through separate measurements, and it is not fitted through linear regression. As discussed in Section 3, in path loss modeling,     P ¯  r   ( d  [ n ]  )   [ dBm ]    is the local average RSS measurement at the nth location. The local average is determined by combining multiple RSS measurements through diversity combining techniques over time, frequency, or space to remove small-scale fading effects [8,19]. Since the results shown in Figure 14 are derived using one random data sample from only one receiver, these results represent the case where no local averaging or diversity combining is employed. In the rest of this section, we present several path loss modeling results derived using different local diversity combining schemes. By comparing these results, we intend to identify the one that performs the best in reducing the residue linear regression fitting errors.



Figure 15 presents the path loss models derived using median of 6 random data samples from one receiver, which represents time diversity combining since 6 data samples are collected over time by the same receiver at the same location. The model parameters are summarized in Table 2. Comparing the results in Figure 14 and Figure 15, we can see that time diversity combining is ineffective in reducing variations in the RSS measurement data. Such an observation is reasonable intuitively since there were no visible movements around the measurement locations and thus the channel was generally static without noticeable time-dependent variations.



In comparison, Figure 16 presents the path loss models derived using the median of one random data sample from each of the six receivers and the model parameter values are summarized in Table 3. Figure 17 presents the path loss models derived using the median of six random data samples from each of the six receivers and the model parameter values are summarized in Table 4. Since six receivers are dispersed in space as they are installed on the panning measurement platform as shown in Figure 6, combining data from six receivers by calculating median of the data is equivalent to space diversity combining. Space diversity combining is typically used to remove small-scale fading effects in the received signals. Comparing the results in Figure 16 and Figure 17 to that in Figure 14 and Figure 15, we can clearly observe that space diversity combining can effectively reduce small-scale fading effects and thus the resulting path loss models have much smaller residual linear regression fitting errors.



As we mentioned earlier, combining multiple data from one receiver at each location (i.e., time diversity combining) has less impact in reducing variations in data due to the static condition of the channel during our measurement. To make a better observation of this effect, in Figure 18 and Figure 19, we present the standard deviation values of linear regression fitting errors (i.e.,   σ  χ 0    for the path loss models from 1 to 10 m and   σ  χ 1    for the path loss models above 10 m) with respect to the sample size, where the sample size is defined as the number of data samples from each of the six receivers. At each of the receiver positions, 60 RSS measurements are collected by each of the six receivers, including 20 measurements for each of the three advertising channels. Therefore, to generate the results in Figure 18 and Figure 19, for each sample size   N s  , we repeated the path loss modeling process 10 times by randomly drawing   N s   number of data from the available dataset. Then, the mean of   σ  χ 0    and   σ  χ 1    are plotted versus sample size in Figure 18 and Figure 19, respectively. The vertical lines on each result data point in the figures represent the plus/minus standard deviation of   σ  χ 0    and   σ  χ 1    over several repeated modeling processes using randomly selected data samples.



From the results shown in Figure 18 and Figure 19, we can observe that when the data from each individual advertising channel are used in modeling, the sample size almost has no impact on the standard deviation of the linear regression residual fitting errors (i.e.,   σ  χ 0    and   σ  χ 1   ). In addition, when the sample size is one, the results of all channels (i.e., without differentiating three advertising channels) are not as good as the ones obtained using individual advertising channels, which confirms some findings in the literature (see for example [5,15]). However, when RSS data are collected without differentiating three advertising channels, it is possible to decrease   σ  χ 0    and   σ  χ 1    by increasing the sample size, which can be observed from the results marked as all channels in Figure 18 and Figure 19.



From the results, we can also conclude that a sample size of 3 is a reasonable choice to consider in practice. When sample size is larger than 3, receivers will need to take more time to collect data and there is almost no visible decreases in the values of   σ  χ 0    and   σ  χ 1    as shown in the figures. Such an observation is critical and immensely valuable in practice because it indicates that using six-receiver configuration (as shown in Figure 6) and a sample size of three or more, it is better to randomize three advertising channels without differentiating the channels. Such an approach is inherently space-time-frequency diversity combining since at each location measurement data are combined by determining median of the data over space (using six receivers), time (multiple measurements by each receiver), and frequency (using three widely spaced advertising channels). Furthermore, almost all the BLE devices that are available in the market do not provide an easy way to differentiate advertising packets received from different channels, which is why in this research we programmed ESP32 BLE development boards with our own custom designed communication protocols to make it possible to parse channel information from received packets. Therefore, randomizing three advertising channels without the need to parse channel information from received packets represents a major advantage in practical implementations.



Reducing the path loss model residual fitting errors (i.e.,   σ  χ 0    and   σ  χ 1   ) leads to more accurately correlating RSS measurements to distance. Such an improvement is fundamentally important in achieving reliable performance when using localization techniques that are based on RSS measurements and path loss models. Therefore, the six-receiver configuration and the space-time-frequency diversity combining scheme that are presented in this paper can be especially useful in practice to achieve improved performance with the RSS-based localization techniques. Technical details and performance studies of the RSS-based ranging and location fingerprinting methods can be found in [4,5,6,7,9,10,17,27] and the references therein.





6. Summary and Conclusions


In this paper, we presented a systematic study of indoor multipath radio channel characteristics using a RSS measurement system designed with BLE devices and Bluetooth mesh networking technology. The main advantage of the measurement system is that it can be conveniently configured to support simultaneous measurements with multiple transmitter and receiver devices in flexible topologies. We have also designed a communication protocol to associate channel ID information to advertising messages, which is necessary to enable channel-aware multi-device RSS measurements given the fact that standard BLE devices do not report which advertising channel is used for publishing a specific message. Based on channel measurement and analysis, we demonstrated that small-scale fading effects introduce large random variations in RSS measurements, making RSS unreliable for localization purposes. Our results have also confirmed that three advertising channels undergo different fading effects, conforming to different path loss models. Thus, mixing RSS measurements from three advertising channels results in larger linear regression residual fitting errors. However, we showed that with a new six-receiver configuration, it is possible to reduce the residual fitting errors in path loss models through a space-time-frequency diversity combining scheme, which leads to more accurately correlating RSS measurements to distance and thus to effectively improving the performance of the RSS-based localization techniques. With the proposed method, three advertising channels are randomized and there is no need to parse channel information from received packets. Such a finding is especially valuable because it indicates that it is possible to implement the proposed multi-receiver configuration and the diversity combining scheme for RSS-based localization applications using commercial off-the-shelf standard BLE devices.
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Figure 1. BLE and Wi-Fi channels at the unlicensed 2.4 GHz ISM band. 
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Figure 2. (a) ESP32-WROOM-32U and the 2.4 GHz 6 dBi omnidirectional antenna, and (b) ESP32-WROOM-32D development board with the onboard PCB antenna. 
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Figure 3. System architecture of the measurement mesh network. 
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Figure 4. Communication protocol in the mesh network for data collection. 
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Figure 5. Modified adverting event for channel-aware advertising and scanning of the beacon advertising messages. 
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Figure 6. A custom designed 3D-printed panning measurement platform with 360° scale for horizontal rotation. 
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Figure 7. Antenna positions on the measurement platform. 
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Figure 8. Directionality of ESP32 with the onboard PCB antenna. RSS measurements in dBm unit collected at different angular positions are plotted in different colors with red for channel 37, green for channel 38, and blue for channel 39. Transmitter and receiver devices are 1 m apart in distance. 
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Figure 9. Directionality of ESP32 with the external 6 dBi omnidirectional antenna. RSS measurements in dBm unit collected at different angular positions are plotted in different colors with red for channel 37, green for channel 38, and blue for channel 39. Transmitter and receiver devices are 1 m apart in distance. 
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Figure 10. RSS measurements in dBm unit using one receiver antenna at the positions from P1 to P6 on the measurement platform. Transmitter and receiver devices are 4 m apart in distance and both devices use the external 6 dBi omnidirectional antenna. 
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Figure 11. RSS measurements in dBm unit using six receiver antennas installed at the positions P1 to P6 on the measurement platform. Transmitter and receiver devices are 4 m apart in distance and all devices use the external 6 dBi omnidirectional antenna. 
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Figure 12. Measurement positions in ESPS Lab (B216) and surrounding areas. 
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Figure 13. Scatter plot of all RSS measurement data that are collected from one of the six receivers. 
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Figure 14. Two-segment path loss models derived using one random data sample from only one receiver. 
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Figure 15. Two-segment path loss models derived using median of six random data samples from only one receiver. 
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Figure 16. Two-segment path loss models derived using the median of one random data sample from each of the six receivers. 
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Figure 17. Two-segment path loss models derived using the median of six random data samples from each of the six receivers. 
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Figure 18. Mean of   σ  χ 0    in the two-segment path loss models derived using the median of data samples from six receivers. The vertical lines on each result data point in the figure represent the plus/minus standard deviation of   σ  χ 0    over several repeated modeling processes using randomly selected data samples. 
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Figure 19. Mean of   σ  χ 1    in the two-segment path loss models derived using the median of data samples from six receivers. The vertical lines on each result data point in the figure represent the plus/minus standard deviation of   σ  χ 1    over several repeated modeling processes using randomly selected data samples. 






Figure 19. Mean of   σ  χ 1    in the two-segment path loss models derived using the median of data samples from six receivers. The vertical lines on each result data point in the figure represent the plus/minus standard deviation of   σ  χ 1    over several repeated modeling processes using randomly selected data samples.
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Table 1. Two-segment path loss model parameter values derived using one random data sample from only one receiver.
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	      P ¯  r   ( 1 )   [ dBm ]     
	    α 0    
	    σ  χ 0     
	    α 1    
	    σ  χ 1     





	Channel 37
	−37
	2.13
	5.95
	6.55
	7.40



	Channel 38
	−35
	2.25
	6.50
	6.49
	5.63



	Channel 39
	−29
	2.37
	7.21
	6.24
	5.86



	All channels
	−35
	1.91
	6.97
	7.79
	7.18
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Table 2. Two-segment path loss model parameter values derived using median of six random data samples from only one receiver.
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	      P ¯  r   ( 1 )    [ dBm ]     
	    α 0    
	    σ  χ 0     
	    α 1    
	    σ  χ 1     





	Channel 37
	−37
	2.14
	5.90
	6.98
	7.17



	Channel 38
	−35
	2.28
	6.48
	6.59
	5.39



	Channel 39
	−29
	2.42
	7.40
	5.98
	5.68



	All channels
	−35
	2.18
	6.10
	6.14
	4.06
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Table 3. Two-segment path loss model parameter values derived using the median of one random data sample from each of the six receivers.
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	      P ¯  r   ( 1 )    [ dBm ]     
	    α 0    
	    σ  χ 0     
	    α 1    
	    σ  χ 1     





	Channel 37
	−36
	2.13
	3.02
	7.03
	4.67



	Channel 38
	−35
	2.08
	3.66
	6.67
	4.41



	Channel 39
	−29
	2.30
	4.03
	6.35
	4.86



	All channels
	−35
	2.02
	4.87
	7.26
	5.24
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Table 4. Two-segment path loss model parameter values derived using the median of six random data samples from each of the six receivers.
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	      P ¯  r   ( 1 )    [ dBm ]     
	    α 0    
	    σ  χ 0     
	    α 1    
	    σ  χ 1     





	Channel 37
	−36
	2.13
	3.32
	7.21
	5.00



	Channel 38
	−35
	2.11
	3.54
	6.47
	4.71



	Channel 39
	−29
	2.30
	3.93
	6.55
	5.06



	All channels
	−35
	1.92
	2.75
	6.78
	4.35
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