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Simple Summary: The increasing reliance on digital systems in radiotherapy has brought
significant advancements but also new vulnerabilities. This study addresses the critical
issue of server failures in Oncology Information Systems (OISs), which can disrupt patient
care and treatment planning. By examining a real-life case of an OIS failure in a radiotherapy
department, the authors aim to highlight the challenges posed by these incidents and
propose practical solutions for managing them effectively. The research outlines emergency
protocols, technical strategies, and clinical workflows to mitigate the impact of such failures
and ensure continuity of care. The findings emphasize the importance of preemptive
planning, robust data backup systems, and interdepartmental collaboration. This work
aims to inspire the development of standardized guidelines that can enhance preparedness
and resilience across radiotherapy facilities, ultimately improving patient outcomes and
minimizing the risks associated with digital disruptions.

Abstract: The number of server failures, including those in radiotherapy, has dramatically
increased over the past 5 years, primarily due to cyberattacks. Despite this trend, many clin-
ics remain unprepared to handle such situations effectively. While it is possible to resolve
these issues with thorough preparation and dedicated effort without causing significant
interruptions to patient treatments, the process is considerably easier if numerous steps
and analyses, both technical and clinical, have already been undertaken. This preemptive
work allows for quicker responses and a faster resumption of patient treatments. There
are established guidelines on how to prioritize patients and manage total dose in the
event of multiple missed treatment sessions. However, many radiotherapy departments
in Germany still lack individualized plans for handling software failures. In this article,
we describe a failure of the radiotherapy OIS (ARIA by Varian) caused by an interface
failure in the Central IT department of the clinic. From this event, we developed a clinical
guideline for addressing issues during the outage and identified clinical processes that can
be implemented in advance. Our focus was particularly on handling the large volumes of
data involved in organizing patient treatments and scheduling. Overall, there needs to be a
cultural shift in both the development of technical server infrastructures and the approach
to managing OIS failures, as the likelihood of such events increases along with the negative
impacts due to increasingly complex treatment plans and software landscapes.
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1. Introduction
The following article describes a case of an ARIA OIS failure and a derived systematic

approach on how to manage a software failure, caused by an OIS independent interface
failure in the Central IT department, quickly and efficiently from a clinical perspective.

Total server failure of an Oncology Information System (OIS) in a radiation oncology
department such as ARIA OIS or MOSAIQ OIS, although rare in the past, will increas-
ingly occur in clinical routines [1–3]. Historically, total system failures were manageable
because radiotherapy treatments often involved simpler, analog techniques. If a software
system failed, many aspects of radiotherapy could still be performed manually or with
analog methods. For instance, treatment field contours were often realized with mechanical
blocks, and primary simulations and manual calculations could temporarily compensate
for missing planning capacities. However, with the advent of Intensity-modulated Ra-
diotherapy (IMRT) and other advanced treatment modalities, the dependency on these
systems has grown exponentially. Modern radiotherapy treatments cannot be executed
without a functional OIS, making any system failure a significant clinical challenge. This
challenge extends beyond clinical logistics to impact the increasing use of AI-based tools
and radiomics approaches that rely on continuous access to structured digital data. As
shown in recent research [4], robust data-handling infrastructures are vital to enable repro-
ducibility and decision support in oncology through AI-driven technologies. Consequently,
the challenges posed by software failures today are much more daunting than they were
two decades ago. Nevertheless, the clinical emerging issues, especially that care for patients
in ongoing treatment and the introduction of new patients to the treatment can be carried
out promptly [5], can be approached systematically in the same way.

This article presents a case study of an ARIA OIS failure caused by an interface failure
in the Central IT department and the systematic approach developed to manage such
failures from a clinical perspective. We outline the steps taken to address the failure,
including the immediate response and long-term solutions implemented to prevent future
occurrences. The goal is to provide a comprehensive guideline that other radiotherapy
departments can adapt to improve their preparedness for similar events. Explanation of
Common Technical Abbreviations see Appendix A.

2. Standard Process of the Data Flow
The standard data flow for 3D radiotherapy (RT) plans begins with the generation of

CT images (DICOM RT Images) at the CT scanner. These images are typically stored in a
virtual buffer, such as a computer folder on a central drive, before being manually, semi-
manually, or automatically imported into the treatment planning system (TPS) (Figure 1).

The TPS, which can be integrated with the radiotherapy OIS (e.g., Eclipse TPS inte-
grated with ARIA OIS by Varian), is responsible for generating the target volumes, risk
organs, and treatment plans. If external auto-contouring systems are used, they may in-
terface at various stages between the creation of the CT images and the contouring of RT
structures by the physician. Regardless of the system, the physician-approved structures
ultimately reside in the TPS.
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Figure 1. Simplified software map of a radio-oncological department from a medical perspective.

In clinics where the TPS is not integrated with the OIS (e.g., Pinnacle TPS by Philips
and MOSAIQ OIS by Elekta), the CT images are imported from the virtual buffer into the
TPS. The generated treatment plans are then exported from the TPS and imported into
the OIS.

When a patient is to be treated, the OIS communicates with the treatment station,
which is the computer at the linear accelerator. Upon selecting the patient at the treatment
station, the computer retrieves the treatment data from the OIS and simultaneously locks the
patient data in both the TPS and OIS (specifically in the RT treatment data and verification
images area) to prevent access by other users. At this point, the treatment station operates
independently of the OIS. Direct access to RT data in the OIS is not possible for security
reasons. Once the patient completes the treatment, the newly created verification images
and the applied dose data are sent back to the OIS, and the lock is lifted.

In addition to RT data, the OIS also contains treatment schedules, appointments,
treatment prescriptions, medical documentation, and patient records. If there is an interface
to the central Hospital Information System (HIS) (e.g., ORBIS HIS by Dedalus), patient
master data and other information such as laboratory values can be directly imported from
the HIS into the OIS. Other data are usually entered manually or imported semi-manually
from external systems (e.g., digital fax or scanner).

3. Data Storage
Routine backups of the OIS are essential to ensure data integrity and continuity in the

event of a system failure. A typical procedure involves automatic daily backups of all data
to a backup server. To safeguard against data loss from potential compromises, weekly and
monthly updates are also performed and retained for long-term storage. In the event of
an OIS failure, the backup server can restore the data to the last backup point, allowing
operations to continue with minimal data loss. However, this theoretical scenario is rarely
tested in most clinics.

Many clinics now utilize digital long-term archives, where treatment data is stored for
up to 30 years. The most commonly used format for long-term storage is PDF/A, which
ensures data is stored in a non-editable format resembling printed documents. This format
allows for data viewing but not for re-importation into the treatment planning system (TPS)
to recalculate previous plans. DICOM format storage, necessary for such recalculations, is
generally not supported by long-term archives.

CT images generated during patient planning are not only stored in the virtual buffer
but are also archived in a PACS (Picture Archiving and Communication System) for long-
term storage. From the PACS, CT images in DICOM format can be retrieved and re-
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imported into the TPS for further processing if needed. However, most PACS systems
cannot store or process additional DICOM data, such as RT structure and RT dose, which
include target volumes and treatment plans. Therefore, long-term archiving of these
additional DICOM data outside of the OIS and the backup server remains an unresolved
issue in many clinics.

4. Case Report
4.1. Incident Overview

On 18 June 2024, a software error occurred at a university hospital using an ARIA
OIS integrated with Eclipse TPS by Varian Medical Systems, running on a Citrix server
version. This error initially prevented access to the contoured target volumes of two
patients. Although this issue was temporarily resolved by the central IT department of the
clinic, a more severe failure emerged on 24 June 2024, rendering the ARIA OIS inoperable
and halting all patient treatments.

4.2. Initial Analysis and Response

The first step involved analyzing which components of the OIS had failed and assess-
ing whether any subcomponents were still accessible. The analysis revealed that the failure,
originating from the central software error on 18 June 2024, affected all of the Eclipse RT
treatment data, medical verification images, and patient documents. Despite some parts of
the OIS, such as treatment prescriptions, medical documentation, and schedules, remaining
accessible, the decision was made to lock the entire OIS for all users to prevent further
errors during the repair process.

4.3. Backup and Restoration Efforts

Upon determining that the original system could not be restored promptly, the team
decided to revert to the last available backup from 18 June 2024. However, due to the
initial error, regular backups had been suspended, complicating the restoration process.
After 48 h, it became evident that restoring the backup would take at least one week.
Consequently, the hospital initiated its emergency escalation program, which included
prioritizing patients and distributing some to nearby radiotherapy facilities.

4.4. Emergency Measures and Continuity of Care

An in-house emergency solution was established by setting up an OIS on an emergency
server, manually entering data for all patients undergoing treatment. Fifteen patients were
transferred to nearby clinics to continue their treatments, while the remaining patients were
managed using the emergency server. The backup restoration process was completed after
9 days, at which point the backup server was merged with the emergency server, and data
from 18 June to 24 June 2024 (229 patients) were manually documented.

4.5. Organizational Challenges and Solutions

One of the significant challenges was maintaining a central point of contact for up-to-
date information, as staff members were actively trying to solve problems independently.
To address this, a physician and a medical physics expert were designated as central contact
points (the organization team) and were present full-time in the central planning room to
assist all staff members.

From a medical perspective, creating a prioritization list without access to patient
data from the ARIA OIS was challenging. The daily patient treatment list (Germany
DIN Report) was digitally stored in the OIS and not directly accessible. However, the
approved patient list was stored in the long-term archive in PDF/A format, and this was
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used to view the patient list. The diagnoses and planned treatments were accessed from
the initial consultation letters, also stored in the long-term archive. The currently applied
dose for patients undergoing treatment was retrieved using administrator access, without
altering any patient data. This approach mirrors recommendations from other disaster
scenarios, such as the Hurricane Maria experience, where proactive documentation and
cross-functional coordination were key to maintaining patient care [6].

5. Escalation Levels of an Emergency Plan
An emergency here is defined as an OIS failure with no possibility to perform treat-

ments. When to escalate from one level to the next should be determined by the manage-
ment team (see below). The management team should meet multiple times a day at fixed
times during the entire emergency plan period to determine further procedure.

5.1. Phase 0 Basic Preparation—Analyze Systems, Establish Teams, Test Backups

(Before an emergency occurs; see Figure 2)

(1) Establish a Management Team (see Figure 3)

Form a management team led by the chief physician and lead medical physicist, includ-
ing representatives from medical, physics, and the outpatient department and radiotherapy
technicians (RRT). This team should oversee all emergency planning and execution.

(2) Establish an Organization Team

Designate a central contact point staffed by a specialist physician and a medical
physics expert. This team should maintain an up-to-date central Excel list of patients and
be available full-time during an emergency.

(3) Establish a Cooperation Team
(4) Pre-arrange agreements with nearby Radiotherapy facilities to continue patient treat-

ments in case of an emergency. Conduct technical tests, such as exporting and
importing dummy patient plans, to ensure compatibility (see Table 1).

(5) Discuss Hospital Priority for Server Restoration in an Emergency

Engage in discussions with hospital management and IT to ensure radiotherapy is
prioritized appropriately in the hospital-wide emergency plan, just after the laboratory and
blood bank.

(6) Analysis of the Software and Server Structure

A basic map of the software and server structure of one’s department should be
created (analogous to Figure 1). This is particularly relevant for clinics where the TPS is not
integrated into the OIS. Based on this, it should be considered which data necessary in an
emergency can be retrieved from which software system outside the OIS.

(7) Test the Backup Restoration

Regularly test the backup system to confirm that data can be restored quickly and
accurately. Estimate the time required for full restoration.

(8) Test the Possibility to Treat Patients Without OIS Access

Explore alternative methods for continuing patient treatments, such as direct DICOM
transfers and paper charting. Develop emergency protocols tailored to the department’s
software environment.
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Figure 2. Phases of an emergency program for software failure (for different reasons) from a medi-
cal perspective.

 

Figure 3. Organization structure during Phase 0 (see Figure 2) from the medical emergency program.

Table 1. Necessary Patient Documents for Continued Treatment in an External Clinic.

Documents Possible Locations

Short physician’s letter requesting patient transfer due to
technical defect and inability to complete ongoing treatment in

one’s clinic
Letter template created in advance outside the OIS

Short certificate with analysis of travel time from the original
clinic to the substitute clinic and justification for the insurance Certificate template created in advance outside the OIS
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Table 1. Cont.

Documents Possible Locations

Patient file including diagnosis, disease stage, and course

We recommend storing the patient file at the initial presentation
not only in the OIS but, for example, mirroring it to the central
HIS system and/or a long-term archive and/or an independent

file folder

Original histology

E.g., found in the central HIS system. For external histologies, it
is advisable to not only scan them into the OIS but, for example,

mirror them to the central HIS system and/or a long-term
archive and/or an independent file folder

Chemotherapy prescription and already-applied cycles

We recommend storing the patient file at the initial presentation
not only in the OIS but, for example, mirroring it to the central
HIS system and/or a long-term archive and/or an independent

file folder. Some clinics also use central software systems
independent of the OIS and/or HIS

RT treatment prescription with analog signature of a specialist
physician

The RT treatment prescriptions embedded in the OIS are usually
not exported to other systems. Then, the RT treatment

prescription must be manually recreated and approved by a
specialist physician for the patient. The total and individual

dose of the current treatment plan can be found in the PDF/A
format of the treatment plan. Further sequential treatments, e.g.,
boost treatment, are not found there. It is advisable to integrate

the planned dose into the initial consultation letter and then
mirror it not only in the OIS but, for example, to the central HIS
system and/or a long-term archive and/or an independent file
folder. However, the original prescription cannot be retrieved

from there

Currently applied dose with analog signature of a specialist
physician

E.g., found in the daily list of treated patients (German DIN
Report) and should be mirrored to the HIS and/or a long-term

archive and/or an independent file folder and/or printed
temporarily during the patient RT series. The safest way to

document the currently applied dose is still the analog way e.g.,
as secondary documentation additional to the digital storage.

Copy of informed consent

The informed consent is usually available in analog form or in
digital form in a software system independent of the OIS and

should be mirrored to the HIS and/or a long-term archive
and/or an independent file folder and/or printed temporarily

during the patient RT series

Primary positioning documentation

We recommend storing the patient file at the initial presentation
not only in the OIS but, for example, mirroring it to the HIS

and/or a long-term archive and/or an independent file folder
and/or printed temporarily during the patient RT series

Positioning devices, e.g., thermoplastic mask

Images from the treatment planning CT and diagnostically
necessary imaging (e.g., MRI or PET/CT) in DICOM format,

e.g., on CD

The CT images are usually stored in the in-house PACS system
and can be exported from there in DICOM format

Printout of the treatment plan

It is advisable to create a copy of the treatment plan in PDF/A
format, store it in the long-term archive at the time of the plan
creation and mirror it to the HIS and/or an independent file

folder and/or print it temporarily during the patient RT series.
The safest way to document the currently treated RT plan is still
the analog way e.g., as secondary documentation additional to

the digital storage.
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Table 1. Cont.

Documents Possible Locations

Treatment planning including RT dose, RT plan, and RT
structure in DICOM format, e.g., on CD

In most clinics, there is no backup of the digital treatment plan
in DICOM format either on the backup server or in the PACS
system because these can only handle RT images and nothing

with RT dose, RT plan, and RT structure. In this case, the
printout of the treatment plan must suffice. Some planning
systems have the ability to export the treatment planning

externally from the OIS in DICOM format with RT dose, RT
plan, and RT structure. In these cases, it is advisable to do this

as standard.

Patient documents from inpatient stays The ward documents are usually either in analog form or in a
software system independent of the OIS.

5.2. Escalation Level 1 Initial Response—Analyze Failure, Lock OIS, Create Patient Lists
5.2.1. Technical Response

• Involve the department’s technical support team and the software manufacturer.
• Assess whether the entire OIS has failed and decide if it should be locked for secu-

rity reasons.
• Attempt to repair the OIS and verify if backups are compromised.
• Test whether the different backups are involved in failure (e.g., cyberattack on the

backup system).

5.2.2. Clinical Response

• Cancel patients in ongoing RT and planned RT for the planned period of escalation
level 1.

• If not already done, work through the points from Phase 0.
• Create a patient list (List A) for those undergoing treatment, including necessary

details like date of birth, patient ID, diagnosis, etc. This list should be centrally
managed by the organization team (see above).

• Create a patient list (List B) for those scheduled to start treatment.
• Assess the feasibility of treatment planning and outpatient work without OIS access,

and document these patients (List C).
• Inform cooperation clinics about potential patient transfers and assess their capacity.
• Notify other hospital departments and management that no emergency treatments

can be performed.
• Prioritize and reschedule patients from Lists A and B as soon as possible.

5.3. Escalation Level 2 Backup Restoration—Initiate Backup Restore, Prioritize Patients
5.3.1. Technical Response

• Escalate to higher-level technical support.
• Initiate the restoration of the last backup and estimate the time required.

5.3.2. Clinical Response

• Cancel patients in ongoing RT and planned RT for the planned period of escalation
level 2.

• Prioritize patients from List A and List B. The prioritization process should be con-
ducted by multiple specialist physicians to ensure fairness and accuracy. A concept
for a prioritization list was published by the German radiation protection commission
(Strahlenschutzkommission, SSK) [7], which provides detailed guidance on triaging
radiotherapy patients during IT system outages.
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• Create a sublist of patients from List A for potential treatment at external clinics, consid-
ering factors such as travel time, patient mobility, and the need for inpatient treatment.

• Create List D for patients treated between the backup and system failure, documenting
all missing information and ensuring data integrity.

• Reschedule and prioritize patients from Lists A and B once the restoration is foreseeable.

5.4. Escalation Level 3 Long-Term Solution—Set up New OIS, Distribute Patients Externally
5.4.1. Technical Response

• Escalate Technical Support to the highest level.
• Explore scenarios with the central IT and OIS manufacturer, including setting up an

emergency server.
• If necessary, establish a new OIS with an empty database.

5.4.2. Clinical Response

• Cancel patients in ongoing RT and planned RT for the planned period of escalation
level 3.

• Transfer as many patients as possible to external clinics.
• Prioritize and reschedule patients from Lists A and B as soon as possible.

5.5. Phase X Post-Operations—Check Doses, Schedule Patients, Document Failures
Clinical Response

• Review and adjust doses for patients from List A due to the long outage, as necessary [7,8].
• Ensure all patients from Lists A, B, and D have updated treatment appointments.
• Post-document necessary points for patients from List C.
• Document the OIS failure for all patients from Lists A to D.
• Discuss the impact of the software failure with each patient individually.
• Conduct a debrief with the extended management team to analyze shortcomings and

implement improvements for future preparedness.

6. Conclusions
The increasing incidence of software failures and cyberattacks on medical software

necessitates a proactive and comprehensive approach to emergency preparedness in ra-
diotherapy departments [3,8,9]. The case study of the ARIA OIS failure highlights the
critical need for detailed emergency plans that encompass both technical and clinical as-
pects [10,11]. By developing and regularly testing robust backup systems, establishing clear
communication protocols, and fostering cooperation with nearby facilities, radiotherapy
departments can minimize the disruption to patient care during software failures. Fur-
thermore, this preparedness lays the groundwork for more advanced clinical workflows,
including those involving artificial intelligence, which are particularly sensitive to disrup-
tions in data availability. Recent studies emphasize that medical AI systems—such as those
using radiomics to stratify and stage tumors—require stable digital environments to deliver
reliable and reproducible results [4]. The failure of such systems could result in delays in
personalized treatment planning and staging.

In addition, digital challenges in healthcare extend beyond technical breakdowns. As
shown by expert interviews [12], infrastructure deficiencies—such as inconsistent internet
access and power interruptions—can exacerbate the effects of software errors. As Joyce
et al. highlighted, radiation oncology departments must prepare for complex cybersecurity
risks with contingency planning and system hardening [13].

Our case further confirms that digital resilience must include regular process audits,
stakeholder cooperation, and system redundancy to prevent chaos during IT outages.
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Future efforts should include policy-level strategies to ensure digital healthcare systems
are not only innovative but also resilient.

The integration of AI and radiomics into clinical radiotherapy workflows heightens
the importance of stable and secure digital systems. As new tools emerge for tumor
characterization and treatment optimization, ensuring uninterrupted access to digital data
becomes not only a matter of convenience but of clinical efficacy. Future work should
address cross-disciplinary standards for digital continuity, including AI model validation
under conditions of data disruption, and explore the development of software-agnostic
contingency protocols that support intelligent systems in crisis situations.

Radiotherapy departments must prioritize the following steps:

- Routine Testing and Validation: Regularly test backup systems and emergency proto-
cols to ensure rapid and accurate data restoration and continuity of care.

- Centralized Coordination: Designate a central contact point for information dissemi-
nation and problem-solving to maintain an organized and effective response during
an emergency.

- Cross-functional Collaboration: Engage with IT departments, hospital management,
and nearby clinics to ensure radiotherapy is prioritized in hospital-wide emergency
plans and that patient transfers can be executed smoothly.

- Proactive Planning: Establish comprehensive guidelines and procedures for handling
software failures, including the development of prioritization lists and alternative
treatment methods.

By implementing these measures, radiotherapy departments can better prepare for
and manage the challenges posed by software failures, ensuring that patient care remains
uninterrupted and of high quality. The cultural shift towards greater involvement in
software and server infrastructure by clinical staff is essential to adapt to the evolving
landscape of medical technology and cybersecurity threats [14,15]. Through diligent
preparation and continuous improvement, radiotherapy departments can enhance their
resilience against future software disruptions and maintain their commitment to patient
safety and treatment efficacy.
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Appendix A
Explanation of Common Technical Abbreviations
HIS (Hospital Information System) [in German KIS = Krankenhaus-Informationssystem]
HIS systems are used for managing, administrating, and documenting electronic

patient data. HIS is not a single software but describes all means used for data and
information processing within a hospital. An example is ORBIS HIS by Dedalus.

IT (Information System), IMRT (Intensity-modulated Radiotherapy)
OIS (Oncology Information System)
Oncology Information System is software that manages the administrative and clinical

aspects of patient data in oncology. It contains the oncology-specific electronic health data
of the patient. Many OISs also directly organize and control treatment at the accelerator.
Examples are ARIA OIS by Varian Medical Systems and MOSAIQ OIS by Elekta.

OISs generally support the following features:

◦ Treatment workflow
◦ Medical prescription for radio-oncological treatment
◦ Patient register
◦ Patient documents
◦ Treatment schedule and appointments
◦ Financial control
◦ DICOM RT interoperability
◦ HL7 interface

TPS (Treatment Planning System)
The TPS is a computer system used to generate an optimal arrangement of treat-

ment fields, energies, field sizes, and escape tendencies for an optimal dose distribution.
Examples are Eclipse TPS by Varian and Pinnacle TPS by Philips.

PACS (Picture Archiving and Communication System)
In a digital image management system (PACS), radiological image data are centrally

stored and made available for diagnostics within radiology and clinic-wide diagnosis and
image distribution.

DICOM (Digital Imaging and Communications in Medicine)
DICOM is a standard format for exchanging data in medicine, e.g., CT, MRI, PET im-

ages, and digital X-ray images (RT Image) as well as radiotherapy structures (RT Structure).
Besides the image data set, DICOM also contains uniform data fields for patient master
data, radiological findings, and examination protocols.

RIS (Radiology Information System)
RISs manage patient master data and patient appointments and are used for entering

radiological findings.
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