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Abstract: Advanced vehicle technologies that substitute or assist the driver are crucial and safety-
critical elements, including independently acting electronic control units. A key element of vehicle
road safety is its behavior on the road, influenced by various factors such as adhesion and physical
forces. Self-activating brake systems, including related sensors and processing units, are vital for
modern autonomous vehicles. The complexity of software in vehicle electronic control units (ECUs)
has significantly increased, making traditional testing methods inadequate. This paper explores the
use of Software-in-the-Loop (SIL) and Hardware-in-the-Loop (HIL) testing methods in an automated
test environment to enhance software development and testing processes. It can be demonstrated that
there is interoperability between the HIL and SIL systems using the same test case implementation in
the Vector CANoe simulation environment. As a result, it can be demonstrated that in the case of a
safety-critical function, such as an ABS (anti-lock brake system) control intervention, the ECU control
software behaves the same in both the HIL and SIL simulation environments.

Keywords: electronic control units; hardware-in-the-loop; software-in-the-loop; brake-by-wire system;
embedded software testing; vector toolchain

1. Introduction

A key element of vehicles’ road safety is their behavior on the road. This behavior
is influenced by various factors, including adhesion and physical forces acting on the
vehicle (straight and lateral acceleration forces, as well as momentum). A mandatory
and important element for modern vehicles in promoting road safety is the self-activating
brake system. This system includes related sensors, processing units, and units capable
of intervention (actuators). The processing unit (control electronics) and its software can
also change the vehicle’s dynamics and road behavior. This control unit is part of a brake-
by-wire system (Continental MKC1, ABS3 generation). The essence of this technology is
that the displacement of the brake pedal is measured by a sensor, and the control software
then calculates the appropriate brake pressure, which is generated by a BLDC (Brushless
DC) motor. This allows for much more accurate and faster braking. One of the control
functions of this system is the ABS (anti-lock brake system), which is one of the most
fundamental safety-critical functions. Its use prevents the wheels of the vehicle from
locking and skidding, keeping the car steerable and reducing the braking distance The
anti-lock braking system (ABS), traction control system (TCS), and higher-level functions
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continuously monitor the rotational speed of each wheel and, in some cases, the direction
of rotation, transmitting this information to the ABS control unit [1]. Based on these signals,
the control unit can regulate the braking force on the wheels, effectively cooperate with
driver assistance systems, and support autonomous driving systems. The main components
of a brake-by-wire system are the pedal interface, DC motor, hydraulic block, electronic
control unit (ECU), and brake fluid reservoir. Recently, the complexity of software running
on vehicle electronic control units has significantly increased. Therefore, traditional testing
methods and procedures no longer provide adequate test coverage for fast and safe market
access. It is vitally important to research software development and testing methods where
various software testing levels are executed in a predetermined, scheduled order in an
automated test environment. These procedures would range from the software module test
level to the Software-in-the-Loop (SIL) and Hardware-in-the-Loop (HIL) basic operational
testing, up to the qualification level implementing ASPICE (Automotive SPICE—Software-
based systems Process Improvement and Capability DEtermination) SWE6 standards,
following the levels defined by the software development V-model [2,3]. A critical task of
the environment serving these software development levels is implementing SIL/HIL tests.

2. Problem Statement

The real-time HIL simulation was implemented on the automotive supplier Vector’s
VT system product, with its control software being CANoe. This framework has enabled
the implementation of the complete restbus, analog/digital sensor simulation, and thus the
testing of automotive driving dynamics maneuvers: anti-lock braking—ABS. SIL tests are
currently performed with IPG’s CarMaker framework. However, as this is a completely
different company’s product, each software test case must be recoded. The aim of this
paper is to implement and customize Vector’s SIL module, which has not been utilized
before, to allow the test framework to execute automotive dynamic maneuvers—commonly
used in HIL testing—directly in a SIL environment, without requiring any modifications to
the test code. In short, the same test case should be runnable in both SIL and HIL [4]. This
has a huge advantage since although HIL is a much cheaper testing solution than actual
vehicle testing, it still has high hardware costs, and machine time is finite, as a limited
number of engineers can use a finite number of resources at any one time. The official test
execution is just the tip of the iceberg in terms of machine time usage. The development
and continuous testing of the test also require considerable time. This is where SIL comes
into play, as it allows test cases to be run on every engineer’s own machine, eliminating the
need for physical HIL usage, thereby saving time and money [5,6].

3. Comparison of the HIL and SIL Simulation Approach

In both simulation solutions, the testing object is the control software on the electronic
control unit (software and hardware component as well) which implements the safety-
critical ABS control function, and the goal is to achieve error-free operation of this control
software. This means we need to build a simulation around the ECU software so that,
during operation, the software “believes” it is running in a real vehicle, receiving all
necessary information from the BUS network (frames, signals), and being accepted by
other vehicle controllers (engine control, airbag control, transmission control, etc.), with all
necessary analog and digital signals plausibly available for error-free operation (brake fluid
pressure and temperature sensor signals, acceleration sensor signals {lateral, longitudinal,
yaw rate}, wheel speed signals, control motor speed and torque in case of brake-by-wire
system, the complete hydraulic operation, etc.) [3,6].

In the HIL system, the simulator and simulation are responsible for setting up and
running the mentioned environment. This environment includes, in some form, the ECU
circuit and the control software to be tested running on the real processor in real time. In our
case, we are talking about a dry HIL, so the system is not filled with brake fluid; this is also
simulated. The system includes a specially prepared “verification ECU”, with sensor legs
wired out to provide sensor simulation to the controller. A separate unit is the hydraulic
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unit, where the valves are controlled by currents induced by real coils. Valve current uptake
is measured in return. Also, a cable whip connects all devices to the HIL simulator. Some
of the simulations can only be performed by the VT system itself, while other parts are
performed by internal simulation components mounted on the HIL rack and interconnected
with the entire environment. Figure 1a shows the conceptual foundation of the HIL system,
which means that we provide inputs to the software running on the hardware through
simulation. We aim to replace the physical signals from real sensors with signals from the
test environment necessary for the system and software operation. Our goal is to create an
environment that enables the software under test (which operates on physical hardware) to
run completely error-free, accurately reflecting real-world conditions [3]. In the SIL system
Figure 1b, hardware components are omitted, and everything is realized through software.
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The brake control software is embedded in the virtual environment in the form of a
.dll file, and the real ECU is replaced with a so-called VCU (Virtual Control Unit), which
contains the original control software and the emulation of the real ECU (BUS network;
processor—MCU; power control unit—PCU; A/D converters; EEPROM; etc.). Practically,
this means that every “externally arriving” sensor signal (gas pedal position, steering
angle, yaw rate, lateral/longitudinal acceleration values) is separated during software
translation and given an interface through which another software can communicate. The
goal is to simplify access to the software as much as possible. The core of the software,
the application, naturally remains the same, but the hardware-dependent parts need to be
bridged. This environment allows the simulation of the real controller’s operation on a
PC. By connecting various simulation models (hydraulics, sensor, intervention hardware,
powertrain, etc.), plausible behavior is achieved, capable of producing a flawless virtual
environment without real brake control hardware and physical connections, in which our
control software can run [1].

As previously mentioned, an important advantage of setting up an SIL (Software-
in-the-Loop) environment in the Vector framework is that the existing test case suite
and simulation (restbus and sensor) from HIL (Hardware-in-the-Loop) are fully usable
in both systems. This makes the development and debugging of test cases simpler and
independent of HIL. By achieving this, we can optimize resources and save time and
money. As mentioned, it is necessary to connect to the specific SIL software interfaces,
which, in the case of Vector, is realized by “vSIL” (.dll). The adapter, as a library, needs to
be added to the CANoe environment by Vector. In Vector CANoe, the basics are written in
Communication Access Programming Language (CAPL), which is time- and event-driven,
much like restbus simulation [1]. For instance, if a system variable or the value of a BUS
signal changes, predefined events occur, such as a function call. Such events are encoded in
the vSIL adapter.dll, with an on-start event implemented. As soon as the simulation starts,
the .dll, through globally accessible system variables, initiates communication with the SIL
(Software-in-the-Loop) virtual environment. These system variables can be written to or
read from CAPL codes, test codes, and models within the CANoe environment, and they
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are mapped onto the adapter .dll. In Vector, Symbol Mapping provides the capability to
configure this setup [1].

4. Technical Challenges and Solutions

For a single VCU, synchronization between CANoe and the VCU is managed by a
timer in CANoe, which advances the VCU to the next loop every 10 ms. However, with
two VCUs (e.g., in MKC2 projects), synchronization between the two VCUs is necessary.
This is achieved using the Chimera VCU Adapter module (dll), developed by Conti,
which not only handles synchronization but also manages Controller Area Network (CAN)
communication between the VCUs. A special method was used because our interface to
CarMaker and Matlab is on a 1 ms basis. Changing it would require modifications to all
integrators inside and would significantly reduce performance. Initially, in the first 10 ms
after the MCU powers on, the Chimera Adapter has a callback every 100 µs, waiting for
the counterpart to be called as well. If a message appears at a certain point during these
10 calls, in subsequent steps, the Chimera checks if the bus message is sent at the same
point in time or around it. The sync time then increases to around 300 µs. If the trigger
point is the same at least five times, the sync time increases to 600 µs, and in the final sync
step, the synchronization time is switched to approximately 1.25 ms [3].

The use of different compilers caused issues with the representation of the CAN com-
munication class in memory between the VCU.dll and the vSiL_Adapter.dll. This led to
improper CAN communication (e.g., frame data content misalignment). Transitioning to
a structure devoid of STL and utilizing only basic data types resolved the CAN commu-
nication issues. A severe memory leak resulted in CANoe running out of usable memory
after 15–20 min of operation. Tracking down this issue was complex due to multiple
potential sources. The memory leak was ultimately found in the VCU.dll after extensive
debugging and numerous attempts, despite static code analyzers not detecting the problem.
Interestingly, this issue did not manifest in CarSiL.

5. Results

The primary objective of this research was to develop and optimize the HIL (Hardware-
in-the-Loop) and SIL (Software-in-the-Loop) testing environments to make them inter-
changeable in terms of test scenarios, thereby enabling efficient execution of tests exclu-
sively in a software environment. This goal was achieved by reducing the computational
complexity and testing time requirements of both HIL and SIL systems, leveraging test
scenarios initially developed in the HIL environment within the virtualized SIL system.
During the process, the entire HIL system and the electronic control unit (ECU) were
virtually emulated, resulting in a Virtual Control Unit (VCU). The control software was
embedded in the virtual environment in the form of a .dll file, replacing the real ECU with
a VCU that includes the original control software and the emulation of the real ECU’s com-
ponents, such as the communication BUS network, processor (MCU), power control unit
(PCU), A/D converters, and EEPROM memory. This approach significantly reduced the
computational complexity and testing time. By enabling the execution of HIL-developed
test scenarios within the SIL environment, we demonstrated a substantial increase in the
efficiency of the testing process. This methodology allows for the simulation of a fully
functional vehicle environment on a PC, eliminating the need for physical hardware compo-
nents. The results indicate that the virtual environment can reliably replicate the real ECU’s
operations, providing all necessary signals and interactions that the control software re-
quires for error-free operation. The successful integration of the HIL and SIL environments
within the Continuous Integration/Continuous Deployment framework resulted in several
key benefits like Resource Optimization, Time Efficiency, Scalability, Environmental Impact,
and reliability [3]. The HIL simulation results shown in Figure 2a were obtained using
the Vector VT system with CANoe software for real-time simulation of the automotive
brake system. The SIL simulation results shown in Figure 2b were obtained using the
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Vector SIL module within the CANoe environment, enabling the reuse of HIL test cases in
a software-only setting.
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The meanings of the signals in Figure 2a,b are as follows: “ABSRef(kph)” represents
the reference speed in kilometers per hour, which the ECU software calculates based on
the wheel speed signals. This speed is used as the basis, for example, for the ABS function.
For “Vel_RL(kph)”, the speeds are in km/h. The value of “ABS_CYCLE(bool)” determines
when the ECU software enters the ABS cycle, when ABS control intervention occurs.
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Regarding signal patterns and trends in the HIL case, the signal shows a clear pattern
with peaks and troughs at specific intervals, corresponding to the expected behavior of the
brake system under test conditions, while in the SIL in Figure 2b, the signal closely follows
the pattern seen in the HIL results, with similar peaks and troughs. From a quantitative
value point of view, in the HIL case in Figure 2a, the maximum value reaches, for example,
100 units, and the minimum drops to 20 units, while in the SIL case in Figure 2b, the
maximum value is around 98 units, and the minimum is 22 units, indicating a slight
variation but overall close values. Regarding the response time in the HIL in Figure 2a, the
response time to input changes is instantaneous, as expected from real hardware, while in
the SIL in Figure 2b, the response time is almost identical, with negligible delay, showing
that the SIL environment accurately simulates the hardware response. In the case of the HIL
in Figure 2a, some minor noise and fluctuations are present in the signal due to real-world
physical interactions and sensor imperfections, while in the SIL in Figure 2b, the signal
is slightly smoother with less noise, which is typical for a simulated environment where
ideal conditions are assumed. In conclusion, the HIL and SIL results are quite close to each
other, indicating that the SIL environment is an effective and reliable tool for simulating
the real hardware behavior. The minor differences in quantitative values and noise levels
are within acceptable ranges and do not significantly impact the overall performance and
reliability of the simulations.

6. Conclusions

In conclusion, this research successfully demonstrated the feasibility and advantages
of integrating HIL and SIL testing environments. The developed methodology not only
enhances testing efficiency and resource utilization but also supports the sustainable and
scalable development of advanced automotive software systems. This approach ensures
that automotive software can be thoroughly tested and validated in a virtual environment,
paving the way for more efficient and environmentally responsible development practices.
This research study compares ABS measurements obtained from real HIL hardware and a
simulated SIL environment to evaluate the accuracy of SIL simulations in replicating real-
world hardware performance. The results indicate that both HIL and SIL signals exhibit
similar patterns and trends, with corresponding peaks and troughs, indicating consistent
system behavior across both environments. The maximum and minimum values in SIL
are slightly different from HIL but remain within acceptable ranges, demonstrating close
alignment. SIL simulations show negligible delays compared to HIL, effectively mirroring
the hardware’s response times. Overall, the SIL environment effectively simulates the
HIL hardware’s behavior, with minor differences that do not significantly impact the
performance and reliability of the simulations. This validates the use of SIL as a cost-
effective and efficient alternative for testing safety-critical brake systems or other ECUs.
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