engineering K\
proceedings MD\Py
Proceeding Paper

Detection of Non-Technical Losses in Special Customers with

Telemetering, Based on Artificial Intelligence

José Luis Llagua Arévalo *

check for
updates

Citation: Llagua Arévalo, J.L.;
Pesantez Sarmiento, P.A. Detection of
Non-Technical Losses in Special
Customers with Telemetering, Based
on Artificial Intelligence. Eng. Proc.
2024, 77,29. https://doi.org/
10.3390/ engproc2024077029

Academic Editor: Walter Vargas

Published: 18 November 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

T

and Patricio Antonio Pesantez Sarmiento *

Department of Electrical and Electronic Engineering, National Polytechnic School, Quito 170525, Ecuador
* Correspondence: jose.llagua@epn.edu.ec (J.L.L.A.); patricio.pesantez@epn.edu.ec (P.A.PS.)
* Presented at the XXXII Conference on Electrical and Electronic Engineering, Quito, Ecuador,

12-15 November 2024.

Abstract: The Ecuadorian electricity sector, until April 2024, presented losses of 15.64% (6.6% technical
and 9.04% non-technical), so it is important to detect the areas that potentially sub-register energy
in order to reduce Non-Technical Losses (NTLs). The “Empresa Eléctrica de Ambato Sociedad
Anoénima” (EEASA), as a distribution company, has, to reduce NTLs, incorporated many smart
meters in special clients, generating a large amount of data that are stored. This historical information
is analyzed to detect anomalous consumption that is not easily recognized and is a significant
part of the NTLs. The use of machine learning with appropriate clustering techniques and deep
learning neural networks work together to detect abnormal curves that record lower readings than
the real energy consumption. The developed methodology uses three k-means validation indices
to classify daily energy curves based on the days of the week and holidays that present similar
behaviors in terms of energy consumption. The developed algorithm groups similar consumption
patterns as input data sets for learning, testing, and validating the densely connected classification
neural network, allowing for the identification of daily curves described by customers. The results
obtained from the system detected customers who sub-register energy. It is worth mentioning that
this methodology is replicable for distribution companies that store historical consumption data with
Advanced Measurement Infrastructure (AMI) systems.

Keywords: energy under registration; fraudulent curves; validation indices; neural networks;
non-technical losses

1. Introduction

In a society that is highly dependent on the availability, efficiency, and reliability of
electricity, it is essential for the electric companies in the sector to have good management
of the production and distribution of energy. One of the major problems that concerns
this industry is electrical losses, which occur mostly in the distribution segment [1]. In the
transportation of energy, losses are the difference between the electricity that enters the
network and that which is delivered for final consumption, and they reflect the level of
efficiency of the transmission and distribution infrastructure. Being able to reduce losses is
essential to increasing the efficiency of energy distribution, and, in many cases, it can even
help improve the financial sustainability of distribution companies. In Ecuador, at a general
level, in recent years, in the electric sector, the level of losses has substantially improved,
dropping from 22% in 2006 to 13.06% in 2021 [2]; however, recently, it has increased to
15.64% (6.6% technical and 9.04% non-technical). The advances in the identification of
NTLs have been undeniable recently, and identification models have been established with
the information to detect patterns or find areas where there are high percentages of NTLs,
as well as methodologies based on energy balances at the level of distribution transformers
and medium voltage branches. Smart Grids have evolved to the level of incorporating
techniques based on artificial intelligence to solve real problems, such as NTLs in distribu-
tors, demand prediction, and adaptive protections, among others. These systems generate
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a large amount of data and cybersecurity plays an important role. The purpose of this
article is to develop a methodology to detect non-technical losses using readings of energy
consumption every 10 min, use various classification indexes that guarantee the formation
of groups, and finally implement artificial intelligence techniques for the development of
pattern recognition of fraudulent and non-fraudulent curves of industrial clients owned by
EEASA. Compared to the latest advances in NTL methodologies, in which the Multiversal
Recurrent Algorithm with Multiple Repetitions (MV-REMR), published in November 2023,
stands out [3], the lack of information on energy consumption replaced by zeros has, in
this research, been solved through the use of statistical interpolation methods. The records
obtained by the AMI, with sampling every 10 min, generated a matrix of 105,264 per special
client for two years; to facilitate information management, the reduction to an hourly
demand was carried out, and this allowed us to improve the classification of the clients
using clustering techniques supported by three k-means validation indices, complying with
the class balance. Densely Connected Neural Networks (DenseNet) have a better response
in non-discretized systems compared to the Convolutional Neural Networks (CNN) used
in MV-REMR, allowing for a better view of the consumption pattern of special clients.
Likewise, the use of AMIs, due to their high reliability in data acquisition, communication,
and storage, makes the proposed methodology more effective.

2. Methodological Proposal

The methodology consists of the evaluation of historical daily curves in a two-year
time interval for the identification of non-technical losses through deep learning of the
classification neural network. This method will help us to classify curves with anomalies
and typical curves based on learning from the historical data downloaded from the distri-
bution company’s customers, identifying patterns considered with the underreporting of
customers that could be suspected of energy fraud. Figure 1 summarizes this methodology,
showing three clear stages for the development of this work.
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Figure 1. Methodology flowchart.

2.1. Database Extraction and Consolidation

From the historical data of the special customers (industrial and commercial) that have
telemetering for the period from 31 May 2020 to 31 May 2022, a data matrix will be created
for which a pre-selection of the most representative customers will be made according to
their consumption characteristics and metering history.
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2.1.1. Extraction and Selection

In the selection, customers have determining details, such as the characteristic of
“possessing Telemetry” and “Total kW Consumption”, which will be important at the
time of selecting 100 of the 297 customers that meet the conditions of having historical
data for greater than two years and for whom there has not been a reason for a change in
the telemetering process during the designated time interval. With the stratified sample
method, the number of individuals from each zone to be extracted to form the customer
matrix is determined, as shown in Table 1, which specifies the number of customers chosen
from each zone and the number from which the historical data will be extracted.

Table 1. Stratified sample of customers.

Zone Description Customers Sample
1 Ambato 142 60
2 Pelileo 43 10
3 Pillaro 13 3
4 Banos 11 5
5 Patate 8 2
7 Pastaza 43 8
8 Palora 2 2

10 Quero 14 3

11 Tena 19 5

12 Archidona 2 2
TOTAL 297 100

The platform “Telemetering Systems for special customers EASYmetering AMI Solu-
tions”, used by the distributor, has several clusters where they store readings of voltage
[V], current [A], power [kW], active energy [kWh], and reactive energy [kVArh] in intervals
of 10 min; this results in 144 data entries for each day.

2.1.2. Cleaning and Preprocessing

It is important to mention that not all the records are complete due to failures in
the communication between the AMI and the server; also, not all the columns contain
the same format. The work is meticulous client-by-client since each file had its own
particularities which did not allow for treating all the extracted files in a general way.
Instead, we followed a small procedure to eliminate inconsistencies, which is detailed as
follows: 1. In the debugging phase, missing values are detected and replaced by means
of interpolation techniques; 2. The interpolation considers all the points and correlates
the complete behavior of the set used; and 3. Cases where there was no data had the
particularity that they were followed by Not a Number (NaN) values, showing that there
were connection failures with the server and the AMI meter, so the data were interpolated
for the interval with these values.

2.1.3. Consolidation of the Complete Data

With the customer data processed and purified, which contained the 105,264 pieces of
data on energy delivered every 10 min during the 731 days of the two years, we proceeded
to consolidate the database of the 100 customers. Keeping their names assigned by the zone
of their location and the place they occupied in the ranking of energy consumption, the
consolidated data are reduced to 17,544 rows to obtain consumption values for each hour,
as shown in the green circles of the Figure 2, where the first columns have the date and
time of the reading of the energy delivered and then, in chronological order, the demand
values expressed in kW that each client had, thus forming the history of the two years of
AMI readings.
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Figure 2. Variabilit.

2.2. Classification and Clustering of the Daily Curves
2.2.1. Data Reduction and Sorting

To obtain a more effective data reduction without losing important information in
the energy records, all energy values within each hour were summed, thereby obtaining a
reduction from “105,264 rows x 100 columns” to “17,544 rows x 100 columns”.

The classification of the data was performed with prior knowledge of the way in
which EEASA’s special customers record their energy consumption, knowing beforehand
that most industrial sector workers work typical working days between Monday and
Friday, that, on weekends, few industrial customers work fully, and that holidays are a very
unfavorable option to work. The behavior of the daily curves generated on the basis of the
energy consumption supplied is similar in most of the special customers, clearly affecting
their shape on weekdays; for more information see [4].

Table 2 shows a summary of the classification performed, detailing the days of each
group, the data within each group, and the matrix formed for the grouping with the
k-means indexes.

Table 2. Classification data frames.

Ranking Days Data Frame

Group from Monday to Friday 500 12,000 x 100
Weekend group 173 4152 x 100
Holiday group 58 1392 x 100

2.2.2. Data Normalization

The minimum-maximum normalization methodology is used—see [5]. Figure 3
shows the curves described with the normalized data for the Group from Monday to Friday
corresponding to the normalized consumptions represented in different colors for each of
the 100 customers, where all values are within the interval 0 and 1.

2.2.3. Clustering

This sub-process conglomerates the daily curves into compact groups with distinct
and significant properties from the rest of the groups. In this work, the clustering capability
of the k-means algorithm and its variations are investigated; see [6] to understand the
heuristic iterative procedure to cluster the Representative Demand Patterns into k groups.
Where the procedure is fulfilled, choose centroids of k groups (randomly chosen from
the set of the Daily Curves), then each Daily Curve is integrated into the nearest group
(according to the optimization function), and, finally, the centroids are recalculated by
averaging the Daily Curves of its members. The process is repeated until the centroids of
the cluster are stable—see [7].
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2.2.4. Validation Indexes

The indexes used are Euclidean k-means, Dynamic Time Warping (DTW), Barycen-
ter Averaging k-means (DBA), and Soft-DTW k-means, which employ evaluation coeffi-
cients such as DTW, Within Cluster Sum of Saqueis (WCSS), and Silhouette Coefficient
(SC)—see [8].

In Figure 4, the red curve represents the centroids of each cluster, and the black ones
represent the clients that make up the group; the value of “n” gives the number of clients
that are in each group. The visual analysis of each group with the location of the centroids
with respect to the curves that make up the cluster and the experience in the behavior of
the curves of the industrial clients are important factors for the definition of the value of k
and the most suitable classification method for each group.

Group 1 n=27

10 1
N W
ao
0 500 1000 1500 2000 2500 1000 00 4000
Group 2 n=2

Figure 4. Grouping using the Soft-DTW k-means index for a k = 5, represented the centroid curves in
red color.
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2.2.5. Definition of Groups

In the visual evaluation process, it is important to carefully observe the graphs de-
scribed in each evaluation index to determine the method that best describes the group,
taking into account the position of the centroids calculated and fully defined in red and
the behavior of the curves of the customers with respect to the centroid within each group.
Figure 5 shows how they were classified for a k = 5 and the value of ‘n” with the number of
customers found in each group. It is important to mention that the ideal k value for this
project is 5, since ‘k’ values equal to 4, 6, and 7 do not show homogeneity in the clusters.
For more details about evaluation indexes, see [9].

It is important to emphasize that, for the previously classified groups (Monday through
Friday, holidays, and weekends), the same methodology is applied, but the behavior of the
evaluation indexes with respect to their daily curves is different. Any index of the three
that were evaluated can be chosen, observing the best grouping, the number of individuals
in the group, and the way the centroid describes the complete group.

2.2.6. Conformation of Groups

With the method and the value of k defined, the assigned values for the grouping
and the calculated centroids are determined; with an array of the assignments to each
group presented, the centroids calculated for each hour of energy consumption are also
normalized. With a small array of rows and columns, each customer can be assigned to
the group to which they belong, as shown in Figure 5, where the first column shows the
customer, followed by the normalized data of the daily curves, and the last column shows
the number of the group to which the customer was assigned. With the values assigned in
the Data Frame, the five groups are created with the given assignments—see [10].

0 1 - 1390 1391 Groups

1.1 0675224 0677938 .. 0568357 0.581090 0
1_2 0.748290 0.7538575 0.103997 0.1022846 3
1.3 0967538 0967640 ... 0913640 0.913844 3
1_4 0055345 0.018177 0.507596 0.418882 4
1.5 0.116467 0054153 ... 0015108 0.019235 3
11_4 0.019700 0.025805 .. 0.195339 0.208935 0
11_5 0013710 0007192 .. 0103012 0.074843 4
12_1 0088134 0.101428 ... 0.168554 0.155096 4
12_2 0170968 0178710 .. 0272258 0.208710 B
12_3 0603521 0601006 .. 0610855 0611693 4

100 rows = 1393 columns

Figure 5. Grouping assigned values.

2.2.7. Creation of Fraudulent Customers

With the lack of data on daily curves that present abnormal consumptions by the
distributor, patterns that under-register energy are created to simulate typical frauds that
may occur in special customers of the distributor. Therefore, for the creation of these
patterns, the aim is to simulate this type of behavior with a set of random variables,
simulating the different types of under-registration that can be created by using malicious
activities and directly affecting the distributor and increasing the non-technical losses of the
same—see [11]. Therefore, three types of frauds are created, and are described as follows:
Type 1 (T1): Constant Proportional Decrease in Time; Type 2 (T2): Proportional Decrease in
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Time Windows with Time Band at Maximum Consumption (Peak Hours); and Type 3 (T3):
Proportional Decrease in Time Windows with Indistinct and Random Time Band.

To create the fraudulent curves, the parameters detailed in Table 3 were used, in which
the values are specified to create the synthetic base that contains the curves with under-
registration. With the use of statistical metrics, such as standard deviation, the minimum
and maximum values of variability of the data of each group in the daily consumption
curves are found.

Table 3. Creation of fraudulent curves.

Standard Deviation Fraudulent Curves

Min. % of % Min. of Max. %

MIN MAX Admissible Variation  Variation Chosen Variation Chosen

Group Monday to Friday
Group Weekend
Group Holidays

0.172888139 0.303566006 30.35% 35.00% 85.00%
0.228457341 0.32703843 32.70% 35.00% 85.00%
0.210337241 0.344457664 34.45% 35.00% 85.00%

(a)

The percentages of decrease, which are between 35% and 85%, create fraudulent
curves; these are randomly chosen values and form curves with abnormal consumptions
for each type of fraud (in blue color), with respect to the normal energy consumption curves
(in orange color), as shown in Figure 6. Each chart has a label that shows the customer code
plotted, the type of fraud performed, and the percentage that has been decreased to the
normal consumption curve.

(b} (c)

Normalized Demand Values

— T1:2_6(36%) 10 — T2:1_4(56%) 1o — T3:7_6(82%)
2.6 14 76

[ a oWl

350 375 w00 200 25 20 2715 300 25 350 375 00 600 625 650 675 700 725 750 75 800

Time in hours

Figure 6. Normal and fraudulent consumption curves with percentage decrease. (a) Type 1 with
36% of customer 6 in zone 2. (b) Type 2 with 56% of customer 4 in zone 1 and (c) Type 3 with 82% of
customer 6 in zone 7.

2.3. Construction of the Neural Network

The neural network model to be built is shown in Figure 7, where can see the input,
hidden and output layer (rectangles blue color), the main hidden layer is constituted for
three hidden layers (rectangles red color) with eighty nine, ninety, eighty nine neurons
respectively and the black arrows show the density connection into NN; It is one of the three
models to be built for each group is shown. The hyperparameters are parameters external
to the model itself, set by the neural network programmer, for example, the selection of
the activation function to use or the batch size used in training. The model parameters are
internal to the neural network, for example, the weights of the neurons. Stating that the
hyperparameters are the adjustable parameters used to control the training process of the
model, it must be specified that the values set for each model are different since each data
set has different row dimensions.
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Figure 7. Model network design for the holiday group.

2.3.1. Construction of the Neural Network

For the construction of the neural network, the free software KNIME Analytics Plat-
form 4.7.1 is used which, despite its high performance in the handling of large data sets,
must be linked to the installation of the “Python Deep Learning” package with the Keras
and Tensor Flow 2 libraries, which are compatible with Python 3.6.13, which comes by
default in the installation of Conda in its latest version (Conda 4.12.0). Figure 8 shows the
linked software so that the libraries can be used for the construction of the neural network.

2.3.2. Configuration of the Neural Network

For the configuration of the neural network model, the following nodes must be
configured: Keras Input Layers, Keras Dense Layers, Keras Network Learner, Keras Net-
work Executor, and a node for the visualization of results which will be Line Plot (local)
after forming the complete data (real data and fraudulent data of the three types). The
hyperparameters shown in Figure 8 exist in order to form the densely connected neural
network that will be trained and tested to check if it is learning and generating knowledge
in the identification and classification of curves with sub-register with a value of 1 and
normal curves with values of zero. For more information on this, see the thesis work [10],
where the process followed in the reading, classification (training, validation, and test data),
learning, validation, and testing of the formed groups are shown in detail.

The neural network model and the data execution nodes will be shown configured
in the work area, as shown in Figure 9, where all the nodes are executed and in green
color, showing the correct procedure in data loading and filtering, configuration, training,
validation, and testing of the neural network model. The yellow nodes represented the data
conditioning, the magenta nodes show the tag assignment, the brown nodes present the
neural network architecture and finally the green nodes evince the trained network model.
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Figure 8. KNIME—Python link and deep learning libraries.
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Figure 9. Completed neural network in the working environment.

This process of building the neural network model must be performed for each
classification group (Monday to Friday, weekends, and holidays), so, in the end, three
neural network models will have to be trained, see [10].
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3. Results

The results are focused on the prediction performed by the neural network to classify
real and fraudulent curves, so they will focus directly on the accuracy and loss margins of
the trained neural network.

3.1. Accuracy

In the option View: Learning Monitor of the Keras Network Layer, the Accuracy of the
training can be observed, which indicates the model accuracy and how the model is learning
with the Batches configured during the construction of the network, as shown in Figure 10.
In Figure 10 it can also be seen that the smoothed curve of the training data (in red color) is
reaching the values of the smoothed curve of the validation data (in blue color), with small
and acceptable error margins within the training. This confirms that Adam’s optimization
function and the activation functions configured in the hidden layers work together for
the learning of the neural network. Also, these results can be verified between the curves
of the training data (in pink color) and the validation data (in lilac color), as the values
change abruptly at the beginning and the others describe the step function of the activation
function Binary cross entropy as they pass the Batch configured during the learning process of
the model, adjusting until the necessary knowledge base for the neural network is achieved.

Accuracy

10 15 15 175 00 5 < 75 00 3 S0 375 400 425 450 475 S00 S5 S50 575 6AC 625
Batches

Traning data Tranng data(smoothed aidation data — Vaidaton data(smoothe
Figure 10. Accuracy curves of the neural network.

3.2. Losses

In the Loss tab, within the same View: Learning Monitor, it can be observed how the
values of the error calculated by the Binary cross entropy function, used for the classifi-
cation of the curve patterns, make the values desirable since the error tends toward zero
and the curves converge as the Batch and Epoch are advancing, as shown in Figure 11.
Here, it can also be seen that the red curve (Smoothed Training Data) and the blue curve
(Smoothed Validation Data) generate increasingly similar values, reaching a minimum
distance between the predicted values and the desired values. Between the purple curve
(Validation Data) and the pink curve (Training Data), we can see the abrupt changes that the
network model undergoes, showing how the configured hyperparameters make the model
predict and learn the expected responses. When the accuracy and error curves follow the
same trend, it is an indicator that it is a good model.
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Loss

400 45 450 ¢
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Trainng data — Traning data(smoothed) — Validation data — Validation data(smoothed)

Figure 11. Losses curves of the neural network.
3.3. Tests

With the trained neural network, tests are performed with data from 20 new customers
that are completely unknown to the trained network, where the network analyzes 2 months
of historical data from 1 June to 31 July 2023. This period has the particularity of not
containing holidays, making 61 days to be analyzed, and the results will be shown with the
Line Plot Node.

The results of the prediction accuracy in red line of the weekend data evaluated on the
neural network (18 days) are shown in Figure 12.1t can be said that customers 1 2,1 4,1_5,
1_8,3_1, and 7_2, present anomalous consumptions because the red dots have values close
to Boolean value one, being possible customers that are performing to register abnormal
consumptions or under-registering energy.

Finally, we analyze the data for the group from Monday to Friday (43 days), and we
can say that customers 1_4,1_8, and 7_2, repeat this pattern of anomalous consumption or
under-registration of energy, as shown in Figure 13, where we can clearly observe that the

high Boole values of these customers are approximated to one, corresponding to abnormal
energy consumption.
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Figure 12. Weekend neural network results.
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Figure 13. Results of the neural network from Monday to Friday.

With the results given, it can be affirmed that clients 1_4, 1_8, and 7_2 are candidates
to be inspected for abnormal consumption. Previously to the culmination of this article,
EEASA indicated that, after an inspection was carried out, one of the clients is a frequent
recipient of fines for this particularity and the other two presented technical reports of cor-
rective maintenance for problems in their machinery, causing the low energy consumption
that they regularly register during their regular operation.

4. Conclusions

In the development of the neural network model, the training process is important,
since the hyperparameters must be correctly chosen and configured (structure and topology
of the neural network: number of layers, number of neurons in each layer, activation
functions, etc.; at the level of the learning algorithm: the Epoch, the Batch Size, the Learning
Rate, the Momentum, etc.). The hyperparameters (structure and topology of the neural
network: number of layers, number of neurons in each layer, activation functions, etc.; at
the level of the learning algorithm: Epoch, Batch Size, Learning Rate, Momentum, etc.)
are important because they fulfill their function at each stage, being an essential step to
achieve an acceptable neural network model, so that it fulfills the objective for which it
was designed.

In the training process, if the expected results are not achieved, the hyperparameters
must be changed, such as varying the number of neurons in the hidden layers in accordance
with the number of variables entered, as well as choosing appropriate activation functions.
This is important since one of their main functions is to model the nonlinearity of the data
and these are transcendental decisions in the training of the model and since they are in
charge of activating or not activating these neurons in each training cycle.

Loss and Accuracy functions should be analyzed and monitored during the model
training process because the shape and trend allow us to know if the network is learning.

Overfitting (overfitting or overtraining) and underfitting (undertraining or underfit-
ting) are references that make the neural network model unable to capture the underlying
trends of the data, i.e., when generalizing the model, it does not fit with the knowledge it
is expected to acquire, causing the Accuracy and Loss curves to diverge and the network
model to fail to fulfill the purpose for which it was created.
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