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Abstract: 5G is transforming the healthcare industry by providing novel use cases and applications.
With a lower latency, a higher bandwidth, and massive machine-type communication capabilities,
5G supports the smart healthcare system in expanding its applications. This rapid adoption of 5G
technology increased the number of connected devices. However, the deployment of 5G networks
also introduced security challenges, especially for sensitive patient data which must be secured. Base
stations are a key component in connecting devices to the mobile network and need to be secured. As
unauthorized base stations cause interference or can be used as fake base stations to attack devices in
the network, it is crucial to address the security concerns associated with 5G-based smart healthcare
networks. Thus, we studied the case of base station security to investigate different methods for
detecting and mitigating the risks associated with unauthorized base stations. The results can be
used to better secure 5G-based smart healthcare networks.
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1. Introduction

Amid the COVID-19 pandemic, the use and demand for telemedicine and remote
healthcare have increased significantly. Thus, new approaches for smart healthcare are
required for urgent application [1]. Smart healthcare integrates advanced technologies such
as 5G, Internet of Things (IoT) devices, AI, and data analytics into the healthcare industry. It
revolutionizes the delivery of healthcare services by enabling real-time monitoring, person-
alized treatment, and improved patient outcomes. Interconnected devices and networks
are used to collect and analyze health data, facilitating remote monitoring, telemedicine
consultations, and efficient data management. Wearable devices are used to monitor vital
signs for early detection and personalized interventions [2]. Smart healthcare systems
empower patients and provide access to medical records, personalized recommendations,
and virtual consultations. They also optimize care resource utilization and enhance the
efficiency of healthcare delivery.

Figure 1 illustrates an example architecture of a 5G-based smart healthcare network
connecting different devices to healthcare services. With the help of 5G, these applications
have become more reliable than before while serving more people in rural areas where
healthcare services were not easily available. The rapid adoption of 5G and IoT technology
increases the number of connected devices, including medical devices such as blood glucose
meters and heart rate monitors. These devices collect sensitive patient data that must be
protected from cyber-attacks. Base stations, which act as access points between these
devices and the network, are particularly vulnerable to cyber-attacks, as they are exposed
to public internet or radio attacks. Therefore, addressing cyber security concerns in 5G-
based smart healthcare networks is of paramount importance. Therefore, we explored base
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station security and how fake base stations became a threat to a smart healthcare network.
Then, possible measures were proposed to secure and detect such threats.
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2. Research Background

We reviewed the related studies on 5G and 5G-based smart healthcare networks to
define cyber security problems in their use.

2.1. 5G and 5G-Based Smart Healthcare Networks

5G is an advanced mobile network technology that provides a low latency, a high
bandwidth, and massive machine-type communications serving large numbers of IoT
applications. These applications range from cars and robots to sensors and, in the context
of smart healthcare, medical equipment and wearable electronics. A 5G network mainly
comprises user equipment (UE), base stations, and core network [3], as follows:

• The UE is a modem and stores a permanent identifier called International Mobile
Subscriber Identity (IMSI) and a key used for mutual authentication between the user
and the network.

• The base station (BS) acts as the access point for UEs to attach to the Radio Access
Network (RAN), connecting it to the mobile network and, thus, to the Internet.

• The core network (CN) is the backbone of the mobile network; it performs all manage-
ment tasks and traffic routing.

Reference [4] described the architecture of 5G and IoT-enabled smart healthcare con-
sidering specific key-enabling technologies such as small cells and the software-defined
network (SDN). A taxonomy for 5G smart healthcare was also explained, and future re-
search opportunities applied to IoT-based 5G smart healthcare were reviewed. In Taiwan,
a 5G-based smart healthcare network has been trialed in hospitals with mobile network
operators that deployed 5G private networks. In the network, medical robots were used to
help doctors and nurses [5].

2.2. Cyber Security in a Smart Healthcare Network

The cyber security of a smart healthcare network is important in safely deploying
its healthcare services. Securing sensitive data and personal smart healthcare devices
is critical to the protection of the privacy of patients and medical personnel. A smart
healthcare service is also a mission-critical application that involves human well-being,
which requires high availability and reliability. Any security breach or service interruption
threatens patients and working personnel. Ahad et al. presented a comprehensive review
of 5G-based smart healthcare network security [6]. They investigated various technological
features and services related to 5G smart healthcare security, including authentication,
confidentiality availability, non-repudiation, and integrity. They also discussed many
security threats in 5G smart healthcare and proposed available solutions for issues of 5G-
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based smart healthcare security. Algarni classified schemes for smart healthcare systems
to explore important security issues and challenges and propose countermeasures and
directions for future research [7].

3. Base Station Security

Base stations play an important role in a mobile network and are terminals for encryp-
tion and integrity protection. Therefore, they are accessible to anyone controlling them and
implementing the software. We reviewed the security issues involved in the RAN and BSs.

3.1. Security of Base Station in a Mobile Network

The security of a BS and RAN is often underestimated in a mobile network compared
to the UE and CN. Securing the BS helps protect the mobile network as a whole. From the
perspective of security, the BS acts as the first line of defense against unauthorized access
and malicious activities by enforcing authentication and encryption protocols, monitoring
network traffic, and detecting and mitigating potential threats. For 5G to facilitate a higher
demand and amount of devices, the number of base stations is much larger than in previous
generations. A large number of base stations are now processing large amounts of data.

3.2. Fake Base Station

A fake base station (FBS), also known as a rogue base station (RBS), is a type of
malicious device that impersonates a real base station. The main goal of the attacker
is to trick UEs into connecting to unauthorized services and/or to steal the identity of
the user by tracking and collecting IMSI information from the user’s devices [8]. These
“IMSI-Catchers” have been spotted since the use of 2G globally. There are reports of
suspicious devices appearing in major cities and records of law enforcement using similar
equipment to conduct surveillance on suspects [9–11]. There was a recent case of using
a fake BS for phishing in Taiwan. The suspects were found to have purchased the fake
BS in China to transmit phishing SMS messages to trick people into giving away their
credit card information. For this, they downgraded the victims’ smartphones to use 2G
networks, so the victims were disconnected from the legitimate 4G/5G BS and became
vulnerable to phishing messages [12]. Similar cases had been also found in China before
and characterized to provide insights into the FBS spam ecosystem in China [13]. A typical
procedure for using a fake BS is illustrated in Figure 2.

Eng. Proc. 2023, 55, x  3 of 6 
 

 

features and services related to 5G smart healthcare security, including authentication, 
confidentiality availability, non-repudiation, and integrity. They also discussed many se-
curity threats in 5G smart healthcare and proposed available solutions for issues of 5G-
based smart healthcare security. Algarni classified schemes for smart healthcare systems 
to explore important security issues and challenges and propose countermeasures and 
directions for future research [7]. 

3. Base Station Security 
Base stations play an important role in a mobile network and are terminals for en-

cryption and integrity protection. Therefore, they are accessible to anyone controlling 
them and implementing the software. We reviewed the security issues involved in the 
RAN and BSs. 

3.1. Security of Base Station in a Mobile Network 
The security of a BS and RAN is often underestimated in a mobile network compared 

to the UE and CN. Securing the BS helps protect the mobile network as a whole. From the 
perspective of security, the BS acts as the first line of defense against unauthorized access 
and malicious activities by enforcing authentication and encryption protocols, monitoring 
network traffic, and detecting and mitigating potential threats. For 5G to facilitate a higher 
demand and amount of devices, the number of base stations is much larger than in previ-
ous generations. A large number of base stations are now processing large amounts of 
data. 

3.2. Fake Base Station 
A fake base station (FBS), also known as a rogue base station (RBS), is a type of mali-

cious device that impersonates a real base station. The main goal of the attacker is to trick 
UEs into connecting to unauthorized services and/or to steal the identity of the user by 
tracking and collecting IMSI information from the user’s devices [8]. These “IMSI-Catch-
ers” have been spotted since the use of 2G globally. There are reports of suspicious devices 
appearing in major cities and records of law enforcement using similar equipment to con-
duct surveillance on suspects [9–11]. There was a recent case of using a fake BS for phish-
ing in Taiwan. The suspects were found to have purchased the fake BS in China to trans-
mit phishing SMS messages to trick people into giving away their credit card information. 
For this, they downgraded the victims’ smartphones to use 2G networks, so the victims 
were disconnected from the legitimate 4G/5G BS and became vulnerable to phishing mes-
sages [12]. Similar cases had been also found in China before and characterized to provide 
insights into the FBS spam ecosystem in China [13]. A typical procedure for using a fake 
BS is illustrated in Figure 2. 

 
Figure 2. Typical procedure of cyber-attacks using an FBS. Figure 2. Typical procedure of cyber-attacks using an FBS.

In using FBSs for phishing to steal credit card information in a 4G/5G mobile network,
phishing messages are usually modified to cheat unsuspected victims with fake hospitals,
healthcare websites, or banks. For example, during the pandemic, a fake website of an
economic relief package application was spread on social media. Advanced fake BSs are
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capable of performing Denial-of-Services (DoS) and Man-in-the-Middle (MitM) attacks.
While the cost of deploying mobile networks becomes cheaper thanks to much research
and development, so does the cost for malicious cyber-attacks to obtain the hardware
and software for setting up FBSs. Thus, cyber-attacks using low-cost FBSs are increasing
(Figure 3).
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3.3. Threat to a Smart Healthcare Network

FBSs are a threat to smart healthcare networks. These threats were described in terms
of confidentiality, integrity, and availability in a CIA triad model, as follows:

• Confidentiality: Malfunctioned access control and authentication allow unautho-
rized access to a BS, leading to malicious cyber-attacks on sensitive healthcare data.
Poorly implemented encryption makes system information and user data vulnerable
to cyber-attacks. As a result, patients’ privacy is infringed by the theft of sensitive
healthcare data.

• Integrity: An FBS is placed between the victims and the real BS and is open to MitM at-
tacks. Information transmitted between the devices and the base station is intercepted
and modified to steal smart healthcare data.

• Availability: An FBS causes a DoS, and sensors and devices in the healthcare net-
work lose their connections to the real network, which paralyzes healthcare services
and data.

4. Discussion

Potential solutions for security problems are necessary to protect base stations in
5G-based smart healthcare networks. The following needs to be considered for networks’
security in this study.

Solution for Security

To prevent sensitive data from being exposed to a public mobile network, the use
of a private network dedicated to smart healthcare is encouraged. In a private network
of institutions, their connectivity can be more easily controlled, and the specific needs of
a smart healthcare service also can be satisfied. The private network still is vulnerable
to cyber-attacks using an FBS on the wireless interface. Several private networks share
resources with public networks through network function virtualization (NFV). In this case,
if the shared BS is attacked, the private network service is also affected [8]. Cryptography
and blockchain technology can be used to protect the network. Novel approaches were
already proposed for using those methods. Blockchain technology stores records and
allows safe and transparent data sharing for patients and network users. The decentralized
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framework provided by the distributed ledger facilitates privacy needs for numerous
applications in 5G. However, blockchain requires considerable computing power for small
IoT devices [14]. Detecting suspicious BSs for potential threats is necessary to identify
threats and take action before the damage occurs. To detect an FBS, network-, signal-, and
location-based detection schemes were suggested for 5G smart healthcare networks [15,16].

5. Conclusions

We explored the cyber security of 5G-based smart healthcare networks with an em-
phasis on BSs. We reviewed the related literature to explore the increasing importance of
the rapid expansion and importance of cyber security for 5G smart healthcare networks
and the IoT devices connected to them. Through a detailed investigation of the FBS attacks
in Taiwan, the security problems caused by FBSs were analyzed to describe the failure
to secure BSs and 5G-based smart healthcare networks. Potential security measures and
technology were also proposed to raise awareness of the importance of cyber security in
5G smart healthcare networks.

Smart healthcare and mobile network technology are constantly evolving, and so are
cyber-attackers. Although the proposed solutions are considered to solve security problems,
it is still necessary for healthcare service providers to be alerted to an increasing number
of exploits and attacks. Developing safe and efficient authentication methods is key for
the security of smart healthcare networks and connected devices. However, networks and
devices have different computing powers. Therefore, an ideal algorithm is required for
security by minimizing latency and computing costs. The large amounts of sensitive data
on the network require improved privacy and proper encrypted and processed methods.
Policies and security standards must be updated often to keep up with the constantly
evolving security threats. Healthcare workers, patients, and administrators must be aware
of the threats to smart healthcare technology.
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