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Abstract: NovAtel has recently leveraged its expertise in both receiver design and anti-jam technology
to develop solutions for space- and weight-constrained applications in challenged GNSS environ-
ments. Robust Dual-Antenna Receiver (RoDAR), is based on a commercial dual-antenna receiver,
originally designed for attitude determination, and employs special firmware to mitigate jammers
and spoofers without an increase in size or power consumption. With RoDAR, the multi-frequency,
multi-constellation dual-antenna receiver is capable of null-steering at two different frequency bands
(e.g., L1 and L5). In September 2022, the Norwegian Public Roads Administration hosted JammerTest,
a live, over-the-air broadcast jamming and spoofing test. This paper presents the jamming and spoof-
ing detection and mitigation performance of RoDAR during this live broadcast test. The interference
detection provides spectrum monitoring and jamming characterization on all GNSS bands. The
mitigation is carried out by steering a null formed on-board the receiver towards a jamming/spoofing
source at GPS L1 and L5 bands. The null steering performance is characterized as a function of signal
and position availability compared to a non-protected NovAtel receiver. The effectiveness of the
anti-jam and anti-spoofing technology is demonstrated using representative complex spoofing and
jamming test cases during this event.
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1. Introduction

Global Navigation Satellite Systems are widely used in critical infrastructure and
safety of life applications. With such widespread use, open signal descriptions, and a
crowded RF spectrum, jamming and spoofing are well-known threats to GNSS. The most
common type of intentional interference is jamming, which aims to prevent GNSS receivers
from providing position and timing solutions. Interference can be suppressed in the time,
frequency and/or spatial domains. Although methods for suppressing narrowband inter-
ference in the time/frequency domain have been widely studied [1,2], their performance
degrades when presented with wideband interference. Spatial processing techniques can
effectively mitigate both narrowband and wideband interference [3], for example, antenna
array processing [4-10].

Spoofing is another form of intentional interference. Several spoofing detection meth-
ods have been proposed in the literature to distinguish counterfeit signals from authentic
ones using both single-antenna and multi-antenna receivers [11]. In a single-antenna
GNSS receiver, spoofing detection metrics are implemented in pre-despreading or post-
despreading layers and are most effective when both spoofing and authentic signals are
present. Pre-despreading and intermediate frequency signal monitoring metrics have been
used to detect the presence of excessive amounts of power in GNSS bands [12]. Multi-
antenna receivers can employ spatial processing techniques to defeat interfering signals
regardless of their temporal or spectral characteristics, and are equally effective on narrow
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and wideband interferers including spoofed signals. Spatial processing is one of the most
powerful countermeasures against various types of jamming and spoofing signals, but it
typically comes with the burden of additional cost and power consumption.

NovAtel’s GNSS Resilience and Integrity Technology (GRIT) is within the firmware
of all OEMY receivers for situational awareness and interference detection and mitigation
tools. GRIT includes NovAtel’s Interference Toolkit (ITK) and spoofing detection toolkit
(SK) [12] to identify when a GNSS signal is under threat. For the dual-antenna variants
of the OEMY family, NovAtel’s Robust Dual-Antenna Receiver (RoDAR) firmware option
mitigates jammers and spoofers without an increase in size or power consumption. With
RoDAR, the multi-frequency, multi-constellation dual-antenna receiver is capable of null-
steering at two different frequency bands (e.g., L1 and L5). When not actively null-steering,
RoDAR firmware also supports high-precision modes such as RTK, PPP and dual-antenna
heading estimation.

2. GRIT

NovAtel’s GRIT includes the toolkits discussed below.

Interference Toolkit (ITK): identifies when interference is present and characterizes the
detected jammer in time and frequency domains. Mitigation options include implementing
notch filters at detected frequencies, and High Dynamic Range (HDR) mode for wideband
interference effect [13].

Spoofing Detection: further evaluates the incoming signals at different layers of GNSS
receiver including IF sample, tracking and position level to characterize the radio frequency
(RF) environment to identify when positioning, navigation and timing (PNT) is at risk from
counterfeit signals [12].

RoDAR: offers an active anti-jamming tool that uses spatial processing to protect
against all interference types, including the mitigation of wideband interference and spoof-
ing signals. The operation of RODAR is shown in Figure 1. The RF signals from two
antennas are passed to the null-steering weight calculation unit after down conversion
and digitization. Then, the second antenna signal undergoes phase rotation and gains
compensation based on the calculated array weights and is removed from the first antenna
signal. The resultant samples are jammer and spoofer free. The cleaned signals are then
passed on to the tracking and position, velocity and time (PVT) solution module. RoDAR
offers up to 30 dB of nominal protection compared to a non-protected receiver, and is
classified as a commercial good for export control purposes.
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Figure 1. RoDAR operation.

OEM?7’s multi-constellation and multi-frequency support protects with diversity, and
then if the situation turns very hostile, RoODAR provides active anti-jamming on two
GNSS bands.
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3. GRIT at Work: Norwegian Jamming and Spoofing Trial 2022

In September 2022, the Norwegian Public Roads Administration in conjunction with
the Norwegian Communications Authority, Norwegian Metrology Service and the Norwe-
gian Space Agency hosted JammerTest 2022, located at Bleik in Andeya. Live over-the-air
broadcast jamming and spoofing tests were conducted over five days. This event provided
a unique opportunity for international companies from varying sectors to step away from
the safety of their simulators and controlled environments and test their ware’s resiliency
in real-world, hostile GNSS scenarios.

During JammerTest, dual-antenna and single-antenna OEMY7 cards were evaluated,
with different antennas representing different design priorities. A wide variety of jam-
mers were tested, including single-band, dual-band, multi-band, high-power, directional,
omni-directional, in-car, handheld, Norwegian Defense-owned, static and kinematic tests.
RoDAR on OEM718D receiver cards, coupled to antennas from Hexagon | Antcom, were
mounted to a test vehicle for the stationary jammer test series, along with PwrPak? enclosed
receiver and GNSS-850 geodetic grade antenna for reference [14].

Figure 2 shows NovAtel's test vehicle with the 1.2 G antennas from Antcom used as
RoDAR arrays and the GNSS-850 antenna. The 1.2 G is a triple frequency GNSS antenna
covering upper and lower bands including BDS B1, GPS L1 and GLO L1, and GPS L2,
GPS L5/GalE5a and GalE5b bands. RoDAR on 718D protects the GPS L1CA and GPS L5
encoders and all other signals sharing those encoders. For instance, null steering at GPS
L1CA band protects GalE1 and BDS B1C.

Figure 2. NovAtel’s test vehicle with 4 RoDAR array and one GNSS-850 antenna on the roof.

The PwrPak? receiver with GNSS-850 antenna was used for spectrum monitoring and
situational awareness, while the RoDAR receivers were used for jamming and spoofing
detection and mitigation. NovAtel’s ITK (Interference Toolkit) and spoofing detection logs
were collected to analyze data sets in real time and in post processing. ITK logs were used
to detect jamming signals and characterize their parameters including power, bandwidth
and their temporal and spectral behaviors. Spoofing detection logs were used to detect
spoofing attacks and to distinguish spoofing events from jamming attacks.

The first three days of testing featured jamming attacks. Spoofing and jamming
scenarios were propagated during the fourth day.
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3.1. Jamming Test and Results

Different jamming types including single- and multi-band jamming scenarios were
generated during this event. The single-band or multiple-band attacks with a mid-power
jammer did not affect the position solution of the non-protected PwrPak? or RoDAR. This
is because OEMY cards tracks all observable GNSS signals, providing resiliency against
jamming and spoofing attacks via frequency diversity. Single-point positioning at the meter
level of accuracy was of interest in these tests, rather than high-precision positioning at the
centimeter level.

Next, the multi-frequency, high-power jamming attack is examined. Figure 3 shows
the total in-band power as a function of time at L1, L2 and L5 during this jamming event,
as measured by the OEMY receiver itself [15]. The jammer power was gradually increased
and then decreased in a ramping power test on all GNSS bands. As shown, in case of L1,
the noise level is at —70 dBm when no jamming is present.

Total in-band power

— U1
— L2
L5

Power (dB-m)

202,800 203,000 203,200 203,400 203,600 203,800 204,000 204,200
Time (secs)

Figure 3. Input power measured by ITK during the ramp power jammer at L1, L2 and L5 bands.

Figure 4 shows mean CNO values of GPS L1CA and L5 for the PwrPak7 and RoDAR
units. GPS L1CA and L5 are protected by RoDAR with active null forming. The initial
average CNO of PwrPak? is higher than RoDAR, because the GNSS-850 antenna paired
with the PwrPak? has a higher gain than the 1.2 G antenna used with the RoDAR unit.
By introducing the jammer, the PwrPak?7 CNO values fell about 20 dB, and eventually, the
receiver dropped the signals, while RoODAR maintained continuous tracking.

Figure 5 shows the reported position accuracy of RoODAR compared to the unprotected
PwrPak? under the high-power jammer. The single-point position standard deviation
demonstrates the receiver’s confidence in the solution. As shown, the PwrPak? position
solution degraded badly when the extra in-band power exceeded 15 dB. The RoDAR unit
continued to provide a reliable position solution.
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Figure 4. Average CNO variation during the ramp power jamming for GPS L1 and L5.
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Figure 5. L1 Total in-band power, 3D position standard deviation for RoODAR and PwrPak?.
3.2. Spoofing Attack

The spoofing mitigation performance of RoDAR is evaluated and compared to the
unprotected PwrPak? receiver in this section. Each spoofing attack began with a period of
high-power jamming at all GNSS bands followed by a spoofing transmission on GPS L1CA
while jamming continued all other bands.

ITK logs enable visualization of jamming and spoofing attacks in the frequency and
time domains. Figure 6 shows the Power Spectral Density (PSD) of all GNSS bands in clean,
no-jamming conditions. This can be used to compare the jamming and spoofing power
level and shape of the spectrum during the attacks.
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Figure 6. Spectrum of GNSS bands (L1, L2, L5) under clean, open-sky condition.

Figure 7 shows the PSD of L1 band (GPS L1, BDS B1, GLO L1) during the high-power
jamming that began the attack. As shown, the input power is significantly increased
compared to the plots in Figure 6 due to the jamming effect. A 20 MHz wideband jammer
at the centre of GPS L1 (1575 MHz) is observable. BeiDou B1I at 1561 MHz and GLONASS
L1 located at 1602-1615 MHz were also jammed.

Power (dB)

BDSB1l  GPSL1 GLOL1

High power Jamming at L1

15300 15400 I'.'-'_'llfr.l 15600 15700 15800 15900 16000 16100 16200 16300
Frequency (MHz)

Figure 7. Spectrum of GNSS L1 band under high power jamming attack.

Figure 8 shows the PSD as the attack transitioned to spoofing. Comparing the PSD
plots of Figures 7 and 8 reveals useful information. After the initial jamming period, the
20 MHz wideband jammer was moved to the GLO L1 band. The power of this jammer was
also reduced. BDS B1I had a similar input power level compared to the benign condition
(comparing Figures 6 and 8). This indicates this signal was not spoofed. GPS L1 input
power was slightly increased. The spoofing detection toolkit detected a matched-power
spoofing attack (where the spoofing power is marginally higher than the authentic signals)
in this case.

Figure 9 shows the GPS L1 input power (blue) during the spoofing episodes. The
scenario started with a clean, benign environment followed by knockout jamming (PSD
was shown in Figure 7) at all GNSS bands and then a spoofing scenario (PSD was shown in
Figure 8). The average CNO values for GPS L1CA for RoDAR and PwrPak? are also shown
in Figure 9. The mean CNO values in the benign stage were 43 and 48 dB-Hz for RoDAR
and PwrPak?, respectively. The difference in CNO values is due to higher grade antenna
used for PwrPak?. During the jamming event, both receivers were overwhelmed and could
not track anything.
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Figure 8. Spectrum of GNSS L1 band under jamming attack and spoofing attack.
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Figure 9. GPS L1 input power, mean CNO for GPS L1CA for RoDAR and PwrPak? units.

During the spoofing attack, the PwrPak?7 mean CNO jumped from 48 to 56 dB-Hz (red
curve) due to tracking the strong spoofed signals, while RoODAR tracked authentic signals,
which its lower CNO reflects. The on-board spoofing detection status from the PwrPak? is
also shown in this figure.

Figure 10 shows all L1 band signals tracked by PwrPak?7 during the spoofing attack.
During the spoofing stage, PwrPak? could only track GPS L1CA and BDS B1l. GLO L1
was jammed, GPS L1 was spoofed, and authentic BDS B1I slipped through because it
was not jammed nor spoofed. The CNO values of GPS L1CA were increased (spoofed),
whereas the CNO values of BDS B1I were reduced (no spoofed signal, higher noise floor
from in-band jammer).

Figure 11 shows CNO of L1 signals tracked during the spoofing stage by the RoDAR
unit. RoDAR tracked authentic GPS L1CA, GalE1 and BDS B1I.
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Figure 10. Average CNO of signals at L1 band tracked by PwrPak?.
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Figure 11. Average CNO of signals at L1 band tracked by RoDAR.

4. Summary and Conclusions

During the Norwegian jamming and spoofing trials, NovAtel’s GRIT features were
used to reliably detect, monitor and mitigate interference and spoofing signals. These
tests revealed very accurate spoofing detection results in real-world, over-the-air condi-
tions that compared well with previous testing performed in controlled laboratory con-
ditions. RoDAR provides dual-band spatial null-steering protection and multi-antenna,
multi-constellation support. The experimental results in this trial demonstrated RoDAR’s
interference mitigation capabilities compared to the single-antenna PwrPak? receiver under
jamming and spoofing attacks. In the case of jamming, RoODAR was able to withstand
15-25 dB more jamming power than the single-antenna receiver in terms of position avail-
ability and accuracy. During the spoofing attack, the RoODAR unit successfully mitigated
the spoofing signals, whereas the non-protected receiver tracked the spoofing signals.
However, the non-protected receiver did correctly detect and report the spoofing. Neither
RoDAR nor the PwrPak?7 receivers provided a spoofed position during the spoofing trial.
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For RoDAR, this resiliency was due to using null steering to suppress the spoofing attack.
The PwrPak?’s resiliency was due to signal diversity (multi-constellation support) and
internal integrity checks.
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