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Abstract


Building a labeled database usually requires extensive work when the labeling is not automated. This paper presents a methodology to build a labeled database of aircraft radar signature (specifically radar cross section) using the OpenSky Network data. This method relies on a radar system steered by the live API to automatically select, track and measure target aircraft according to custom user rules. The OpenSky ADS-B database allows for an efficient processing of the radar data, as it provides ranging and speed information to locate the region of interest inside the radar data. In addition, the ADS-B and Mode-S databases give an estimate of the attitude of the aircraft, which is paramount for signature measurement. We also compare the ADS-B data with the radar data.
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1. Introduction


Signature is a set of elements that makes it possible to characterize the presence, the type or the identity of an object by a sensor. Radar signature refers to radio-frequency scattering mechanisms on targets. In the military field, the lower the signature, the stealthier the aircraft. Radar cross section (RCS) of a target quantitatively represents the amount of energy scattered back to a radar, and depends on the aspect angle of the target as seen by the radar. In low resolution, the target is considered a single-point object, whereas high resolution allow target imaging and the localization of targets’ hot spots [1]. Gathering a large amount of signature data inside a database is necessary for automatic target recognition using artificial intelligence or deep learning [2,3]. This database might also help to benchmark radar signature simulation software, since few measured signature data are available. In fact, indoor aircraft-signature measurements [4] require either great dimension anechoic chambers (for scale 1 aircrafts) or measurements at very high frequencies (typically above 100 GHz for reduced scale aircraft models), which are challenging for model positioning.



We propose a method to build a database of aircraft radar signature from outdoor measurements, using a radar developped by ONERA in Palaiseau called HYCAM [5] and ADS-B data from the OpenSky network [6]. The database gathers both low-resolution and high-resolution measurement data; in this article, we only present low-resolution measurements. The radar works in designation mode: the tracking feature uses GPS position communicated by the aircraft via ADS-B (a set of information broadcasted by most commercial aircraft to indicate their position) in real time, thanks to the OpenSky Network real-time API (an API is a communication framework for to interface different comuters). Moreover, the retrieved data allow the database documentation and labeling (ICAO24 identification number, aircraft type, engine type, etc.). Finally, the ADS-B data provide information about the groundtruth of the target (time, speed, position, and heading), which is necessary for radar signature analysis. The method provides a manual operation mode and an automatic operation mode. In manual mode, radar operators carry out the measurements, i.e., they manually choose which plane to measure. In automatic mode, the software can select the targets according to various selection rules, which can help to enrich the database according to custom user goals (diversification or consolidation).



We validate the proposed methodology by comparing the ADS-B data with actual radar measurement and assess that the quality of speed and range data yielded by ADS-B is good enough to lift ambiguity and to automatically focus on the region of interest inside radar data. The steering of the radar and the inertial data of the aircraft allow assessing the aircraft attitude. We present the methodology for the automatic measurement and the building of the database, as well as several radar measurements of planes labeled by the OpenSky API.




2. Real-Time Radar Architecture


The HYCAM radar is an S-band radar with a center frequency around 3 GHz, designed in 2008 for radar signature measurements purposes and to carry out software-defined radar studies. The antennas are mounted on a 360° az / 45° elevation positioner, allowing target tracking within this field of regard. It has a full polarimetric capacity, and can use arbitrary waveforms (with either narrow and wide bandwidth). In this article, we use pulsed chirps, as described in Section 3.2. Further information about HYCAM can be found in [5]. The GPS coordinates of HYCAM are 48°42   ′  47    ″    N, 2°13   ′  51    ″    E, 175 m above sea level. The distances from the planes to the radar and the orientation of the turret use these coordinates as we detail in Section 3.3.



2.1. Target Tracking and Radar Workflow


As aforementioned, OpenSky real-time data are treated to send instructions to the HYCAM positioner and track aircrafts. In this article, the tracking algorithm linearly extrapolates the ADS-B position of the planes to fill the gaps between successive packets of data. The turret receives azimuth and elevation instructions to orient toward the plane. A radar with an automatic tracking system may autonomously perform the pursuit of the target after this choice, but this is not the case in this work. As the aperture of the radar is relatively important (10° × 4°), the positioning errors should not impact the observation of the plane. A sanity check of the radar data and turret log can showcase whether there are missing data due to poor estimation of the position. The start time (GPS time) of radar acquisitions are recorded. Meanwhile, OpenSky data are also timestamped using Unix time. Both are synchronized during processing.



The data from the OpenSky API are used not only to perform tracking of the target but also for further processing of the data. In particular, they are recorded jointly with the acquisition and may be of use to estimate the aircraft position and to automatically document the entries of the database. In the following, “ADS-B quantity” refers to the value of a quantity given or computed from ADS-B data. It can be the distance from the target to the radar (ADS-B range) or the radial speed from the target to the radar (ADS-B speed). On the contrary, a “radar quantity” is estimated from the radar data.




2.2. Target Selection


The OpenSky API yields the current state of the aerial traffic, and this helps to choose the plane to be measured according to a set of criteria. Using both inertial properties (position, heading, etc.) and metadata (model, ICAO24 unique identification number of the airframe) of each plane, we build up a methodology to optimally choose a plane to be measured by the radar. We denote by   (  r p  ,  f p  )   respectively the inertial properties and the metadata about a plane p, and choose a utility function   U (  r p  ,  f p  )  . We propose a basic algorithm to optimally choose the plane p to be measured:




	
At each time step, compute the utilities   U (  r p  ,  f p  )   for all planes p in a given area around the radar.



	
If no plane is currently measured, then assess whether the maximum utility exceeds a certain threshold   U 0  . If this is true, then the plane with the maximal utility becomes tracked by the radar.



	
If a plane is under observation and its utility goes lower than a threshold   U <  , the measurement is stopped. We introduce a hysteresis    U <  <  U 0    to avoid that the acquisition immediately stops in case of utility low stability.



	
If a plane   p 1   with utility   U 1   is under observation and the plane   p 2   with utility   U 2   has an utility which is substantially greater than   U 1  , we allow for the system to switch from   p 1   to   p 2  . Typically    U 2  >  U 1  +  U >   , with    U >  > 0   to also introduce a hysteresis, to avoid that the system indefinitely switches between two planes with a close utility.



	
This algorithm is repeated until a stop command related to the size of the data gathered during the campaign is reached in order to avoid an overflow of the storage device.








This framework is very generic and can adapt to different sensor technologies. The utility function can implement exclusions criteria or hard constraints to match system limitations (turret mechanical stop). It can favor specific models or specific plane attitudes. This utility function can even depend on the state of the database: one can seek new plane models, or consolidate previous measurements by choosing similar conditions. For now on, the utility function we use is decreasing with distance to guarantee a good signal-to-noise ratio (SNR). The choices of the utility function and of the policy of selection can also add priority mechanisms, fuzzy logic or other advanced concepts such as those mentioned in [7]. We use mechanical steering in our work; the utility and policy can be adapted to harness the assets of electronic beamsteering, such as the ability to dynamically switch between different areas.





3. Processing Workflow


The ADS-B data simplify the radar processing, and provide an estimation of the attitude of the measured aircraft to correlate it with the radar measurements.



3.1. Radar Equation


The radar equation [8] gives the power of the electromagnetic wave, which is reflected back by a target and received by the radar:


   P r  =  P t   G t   1  R 2   σ  1  R 2    G r    λ 2    ( 4 π )  3    



(1)







The different terms of this equation represent all the phenomena from emission to reception of the electromagnetic wave:




	
  P r   is the received power, and   P t   the power emitted by the radar. This equation is a scattering equation and states that the power reflected is proportional to the power emitted,



	
R the distance between the target and the radar. The two   1  R 2    factors are two spherical wave decays due to the two paths between the radar and the target (back and forth);



	
   G t  ,  G r    are the gains of the antenna in emission and reception. They can be different if the reception antenna is different from the emission antenna;



	
 σ  is called the radar cross section (RCS) of the target, and represents the effective area of the target as seen by the radar;



	
 λ  is the wavelength of the transmitted waveform.








The constants in this expression (gain, emitted power, and wavelength) can be compensated by a calibration procedure that we neither detail nor apply in the data shown in this work. In this paper, we focus on the time evolution of the RCS of the target and compare the ADS-B range and speed with the radar range and speed. We compensate for the   1 /  R 4    term to have consistent RCS values over a single acquisition, following the procedure detailed in Section 3.3.



The radar equation actually applies to a single point target, whereas real targets are composed of several scattering centers with different radar range and radial speeds. Depending on the radar range and speed resolutions, the scattering centers might be separated by radar processing. We call aircraft range extension the maximum radar range difference between two scattering centers of the same target. The aircraft range extension is of the order of the largest dimension of the plane. Speed extension refers to the maximum radial speed difference scattered back from the aircraft to the radar.




3.2. Radar Parameters


In this work, the radar periodically sends chirp pulses [9], with a period equal to the pulse repetition interval (PRI). Distance aliasing happens when the distance D from the target to the radar is greater than the so-called ambiguous range    D  a m b   =   c P R I  2    (where c is the speed of light). The target is thought to be at a distance equal to   D  mod   D  a m b    , without additional processing. When the radar records and simultaneously transmits its pulses, a portion of the transmitted power is received directly from the transmit antenna to the receive antenna and can corrupt the signature measurement so that the data in this time domain are often discarded. This is called coupling and is a blind spot of the radar and is related to the duration  τ  of the pulse sent    d  b l i n d   =   c τ  2   . The distance resolution of the radar is given by the bandwidth B of the waveform   δ d =  c  2 B    .



The radial velocity of the target is measured by the Doppler effect experienced at the reflection of the pulse on the moving target. It is determined by a Fourier transform of the signal along the number of pulse axis. There is also a speed ambiguity due to a stroboscopic effect; the Doppler frequency is known modulo the pulse repetition frequency   P R F =  1  P R I    . The Doppler frequency,   f D  , relates to the velocity of the target v through    f D  /  f c  = 2 v / c  , with   f c  , the central frequency of the signal. Thus the radial velocity of the target is known modulo the speed ambiguity    v  a m b   =   c P R F   2  f c     .



In the following, we use   P R I = 200  μ s  ,   τ = 10  μ s  ,    f c  = 3.15  GHz   and   B = 2  MHz  , giving a distance ambiguity of    D  a m b   = 30  km  , a blind zone of    d  b l i n d   = 1.5  km  , a range resolution of   δ d = 75  m   and an ambiguous speed    v  a m b   = 240  m .  s  − 1    .




3.3. Ambiguity Lifting


Knowing the actual radar range is necessary to estimate the RCS of aircraft in order to compensate the   1  R 4    term of Equation (1). However, radar range and speed measurements can be ambiguous as it is sketched in Section 3.2. Techniques based on the Chinese remainder theorem can lift range and speed ambiguities [10], but they require specific waveform schemes. ADS-B positioning (latitude, longitude and altitude) and speed data (ground speed and vertical rate) allow the computation of ADS-B range and ADS-B speed to help lifting ambiguities. Let O be the radar location, and A the aircraft location. ADS-B range is equal to    ∥   OA →   ∥   . The track angle, ground speed and vertical rate provided by OpenSky data are used to estimate the speed vector   v →   of the aircraft. Then, the ADS-B radial speed is given by     OA →    ∥   OA →   ∥    .  v →   . A positive speed means that the aircraft flies away from the radar.



Figure 1 shows a Doppler–range map, representing the amplitude of the radar signal as a function of the radial velocity of the target along the x-axis and the range of the target in the y-axis. The horizontal line near the top and bottom of the figure are due to the coupling with the emission of the radar. The vertical line in the center of the x-axis represents the return of the ground (clutter), which is indeed at zero speed. The cloud of nonzero data at around   − 5  m .  s  − 1     speed and from 0 to 15 km range is the radar return of the rain captured during the measurement. If the signature of the target dwells in the coupling, the clutter or the rain cells, the data can be corrupted. In this map, the range and speed of the aircraft is ambiguous: the radar measurements state that the aircraft is located at 4.95 km from the radar, at a radar speed of   − 105  m .  s  − 1    , whereas the ADS-B range is 35.0 km, and the ADS-B speed is 135   m .  s  − 1    . ADS-B range and speed make ambiguity lifting straightforward.




3.4. Data Reduction


The radar continuously records data, of which the aircraft signature only occupies a fraction, which we call the region of interest of radar data, as shown by the inset in Figure 1. The signature data are indeed located in a red area around the ADS-B position of the aircraft in Doppler–range maps, which is only a small portion of the total range swath (   D  a m b   = 30   km) and speed swath (   v  a m b   = 240  m .  s  − 1    ). Hence, the signature data are cropped thanks to OpenSky data. An interpolation step is performed around the maximum value in the region of interest to compute the radar range and speed with a sub-cell accuracy.



Figure 2a,b show the difference between radar and ADS-B range and speed, for the aircraft with ICAO24 4b1a2a flying the 7 October 2022 between 08:26:36 UTC and 08:27:46 UTC, computed with the method described in Section 3.3. In this example, the standard deviation of the difference between radar and ADS-B range is 8.5 m. The difference between radar and ADS-B speed remains between   ± 0.25  m .  s  − 1    . We observe steps on the speed difference chart, which can be explained by the quantization of the ground speed (and vertical rate) data provided by OpenSky, as illustrated in Figure 2b,c.



In addition to this quantization, the remaining differences in range and speed may be due to a limited accuracy of radar range and speed measurements in case of low SNR. Moreover, ADS-B provides the GPS position and speed of a fixed point of the aircraft, whereas the radar measures the range and speed of scattering centers whose location can vary with aspect and differ from the GPS point.



Yet, the remainder between radar measurement and OpenSky data is small, and makes it possible to automatically keep the relevant data for RCS measurement and analysis. To protect from the remaining errors, the method described in this article keeps a range swath of ±300 m around the ADS-B range, and a speed swath of ±4   m .  s  − 1     around the ADS-B speed. In Figure 1, the swath of interest is inside the red frame. This significantly reduces the amount of data stored in the database.




3.5. RCS Computation


During the data reduction step presented in Section 3.4, the maximum amplitude in the signature data is measured, which is corrected by the unambiguous radar range (following Equation (1)), leaving only constant factors multiplying the RCS. A calibration process remains mandatory to yield actual RCS values. Figure 3 shows the computed RCS as a function of time for the plane with ICAO24 46316e flying the 12 October 2022 between 12:05:59 UTC and 12:07:26 UTC. As a reminder, the signatures shown in this article are not calibrated—here, the plotted RCS is centered around its mean value. The signature of the aircraft fluctuates over almost 35 dB, due to changes of the aspect angle of the aircraft. The RCS is maximal in the beginning, when the speed vector of the aircraft and the radar steering vector are almost orthogonal. Such measurements are of great interest to study and build radar signature statistical models.




3.6. Aspect Angle Computation


A surveillance radar shall detect aircraft regardless of their relative orientation to the radar, and this orientation continuously evolves along the trajectory. As the RCS of an aircraft strongly varies with aspect angles (see Figure 3), the specifications of a radar must account for this fluctuation to guarantee performance of detection. Thus, signature analysis studies radar signatures as a function of aspect angle. Estimating the attitude of the aircraft via ADS-B data tags RCS data with aspect estimates in order to map the RCS vs. aspect angle function.



Figure 4 illustrates the two orthonormal bases we use in this work: one for the radar    B u   = (    u x  →   ,    u y  →  ,     u z  →   )    and one for the aircraft    B v   = (    v x  →   ,    v y  →  ,     v z  →   )   . We denote by   R  u , v    the transfer matrix corresponding to basis   B  u , v   . The coordinates of the vectors are computed in a common   x y z   basis using the GPS and ECEF (Earth Centered Earth Fixed, a cartesian coordinate system for locating objects) coordinates [11].    u x  →   is the radar steering vector,    u y  →   the vector along the horizontal of the antenna and    u z  →   the vector oriented along the vertical of the antenna. The aircraft is described by three principal axes, defining three rotation angles: roll, pitch and yaw. We compute the basis   B v   using the position of the aircraft from ADS-B data and assuming that roll, pitch and yaw values are known. Any vector  v  in   B v   can be written in   B u   according to Equation (2).


  u = (  R u ⊤  ·  R v  ) · v = M · v  



(2)







 M  can be decomposed as the product of three rotation matrices defined by the three Euler angles, yaw ( α ), pitch ( β ) and roll ( γ ):   M =  M z   ( α )  ·  M y   ( β )  ·  M x   ( γ )   , where · is the matrix product. These are the apparent aspect angles of the aircraft seen from the radar. Actually, the yaw, pitch and roll of the aircraft are not completely determined from OpenSky data. We assume that    v x  →   is co-linear to the speed vector of the aircraft, meaning that the pitch is the steep of the trajectory, the yaw is the track of the trajectory and that the roll is zero. In fact, the three angles differ in windy conditions or during maneuvers. This estimation can be further refined by using external data from extended mode S as discussed in Section 4.2. The estimated aspect angles are stored in the database for the sake of signature analysis.





4. Database Presentation


This part gives an overview of the two OpenSky Network databases that allows retrieving the flight data, and presents the data stored in our radar signature database.



4.1. ADS-B Sources


The methodology of this article relies on ADS-B data for real time tasks (aircraft selection, tracking, labels) and post-processing tasks (signal processing and RCS computation). Real-time ADS-B data are yielded by the real-time OpenSky API [6], which is recorded live. It is compared with actual turret positions to assess whether the tracking feature worked correctly. If not, the data are not stored in the database.



The Impala state_vectors_data4 database [12] is the source for the processing proposed in Section 3. It provides aircraft positioning data sampled at around 1 Hz, ten times quicker than our requests to the real-time API. In the case of missing Impala data, positions from the real-time database remain available. These additional position data allow to estimate the error between the extrapolated and actual positions.




4.2. Mode-S Data


The OpenSky Network also provides access to the Impala rollcall_replies_data4 database, which contains the Mode-S messages. Some of these messages are known as Comm-B Data Selector (abbreviated as BDS) and contain information on the attitude of the aircraft. BDS 50 messages contain the roll information and BDS 60 messages contain the heading information, which allows for better knowledge of the attitude of the aircraft. The type of the message must be inferred and parsed accordingly to their type, with a method presented in [13] implemented in the pyModeS python library [14]. If present, these data improve the knowledge of the attitude of the plane.




4.3. Information Stored in the Database


The database contains measurement descriptors used to perform queries and to facilitate signature analysis. It provides direct aircraft signature information as well as Doppler–range maps so that users can build their own processing chain. Therefore, the database stores low level data:




	
Reduced Doppler ranges yielded by the technique described in Section 3.4.



	
ADS-B data from OpenSky Impala state_vectors_data4 database.



	
Mode-S raw data from OpenSky Impala rollcall_replies_data4 database.



	
GPS start time, radar location and acquisition parameters (bandwidth, PRI, etc.).



	
Turret position and target designation as a function of time.








From this low-level data, custom treatments allow users to build signature data. This makes signature analysis as a function of time or aspect angle possible using the estimated attitude. The database can be queried by the ICAO24 identification number, aircraft type (when available) and date of the measurement.




4.4. Limitations Due to the Data Sources


ADS-B data can present several sources of errors and are not entirely reliable [15]. In addition, the extrapolation algorithm used in this work poorly behaves when the plane is turning such that turret steering can be improved. Several sanity checks can be performed to gauge the quality of the gathered data. As sketched in Section 4.1, the forecast plane position is compared with the consolidated ADS-B logs of the Impala database. This allows gauging the error in the extrapolating scheme, and can be useful to test tracking algorithms for planes. A bad steering of the turret toward the target induces a total loss of signal. Good signature data feature high SNR, which is impacted by the range and position inside the lobe.



Uncertainties on the inertial quantities also affect the estimation of the attitude of the plane. The true angle of observation can deviate from the angle of observation of the turret due to a bad estimation of the position. Yaw and pitch can only be approximated by the direction of the velocity of the plane as computed from ADS-B position data. Roll data and consolidated yaw data can be available a posteriori with the mode-S messages. In the absence of these data, uncertainty on the axis of the plane might be important, especially during turns, but can be bounded. A detailed computation of these uncertainties is beyond the scope of this work, but can entirely be performed offline.





5. Discussion


This article highlights the possibility to automatically build a labeled RCS database of commercial aircraft by using the OpenSky live API. Using the plane coordinates transmitted by ADS-B, an extrapolation of the trajectories allows tracking planes by the mechanical turret of the radar to measure their radar signature. The OpenSky data are also used to locate the region of interest inside the radar data and to deal with ambiguities and distance correction. The ADS-B data from OpenSky match the required accuracy to track planes with our radar, as shown by a comparison between ADS-B and radar quantities. The state of aerial traffic yielded by OpenSky is also of use to build an algorithm able to automatically choose a plane to be measured, using a framework of utility coupled to simple policies to choose planes matching an optimal criterion. This methodology is a first step for building a database of in situ radar signatures. An estimation of the attitude of the plane allows to map the signature with an estimation of the orientation of the plane with respect to the antenna.



This methodology is versatile and can adapt to other systems. The building blocks are a positioner (mechanical turret and beam steering) and a sensor (radar, infrared, optical, and camera). This framework allows automatically gathering measurements to build plane-related databases and can support the design of surveillance and tracking algorithms. For databases, automatic measurements with labels are necessary for many advanced data-processing applications (machine learning, recognition, and statistical analysis). Further work around the automatic decision framework might help to specifically tailor the measurements to put in the database in order to answer a specific question (focus on specific models or aspect angles…). A comparison of extrapolation algorithms can be based on the secondary data of trajectory yielded by OpenSky, and background checks of the difference between steering data and ADS-B data can help tuning parameters of a control process. A ground truth might help to design surveillance algorithms using a steering beam to optimize the share of sensor time between search and track. The offline plane trajectory database also helps to specify realist situations.
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Figure 1. Doppler–range map (ICAO identifier: 406c43, date: 14 October 2022 08h41:01 UTC). 
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Figure 2. (a) Difference between radar range and ADS-B range, (b) difference between radar speed and ADS-B speed, (c) ground speed evolution. 
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Figure 3. RCS evolution of aircaft with ICAO 46316e the 12 October 2022 between 12:05:59 UTC and 12:07:26 UTC. 
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Figure 4. Radar and aircraft referentials. 
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