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Abstract

Quantum Machine Learning (QML) has recently emerged as a promising approach for
cybersecurity applications due to its ability to encode data into high-dimensional Hilbert
spaces. However, most QML-based intrusion detection systems rely on a single quan-
tum embedding strategy, limiting representation diversity. This paper proposes a Multi-
Embedding Quantum Ensemble (ME-QE) framework that combines Angle Embedding
and IQP Embedding using concatenation and weighted fusion strategies. The proposed
approach is evaluated on the NSL-KDD dataset for binary intrusion detection using strati-
fied 5-fold cross-validation. Experimental results show that the best fusion configuration
achieves 94.75% accuracy, while the classical Random Forest baseline reaches 97.50%. The
analysis further demonstrates that Angle Embedding contributes more effectively to classi-
fication performance than IQP Embedding in this context. In addition, the study highlights
important scalability limitations of quantum kernel methods due to the computational
cost of pairwise kernel evaluation. The proposed framework provides insights into hybrid
quantum-—classical intrusion detection and establishes a foundation for future scalable
quantum cybersecurity architectures.

Keywords: quantum machine learning; intrusion detection system; NSL-KDD; quantum
kernel; feature fusion

1. Introduction

Intrusion Detection Systems (IDS) play a critical role in safeguarding modern network
infrastructures against increasingly sophisticated cyber threats. With the exponential
growth of network traffic and attack complexity, traditional rule-based systems have
become insufficient, leading to the widespread adoption of machine learning techniques.
Classical models such as Random Forest (RF) and Support Vector Machines (SVM) have
demonstrated strong performance on benchmark datasets such as NSL-KDD. However,
these models often struggle to capture highly complex nonlinear relationships inherent in
network traffic data.
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Quantum computing offers a fundamentally different computational paradigm based
on quantum mechanical principles such as superposition, entanglement, and interference.
Unlike classical bits, quantum bits (qubits) can exist in a superposition of states, enabling the
representation of exponentially large state spaces. Entanglement further allows correlations
between qubits that cannot be efficiently reproduced classically, potentially enabling richer
feature representations and more expressive learning models [1].

Quantum Machine Learning (QML) leverages these principles to enhance data repre-
sentation and model capacity. In particular, quantum feature maps encode classical data
into quantum states in a high-dimensional Hilbert space, where similarities between data
points can be evaluated through quantum kernels. This approach has shown promise in
classification tasks, including cybersecurity applications [2].

Despite these advantages, most existing QML-based IDS approaches rely on a single
embedding strategy, such as Angle Embedding or IQP Embedding [3]. This limitation can
restrict the representational capacity of quantum models, especially when dealing with
heterogeneous and complex network traffic features.

To address this limitation, we propose a Multi-Embedding Quantum Ensemble (ME-
QE) framework that combines multiple quantum feature maps through concatenation
and weighted fusion strategies. By integrating complementary embeddings, the proposed
method aims to enhance feature representation and improve classification robustness.

The main contributions of this paper are as follows:

A multi-embedding quantum feature fusion framework for intrusion detection;
A systematic analysis of the fusion parameter «;
A comparative evaluation against classical baselines;

An investigation of computational complexity and scalability limitations.

The remainder of this paper is organized as follows. Section 2 reviews related work
in classical and quantum intrusion detection systems. Section 3 presents the proposed
methodology, including data processing and quantum feature mapping. Section 4 describes
the experimental setup and evaluation protocol and analyzes the results. Section 5 discusses
limitations and practical implications. Finally, Section 6 concludes the paper.

2. Related Work

Intrusion detection has been extensively studied using classical machine learning
techniques. Traditional approaches such as Random Forest, Support Vector Machines, and
ensemble methods have demonstrated strong performance due to their ability to handle
structured tabular data [4]. Gradient boosting techniques, including XGBoost, further
improved detection accuracy through optimized tree-based learning.

Deep learning methods have also been explored, particularly Recurrent Neural Net-
works (RNNs) and Long Short-Term Memory (LSTM) models, which capture temporal
dependencies in sequential data [5]. However, their effectiveness on tabular datasets such
as NSL-KDD remains limited due to the lack of inherent temporal structure.

Recent studies have explored advanced hybrid learning and representation fusion
strategies for intelligent systems. For example, adaptive multi-embedding fusion ap-
proaches have recently been investigated for sequential recommendation tasks [6]. Other
recent works explored Mamba-based multimodal fusion architectures and hybrid represen-
tation learning frameworks for improving feature interaction and representation quality
in complex learning problems [7—10]. These studies demonstrate the growing interest in
combining multiple embedding spaces and heterogeneous feature representations, which
further motivates the proposed multi-embedding quantum fusion framework.

Despite these advancements, existing QML-based IDS approaches predominantly
utilize a single embedding strategy. This limitation restricts their ability to capture diverse
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feature interactions. Moreover, the impact of combining multiple quantum embeddings
remains largely unexplored.

In addition, scalability remains a significant challenge in QML. Quantum kernel
methods require the computation of pairwise similarities, leading to quadratic complexity
with respect to the number of samples [11]. This limitation hinders their application to
large-scale datasets.

To address these gaps, this work proposes a multi-embedding quantum fusion frame-
work and provides a systematic analysis of its performance and computational trade-offs.

3. Materials and Methods

The proposed Adaptive Multi-Embedding Quantum Ensemble (AME-QE) framework
integrates classical and quantum processing in a hybrid architecture. The overall pipeline,
illustrated in Figure 1, consists of data preprocessing, dimensionality reduction, parallel
quantum feature mapping, kernel fusion, and classification.

Raw NSL-KDD
Dataset

Preprocessing
Downsample
& Binarize
One-Hot Encoding
PCA(N = 4)

Validation |
Stratified 5-Fold CV |

Angle Kernel (K, g1¢)
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Figure 1. Architecture of the proposed Adaptive Multi-Embedding Quantum Ensemble (AME-
QE) framework integrating classical preprocessing, parallel quantum feature mapping, and
fusion strategies.

The adaptive aspect of the proposed framework is associated with the controllable fu-
sion mechanism, where the contribution of different quantum embeddings can be adjusted
through the parameter «. By varying «, the framework adaptively balances the influence of
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Angle and IQP embeddings according to the observed classification behavior and feature
representation characteristics.

3.1. Dataset and Preprocessing

The experiments were conducted using the NSL-KDD dataset, a widely used bench-
mark for intrusion detection research [12]. The dataset contains both normal and malicious
network traffic records described by numerical and categorical features.

For the binary classification setting, all attack categories were grouped into a single
attack class, while legitimate traffic was labeled as normal. Due to the computational
cost of quantum kernel evaluation, a balanced subset of 400 samples was selected for
experimentation.

Categorical attributes were transformed using one-hot encoding, followed by fea-
ture standardization. Principal Component Analysis (PCA) was then applied to reduce
the dimensionality to four components, matching the number of qubits used in the
quantum circuits.

The final dataset distribution consisted of approximately equal numbers of normal
and attack samples to avoid class imbalance during training and evaluation.

3.2. Data Processing and Dimensionality Reduction

The NSL-KDD dataset is preprocessed through one-hot encoding of categorical fea-
tures followed by feature standardization. Principal Component Analysis (PCA) is applied
to reduce the dimensionality of the data to match the number of qubits in the quantum
circuits. In this study, a reduced subset of 400 samples is used due to computational
constraints associated with quantum kernel evaluation.

3.3. Variational Quantum Circuit Architecture

Variational Quantum Circuits (VQCs) are a fundamental building block in quantum
machine learning. A VQC consists of three main components: data encoding, a parameter-
ized quantum circuit, and measurement.

In this architecture Figure 2, classical data is first encoded into quantum states using
a feature map. A parameterized quantum circuit Ue then transforms the state through
a sequence of quantum gates. Finally, measurements are performed to extract classical
outputs, which can be used for classification or regression tasks.

Classical Data x

Data Encoding

(Angle / IQP)

‘ Parameterized Quantum Circuit

U(6)

Measurement

‘Output / PredictionJ

Figure 2. Standard Variational Quantum Circuit (VQC) architecture used in quantum machine
learning.
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3.4. Quantum Feature Mapping

Two quantum embedding strategies are employed:

Angle Embedding: Encodes classical features as rotation angles in quantum circuits,
providing a straightforward mapping.

IQP Embedding: Introduces entanglement between qubits, enabling more complex
feature interactions.

For each embedding, a quantum kernel matrix is computed by evaluating the fidelity
between quantum states.

3.5. Multi-Embedding Fusion

The proposed fusion strategy combines the two kernel matrices as follows:
Kfusion = D‘Kangle + (1 - D‘)Kiqp

where « in [0,1] controls the contribution of each embedding.
Additionally, a concatenation-based fusion strategy is evaluated for comparison.
The adaptive behavior of the proposed framework arises from the ability to regulate
the influence of each embedding representation through the fusion parameter. Different
o values are experimentally evaluated to analyze how the balance between embeddings
affects classification robustness and detection performance.

3.6. Classification

The fused quantum kernel representations are used as input features for a Random
Forest (RF) classifier. In this framework, RF operates as a classical learning model applied
to transformed quantum feature representations generated from the fusion of Angle and
IQP kernels.

Random Forest was selected for several reasons. First, RF has demonstrated strong
robustness and generalization performance on structured cybersecurity datasets such as
NSL-KDD. Second, ensemble tree methods are effective at capturing nonlinear decision
boundaries while remaining relatively stable on small datasets. Finally, RF provides an
efficient mechanism for evaluating whether the fused quantum representations contain
discriminative information that can improve intrusion detection performance.

For comparison purposes, a classical RF model is also trained directly on the original
preprocessed feature space to serve as a baseline.

3.7. Computational Considerations

Due to the lack of large-scale quantum hardware, all quantum computations are per-
formed using the PennyLane simulator version 0.45.1 [13]. The computational complexity

of kernel evaluation scales as O (N(z) ) , which necessitates the use of a reduced dataset size.

4. Results and Discussion

In this section we present the global results and deep discussion with comparison.

4.1. Overall Performance

The results indicate that the classical Random Forest achieves the highest overall
performance. However, the proposed fusion approach remains competitive, particularly
for « = 0.8, suggesting that combining quantum embeddings can enhance classification
robustness.

https://doi.org/10.3390/engproc2026154006
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4.2. Multi-Metric Comparative Analysis

Figure 3 provides a comprehensive visualization of the performance across multiple
evaluation metrics. Unlike Table 1, which summarizes key indicators, this figure highlights
the consistency and trade-offs between models.

Average Accuracy Average F1 Score Average Precision

0.8 08

0.6

Prec

04

02

0.0

Model

Average Recall Average False Positive Rate Average False Negative Rate

08

Figure 3. Comparison of average performance metrics across models: Accuracy, F1-score, Precision,
Recall, False Positive Rate (FPR), and False Negative Rate (FNR).

Table 1. Average performance across the 5-fold cross-validation.

Model Acc F1 FPR FNR
Classical RF 0.9750 0.9744 0.0196 0.030
Fusion (Concat) 0.9425 0.9403 0.0391 0.0765
Fusion o« = 0.2 0.9250 0.9215 0.0490 0.1019
Fusion o« = 0.5 0.9375 0.9341 0.0343 0.0919
Fusion o« = 0.8 0.9475 0.9450 0.0294 0.0762

From the figure, several important observations can be made:

4.2.1. Consistency of Classical RF

The Classical Random Forest maintains superior performance across all metrics, achiev-
ing near-optimal Accuracy, Fl1-score, Precision, and Recall, while simultaneously mini-
mizing both FPR and FNR. This confirms its robustness and stability in low-dimensional
tabular data, which is consistent with prior studies showing that ensemble tree methods
remain highly competitive for structured cybersecurity datasets.

4.2.2. Performance Degradation in Fusion Models

All fusion strategies exhibit a noticeable drop across all metrics, particularly in Recall
and Fl-score. This degradation suggests that the integration of quantum embeddings
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introduces additional variance without sufficiently improving feature separability. This
aligns with findings in quantum machine learning literature, where hybrid models often
struggle to outperform classical baselines on small datasets due to noise sensitivity and
limited expressivity [11].

4.2.3. Effect of Weighted Fusion o
The figure clearly shows a monotonic improvement as « increases from 0.2 to 0.8:

e  Accuracy and Fl-score increase steadily.
e FPR and FNR decrease correspondingly.

This indicates that Angle Embedding contributes more effectively to classification
performance than IQP Embedding. Similar observations have been reported in [14], where
simpler encoding strategies were found to be more stable for classical data distributions.

4.2.4. False Positive vs. False Negative Behavior
A critical insight from Figure 3 is the imbalance introduced by fusion models:

e Lower «x values significantly increase FNR (missed attacks).
e Higher o values reduce FNR but still do not reach classical RF performance.

In intrusion detection systems, minimizing FNR is crucial, as missed attacks have
higher security risks than false alarms. This suggests that fusion strategies must be carefully
tuned to prioritize recall over precision, as also emphasized in cybersecurity literature.

4.2.5. Precision Stability Across Models

Precision remains relatively stable across all models, indicating that when attacks are
detected, they are generally classified correctly. However, the drop in Recall implies that fu-
sion models fail to detect a significant portion of attacks, reducing overall system reliability.

4.2.6. Insight into Quantum Feature Representations

The results suggest that quantum feature maps do not necessarily enhance separabil-
ity in low-dimensional tabular datasets. This supports recent theoretical work showing
that quantum kernels may not provide advantage unless specific data structures or high-
dimensional Hilbert spaces are effectively exploited.

Overall, Figure 3 reinforces that while hybrid quantum-—classical fusion introduces
diversity, it does not yet translate into superior predictive performance under current
constraints (small dataset, simulation environment, and limited qubit capacity).

4.3. Confusion Matrix Analysis

Figures 4-6 present the confusion matrices for the last fold.

The Classical RF achieves perfect classification in the last fold (41 true negatives and
39 true positives), with zero false positives and false negatives. This indicates excellent
separability in the reduced feature space.

In contrast, the fusion models introduce misclassifications. For the concatenation-
based fusion, 3 false positives and 3 false negatives are observed, indicating balanced but
degraded performance. The weighted fusion « = 0.5 reduces false positives (2 cases) but
slightly increases false negatives (4 cases), suggesting a shift toward conservative detection.
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Classical RF (Last Fold)

Figure 4. Confusion Matrix—Classical RF.
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Figure 5. Confusion Matrix—Fusion (Concat).
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Figure 6. Confusion Matrix—Fusion « = 0.5.

4.4. False Positive and False Negative Trade-Off
A detailed analysis of FPR and FNR reveals important trade-offs:

o  (lassical RF maintains the lowest FPR (0.0196) and FNR (0.0306), ensuring both high
detection accuracy and low false alarm rate.

e  Fusion methods exhibit increased FNR, particularly for lower « values, indicating a
higher rate of missed attacks.

e Increasing o improves recall and reduces FNR, confirming that Angle Embedding
contributes more effectively to attack detection.

https:/ /doi.org/10.3390/engproc2026154006
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This trade-off highlights the sensitivity of quantum models to feature representation
and fusion strategy.

Impact of Fusion Parameter
The performance varies significantly with «, specifically:

e o = 0.2 results in the worst performance, indicating that IQP Embedding alone is
insufficient.

e «=0.5 provides moderate performance but does not outperform concatenation.

e o = 0.8 achieves the best fusion performance, suggesting that Angle Embedding
dominates the feature representation.

This demonstrates that the fusion weight parameter plays a critical role in balancing
the contribution of the two quantum embeddings.

4.5. Computational Complexity

A major limitation of the proposed approach lies in computational cost. While classical
RF training requires less than 1 s, quantum kernel computation takes approximately 550 s
per fold.

This overhead arises from the quadratic complexity of kernel evaluation:

o(N?)
To address this limitation, experiments were conducted on a reduced dataset of 400

samples. This highlights the current scalability challenges of QML methods when applied
to real-world intrusion detection scenarios.

4.6. Discussion

The experimental results, supported by both quantitative metrics Table 1 and visual
analysis Figure 3, provide several key insights into the effectiveness of quantum-—classical
fusion for intrusion detection.

First, the Classical Random Forest consistently outperforms all hybrid approaches.
This result is not unexpected, as ensemble learning methods are well-known for their
strong performance on tabular datasets with limited samples. The ability of RF to capture
non-linear feature interactions without requiring complex feature transformations gives it
a clear advantage.

Second, while fusion models introduce richer feature representations through quantum
embeddings, they fail to translate this increased expressivity into improved classification
performance. This can be attributed to several factors:

1.  The limited size of the dataset;

2. The noise and approximation errors introduced by quantum simulation;

3. The mismatch between quantum feature maps and classical data distributions. Similar
limitations have been highlighted in recent QML studies [14].

Third, the analysis of the fusion parameter « reveals that Angle Embedding plays a
dominant role in performance. As « increases, all metrics improve, indicating that simpler
encoding strategies are more effective for this task. This observation is consistent with
prior work suggesting that highly entangled quantum circuits do not necessarily provide
advantages for classical machine learning problems [7].

Fourth, the trade-off between FPR and FNR is particularly critical in the context
of intrusion detection. Fusion models tend to increase FNR, which is undesirable since
missed attacks pose significant security risks. This highlights the need for cost-sensitive
optimization strategies in future work.
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Although the proposed AME-QE framework demonstrates the feasibility of integrating
multiple quantum embeddings for intrusion detection, the current implementation should
primarily be considered an exploratory proof-of-concept rather than a production-ready
cybersecurity solution. Real-world intrusion detection systems typically operate on large-
scale streaming traffic with strict latency and scalability requirements, whereas the present
study relies on simulation-based quantum kernel evaluation on a reduced subset of the
NSL-KDD dataset.

Nevertheless, the framework provides valuable insights into the behavior of hybrid
quantum-—classical feature fusion mechanisms and highlights important research directions
for future scalable quantum intrusion detection architectures.

Finally, the computational complexity remains a major limitation. The quadratic
scaling of kernel-based quantum methods severely restricts their applicability to large-
scale datasets. This scalability issue is widely recognized as one of the main challenges in
practical quantum machine learning.

In summary, while the proposed fusion framework demonstrates the feasibility of
integrating multiple quantum embeddings, it does not yet outperform classical approaches.
However, it provides valuable insights into the behavior of hybrid models and establishes
a foundation for future research, particularly in the context of real quantum hardware and
larger datasets.

5. Limitations

Despite the promising results obtained with the proposed Adaptive Multi-Embedding
Quantum Ensemble (AME-QE), several limitations must be acknowledged.

5.1. Scalability of Quantum Kernels

A primary limitation of the proposed approach is the computational complexity
associated with quantum kernel evaluation. The construction of kernel matrices scales
quadratically with the number of samples, i.e., O(N?), making it impractical for large-scale
datasets. In this study, experiments were restricted to 400 samples to ensure feasibility.
This limitation is consistent with prior work highlighting scalability challenges in quantum
kernel methods [3].

5.2. Dependence on Classical Simulation

All experiments were conducted using the PennyLane simulator rather than real
quantum hardware. While simulators enable reproducibility and flexibility, they do not
capture noise, decoherence, and hardware constraints present in real quantum devices. As
noted in [15], current Noisy Intermediate-Scale Quantum (NISQ) devices remain limited in
qubit count and stability, restricting practical deployment.

5.3. Limited Dataset Size

Due to the high computational cost, the dataset was significantly reduced from its
original size. While this enables experimentation, it may limit the generalization capability
of the model. Previous studies emphasize the importance of large-scale datasets for reliable
IDS evaluation [4].

5.4. Performance Gap with Classical Models

The experimental results show that classical Random Forest consistently outperforms
the proposed quantum fusion methods. This performance gap suggests that, for structured
tabular data such as NSL-KDD, classical models remain highly competitive. Similar obser-
vations have been reported in recent comparative studies between classical and quantum
machine learning approaches.
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5.5. Sensitivity to Embedding Strategy

The results demonstrate that the performance of the proposed framework is highly sen-
sitive to the choice of embedding and fusion parameter o. In particular, Angle Embedding
contributes more effectively than IQP Embedding, indicating that more complex quantum
feature maps do not necessarily yield better performance. This aligns with findings in [14],
where the effectiveness of feature maps depends strongly on data characteristics.

5.6. Lack of Statistical Variability Analysis

Due to the high computational cost associated with quantum kernel evaluation and
simulation-based execution, the current study reports average performance metrics ob-
tained from stratified 5-fold cross-validation without additional repeated training cycles for
statistical variability estimation. Consequently, standard deviations, confidence intervals,
and formal statistical significance testing were not included in the present work.

Future research will focus on conducting repeated experimental runs and statistical
validation using larger computational resources and optimized quantum implementations
to provide a more comprehensive assessment of model stability and reproducibility.

5.7. Future Directions
Future work will focus on addressing these limitations by:

Exploring kernel approximation techniques to reduce computational complexity;
Evaluating the framework on real quantum hardware;
Item Extending experiments to larger datasets and multiclass scenarios;

Investigating adaptive or learnable fusion mechanisms.

6. Conclusions

In this paper, we introduced an Adaptive Multi-Embedding Quantum Ensemble (AME-
QE) framework for intrusion detection, combining multiple quantum feature maps through
concatenation and weighted fusion strategies. The proposed approach was evaluated
on the NSL-KDD dataset under a binary classification setting using a stratified 5-fold
cross-validation protocol.

The experimental results demonstrate that while classical Random Forest achieves
superior overall performance, the proposed quantum fusion models provide competitive
results and offer valuable insights into hybrid quantum—classical learning. In particular,
the analysis reveals that Angle Embedding contributes more effectively to classification
performance than IQP Embedding, and that appropriately tuning the fusion parameter «
can significantly improve the balance between precision and recall.

Beyond raw performance, this work highlights an important observation: increasing
the complexity of quantum feature maps does not necessarily translate into better results
for structured tabular data. Instead, simpler and more stable embeddings may offer better
generalization in practical cybersecurity scenarios. Additionally, the confusion matrix and
error rate analysis show that quantum fusion models tend to maintain low false positive
rates, which is a desirable property in intrusion detection systems where false alarms can
be costly.

However, the study also underscores a critical limitation of current QML approaches,
namely the high computational cost associated with quantum kernel evaluation. The need
to restrict experiments to a small subset of the dataset illustrates the scalability challenges
that must be addressed before real-world deployment becomes feasible.

Overall, this work contributes to the growing body of research on quantum machine
learning for cybersecurity by proposing a novel multi-embedding fusion strategy and
providing a detailed empirical analysis of its behavior. While classical methods remain
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dominant at this stage, the insights gained from this study pave the way for future research
on scalable, adaptive, and hardware-efficient quantum learning models.

Future work will focus on extending the framework to multiclass intrusion detection,
incorporating additional embedding strategies, and evaluating performance on larger
datasets and real quantum hardware. Furthermore, integrating statistical validation and
adaptive fusion mechanisms represents a promising direction for improving robustness
and generalization.
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AME-QE Adaptive Multi-Embedding Quantum Ensemble

1DS Intrusion Detection System

QML Quantum Machine Learning

RFE Random Forest

SVM Support Vector Machine

QSVM Quantum Support Vector Machine
QNN Quantum Neural Network

vVQC Variational Quantum Circuit

1QP Instantaneous Quantum Polynomial
PCA Principal Component Analysis

FPR False Positive Rate

FNR False Negative Rate

NSL-KDD  Network Security Laboratory Knowledge Discovery Dataset
NISQ Noisy Intermediate-Scale Quantum
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