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Abstract

River floods are considered a serious threat to human life and infrastructure; therefore,
effective monitoring and early warning solutions are required. In this paper, an intelligent
system based on a distributed network of ESP32 sensor nodes is proposed for real-time
monitoring of river water levels. The sensor nodes are deployed at multiple locations along
the river, where hydrological data are continuously collected and transmitted to a central
unit. The acquired time-series data are analyzed by means of a nonlinear autoregressive
model with exogenous inputs (NARX) and artificial intelligence techniques, so that complex
hydrological dynamics can be captured and future water-level variations can be predicted.
The proposed system enables the early detection of potential flood events and supports
timely decision-making. The solution is implemented as a low-cost Wireless Sensor Net-
work (WSN), which makes it suitable for deployment in remote and resource-constrained
areas and contributes to improved flood risk management. The architectures of the applied
systems are presented, and an approach for implementing a NARX-based model for river
water-level prediction is proposed.

Keywords: river flows; warning systems; Wireless Sensor Network (WSN); LoRaWAN;
predicting NARX model

1. Introduction

The increasing intensity and frequency of extreme hydrometeorological events have
transformed real-time river monitoring and flood early warning systems from merely
a technical possibility into a strategic necessity. Floods are still regarded as among the
most destructive and costly natural disasters worldwide, as severe damage is caused to
infrastructure, agriculture, public services, and human safety [1,2]. In flood-prone areas,
delayed or missing warnings may cause local hydrological events to develop into large-
scale disasters [3]. For this reason, river water-level measurement is no longer considered
important only for hydrological observation, but has become a central component of flood
risk reduction, emergency response, and water resource management [4,5].

Despite this urgent need, conventional monitoring infrastructure is still affected by
significant practical limitations. Classical hydrometric stations are often expensive to install,
difficult to maintain, and sparsely distributed, particularly in remote, mountainous, or
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poorly instrumented catchment areas [4,6]. Manual measurements, where they are still
applied, are labor-intensive, prone to human error, and unsuitable for real-time decision-
making [7]. Even when automated solutions are available, their cost and implementation
complexity often prevent the development of dense monitoring networks capable of cap-
turing river dynamics. This limitation is critical, since flood generation and propagation
are inherently distributed processes, and a single station rarely provides a sufficiently
reliable representation of the hydrological response at the catchment scale [6,8]. In the
relevant scientific literature, a transition from isolated, high-cost stations toward scalable
and distributed sensing architectures has increasingly been emphasized.

A promising response to this challenge has emerged through loT-based monitoring
systems. Numerous studies have demonstrated that low-cost sensor nodes, embedded
microcontrollers, and wireless communication protocols can be integrated into practical
platforms for river monitoring, enabling real-time data transmission and early warning
functionalities. Systems based on GSM/GPRS remain relevant due to their simplicity and
wide coverage, particularly for SMS alert delivery and cellular telemetry [9,10]. Other
platforms have emphasized LoRa as a low-power and long-range solution for distributed
river monitoring networks [7], whereas more recent implementations have employed
Wi-Fi-enabled microcontrollers, cloud-based dashboards, and messaging applications
such as Telegram or Blynk in order to provide community alerts and real-time remote
monitoring [2,3,11]. Scalable architectures such as RiverCore, as well as broader loT-based
platforms for river monitoring, have further demonstrated that embedded telemetry, web
services, and distributed sensor stations can form the foundation of modern hydrological
observation systems [1,8]. Nevertheless, although the applicability of low-cost digital
monitoring has been confirmed by these developments, many of them remain focused
on hardware demonstrations or local deployments rather than on long-term operational
robustness and integration with predictive models.

Ultrasonic sensors are among the most widely used solutions due to their affordability,
ease of integration, and non-contact measurement principle [4,5,12]. LIDAR-based systems
have also attracted attention, particularly in prototypes in which water-level measurement
is combined with rainfall monitoring and visual inspection through ESP32-based embedded
platforms [2,3]. Alternative approaches include the digitization of existing mechanical
water-level gauges by means of rotary encoders [13], as well as autonomous laser level
gauges with a float mechanism, designed for environments in which external power
supply and frequent maintenance are difficult to ensure [14]. At the same time, optical
solutions based on fiber Bragg grating (FBG) sensors offer high sensitivity, immunity to
electromagnetic interference, and the capability for simultaneous level and temperature
measurement, which makes them promising for harsh and environmentally complex
conditions [15,16]. However, this technological diversity also highlights a methodological
gap: a unified framework for selecting the most appropriate sensing architecture according
to specific environmental, economic, and operational conditions is still lacking in the field.

Another important research direction is related to the replacement or supplementation
of physical water-level gauges through remote sensing and computer vision. This trend is
driven both by the vulnerability of local sensors during extreme flood events and by the
possibility of observing larger areas with less invasive infrastructure. Recent studies on
“virtual water gauges” based on convolutional neural networks, such as ResNet-50, have
shown that standard CCTV images can be used for near-real-time water-level estimation
with promising accuracy under favorable conditions [17]. Similarly, Visual IoT systems em-
ploying PTZ cameras and lightweight machine learning algorithms have demonstrated the
potential for large-area river monitoring through resource-constrained edge devices [18].
At a broader observational scale, satellite SAR imagery provides an alternative for es-
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timating river water levels in difficult-to-access areas by analyzing multiple-reflection
signatures from bridge structures [19]. However, these approaches remain sensitive to
adverse weather conditions, image instability, illumination variability, and limited training
data availability, which means that their operational reliability is still conditional rather
than universal [17,18]. Therefore, although remote observation methods are highly promis-
ing, they should be regarded as complementary to, rather than complete replacements for,
reliable local sensing systems.

The increasing availability of real-time data naturally shifts the focus from monitoring
to prediction. In this regard, the forecasting of river discharge and water levels remains a
complex task due to the nonlinear, multi-scale, and climate-dependent nature of hydrologi-
cal systems [20]. Classical statistical models, such as ARIMA, can still provide satisfactory
results in certain cases, particularly for seasonal or monthly runoff forecasting [21]; how-
ever, their performance is often limited when abrupt changes and heterogeneous effects of
input factors have to be represented. For this reason, machine learning and artificial intelli-
gence have been assigned an increasingly important role. Artificial neural networks have
been successfully applied to flood warning and river discharge forecasting [22,23], while
Random Forest, MARS, Boosted Trees, and related intelligent models have demonstrated
high effectiveness in daily runoff prediction based on meteorological inputs [20,24]. More
advanced approaches have further improved prediction accuracy by combining ANN ar-
chitectures with evolutionary optimization strategies [25]. Deep learning models, including
EMD-LSTM, ViT-LSTM, and multi-attention encoder—-decoder TCN architectures, have
shown that hybrid architectures are particularly effective in capturing temporal dependen-
cies and multimodal relationships relevant to flood prediction [26-28]. Nevertheless, the
literature remains fragmented: studies focused on monitoring often terminate at the level
of measurement and warning, whereas predictive studies often assume the availability of
reliable, preprocessed, and sufficiently dense input data, without addressing in detail how
such data are collected in practice.

This fragmentation outlines the main limitation of the current state of the field. Existing
studies have achieved significant progress either in low-cost river monitoring through hard-
ware platforms, communication architectures, and real-time warning mechanisms [1,8,10],
or in predictive modeling and flood forecasting through machine learning and deep learn-
ing techniques [24,26,28]. Considerably fewer contributions have integrated these two
dimensions into a complete end-to-end framework in which sensor-based observation, data
transmission, visualization, and prediction are connected within a unified and practically
deployable system. In many cases, prototypes have demonstrated technical feasibility,
but limited attention has been paid to scalability, long-term robustness, uncertainty in
data quality, or the relationship between real-time monitoring and subsequent predictive
analysis. Therefore, a clear need remains for integrated solutions in which the reliability
and affordability of embedded IoT monitoring systems are combined with the analytical
capabilities of modern predictive models.

Against this background, the present paper is intended to contribute to the develop-
ment of such an integrated perspective. Instead of monitoring and predictive modeling
being treated as separate research problems, the study is based on the understanding
that effective flood early warning depends on the close connection between them. There-
fore, a low-cost architecture for real-time river monitoring is combined with advanced
predictive modeling, so that actionable information can be extracted from continuously
acquired hydrological data. By building upon the strengths of contemporary IoT moni-
toring platforms, modern sensing technologies, and current machine learning methods,
the study is aimed at supporting the development of scalable, intelligent, and practically
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deployable river monitoring systems for flood risk reduction and more effective water
resource management.

2. Design Requirements

In order for the complex challenges and constraints involved in the design of a river
water-level measurement system to be properly understood, the main hydrographic charac-
teristics, the factors contributing to flooding, and the operating environment of the system
must be considered.

The characteristics related to the hydrographic network of a given region include
its geographical location, river network, and soil structure. These factors determine the
basic risk of water accumulation within the catchment area, which may be caused by rapid
surface runoff and by the limited absorption capacity of the soil during prolonged rainfall.
Climatic conditions also play an important role in the rapid increase in river water levels.
The main contributing factors include intense precipitation, snowmelt, and climate change.
Some of the most frequently underestimated flood-related factors are environmental ones.
Among them, deforestation is particularly important, as the natural capacity for water
retention is reduced. River pollution is another significant factor, since the hydraulic
capacity of river channels may be decreased, thereby increasing the risk of blockages and
overflow. Finally, historical flood data for the specific region should be examined and
analyzed. Such information provides a basis for identifying the most relevant contributing
factors, selecting the parameters that should be monitored, and determining the most
appropriate approach for flood prediction.

When a flood early warning system is being planned, the specific coverage zones
of the sensor network must also be taken into account. One of the main design chal-
lenges is related to the placement of the measurement sensor stations. As was already
discussed in the literature review in Section 1, no unified approach has been established
for selecting the variables and factors that should be monitored in order to identify the
processes responsible for the formation of sudden flood waves in river channels. For this
reason, it cannot be conclusively assumed that water-level measurements in short and
steep ravines are unnecessary. On the contrary, when combined with precipitation data,
such measurements may be used by the overall prediction system, since they can provide
antecedent information regarding the expected water level in downstream and larger river
sections. To some extent, flooding processes may occur more frequently in the upper
parts of rivers and tributaries, although usually on a smaller scale and without causing
significant damage. Nevertheless, these events may provide valuable information about
the possible development of a flood in the main river section, particularly when this section
passes through an urbanized area where potential damage would be considerably greater.
In such cases, the inclusion of upstream measurements could improve the accuracy of the
prediction model. However, this information may be difficult to use directly for warning
purposes. Therefore, the deployment of sensors in the lower parts of river sections should
be considered mandatory, whereas their installation in upper reaches and tributaries should
be regarded as recommended and subject to further investigation. Considering that these
locations are often difficult to access, proper optimization of available resources is required.
The installation of local monitoring stations in every short ravine would require substantial
financial and technical resources, which may not be justified in all cases. Therefore, the
sensor network should be designed on the basis of a balanced strategy, in which critical
downstream locations are prioritized, while selected upstream tributaries and ravines
are instrumented only when their hydrological contribution is expected to improve the
reliability of flood prediction.
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3. System Architecture

A typical architecture followed in most monitoring systems is a multilayer architec-
ture based on a WSN. The proposed platform is presented in Figure 1. It is composed of
microservices and is organized into five layers: the Physical Layer, the Microservice Layer,
the Application Layer, the Data Layer, and the End-User Layer. In this context, the term mi-
croservices refers to the division of the system into small, independent modules or services.
These modules act as intermediaries between the hardware components and the user appli-
cations. Each service is designed to be updated, deployed, and operated independently,
which increases the flexibility, scalability, and maintainability of the overall system.
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Figure 1. Architecture of the multilayer system.

The first layer is the Physical Layer. It includes the measurement systems already
deployed at appropriate locations along the river channel, i.e., a Wireless Sensor Network
composed of sensor systems, routers, and coordinators, if required.

The second layer is the Microservice Layer. In this layer, each module is assigned a
single specific function and is responsible for a defined aspect of transmitted information
management. In this layer, the main focus is placed on the transmission of information to
the servers, as well as on the reception and transmission of information to user applications
and on compatibility between the different components.

The third layer includes the different software applications that will use the collected
information and receive the warning messages.

Since systems of this type are considered part of the national security system, only open
data cannot be used. Therefore, the information shared with stakeholders at different levels
may be provided in different formats. The role of this layer is mainly related to controlled
management, storage, and provision of access to the data, while the most appropriate
format for their representation would be JSON, due to its ease of use in IoT, support for
structured data, suitability for queries, and ease of integration.

The fifth layer refers to the users who will use the data shared or generated by the
system. The most important objective of the system is to warn the population about a
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possible flood. However, the involvement of various public services and institutions, such
as the police, fire department, medical facilities, municipality, and others, is also important.
As stakeholders, they would have a significant role in the usefulness of such a system, as
well as the corresponding responsibility with regard to this system.

4. Monitoring System Architecture

The main components of a typical flood monitoring and early warning system are sen-
sors, a controller, a communication module, and a power supply. Thus, the example system
is based on wireless sensor data transmission, i.e., a WSN system, and communication with
other devices. A LoRa wireless network is implemented, and the devices included in it are
the end sensor modules, the LoRa gateway, and the network server. In the current section,
attention is focused on the end sensor modules and the quantities that will be measured
by them.

4.1. Measurement System Based on ESP32 and a LoRa Module

These monitoring devices are based on Heltec WiFi LoRa 32 (Heltec Automation,
Chengdu, China) or LILYGO TTGO T-Call V1.4/V1.5 ESP32 (Shenzhen Xinyuan Electronic
Technology Co., Ltd., Shenzhen, China). The main idea behind this type of device is that it
should be designed according to the principles of low-cost implementation. The reason for
this is that the devices will operate in harsh environments and, formally, may be irreversibly
lost if a flood event occurs. These modules are installed along the river, in tributaries, and
in selected ravines. A block diagram of the system is shown in Figure 2.

Water level sensor
Atmospheric
pressure sensor

emperature
sensor
Humidity

sensor
Measurement sensors @

Figure 2. Architecture of the measurement system.

Database
Server

structure

Communication system

WEB

Heltec WiFi LoRa 32 microprocessor system is proposed as the main control and
communication platform. The controller is equipped with an integrated 32-bit Xtensa®
32-bit LX7 dual-core processor, 384 KBytes ROM, 512 KBytes embedded SRAM, an RTC
timer with 16 KB SRAM memory accessible by the processor, and 8 MB Flash memory. A
WiFi 802.11n 2.4 GHz transmitter with a maximum speed of 150 Mbps is integrated into
the chip. A dual-mode Bluetooth v5 module (EDR and BLE) is also embedded. Connection
to the controller can be established through SPI, I2C, I12S, UART, IR, CAN 2.0, and other
interfaces. The system is also provided with an 5X1262 LoRa node chip, supporting several
frequency bands (470-510 MHz, 867-870 MHz, and 902-928 MHz) with a maximum power
value of 21 dBm.

In addition, an SD card reader is added to the module for storing the incoming data.
ESP32 series controllers are equipped with two processor cores and an integrated RTOS.
This allows the execution of the two subsystems, namely the measurement subsystem
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and the communication subsystem, to be distributed across the separate processor cores.
On each core, one or more threads are executed simultaneously, related to measurement,
filtering, and secondary processing of the measured data, establishment of communication
with the LoRa gateway, storage of the measured data, and their transmission.

The power supply of the system is provided by a solar panel in combination with a
charging unit and lithium-ion batteries. Since these systems will not operate under direct
sunlight, the solar panel itself must be relocated to a suitable position. The power supply
system must be oversized, although the LoRa module consumes little energy. In order to
save energy, the microcontroller is again placed in DeepSleep mode.

4.2. Measurement Parameters and Sensors

As already explained, a more generalized variant of a WSN monitoring system is pro-
posed in order to achieve more accurate prediction of flood risk. This can be accomplished
only by measuring direct and indirect parameters that influence this process, namely, water
level in the river channel, atmospheric pressure, humidity, and temperature.

Water level is the main direct indicator of flooding, not only because it is directly
related to flood occurrence, but also because flood risk can be assessed through water-level
measurements as a quantity proportional to the change in level over a given period of time.
This is particularly important, since, when the hydrograph of a river is analyzed, the peak
value of the water-level change may precede the increase in flood risk by up to 12 h and
the flood event itself by up to 24 h. Two options are proposed for water-level measurement:
an ultrasonic sensor or a ToF laser range sensor.

The ultrasonic sensor is frequently used in systems of this type; however, filtering
and temperature compensation are required in order for accurate measurements to be
obtained. The measurement range of these sensors is up to 5 m, with an accuracy of
1 cm. This is also one of the lowest-cost options, which is probably the main reason for
its wider use. A suitable option would be the JSN-SR04T sensor (Shenzhen Jieshenna
Technology Co., Ltd., Shenzhen, China), which is intended for liquid-level measurement in
industrial applications.

When a larger measurement range and higher accuracy are required, a ToF laser range
sensor can be used. Its cost is not significantly higher, while the measurement range is
increased up to 40 m, with an accuracy of 1 mm. A significant disadvantage of this type of
sensor is its sensitivity to operating conditions, especially due to the fact that flowing water
will be measured. This requires several values to be measured for each transmitted data
packet and subsequent data processing to be performed. This sensor would be suitable for
lower, wider, and slower-flowing river sections.

Atmospheric pressure is the most important among the indirect parameters. A de-
crease or increase in the value of this parameter is a well-known indication of precipitation
and subsequent weather improvement. However, it is less commonly known that the
duration and dynamics of atmospheric pressure variation can also be used to predict the
duration and intensity of precipitation, while a sudden drop is a clear indication of severe
atmospheric instability. From a temporal perspective, the lowest value reached during a
decrease in atmospheric pressure may precede precipitation by up to 24 h.

Humidity and temperature belong to the group of indirect indicators and can be
discussed together. Both parameters are seasonal in nature, but they are related to river
water levels. Humidity and temperature play a role in cloud formation and, consequently,
in precipitation, as they are involved in the two main principles of cloud formation:

e  Through cooling: the air is cooled to its saturation point, i.e., the dew point, usually
as a result of upward movement; as a result, water vapor is condensed and clouds
are formed.
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e  Through evaporation and mixing: water vapor is added to the air when small droplets
are evaporated, and humid air is mixed with drier air; this, in turn, leads to cloud
formation and an increase in humidity.

In addition, temperature becomes a significant factor during the winter—spring months,
when it is higher than the average value for the corresponding month. Under such condi-
tions, intensive snowmelt may occur, leading to an increase in river water levels. Humidity
is a factor over a relatively shorter time scale during precipitation events, with its increase
and the decrease in temperature preceding precipitation by 1 to 2 h.

The last three parameters can be measured using a single combined sensor, such as the
BME280 (Bosch Sensortec GmbH, Reutlingen, Germany). The measurement ranges of this
sensor fully meet the technical requirements of systems of this type, while the accuracies
are up to 3% for humidity, =1 hPa for atmospheric pressure, and 1 °C for temperature.

5. Communication System

The proposed system for rural river water-level monitoring is designed as a distributed
IoT architecture, in which the main communication task is the reliable transmission of
measurement data from remote sensor points to a centralized server platform for analysis,
prediction, and early warning. The use of LoRaWAN technology enables low-power,
long-range communication to be implemented, which is particularly suitable for areas
with limited infrastructure, difficult terrain, and a need for autonomous operation of the
end devices.

The communication chain in the system can be represented as a sequence of sev-
eral functional levels: the sensor level, LoORaWAN end devices, LoRa gateway, IP-based
transmission network, server platform with an analytical module, and user layer for vi-
sualization and notification (Figure 3). Each of these levels performs a specific role in the
process of data acquisition, transmission, processing, and interpretation.

Sensors
Water End node Starocen jplleionn Visualization and
== le(\'el alerting
&—3
- Data LoRa (oo ] .~ A B
“ressure i Neb rface
PR W collection concentrator ] = .- el
: _ Network . )
& Temperature Q Preprocessing = Database Mobile
—>

SMS/e-mail

-
N > sercer —> D application
o o~
é Humidity a’ Packetization oo I/\/ E
& il (p) L T @ operator
|
|
|
|

.
20 oy . . - -
transmition Neural Prediction "“ operator

.
@ Power network module
supply 4

Downlinks: commands /
configuration

Figure 3. Communication system.

At the sensor level, the already presented measurement elements are deployed, which
are intended to register hydrological and related parameters. These sensors are connected
to an end device, which acts as a local communication and preprocessing node. The data
from the sensors are collected by the end device, basic processing is performed, and the
data are structured into a communication packet. This packet includes the device identifier,
timestamp, and measured values. If necessary, local logic for adaptive transmission can
be applied—for example, under normal conditions, data may be transmitted at longer
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intervals, whereas, when a sharp rise in the water level is detected, the transmission
frequency may be increased. In this way, a balance between energy efficiency and timely
reporting of critical events is achieved.

After the message has been formed, it is transmitted by the end device through the
LoRa radio channel to one or more LoRa gateways. In LoRaWAN networks, end devices are
not statically associated with a specific gateway. Each gateway located within the coverage
range can receive the transmitted packet and forward it to the network server. This feature
increases the reliability of the system, since the same message can be received through
several independent communication paths.

The LoRa gateway acts as an intermediate unit between the radio network and the IP
infrastructure. LoORaWAN packets are received from the end devices and are forwarded
through the Internet to the server platform. This connection can be established through a
mobile network or another available data transmission channel. No substantial interpreta-
tion of the payload is performed by the gateway; instead, message transport to the higher
levels of the system is ensured.

At the server level, the incoming messages are received, validated, and processed.
The network server is responsible for device authentication, duplicate packet removal,
communication parameter management, and data routing to the application layer. The data
are then stored in a database and are provided to an analytical module, in which a prediction
model based on a nonlinear neural network is implemented. This model analyzes current
and previous measurements, while the dynamics of the water level, the rate of change, local
meteorological conditions, and the specific characteristics of the monitored river section
can be taken into account.

The main task of the neural network is to forecast the future state of the river level
within a short-term time horizon. Instead of reacting only after a critical threshold has
already been reached, a preliminary risk assessment is enabled by the prediction model.
This is a significant advantage for early warning systems, since additional response time is
provided for the responsible institutions and the population.

In addition to the main data flow from the end devices to the server, the system can
also support downlink communication. Through this communication, commands can
be sent by the server to selected end devices, for example, to change the measurement
interval, activate an emergency mode, request an additional measurement, or perform
remote configuration. However, this functionality should be aligned with the energy profile
of the LoRaWAN devices, since they generally do not maintain continuous active reception
of incoming messages.

The security of data exchange is an essential characteristic of the system, since in-
correct, manipulated, or lost data may lead to an inaccurate risk assessment. Encryption
and authentication are provided by LoRaWAN through separate keys at the network and
application levels. Thus, the network infrastructure can validate the origin of the mes-
sages without necessarily having access to the payload content, which is processed at the
application level.

6. Time Stamping and Adaptive Measurement Intervals in a River
Monitoring System

The proposed river monitoring system collects data in time series, which requires each
measurement to be accurately time-stamped in order for reliable analysis and prediction to
be ensured. Each sensor node is equipped with an RTC; however, at a defined time interval,
its internal clock is synchronized with the gateway device, by which the current date and
time are provided. Each node stores the timestamp together with the measured parameters.
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These data, associated with a specific point in time, are transmitted to the central system
for subsequent processing, storage, and use in prediction models.

In order for uniform periodic measurements with minimal time drift to be ensured,
the time for entering DeepSleep mode is calculated by the system itself when more frequent
measurements are required. To save energy and optimize the amount of data to be pro-
cessed, two time intervals for performing measurements are implemented: under normal
conditions, data are collected at a fixed interval of 10 or 15 min; when critical conditions
are detected, such as a rapid rise in water level or a sudden drop in atmospheric pressure,
the interval is automatically reduced to 2 or 5 min.

7. Flood Prediction and Analysis

In the proposed system, the prediction of river level at specific points is intended to
be implemented in a relatively simple manner which, according to the literature review,
is both effective and feasible, namely by predicting the water level through an intelligent
method based on nonlinear artificial neural networks. The difference between what is
intended to be achieved here and in other systems is as follows:

- The WSN architecture is used for predicting the level of the investigated river, rather
than the data being used to predict the levels of other rivers;

- The measured parameters are used for predicting the river level at downstream points
and for assessing flood risk, rather than for predicting flood risk based on data and
other historical preconditions.

A block diagram of the process is shown in Figure 4.

Measurements .
_ ) _| Selection of ANN/ML
and data »| Data preprocessing >
e model
acquisition

Predicting the water level
in ariver

A

Model evaluation Model training

A

Figure 4. Block diagram of the river water-level prediction process.

7.1. Data Collection

Data are collected daily from each sensor module. As already described, in addition to
the directly measured values, other quantities are also formed, which represent an estimate
of the change in river level. In order for accurate prediction and good results to be achieved,
data must be collected for at least one calendar year so that all seasons can be covered. In
addition to the direct measurement and collection of data, two additional quantities are
formed, which will be used for the training and operation of the prediction model: ‘%,
representing the change in water level, and H;, representing an estimate of the incoming
water from upstream sections.

7.2. Data Preprocessing

When prediction is aimed for, several stages of raw data preprocessing are required
in order for the best possible results to be achieved, including filtering, anomaly removal,
normalization, interpolation, and others. Data filtering is performed at a low level directly
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in the sensor modules, especially when ultrasonic and ToF sensors are used. Anomaly
removal is a specific process and should not preferably be performed in the sensor modules,
but subsequently, for example, by using a method for adaptive threshold processing. When
data from many variables measured in different units and at different scales are used,
normalization is required. Normalization is very important when artificial neural networks
or machine learning are applied. Through normalization, it is aimed to ensure that no
feature has an excessively large influence on the model. If data are missing due to a
communication problem or a non-operating sensor, the implementation of some type of
interpolation may also be considered in order to fill in the missing values. However, this
process is more complex than it appears, since, when the real data are received, they must
replace the values generated by interpolation.

7.3. Selection of a Model for River Flood Prediction

One of the main applications of artificial neural networks (ANNS) is the prediction of
time series values. Particularly good results are obtained with so-called nonlinear ANN
models. These models are suitable for dealing with nonlinear dynamic problems, such as
the current one, namely the change in river water level. By selecting an appropriate ANN
architecture and a corresponding number of neurons, a nonlinear system can be modeled
with arbitrary accuracy.

In many forecasting tasks, a dependency exists between the studied chronological
values and certain external information. The integration of this additional information con-
tributes to the optimization of the analytical process and to the achievement of significantly
more accurate results. One such type of ANN is the Nonlinear Autoregressive Neural
Network with Exogenous Inputs (NARX model). This type of ANN predicts a series of
values y(t) based on a given number p of past values of the series y(t) and an additional
external series x(t), which may be univariate or multivariate. In order for an estimate of
the upstream water-level measurements, which will affect the downstream section after a
time delay 7, to be obtained, the same type of ANN model can again be used, or another
approach may be applied after analysis of the acquired data, such as a weighted estimate
from the upstream sensor systems:

N
E(ty= ) wiH; (t—7), (1)
i-1

where H; is the water level from the i-th upstream station, w; is a weight according to the
importance of the station, and 7; is the delay to the downstream zone.
Thus, the mathematical definition of the NARX neural network can be described as:

Hy (t) =F(Hq (t=1),.... Hy (t =n),Hn (t =11 ), Hip (t =72 ),..., P(t), T(t), RH(t)) 4 €(t), ()

where Hj (t) is the water level at the downstream station; H,; and H,; are the water
levels from the upstream stations; 7y and 7, are the transport delays; and P, T and RH are
atmospheric pressure, temperature, and relative humidity, respectively.

7.4. Model Training

Model training is a process not only of adjusting the weighting coefficients within the
network, but also of ensuring the robustness and authenticity of the model. For this reason,
the dataset is divided into three subsets: 70% for training, 15% for validation, and 15%
for testing. The training method used is the Levenberg—Marquardt method. This method
usually requires more memory, but is much faster. The training process is automatically
terminated when the situation stops improving, which is observed when the mean squared
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error of the validation records begins to increase. For model training, the time series y(t),
composed of the values of H; (t) and x(t), represented as a vector containing the values of
[AH; (t), E(t) wia Hy; , P(t), T(t) u RH(t)], are formed. The resulting model can thus be
used for early assessment of flood risk in the downstream part of the river.

7.5. Model Evaluation and Results Analysis

In order for the effectiveness of the proposed NARX model in predicting water levels
to be evaluated, using both local measurements and upstream data, a set of key statistical
indicators can be applied. Their purpose is to provide a comprehensive assessment of
the accuracy and reliability of the neural network, as well as of its ability to capture the
complex dynamics of the river water level.

The first of these indicators is the mean absolute error (MAE), which shows the average
deviation of the predictions from the actual measurements. Accordingly, lower values
indicate higher accuracy.

However, since even a single error at an unfavorable moment may have serious
consequences in flood prediction, the mean squared error (MSE) is also used. Its advantage
is that it is more sensitive to large deviations. In order for this indicator to be interpreted
more intuitively, it is most often considered through its square root, namely the root mean
squared error (RMSE), which returns the error value to the actual measurement units of the
water level, for example centimeters or meters.

In order for a correct comparison to be made under different hydrological regimes,
such as high-flow versus low-flow conditions, or between different river sections, relative
indicators must also be included. Therefore, the root mean squared percentage error
(RMSPE) and the normalized root mean squared error (NRMSE) are also included. These
metrics scale the error relative to the data themselves, which makes them independent of
the absolute values of the water level.

Finally, in order for the model to be evaluated as a whole, the coefficient of determina-
tion R? can also be used. It indicates what proportion of the variations in the water level
is actually predicted by the trained NARX model. The closer the value is to 1, the more
successfully the network has “learned” the patterns in the data.

8. Conclusions

In this paper, a proposal for a river water-level monitoring and flood early warning
system based on a WSN architecture and ANN-based prediction is presented. A literature
review was conducted, and the main limitation was identified as the lack of understanding
that effective flood early warning is achieved through an integrated system based on a
close relationship between monitoring and prediction. The main challenges and limitations
in the design of this type of solution were presented, based on geographical characteristics,
contributing factors, and the operating environment. The proposed architecture represents
a perspective for the development of such systems based on a WSN multilayer structure
consisting of five levels. The monitoring system itself is defined as a combination of an
ESP32-based microprocessor system and a LoORaWAN module for communication. The
development of the communication system based on a LoRa communication network
provides the possibility for seamless transmission of the values of the predefined moni-
toring parameters in difficult-to-access environments. Early warning of a potential flood
is implemented through the prediction of water levels in urbanized areas by using data
from the sensor modules. By training a nonlinear ANN that operates with data from the
measured parameters, as well as with an introduced approach based on the assessment of
water levels in preceding upstream tributaries, high prediction efficiency is aimed to be
achieved, and consequently, timely determination of flood risk is enabled.
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Future work will focus on the deployment of the proposed sensor infrastructure
and the collection of a representative real-world dataset. This will enable the training,
testing, and validation of the proposed NARX-based prediction model, including graphical
comparisons between predicted and observed river-level values and the computation of
numerical performance metrics such as RMSE, MAE, and coefficient of determination.
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