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Abstract

In this article, we present a constructive method for designing an information security sys-
tem (ISS). The method is based on the IEEE 1471 and IEEE 42010 standards. They provide an
architectural framework for describing the system through conceptual modeling from dif-
ferent perspectives. The perspectives reflect the requirements of stakeholders—regulatory,
normative, technological or budgetary. As result of analysis of the problem area, conceptual
models are constructed. The resulting models are combined into a generalized multi-
layer model. The transformation of the conceptual model into a technology-independent
object-oriented (OO) design model follows. The next stage is selection of an appropriate
technological platform and subsequent transformation of the design model into an im-
plementation model. An essential part of the method is the creation of an agent-based
simulation model. It allows the simulation of the ISS in different environments, changing
the input conditions. The method ensures technological independence of the ISS, due to
the fact that the resulting conceptual model reflects the requirements of the system and
the methods for implementing the tasks of the ISS without using a specific technologi-
cal solution. The method also ensures universal communication between the individual
stakeholders and unification of the used terminology.

Keywords: data security; data protection; system; conceptual; models; transformation; constructive

1. Introduction
Information technology is shaping more and more aspects of modern life. It deter-

mines the way we communicate, learn, work, shop and have fun. Ensuring information
security (IS) is becoming a vital factor in our daily lives. Modern healthcare, transportation,
educational institutions, factories and organizations of all types and sizes depend on the
effective implementation of information security. This is especially true for critical infras-
tructure facilities that provide electricity, water, telecommunications and transportation.
They are completely dependent on information technology and, above all, on ensuring
their safety.

Information security is the process of protecting assets—information, hardware, soft-
ware or processes. For this process to be effective, it is necessary to consider each asset in
the context of the risk of loss associated with it and its value. To assess what to protect, it is
first necessary to determine which assets are valuable and to whom [1,2].

One of the main objectives of IS is to protect information in all its forms. In the context
of organizations, these are intellectual property, patents, production technologies and good
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practices, know-how, databases with suppliers and customers. This information is vital for
the modern organization and forms its competitive advantage over other organizations.
For this reason, the protection of information in all its forms—electronic and physical—is of
paramount importance. It is necessary for information assets to be reliably protected from
external factors such as hackers or natural disasters, but also from internal factors. Examples
of internal factors are partners, suppliers and employees of the organization, both current
and former. They have the right to access the organization’s resources, which makes them
a risk factor. The development of technologies determines new ways of communication,
data storage, protocols and operating systems. This determines the emergence of new
vulnerabilities, opening up to new threats and the carrying out of successful attacks.

The most critical threats to the modern organization are related to the threat to in-
formation systems, communication networks and data. A particularly topical problem is
the protection against unregulated leakage of information, leading to a threat to the very
existence of the organization. Effective information protection requires the implementation
of a strategy that is fundamentally different from traditional protection against external
threats [3,4]. For modern information protection, periodic research, study, systematization
and development of new protective procedures, techniques, mechanisms and solutions are
of vital importance.

In this article, we consider a method for implementing an ISS through a constructive
approach to designing an information security system for the purpose of data protection.
An example of designing a data leak protection system using a data leak prevention
platform is considered. The author’s method is used, based on taking into account different
points of view on the requirements of the system and its functionality, by constructing
appropriate models and their transformation.

2. Constructive Approach to the Design of ISS
Traditionally, the protection of assets in the organization is carried out on the prin-

ciple of patching the incidents that have occurred. When an incident occurs, related to
data loss—either from equipment failure, a successful external attack or loss of infor-
mation—appropriate new protection measures are applied. The information protection
thus obtained over time is incident-based and is characterized by the use of significant
resources—technical, human, time and financial. It is based on the principle of accumulat-
ing protective measures, as a result of incidents or new requirements for the organization’s
work, without assessing the effectiveness of these measures.

These shortcomings can be avoided by implementing an information security system
specifically designed for the needs of the organization. The requirements for such an ISS
are as follows:

1. Accurate reporting and formulation of the initial requirements for the system.
2. Potential for easy addition of new requirements to the ISS.
3. Options of expanding the ISS by adding new functionality when the requirements for

the system change.
4. Technological independence of the ISS. It is ensured by the next two requirements (5 and 6).
5. Selection of a modern technological basis for the implementation of specific pro-

tective measures.
6. Options of changing the technological basis of the SIS in order to modernize and

update the technologies used.
7. Potential for scaling the ISS in connection with the growth of the organization itself.
8. Possibility of optimizing the resources used.

The constructive approach proposed by the authors, in contrast to the above-
mentioned mechanical accumulation of protective measures, is based on the effective use
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of organizational resources—technological, time, financial and, last but not least, human.
The proposed method consists of several stages:

1. Clarification of the initial requirements for the system and their formalization for
more convenient implementation.

2. Performing a risk analysis for optimization of both the protected assets and organiza-
tional resources.

3. Designing an appropriate system architecture capable of fulfilling the requirements
for the ISS.

4. Constructing the necessary models.
5. Selecting an appropriate technological platform for implementing specific pro-

tective measures.
6. Simulating the system’s operation for optimization purposes.
7. Final implementation through the selection of specific platforms and protective mea-

sures to achieve the set goals.

The method is based on the capabilities of the IEEE 1471 [5–7] and IEEE 42010 [5,7,8]
standards for describing system architecture. The two standards provide a framework for
describing architecture through conceptual modeling methods based on different stake-
holder perspectives. These perspectives may include regulatory requirements, along with
the requirements of various participants in the design and implementation process of the
system—management, researchers, technologists, engineers, marketers, customers, etc.

Based on the analysis of the problem area, conceptual models of the problem area are
constructed, based on different perspectives. The resulting models are combined into a
generalized multilayered conceptual model.

The method ensures technological independence of the ISS, due to the fact that the
resulting model reflects the requirements of the system and the methods for implementing
the tasks facing the ISS through conceptualization, without using a specific technological
solution. This is followed by a transformation of the conceptual multilayer model and the
resulting object-oriented design model, which is also technologically independent. This
is followed by the selection of an appropriate technological basis, providing appropriate
protection measures, and the subsequent transformation of the design model into an
implementation model, describing this platform and its settings.

An essential part of the method is the possibility of creating an agent-based simulation
model, allowing simulation of the designed the ISS in different environmental variants,
changing the input and output conditions and changing or adding requirements to the
system. The described approach provides universal communication between the individual
stakeholders and unification of the terminology used.

2.1. System Analysis to Formulate System Requirements

To formulate the requirements for the system, a system analysis is performed. The
object of the system analysis is the problem area of the ISS and the environment of im-
plementation of the ISS. The problem area includes the problems that must be solved by
the designed system, i.e., the set of tasks facing the ISS. The implementation environment
encompasses the technological and regulatory constraints within which the designed ISS
must operate. It is directly dependent on the nature of the organization and its activities.
They determine the requirements for the system [9–11]. On their basis, a model of the
problem area is created at a later stage.
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2.2. Risk Analysis

ISO 27005 [12] defines risk as the probability that a threat source will exploit a vulner-
ability and cause harm to the organization [13]. The risk analysis of the designed system
includes the following basic elements:

• Asset analysis.
• Threat analysis.
• Impact analysis.

Asset analysis includes an analysis of known system vulnerabilities and existing
protection measures. Threat analysis refers to the analysis of threats and attack mechanisms.
Threats include threat agents and mechanisms. Attack mechanisms include attack vectors,
attack methods, and their effectiveness. They are directly dependent on the capabilities of
the threat agents and their nature. Attack analysis is expressed in terms of the probability
of success of the analyzed attack methods. Impact analysis considers the value of the
threatened assets and the consequences of successful attacks.

The specified basic elements serve as the basis for risk analysis through the well-
known and proven approaches—ISO 31000 [14], CAPEC [15], WEF [16], ISO 15408 [17] and
OWASP [18]. The main paradigm of risk analysis in information security is the impossibility
of 100% protection due to the limited resources of funds, time and human capital. The
most effective approach in this case is to evaluate the assets according to their value to the
organization, to classify them according to this criterion. The next step is an analysis of
how important the loss of the given resource is for the viability of the organization; i.e.,
how critical the loss of this resource is. An important stage is also the assessment of the
resources necessary for the protection and possible recovery of these resources in the event
of their loss. Thus, one of the most important goals in designing an ISS is to reduce the risk
of losing critically important information resources.

2.3. Designing the System Architecture of ISS

The architecture of the designed ISS is based on the IEEE 1471 and IEEE 42010 stan-
dards. They provide capabilities for describing system architectures using conceptual
modeling methods. IEEE 1471 provides principles and terminology for describing archi-
tectural frameworks of software-intensive systems. The standard defines the architecture
of a system as a fundamental description of the organization of this system through its
constituent components and their interaction with each other and with the environment.
The standard focuses only on the components and their content. IEEE 42010 complements
the first standard by providing architectural frameworks for describing arbitrary systems.
It adds concepts such as environment and viewpoints.

The two standards provide designers with tools that allow them to focus on the main
features of the designed systems and abstract away from unimportant details. They intro-
duce concepts such as environment, framework, problems, stakeholders, perspectives, and
views. Conceptual modeling methods ensure technological independence of the analysis
model. Figure 1 illustrates the application of IEEE 1471 and IEEE 42010 in the design of
the ISS with a defined problem domain and exemplary perspectives—information security
perspective, information processing perspective, risk analysis perspective, communication
perspective, and technology perspective.
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Figure 1. ISS area of interest.

2.4. ISS Models

As a result of applying the described method for designing ISSs, numerous models
are constructed, the result of analysis and transformations (Figure 2).

Figure 2. Models for ISS development.

The first of the created models is the problem area model. This model is the result
of the analysis of the problem domain and coincides with the analysis model obtained as
a result of the analysis. It represents the desired architecture of the system. The model
consists of two parts—generalized model and detailed model. As a result of using different
viewpoints (Figure 1), a multilayer model is constructed, uniting the obtained models.

Figure 3 shows an example of a multilayer model that combines the “information
security” viewpoint and the “information processing” viewpoint.

Figure 3. Multilayer conceptual model of ISS.
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The models shown reflect the respective viewpoints, with the individual layers repre-
senting the respective conceptual models created by stakeholders of the given viewpoint.
The arrows in the model reflect the interrelationships between the individual models and
the respective protective measures that need to be taken.

After creating the multilayer model, optimization of the necessary protection measures
can be performed, and on this basis, the next model can be created—project model. Based
on the constructed architectural model, we can construct a model that will enable the imple-
mentation of a real ISS. The project model is based on the model-to-model transformation,
implemented as a transformation of a conceptual model to an object-oriented model.

When constructing the object-oriented model, only those characteristics and properties
of the system that are related to solving the specific problem are taken into account, while
the rest are ignored. For this purpose, the capabilities of the object-oriented language UML
are used, which allows for the description, analysis and modeling of the architecture and
functionality of the ISS [19,20]. The UML tools, represented by different types of diagrams,
allow the creation of an architectural model and a functional model, which together form a
project model.

Figure 4 shows an example of an ISS architecture described using a UML compos-
ite structure diagram. The ISS architecture is described using a combination of other
static UML diagrams, such as the class diagram, object diagram, packet diagram and
component diagram.

Figure 4. UML composite structure diagram of the class “protection”.

The functional description of the ISS is carried out using the dynamic diagrams of
UML—interaction, behavior, use case, activity and state diagrams. The behavior of each
component of the ISS can be described as an interaction with other components or with the
environment using interaction diagrams, and the behavior of the system is described using
activity and behavior diagrams. The state of the components of the ISS is described using
the state diagram.

The next step is to construct a realization model, consisting of two parts—realization
model and simulation model.

The realization model describes the implementation of ISSs through a specific platform.
Such a platform can be data leak prevention (DLP) to protect information from insiders,
intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) to protect
against external factors, and many others. The realization model describes the components
of the real IT security platform, its configuration and setup. The purpose of the model is
to create a description of a real ISS before its final implementation in real conditions. The
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model can be transformed into a simulation model, through which the system can be tested
when changing external conditions without spending resources in a real implementation.

The simulation model is created by transforming the object-oriented project model
into an agent-based model. By definition, an agent is an entity that has the ability to interact
with the environment using sensors, has the ability to process the information obtained
from the interaction and can affect the elements of the environment through executive
mechanisms [21]. In the design of systems, an agent can be an independent unit, capable of
autonomous actions within the environment in which it operates, this environment system,
in order to perform individual tasks. Thus, a simulation model consists of multiple agents,
with specific goals and algorithms, and each of the agents can be responsible for a certain
characteristic of the environment—changing input parameters, interacting with users,
changing the configuration of components, etc. The behavior of the agents also determines
the reaction of the ISS to these parameters. This allows for a complete simulation of a
potential real environment without implementing the system in real conditions. This allows
for testing and optimization of the system before actual implementation.

The final model is the implementation model, which provides specific instructions to
the implementation team on how to install and configure the ISS in the real world.

2.5. Practical Implementation of ISS

The described method for building the ISS architecture can be used for the practical
implementation of an information security system. For this purpose, we formulate the
following initial conditions:

1. We must design an ISS that ensures compatibility with the new EU GDPR regulation [22].
2. The ISS must prevent the leakage of personal data outside the protected perimeter of

the organization.
3. The direction of data protection must be from the inside to the outside.
4. The system must provide protection from the actions of insiders, i.e., persons with

legitimate access to the organization’s resources.
5. The system must monitor for accidental leakage of information outside the organi-

zation—accidentally sent emails, lost flash drives, stolen laptops, etc.
6. The system must prevent the leakage of sensitive information.
7. The system must allow easy expansion with new functionalities when the regulatory

framework changes.

When designing an ISS, the following must be defined: a method for detecting the
leakage of sensitive information outside the organization, reporting the leakage, activating
an alarm, documenting the violation, the consequence of which is the leakage itself, and
most importantly—providing measures to prevent leakage outside the organization. To do
this, the following steps must be performed:

• Defining the information sensitive to the organization.
• Defining a list of keywords used to identify sensitive information.
• Defining RegEx rules for identifying personal data, according to the rules of the

EU GDPR.
• Selecting a platform through which to perform these steps and the above-mentioned

initial conditions for the system.

Figure 5 shows the UML diagram that performs the identification of sensitive and
personal data. For this purpose, a predefined security policy is required, including a list
of keywords and RegEx rules with which the information flowing through a given data
channel is compared. When the keywords or RegEx rule match, a security policy violation
is reported and appropriate measures are taken to report and document the violation,
prevent data leakage, and collect metadata for evidence and further investigation.
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Figure 5. UML activity diagram of the endpoint protection method.

For the practical implementation of the specified ISS, a data leak prevention (DLP)
platform is selected [23]. DLP platforms are capable of controlling all three types of
data—data-in-motion, data-in-use and data-in-rest. Such a platform is shown in Figure 6.
It consists of several modules, each of which is responsible for a specific functionality. The
device control module is responsible for managing and controlling data channels—LAN,
Wi-Fi, USB and Bluetooth ports. The content-aware protection module is responsible for
monitoring passing data and identifying sensitive data. The eDiscovery module is used to
discover sensitive data-in-rest data that is stored on hard disk drives, storage devices and
shared partitions.

Figure 6. Data leak prevention platform.

Figure 7 shows a UML deployment diagram through which the DLP platform can be
implemented in the real world.

Figure 7. UML deployment diagram.
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It consists of agents that are installed on protected workstations and servers and a
server part. The agents control the data channels of the respective endpoint, and the server
part processes the results and controls compliance with the specified security policy.

2.6. Experimental Results

The practical tests in real conditions are based on the implementation of the ISS in
five organizations, under the following conditions—expanding the functionality of existing
systems, through a new ISS for the protection of sensitive information based on the DLP
platform. The results of the practical tests are shown in Figures 8 and 9.

Figure 8. Registered violations of information security.

Figure 9. Discovery of sensitive data-in-rest.

Figure 8 shows the results of the implementation of the ISS with a DLP platform for
detecting violations related to the leakage of sensitive data. After the implementation and
exploitation of the ISS, a reduction in incidents of up to 85% was recorded.

Figure 9 shows the results of the implementation of the ISS with the DLP platform for
the discovery of static sensitive data-in-rest.

This is a very important process, due to the fact that this data does not pass through
the data channels and, accordingly, it is impossible to identify it. It can leak accidentally and
uncontrollably when data carriers are lost or when workstations or laptops are changed.
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Protection from leakage or loss of static data is possible only if it is previously identified
and marked. Then, it can be moved or deleted.

The results of the implementation of a DLP-based ISS show an increase in the success-
ful discovery of static sensitive data up to 70%.

3. Discussion and Conclusions
As a result of the application of the constructive approach, the designed ISS covers all

the requirements for the system (Table 1).

Table 1. Matching requirements and method characteristics.

Requirements Characteristics of the Method

Accurate reporting of
ISS requirements

Implementation of IEEE 1471 and IEEE 42010 standards with the ability
to create meta-models from different viewpoints and integrate them
into a multilayer model. The viewpoints take into account the
requirements of the environment and different stakeholders.

Covering different perspectives
Implementation of IEEE 1471 and IEEE 42010 standards with the ability
to create meta-models from different viewpoints and integrate them
into a multilayer model.

Flexibility and
expandability

Flexible architecture, with the ability to add new scenarios (use cases)
through OO modeling. The project model provides for adding
functionality before the actual implementation of the system.

Technological independence Using conceptual modeling that is not tied to a specific implemen-
tation environment.

Selection of a modern technological basis with the
possibility of expandability and change in the
technological basis of the ISS

The construction of separate models, playing the role of an
intermediary between the ISS architecture (conceptual model) and the
final implementation model—project model and realization model,
ensures a change in the technological platform and the specific
implementation environment.

Opportunities to optimize the used resources
Using an agent-oriented simulation approach that shows the dynamics
of the system and its behavior when changing various input impacts
and parameters.

Traceability Model-to-model transformations (conceptual model -> OO model ->
agent model), preserving the logic and goals of the system.

The presented constructive approach provides opportunities for flexible design of
ISSs, taking into account the maximum volume of requirements from stakeholders and
focusing on critical assets and data for the organization, platform independence and
expanding the capabilities of the system as needed. The approach combines conceptual,
object-oriented and agent-based modeling, ensuring technological independence in the
design of ISSs. Conceptual modeling, based on different perspectives, through the IEEE
1471/42010 standards, ensures compliance with the requirements of stakeholders at all
stages of design, testing and implementation.
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