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Abstract

Customer Relationship Management (CRM) systems are essential tools for understanding
customer behavior, enhancing engagement, and facilitating business growth. As more
customer data is collected, the risks of privacy breaches and unauthorized access increase,
making the challenge of data protection more significant. The primary focus of this research
is to construct and deploy a hybrid Bobcat-based Federated AES Model (BbF-AESM)
to enhance CRM practices via the confidentiality and processing of sensitive customer
information. In this approach, Bobcat optimization is used to adjust the model’s parameters
for better results and Accuracy. Federated Learning (FL) enables collaborative training of
the model without exposing raw customer data, and AES encryption ensures that the data
remains private during both transmission and storage. The proposed model was tested and
validated against CRM databases in a Python environment, and performance evaluation
utilized measures such as F-measure, Recall, Accuracy, AUC, and Precision. The outcome
showed that the hybrid BbF-AESM surpassed other systems, achieving 98.5% accuracy,
while the error rate was just 1.5%. These results emphasize the model’s ability to provide
exact customer predictions and secure data management. Overall, the proposed framework
facilitates improved privacy preservation and enhances computational efficiency and
scalability in CRM systems.

Keywords: privacy preservation; customer relationship management; federated learning;
AES encryption; Bobcat Optimization Algorithm; secure machine learning; customer
data analytics

1. Introduction
In the current digital economy, customer relationship management (CRM) systems

are central to how organizations gather, combine, and use customer data to provide dif-
ferentiated services and ensure long-term customer relationships [1]. Traditional CRM
systems, such as Salesforce, HubSpot, and Zoho, have evolved into intelligent systems
founded on artificial intelligence (AI) and machine learning (ML) [2]. These systems ana-
lyze large amounts of customer data, including demographics, purchasing habits, browsing
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activities, and opinions, to provide predictive recommendations, run automated market-
ing campaigns, and enhance customer retention [3]. However, comprehensive collection
and processing of personal data pose substantial privacy and ethical concerns [4]. Data
breaches, unauthorized access, and misuse of customer information can damage an orga-
nization’s reputation and lead to substantial regulatory penalties under regulations such
as the General Data Protection Regulation (GDPR) and the California Consumer Privacy
Act (CCPA) [5]. Organizations are therefore adopting privacy-preserving AI methods that
combine data-driven innovation with strong privacy protections [6].

Incorporating privacy-enhancing techniques into CRM systems offers substantial
strategic and operational advantages [7]. Federated learning (FL), homomorphic encryp-
tion, and differential privacy enable AI models to learn from decentralized or encrypted
data without accessing customer-identifiable information [8]. For example, FL allows
multiple branches or partner organizations to collaboratively train a global AI model using
local data, ensuring that sensitive information never leaves the local site [9]. Homomorphic
encryption permits secure computation over encrypted data [10]. In addition, differential
privacy introduces calibrated randomness into datasets to reduce the risk of re-identifying
individuals while retaining useful analytical accuracy [11]. Together, these techniques
improve data security, trust, and regulatory compliance while supporting less biased,
AI-driven insights for customer segmentation, churn prediction, and product recommenda-
tion [12]. Better protection of customer data can also improve consumer confidence and
strengthen brand reputation, both of which are important in data-centric industries [13].

Despite their advantages, privacy-preserving AI techniques face several challenges
in CRM contexts [14]. Their deployment can require substantial computational resources,
specialized expertise, and robust data-management infrastructure [15]. When data sources
are non-uniform, FL models may encounter communication overhead and model inconsis-
tency [16]. Although homomorphic encryption offers strong protection, encryption and
decryption overhead can substantially slow computation [17]. Maintaining an appropriate
balance between data utility and privacy protection is also challenging, because excessive
protection may reduce predictive performance [18].

Research and commercial tools are addressing these limitations [19]. Innovations such
as Microsoft’s Confidential Computing support secure AI model training and inference [20].
At the same time, secure multi-party computation (SMPC) and blockchain-based privacy
systems are being explored to provide greater transparency and control over CRM data [21].
As privacy legislation and customer awareness increase, the combination of advanced AI
and privacy-preserving methods is expected to shape future CRM systems [22].

The main contributions of this work are summarized as follows:

• The CRM dataset is collected and imported into the Python environment for processing.
• A novel Bobcat-based Federated AES Model (BbF-AESM) is introduced to preserve

privacy in CRM systems.
• Data preprocessing removes irrelevant and unnecessary features to improve data quality.
• The cleaned data are encrypted using the Advanced Encryption Standard (AES) before

further processing.
• Privacy-preserving computation is performed through FL, allowing local models to

be trained at each data node without sharing raw data.
• The trained model is integrated into the CRM system to support intelligent

decision-making.
• Access-control mechanisms and end-user feedback analysis are incorporated to sup-

port secure data management and continuous system improvement.
• The efficiency of BbF-AESM is evaluated and compared with existing methods.
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The remainder of this article is organized as follows. Section 2 reviews related work,
Section 3 presents the developed model, Section 4 describes the validation of the proposed
framework, and Section 5 concludes the article.

2. Related Work
Recent studies have explored privacy-preserving and AI-driven data processing across

customer relationship management (CRM), financial technology (FinTech), enterprise-
resource planning (ERP), and healthcare applications.

Ozay et al. [23] developed an approach that applies advanced AI technologies to
CRM, including machine learning (ML) for customer-behavior prediction, natural language
processing (NLP) for customer-feedback analysis, deep learning (DL) for interpreting
complex data, and federated learning (FL) and differential privacy for protecting customer
information. Their approach supports faster decision-making, task automation, improved
data security, and increased trust. However, it also presents challenges related to technical
complexity, privacy risks, limited explainability of AI decisions, and poor interoperability
between systems.

Sharma et al. [24] proposed a FinTech system that combines several privacy-preserving
technologies to protect financial data. The framework encrypts customer data with the
Advanced Encryption Standard (AES) before storage and uses Rivest–Shamir–Adleman
Optimal Asymmetric Encryption Padding (RSA-OAEP) for secure data sharing and protec-
tion on a blockchain. It also integrates a private InterPlanetary File System (IPFS) cluster
with a consortium blockchain in a decentralized architecture without third-party interme-
diaries. The system improves data security, privacy, transparency, decentralization, and
performance; nevertheless, it entails high initial and processing costs, design complexity,
and possible delays in data access.

Kumar et al. [25] designed a healthcare system for managing, storing, and sharing
patient data while preserving confidentiality through blockchain technology and IPFS.
Blockchain provides transparency, immutability, traceability, and trust through a decen-
tralized ledger, whereas IPFS provides distributed storage and access for large medical
files without reliance on a central server. The approach improves data security, privacy,
and record availability, but it may incur high computational costs, storage limitations,
implementation complexity, and access delays.

Sabbarwal et al. [26] proposed an Internet of Things (IoT)–cloud-based ERP system
that uses Elliptic Curve Cryptography (ECC) and AES to secure data and communications
between devices and the cloud. The model improves data security, processing speed,
key management, and computational efficiency compared with conventional systems. Its
limitations include complex key management, possible encryption and decryption latency,
and dependence on the cloud service provider (CSP) for access control and performance.

Singh et al. [27] used blockchain and zero-knowledge proofs (ZKPs) to construct a
privacy-preserving decentralized healthcare-finance system for lightweight IoT devices.
The system provides strong data privacy, rapid transaction confirmation, and low communi-
cation overhead. However, it requires complex implementation and verification procedures
as well as specialized expertise for operation and maintenance.

Overall, the reviewed studies demonstrate substantial progress in privacy-preserving
and AI-driven data processing for CRM, FinTech, and healthcare. The studies combine
technologies such as ML, NLP, DL, blockchain, FL, AES, RSA-OAEP, and ECC to improve
security, interpretability, automation, decision-making, and privacy preservation while
reducing reliance on centralized processing infrastructures. Common limitations remain,
including high computational and implementation costs, complex key management, inter-
operability barriers, and intricate system designs. These findings motivate the development

https://doi.org/10.3390/engproc2026143082

https://doi.org/10.3390/engproc2026143082


Eng. Proc. 2026, 143, 82 4 of 13

of secure, decentralized, and intelligent systems that balance predictive performance with
privacy protection.

3. Proposed Methodology
This study proposes an innovative Bobcat-based Federated AES Model (BbF-AESM)

to preserve privacy in customer relationship management (CRM) systems. The model
integrates data preprocessing, Advanced Encryption Standard (AES) encryption, and
privacy-preserving computation. The trained model is incorporated into the CRM sys-
tem to support intelligent decision-making. In addition, access-control mechanisms and
end-user feedback analytics are employed to protect data and enable continuous system
improvement. The efficiency of the proposed model is evaluated and compared with
existing methods. The architecture of the developed BbF-AESM is illustrated in Figure 1.

Figure 1. Proposed architecture of the BbF-AESM.

3.1. Process of the Developed BbF-AESM

The Bobcat-based Federated AES Model (BbF-AESM) is a hybrid framework designed
to provide security and privacy preservation in customer relationship management (CRM)
systems. It combines the Bobcat Optimization Algorithm (BOA) [28], federated learning
(FL) [29], and Advanced Encryption Standard (AES) encryption to promote data perfor-
mance, reliability, and confidentiality.

AES encryption protects sensitive customer data during storage and transmission,
thereby preventing unauthorized access. FL enables decentralized model training across
local nodes: each branch or organization trains on its own encrypted data without transfer-
ring raw customer records, preserving privacy. Within the FL paradigm, BOA optimizes
model parameters to improve convergence speed, stability, and overall prediction quality.

Together, these techniques enable the system to learn from securely distributed CRM
data while maintaining strong predictive performance. Consequently, BbF-AESM provides
a balanced combination of security, scalability, and intelligence for modern CRM systems
that require efficient privacy protection.

3.1.1. Data Initialization

In this step, all customer information is collected from customer relationship man-
agement (CRM) sources and prepared for analysis. The collected data consist of customer
profiles, transactional details, browsing behavior, feedback, and interaction logs. Collecting
and labeling the data helps track the data source and ensures that only the information
needed for analysis is retained. The data initialization process is mathematically presented
in Equation (1).

I(DCRM) = {x1, x2, x3, . . . , xn} (1)
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where I(DCRM) indicates the initialization process variable, DCRM indicates the collected
data, x1, x2, x3, . . . , xn denote the features within the database, and n represents the amount
of collected features. After entering the data into the system, preprocessing was started.

3.1.2. Data Preprocessing

After collecting customer information, Preprocessing is performed to clean the dataset
and remove noise, ensuring that it is accurate and useful. This includes identifying and
eliminating inconsistent, duplicate, and defective input items to ensure that the information
is accurate, reliable, and secure for storage and subsequent analysis. The preprocessing
process is mathematically presented in Equation (2).

Pr e = {DCRM − Ne} (2)

where Pr e represents the preprocessing process variable, DCRM indicates the collected data,
and Ne denotes the noisy features. After removing the duplicate features from the dataset,
the data are moved to the encryption phase.

3.1.3. Data Encryption

Here, the cleaned data are protected to preserve the confidentiality and security of
the customers’ information. The Advanced Encryption Standard (AES) provides powerful
symmetric encryption, ensuring that customer data remain secure both when stored and
when transmitted between nodes. Encryption makes the original, readable data unreadable
through the use of a secure encryption key. The encrypted data remain unreadable but
can be decrypted by authorized users using the proper decryption key when needed. The
encryption process is represented in Equation (3).

C = AES256(p, k256) (3)

where C indicates the encrypted data, AES256 indicates the encryption model, k256 indicates
the secret key with a length of 256 bits, and p denotes the plain text. After encrypting the
data, it was moved to the next phase for further analysis.

3.1.4. Privacy-Preserving Process

After the data are secured, AI models are trained to learn from it. Each node trains a
local model using its own encrypted data. These localized models share only their learned
patterns with a centralized server. The server merges these updates through a process called
federated averaging and builds a single global model. This way, the system learns from
all data sources without ever exposing private customer details. The privacy-preserving
process is shown in Equation (4).

wt+1
i = wt

i − η ∇Li
(︁
wt

i
)︁

(4)

Here, Li indicates the local loss function, η indicates the learning rate, w denotes the
local model weight, and i indicates the node. For the privacy-preserving process, after
training the local model, the next step is to develop the global model. The process of
building the global model is mathematically presented in Equation (5).

wt+1
Global =

N

∑
i=1

ni
ntotal

wt+1
i (5)

Here, wt+1
Global indicates the aggregated global model, N indicates the total number of

customers, ni denotes the number of samples belonging to customer i, ntotal denotes the
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total number of samples across all customers, and wt+1
i denotes the updated local weights.

After the creation of the global model, the CRM integration process is started.

3.1.5. CRM Integration

Once the global model is trained, it is incorporated into the CRM system to add
stronger decision-making capabilities. The Bobcat Optimization Algorithm (BOA) plays a
key role by optimizing the model’s parameters for maximum accuracy and performance.
This integration allows the CRM system to provide intelligent and accurate insights while
preserving complete privacy protection. BOA improves convergence more than standard
optimization algorithms and provides better prediction performance. The incorporation of
the CRM process is mathematically presented in Equation (6).

Z = Xbest + r1(Xmean − Xrand) + r2(Xbest − Xi) (6)

where Z indicates the updated solution, Xbest indicates the best current solution of the BOA,
Xmean represents the average of the population, Xrand represents a random individual, and
r1, r2 are random coefficients between 0 and 1. After the CRM integration process, the
access control process is started.

3.1.6. Access Control

Access control mechanisms are utilized with AES encryption and the federated learn-
ing (FL) credential authentication protocol, ensuring that only legitimate users can access
CRM data and sample results. Role-based access limitation is applied using encrypted
access keys. FL maintains local authorization records so that the system can identify and
authorize all access requests. Both of these methods ensure strict security and accountability
within the CRM environment. The access control process is mathematically represented
in Equation (7).

AC =

⎧⎨⎩Granted, if R = 1

Denied, otherwise
(7)

Here, AC indicates the access control process variable, and R = 1 indicates that the
AES decryption key is granted. After the access control process, the user feedback analysis
process is started.

3.1.7. User Feedback Analysis

The final step involves collecting user feedback from CRM interactions and feeding it
back into the learning cycle. Customer feedback is analyzed locally at each node through
federated learning (FL), and the global model is then adapted with new knowledge using
Bobcat optimization. This creates a continuous learning loop for the CRM system, allowing
it to better adapt to user needs and improve accuracy. The feedback review process protects
privacy by prohibiting the sharing of personal information outside of local terminals. This
ensures that the CRM system remains secure while continuously evolving based on the
user’s changing business reality. The user feedback analysis process is mathematically
represented in Equation (8).

U f = wGlobal + α( f ∗ − wGlobal) (8)

Here, α indicates the learning rate, U f indicates the feedback analysis process variable,
wGlobal denotes the global model, and f ∗ indicates the BOA fitness function. In addition,
Figure 2 graphically shows the flowchart of the developed BbF-AESM.
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Figure 2. Flowchart of the developed BbF-AESM.

4. Results and Discussion
The BbF-AESM for preserving the confidentiality of CRM is built in the Python envi-

ronment with AI and security libraries and is simulated. The hybrid model’s performance is
validated by evaluating the performance measures. The platform enables practical privacy
preservation with high Accuracy through efficient model training and secure handling
of data. A list of the parameters and simulation settings that were used to validate the
simulation is shown in Table 1.

Table 1. Simulation parameters.

Parameter Specification

Operating system Windows 11
Programming environment Python 3.10
Optimization algorithm Bobcat Optimization
Learning technique Federated learning
Learning rate 0.01
Number of iterations 100
Encryption algorithm and key
size AES, 256-bit

Bobcat population size 30
Distributed CRM nodes 5 servers
Batch size 64
Dataset Online Retail II CRM Dataset
Storage and access control Encrypted local databases; role-based encrypted keys
Simulation duration 100 training rounds

https://doi.org/10.3390/engproc2026143082
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4.1. Comparative Analysis

The developed model is tested to evaluate its performance. Important metrics are
used to measure its performance; for example, high accuracy means that the model predicts
customer behavior correctly. The model is then compared with other existing models
to demonstrate that the proposed system offers better results, along with high security
and reliability. The developed model’s performance is compared with existing models
such as Privacy-Preserving Logistic Regression (PPLR), Privacy-Preserving Deep Neural
Network for Credit Risk Prediction (PPDNN-CRP), and Deep Neural Network for Credit
Risk Prediction (DNN-CRP) [30].

4.1.1. Accuracy

Accuracy shows how often the model made correct predictions. The error rate indicates
the percentage of forecasts the model made that were incorrect, and is simply the opposite
of accuracy. The accuracy calculation is mathematically represented in Equation (9).

Accuracy =
TP + TN

TP + TN + FP + FN
× 100 (9)

Here, FN denotes the incorrect values, TN indicates the correct negative values, TP
indicates the correct positive values, and FP indicates the incorrect negative values from
the dataset.

4.1.2. Error Rate

Error rate indicates the proportion of false predictions made by the model. It is nothing
more than the opposite of accuracy. The error rate is calculated using Equation (10).

Error Rate = 100 − Accuracy (10)

For accuracy, the proposed system achieved 98.5%, indicating that almost all pre-
dictions, whether positive or negative, are correct. Compared to PPLR, which showed
an accuracy of 77.2%, DNN-CRP achieved 86.18%, and PPDNN-CRP achieved 80.48%,
suggesting an overall stronger performance of the model and its reliability for practical
CRM applications. Likewise, the error rate of the proposed system is only 1.5%, in com-
parison to its accuracy of 98.5%. This is a substantial improvement over PPLR (22.8%),
DNN-CRP (13.82%), and PPDNN-CRP (19.52%). This shows that the proposed framework
will misclassify less and improve the overall reliability of CRM decision-making. The
correlation between accuracy and error rate is presented in Figure 3.

Figure 3. Correlation of accuracy and error rate.
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4.1.3. Precision

Precision indicates how many of the customers predicted as positive were indeed
correct. The precision calculation is presented in Equation (11).

Precision =
TP

TP + FP
× 100 (11)

4.1.4. Recall

Recall indicates how many positive cases were correctly identified by the model. Recall
is shown in Equation (12).

Recall =
TP

TP + FN
× 100 (12)

The proposed method achieves an impressive precision of 99%, significantly better
than PPLR (74%), DNN-CRP (86%), and PPDNN-CRP (84%). This indicates that nearly all
the positive predictions made by the proposed system are correct, demonstrating stronger
reliability in determining relevant customer cases. Also, the proposed method offers a
recall of 98%. This indicates that nearly all actual positive instances are captured by the
proposed method. In this capacity, the proposed method is superior to PPLR (87%), DNN-
CRP (97%), and PPDNN-CRP (91%), clearly indicating that it reduces missed cases and
improves coverage regarding customer insights. The correlation of the precision and recall
is graphically shown in Figure 4.

Figure 4. Correlation of Precision and Recall.

4.1.5. F-Measure

The F-score is the harmonic mean of precision and recall, which indicates the overall
ability of a model to act as a decision aid by balancing false positives and false negatives.
The F-measure is shown in Equation (13).

F1-score = 2 × Precision × Recall
Precision + Recall

× 100 (13)

4.1.6. Area Under the Curve (AUC)

The AUC demonstrates how effectively the proposed CRM model can differentiate
between different customer groups, such as predicting loyal customers versus those at risk
of churning. A higher AUC indicates better classification performance across all possible
thresholds. The AUC measurement is shown in Equation (14).

AUC =
∫︂ 1

0
TPR(FPR) d(FPR) (14)

https://doi.org/10.3390/engproc2026143082

https://doi.org/10.3390/engproc2026143082


Eng. Proc. 2026, 143, 82 10 of 13

The graphical representation of the F-measure and AUC is shown in Figure 5. The
proposed method attains an average F-measure, which reflects the balance between pre-
cision and recall, as high as 99%, compared to 79% for PPLR, 91% for DNN-CRP, and
87% for PPDNN-CRP, demonstrating the reliability of the proposed model in balancing
the identification of positives against the false-positive rate. Additionally, the AUC of the
developed method achieved a value of 99%, meaning that it almost perfectly discriminates
between positive and negative classes. This is much higher than PPLR (65%), DNN-CRP
(83%), and PPDNN-CRP (74%). The AUC indicates that the model excels at differentiating
among significantly differing customer outcomes. The entire model correlation is presented
in Table 2.

Figure 5. Correlation of F-measure and AUC.

Table 2. Performance comparison of the proposed method with existing models.

Methods AUC (%) F-Measure (%) Accuracy (%) Error Rate (%) Precision (%) Recall (%)

PPLR 65 79 77.2 22.8 74 87
DNN-CRP 83 91 86.18 13.82 86 97

PPDNN-CRP 74 87 80.48 19.52 84 91
Proposed 99 99 98.5 1.5 99 98

4.2. Discussion

The suggested BbF-AESM aims to improve privacy, security, and precision in cus-
tomer relationship management (CRM) systems through optimization, encryption, and
distributed learning. The model ensures that sensitive customer information is protected
through AES encryption. Furthermore, FL provides cloud-based collaborative training
of the model without exposing the underlying data, thereby preserving privacy and data
protection protocols. The Bobcat optimization refines model parameters to allow for quicker
convergence and more accurate predictions across numerous CRM nodes. The performance
outcomes are displayed in Table 3.

Table 3. Achievements of the developed BbF-AESM model.

Metrics Achievements (%)

F-Measure 99
Precision 99

Recall 98
AUC 99

Accuracy 98.5
Error Rate 1.5

https://doi.org/10.3390/engproc2026143082
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The experimental results indicate that the presented model performs better than others,
achieving an accuracy level of 98.5%, which results in only a 1.5% error during the test phase.
In contrast, the existing methods DNN-CRP, PPLR, and PPDNN-CRP, used as a frame of
reference, were unable to achieve these accuracy levels. Overall, the BbF-AESM provides
an intelligent CRM framework that ensures privacy-preserving and secure decision-making
and communication, while also facilitating robust customer information protection [31].

The practical value added by this work is that organizations can safely handle and
process customer information while preserving privacy and complying with regulations.
The model can assist CRM systems in making more intelligent, data-driven decisions with-
out compromising sensitive information. It allows for real-time personalization, protected
information sharing among branches/departments, and increased customer confidence.
The method can also be incorporated into the current CRM infrastructure to enhance
performance, minimize risks from data leaks, and ensure efficient, privacy-friendly CRM.

5. Conclusions
In this research, a novel Bobcat-Based Federated AES Model (BbF-AESM) is con-

structed to provide effective privacy preservation, improved security, and high analytic
accuracy for customer relationship management (CRM) systems. Initially, customer data
are collected from multiple CRM sources and then passed through preprocessing to elimi-
nate noise and inconsistency. The preprocessed data are then encrypted using the AES-256
encryption algorithm to protect sensitive customer data before any sharing or processing.
With the addition of a federated learning (FL) component, the model allows all participating
CRM nodes to jointly train without exchanging raw data, thereby preserving strict confi-
dentiality and preventing data leakage. The Bobcat optimization algorithm is used to adjust
the model’s parameters, resulting in faster convergence, reduced computational overhead,
and improved predictive accuracy for customer classification and churn prediction.

The new BbF-AESM achieves superior results, with 99% accuracy, 98.5% precision, 99%
recall, 98% F-measure, and 99% AUC, with just 1% error. It significantly outperforms exist-
ing methods, including PPLR, DNN-CRP, and PPDNN-CRP. While this work demonstrates
strong empirical performance, there are limitations. The effectiveness of the model depends
on the quality and variety of the distributed CRM datasets, which may vary widely across
organizations. A future framework may also incorporate differentially private data sharing
and cross-domain FL, which may improve the scalability, interpretability, and fairness of
privacy-preserving CRM applications across industries.
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