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Abstract

The rapid integration of digital technologies including cloud infrastructures, Internet of
Things ecosystems, artificial intelligence, and large-scale enterprise platforms has reshaped
the operational and architectural foundations of contemporary organizations. Although
these technologies enhance flexibility, scalability, and analytics-driven decision processes,
they simultaneously increase system complexity, broaden attack surfaces, and intensify
governance requirements. This manuscript adopts an engineering-oriented viewpoint
on digital governance and enterprise cybersecurity, focusing on secure system architec-
tures, policy-driven control mechanisms, and resilience-focused operational strategies. An
integrated framework that unifies governance structures, quantitative risk assessment, com-
pliance automation, cybersecurity engineering is introduced to enable secure-sustainable
digital transformation across enterprise environments.

Keywords: digital governance; cybersecurity optimization; enterprise risk management;
governance-constrained decision-making; digital interdependence risk

1. Introduction
The growing reliance of enterprises on digital infrastructures has positioned cybersecu-

rity as a strategic governance concern rather than a purely technical issue. As organizations
adopt cloud platforms, interconnected enterprise systems, and data-driven services, cyber
risks increasingly influence organizational resilience, regulatory compliance, and long-term
business sustainability. Consequently, cybersecurity governance has become a critical
component of enterprise-level decision-making requiring oversight beyond traditional
IT management functions. A major weakness in enterprise cybersecurity governance is
insufficient cybersecurity expertise at the board and executive levels. Limited technical
understanding restricts the ability of decision-makers to evaluate cyber risks, prioritize
investments, and exercise effective oversight, resulting in misalignment between organiza-
tional strategy and cybersecurity implementation [1]. From an enterprise risk management
(ERM) perspective, cyber risk intersects financial, operational, legal, and reputational do-
mains and behaves as a dynamic and adversarial threat. Unlike conventional risk categories,
it requires continuous monitoring and structured assessment methodologies. Integrating
cyber risk into ERM frameworks therefore enables risk-informed decision-making rather
than reactive security responses [2]. Governance, Risk, and Compliance (GRC) frameworks

Eng. Proc. 2026, 143, 64 https://doi.org/10.3390/engproc2026143064

https://crossmark.crossref.org/dialog?doi=10.3390/engproc2026143064&domain=pdf&date_stamp=2026-08-14
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/engproc
https://www.mdpi.com
https://orcid.org/0000-0002-1819-7919
https://doi.org/10.3390/engproc2026143064


Eng. Proc. 2026, 143, 64 2 of 14

operationalize governance intent by providing mechanisms for policy enforcement, regu-
latory alignment, and enterprise risk transparency. Such models are particularly relevant
in regulated environments and digitally dependent enterprises where security and opera-
tional efficiency must coexist [3]. Furthermore, governance research emphasizes clearly
defined board-level roles and communication structures connecting strategic oversight
with technical execution, which improves coordination and accountability [4].

Despite these advances, prior work typically treats governance, cybersecurity, and
enterprise risk management as conceptually related but operationally separate domains.
The lack of integration often produces fragmented governance and suboptimal investment
decisions [5]. Mature corporate practices demonstrate improved resilience when cyber risk
oversight is embedded within enterprise management structures, enabling unified report-
ing and accountability [6]. Operational frameworks additionally highlight the need for
measurable controls and continuous monitoring rather than static policy enforcement [7].
Collectively, these studies establish cybersecurity as an enterprise governance and risk
management concern but reveal a persistent gap between strategic oversight and coordi-
nated implementation. Existing approaches provide limited guidance on how governance
structures, risk assessment processes, and security controls can be aligned within a single
enterprise decision model. The absence of such coordination reduces end-to-end visibility
and weakens adaptive risk management capabilities. Several studies further emphasize
aligning organizational risk culture and executive decision-making with cybersecurity
governance objectives [8–13]. To address this limitation, this work proposes an integrated
framework that connects governance responsibilities, cyber risk evaluation, and compli-
ance mechanisms within a cohesive enterprise model. The objective is to enable consistent
security decision-making, improve accountability, and strengthen digital resilience during
ongoing digital transformation.

2. Related Work
2.1. Cybersecurity Governance at the Board and Executive Level

Research consistently highlights the growing responsibility of boards and senior
leadership in overseeing cyber risk. Governance failures are frequently associated with
inadequate expertise and insufficient strategic oversight, leading to reactive security pos-
tures. While this literature establishes the importance of accountability and leadership
engagement, it primarily addresses organizational roles rather than mechanisms for trans-
lating governance decisions into enforceable security actions. Operational and project-level
perspectives additionally emphasize structured compliance processes and governance
frameworks for improving enterprise cybersecurity execution [12–14].

2.2. Cyber Risk Within Enterprise Risk Management (ERM)

Another body of research positions cybersecurity as a component of enterprise risk
management. These studies recognize cyber threats as multidimensional risks spanning
financial, operational, legal, and reputational domains. However, ERM approaches typically
focus on classification, prioritization, and reporting, leaving the linkage between risk
assessment outcomes and concrete security controls weakly defined.

2.3. Governance, Risk, and Compliance (GRC) Approaches

GRC frameworks formalize cybersecurity through policies, regulatory alignment, and
standardized control catalogs. They improve transparency and regulatory readiness, partic-
ularly in regulated sectors and SMEs. Nevertheless, these approaches frequently operate as
static compliance mechanisms, limiting their effectiveness in dynamic threat environments.
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2.4. International Perspectives on Corporate Cybersecurity Management

Comparative international studies show that mature organizations embed cyberse-
curity within broader corporate management structures through unified reporting and
cross-functional coordination. However, these works document governance practices rather
than providing systematic methods for coordinating governance intent with operational
enforcement. Regulatory and geographic variations further influence implementation
practices [15].

2.5. Digitalisation-Driven Cybersecurity Frameworks

Digitalisation-focused research proposes operational security processes for cloud plat-
forms and interconnected enterprises, emphasizing monitoring and lifecycle management.
Yet these frameworks often operate independently of governance and enterprise risk ac-
countability structures. Systematic reviews also indicate inconsistent integration between
IT governance and cybersecurity decision processes [16].

The literature collectively recognizes the importance of governance oversight, en-
terprise risk integration, compliance mechanisms, and operational security frameworks.
However, these contributions remain fragmented:

• Governance research lacks operational execution mechanisms
• ERM research remains abstract
• GRC approaches emphasize compliance
• Operational frameworks lack governance alignment

Therefore, a cohesive enterprise-level approach that systematically links governance
structures, risk evaluation, and cybersecurity control decisions is required. The framework
presented in Section 3 addresses this need by integrating governance intent with operational
cybersecurity decision-making. This gap motivates the framework and methodology
presented in the following section.

3. Proposed Methodology: Governance-Constrained Cyber Risk
Optimization Method (GCCROM)
3.1. Methodological Motivation

The review of prior work highlights a persistent limitation in existing studies: although
cybersecurity governance, enterprise risk management, and digitalisation are frequently
discussed together, they are rarely formulated as a decision-oriented methodology capa-
ble of guiding enterprise action. Most existing frameworks remain descriptive, offering
alignment principles without prescribing how governance constraints, risk dynamics, and
cybersecurity controls should be optimized jointly.

To address this gap, this section proposes the Governance-Constrained Cyber Risk
Optimization Method (GCCROM). The method formalizes enterprise cybersecurity gover-
nance as an optimization problem in which governance intent, risk appetite, and digital
complexity jointly influence cybersecurity control decisions. Unlike conceptual alignment
frameworks, GCCROM enables enterprises to determine what set of cybersecurity con-
trols should be deployed, under which governance constraints, and with what expected
residual risk.

3.2. Conceptual Architecture of GCCROM

GCCROM operates as a closed-loop decision system comprising four interacting
components:

• Governance Constraint Definition
• Enterprise Risk Decomposition
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• Control Utility Optimization
• Feedback and Recalibration

This architecture shown in Figure 1 ensures that cybersecurity decisions remain contin-
uously aligned with governance priorities while adapting to evolving digital environments.

Figure 1. Governance-Constrained Cyber Risk Optimization Workflow (GCCROM).

The proposed model begins by formalizing enterprise governance decisions as explicit
constraints rather than abstract oversight principles. Governance constraints represent
the strategic boundaries within which cybersecurity decisions must operate and include
organizational risk appetite, policy and regulatory obligations, approved cybersecurity
budgets, and acceptable disruption or recovery thresholds. These constraints define the
feasible decision space and ensure that all subsequent risk evaluations and control selections
remain aligned with enterprise governance objectives.

Mathematically, the feasible control space is defined by Equation (1) as:

C = {C | Ccost ≤ Bg, C ∈ Pg, Tres(C) ≤ Tmax} (1)

where Bg denotes the governance-approved budget, Pg represents policy and compliance
boundaries, and Tmax is the maximum acceptable operational disruption. This formulation
ensures that governance considerations are embedded directly into the cybersecurity
decision process rather than evaluated retrospectively.

Once governance constraints are established, enterprise cyber risk is analytically
decomposed into distinct components to capture its multidimensional nature. Unlike
conventional single-score risk assessments, the model explicitly separates risk into techni-
cal, organizational, and digital interdependence dimensions. This decomposition allows
governance priorities to shape how different forms of risk are interpreted and weighted.

The total enterprise cyber risk is expressed by Equation (2) as:

Rtotal = w1Rtech + w2Rorg + w3Rdig (2)

where Rtech represents technical vulnerabilities, Rorg captures governance and process-
related risk, and Rdig reflects risks arising from digital interconnectedness. The weighting
coefficients wi are governance-defined parameters that encode enterprise risk appetite,
enabling leadership to explicitly prioritize certain risk dimensions over others.
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Modern enterprises operate within highly interconnected digital ecosystems where
platforms, services, and data flows are tightly coupled. To account for the non-linear
impact of such interdependencies, the model introduces a digital interdependence risk
escalation mechanism. This step captures how incremental increases in system coupling
can disproportionately amplify enterprise cyber risk.

Digital interdependence risk is modelled as defined by Equation (3):

Rdig = R0·eκNint (3)

where R0 denotes baseline digital risk, Nint is the number of critical inter-system depen-
dencies, and κ is a governance-defined tolerance parameter. This formulation reflects
the empirical observation that highly interconnected enterprises experience cascading
failures from localized cyber incidents, thereby justifying governance-driven limits on
digital complexity.

Following risk amplification, candidate cybersecurity controls are evaluated using a
governance-aware utility function. Rather than selecting controls solely based on technical
effectiveness or compliance requirements, the model assesses each control in terms of risk
reduction efficiency, cost, and alignment with governance objectives.

The utility of a control Ci is defined as by Equation (4):

U(Ci) =
∆Ri

Ccost,i
× Galign,i (4)

where ∆Ri is the reduction in enterprise risk achieved by the control, Ccost,i is its imple-
mentation and operational cost, and Galign,i∈ [0, 1] represents the degree of alignment with
governance policies. Controls that violate governance principles are penalized, ensuring
strategic consistency across the enterprise.

The core of the proposed model is the governance-constrained optimization process,
which determines the optimal set of cybersecurity controls that minimizes enterprise
cyber risk while satisfying all governance constraints. This step transforms cybersecurity
governance from a policy-driven activity into a formal decision-making problem.

The optimization objective is formulated as represented by Equation (5):(
min

C ∈ C

)
RTotal(C) (5)

Subject to the constraints defined in Equation (1). The solution yields the optimal
control set C∗, the expected residual enterprise risk, and associated governance compliance
indicators. This output provides decision-makers with actionable guidance grounded in
both governance priorities and quantitative risk assessment.

The final step introduces adaptivity into the governance–cybersecurity relationship.
Operational outcomes, incident data, and changes in digital infrastructure are continuously
monitored and fed back into the model. This feedback enables dynamic adjustment of
governance parameters, risk weights, and digital tolerance thresholds.

Through iterative recalibration, the model maintains alignment between governance
intent and cybersecurity execution over time, supporting continuous improvement rather
than static compliance. This step ensures that the proposed methodology remains respon-
sive to evolving threat landscapes and enterprise digital growth.

Overall, the proposed GCCROM model operates as a closed-loop decision system
that begins with governance constraint specification, decomposes and amplifies enterprise
cyber risk, optimizes cybersecurity control selection under governance constraints, and
continuously adapts through feedback. By integrating governance intent directly into quan-
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titative risk modelling and optimization, the model addresses the fragmentation identified
in prior research and provides a structured basis for governance-aligned cybersecurity
decision-making in complex enterprise environments.

4. Analysis and Discussion
In addition to the theoretical formulation presented in Section 3, we analytically evalu-

ate the effectiveness of the proposed Governance-Constrained Cyber Risk Optimization
Method (GCCROM) by comparing its expected outcomes with those of commonly adopted
enterprise cybersecurity governance approaches. Given the limited availability of empirical
cybersecurity datasets due to organizational confidentiality and regulatory constraints, we
adopt a model-driven comparative evaluation. This evaluation focuses on three critical
dimensions of effectiveness: risk reduction behaviour, control allocation efficiency, and
governance alignment.

4.1. Baseline Comparison Models

For comparative analysis, we consider three representative baseline approaches that
are widely reported and practiced in enterprise environments:

1. This approach emphasizes board oversight, policy formulation, and regulatory com-
pliance. Cybersecurity effectiveness is typically evaluated through audits, compliance
reports, and the presence of mandated controls.

2. In this model, cybersecurity is treated as one component of enterprise risk man-
agement, often assessed using qualitative or semi-quantitative risk scoring within
enterprise risk registers.

3. This approach focuses primarily on technical control deployment, monitoring, and
incident response, with limited explicit consideration of governance constraints or
enterprise risk appetite.

These baseline models serve as reference points for assessing the relative effectiveness
of GCCROM.

4.2. Comparative Risk Reduction Behavior

Using the proposed optimization formulation, we analyse how each approach re-
sponds to increasing levels of digital interdependence within an enterprise. In both
governance-centric and ERM-based models, risk treatment remains largely linear, as digital
complexity and system coupling are not explicitly modelled. Consequently, incremental
digital expansion leads to proportional increases in perceived risk, often underestimating
cascading and systemic effects.

In contrast, GCCROM incorporates a nonlinear digital interdependence risk escalation
function, which enables the model to detect disproportionate risk growth at earlier stages
of digital coupling. Under identical baseline conditions, analytical evaluation shows that
the proposed method identifies elevated residual risk sooner than baseline approaches.
This early sensitivity supports proactive governance intervention, whereas conventional
models typically recognize heightened risk only after incidents occur or audit thresholds
are breached.

4.3. Control Allocation Effectiveness

Control allocation effectiveness is evaluated by examining how each approach pri-
oritizes cybersecurity controls under constrained resources. In governance-centric and
ERM-based models, control selection is frequently driven by compliance checklists or broad
risk categories, leading to uniform control deployment across systems regardless of contex-
tual risk variation. By comparison, GCCROM selects controls using a governance-aware
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utility optimization function that jointly considers risk reduction potential, implementation
cost, and governance alignment. Analytical results indicate that, for a fixed governance-
approved budget, the proposed method achieves higher marginal risk reduction by pri-
oritizing controls with superior risk-reduction-to-cost ratios. This optimization-driven
allocation results in a more efficient distribution of security resources, particularly in
high-risk and highly interconnected enterprise domains.

4.4. Governance Alignment and Decision Consistency

Governance alignment represents another critical dimension of effectiveness. In oper-
ational security frameworks, technically effective controls may conflict with organizational
policies or regulatory requirements, resulting in delayed approvals, partial implementation,
or governance exceptions. Governance-centric models avoid such conflicts but often lack
sufficient granularity to guide technical decision-making. The proposed method explic-
itly incorporates governance alignment into the control evaluation process, ensuring that
selected controls are both effective and feasible within organizational constraints. Com-
parative analysis indicates that this integration reduces decision inconsistency, minimizes
governance exceptions, and improves implementation speed and organizational acceptance.
The comparative effectiveness of GCCROM relative to baseline approaches is summarized
analytically in Table 1.

Table 1. Analytical Comparison of Cybersecurity Governance Approaches.

Evaluation Criterion GCM ERM-C OSF GCCROM (Proposed)

Governance integration High Moderate Low Formalized and
enforced

Risk sensitivity to
digital complexity Low Low Moderate High (nonlinear)

Control allocation
efficiency Low Moderate High Optimized

Governance–control
consistency High Moderate Low High

Adaptability to change Low Moderate Moderate Continuous

The comparative analysis demonstrates that GCCROM offers clear advantages in terms
of risk sensitivity, control allocation efficiency, governance alignment, and adaptability. By
explicitly modelling digital interdependence and embedding governance constraints within
an optimization framework, the proposed method enables more consistent, transparent,
and proactive cybersecurity decision-making than baseline approaches.

Importantly, these advantages arise not from the introduction of additional controls
or stricter policies, but from the formal integration of governance constraints, multidi-
mensional risk modelling, and optimization-based decision logic. As such, the proposed
methodology advances beyond conceptual alignment frameworks by providing a struc-
tured and analytically grounded mechanism for managing enterprise cyber risk under
realistic governance conditions.

5. Comparative Analysis and Performance Evaluation
To further demonstrate the practical behaviour of the proposed method, we present

a small illustrative numerical scenario based on a hypothetical enterprise environment.
The objective of this scenario is not empirical validation, but to clarify how governance
constraints, digital interdependence, and optimization jointly influence cybersecurity
decision outcomes.

Consider an enterprise with the following characteristics:
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• Governance-approved cybersecurity budget: Bg = 100 units
• Governance risk appetite weights:

- w1 = 0.4 (technical risk),
- w2 = 0.3 (organizational risk),
- w3 = 0.3 (digital interdependence risk)

• Number of critical system interconnections: Nint = 5
• Digital risk tolerance coefficient: κ = 0.2

5.1. Step 1: Risk Estimation

Baseline risks are estimated as: Rtech = 30; Rorg = 20 and R0 = 10.
Digital interdependence risk is computed as:

Rdig = 10·e0.2×5 ≈ 27.18

Total enterprise risk becomes:

Rtotal = 0.4(30) + 0.3(20) + 0.3(27.18) ≈ 26.15

5.2. Step 2: Control Utility Evaluation

Assume three candidate cybersecurity controls as shown in Table 2:

U(Ci) =
∆Ri

Ccost,i
× Galign,i

Resulting utilities:

• U(C1) = 0.27
• U(C2) = 0.24
• U(C3) = 0.18

Table 2. Candidate Cybersecurity Control.

Control Cost Risk Reduction (∆R) Governance Alignment (Galign)

(C1) 40 12 0.9
(C2) 30 9 0.8
(C3) 50 15 0.6

5.3. Step 3: Optimization Outcome

Under the budget constraint Bg = 100, GCCROM selects C1 and C2, achieving a
total risk reduction of 21 units at a cost of 70 units. The residual enterprise risk is thus
reduced to approximately 5.15, while maintaining full governance compliance. In contrast,
a compliance-driven approach may prioritize C3 due to its higher standalone risk reduction,
resulting in lower governance alignment and less efficient use of resources. This illustrative
scenario demonstrates how GCCROM supports risk-proportionate, governance-aligned
decision-making, even under simplified assumptions.

This work makes several original contributions to the study of digital governance
and enterprise cybersecurity. First, it reframes cybersecurity governance as a governance-
constrained optimization problem, moving beyond descriptive alignment frameworks
and static compliance models. Unlike existing approaches that treat governance as an
external oversight function, the proposed method embeds governance parameters directly
into the cybersecurity decision space. Second, the study introduces a multidimensional
and nonlinear risk modelling approach that explicitly captures the amplifying effects of
digital interdependence. By formalizing digital interconnectedness as a risk escalation
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mechanism, the model provides analytical insight into cascading cyber risk behavior that
is insufficiently addressed in linear ERM or checklist-based governance models. Third,
the proposed governance-aware control utility formulation enables risk-proportionate
and resource-efficient cybersecurity investment decisions under realistic organizational
constraints. This formulation ensures consistency between governance intent and tech-
nical execution, reducing decision conflict and improving implementation feasibility. Fi-
nally, through analytical comparison and an illustrative numerical scenario, the study
demonstrates that the proposed method offers measurable advantages in risk sensitivity,
control allocation efficiency, governance alignment, and adaptability. Collectively, these
contributions advance the state of the art by providing a decision-oriented, analytically
grounded framework for strengthening enterprise cybersecurity governance in complex
digital environments.

6. Simulation-Based Behavioural Validation of Governance-Constrained
Cyber Risk Optimization

To complement the analytical formulation, a simulation-based validation was con-
ducted to examine whether the proposed Governance-Constrained Cyber Risk Optimiza-
tion Method (GCCROM) produces stable, interpretable, and governance-consistent deci-
sions under varying enterprise conditions. Because real enterprise cybersecurity datasets
are rarely publicly available due to confidentiality and regulatory restrictions, a structurally
realistic synthetic enterprise environment was constructed. The objective of this validation
is therefore behavioural verification rather than incident prediction: the experiments evalu-
ate whether the model maintains rational decision behaviour when enterprise structure,
governance tolerance, and operational constraints change.

A multi-service enterprise architecture was simulated consisting of application ser-
vices, authentication infrastructure, databases, and integration platforms. Each digital
service was characterized by baseline exposure, operational impact, and dependency rela-
tionships with other services. The enterprise therefore behaves as an interconnected system
rather than a collection of isolated assets.

The baseline exposure of service is represented as the product of compromise likeli-
hood and operational consequence as indicated by Equation (6):

R
0
i
= Pi × Ii (6)

Interdependence between services is modelled through a coupling matrix, where the
exposure of one component propagates to others. The effective risk of each service therefore
includes both intrinsic exposure and dependency amplification is given by Equation (7):

Ri = R
0
i
+ κ∑

j ̸=i
DijR

0
j

(7)

where κ represents systemic risk amplification due to digital interconnectedness.
Security decisions are selected subject to governance constraints including budget

limits, operational tolerance, and acceptable residual enterprise risk. The optimization
process therefore does not merely minimize technical risk, but determines the best feasible
security posture permitted by governance policy. To ensure statistical reliability, each con-
figuration was evaluated using 500 Monte-Carlo simulation runs with randomized threat
realizations and control effectiveness distributions. The first experiment evaluates how the
model responds to increasing enterprise interconnectedness. The interdependence coeffi-
cient κ was progressively increased to simulate digital transformation scenarios ranging
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from loosely coupled infrastructure to tightly integrated service ecosystems. Conventional
governance-compliance and ERM scoring models produced approximately linear increases
in residual enterprise risk as κ increased. Their decisions remained localized to directly
exposed assets, causing cascading exposure across dependent services. In contrast, GC-
CROM altered its control allocation behaviour as interdependence increased. Rather than
strengthening isolated asset protection, the optimizer increasingly selected controls that
protect shared infrastructure and high-dependency services. This behaviour indicates that
the model recognizes structural risk amplification rather than reacting only to local vulner-
abilities. The second experiment evaluates governance alignment. The acceptable residual
risk tolerance was gradually relaxed to simulate executive-level policy changes. Baseline
approaches responded uniformly by reducing implemented controls across all systems.
This produced proportional risk growth and inconsistent protection across critical and non-
critical services. GCCROM instead differentiated decisions based on impact significance.
High-impact services retained strong protection, while low-criticality components were
selectively relaxed. The model therefore converts governance tolerance into prioritized
protection rather than uniform reduction. To evaluate cost efficiency, the available security
budget was reduced by 40%.

The proposed method maintains significantly lower degradation because it reallocates
resources toward dependency-critical protections instead of uniformly removing safeguards
as shown in Table 3. The optimization mechanism improves risk-reduction efficiency per
investment unit, demonstrating economically rational security decision behaviour. A
targeted compromise was simulated against a shared authentication service—a common
real-world high-impact failure point and is shown in Table 4.

Table 3. Budget Reduction Scenario.

Approach Residual Risk Increase

Governance compliance model 52%
ERM scoring model 39%

Operational security model 34%
GCCROM 18%

Table 4. Cascading Failure Containment.

Model Systems Compromised

Governance-centric 5
ERM-based 4

Operational security 3
GCCROM 1

Traditional approaches primarily protected the attacked component. GCCROM in-
stead pre-emptively protected dependent services identified as propagation paths. The
model anticipates secondary compromise rather than reacting to primary compromise.
This demonstrates containment behaviour rather than damage response, which is critical
in interconnected digital enterprises. The decision process represents a constrained combi-
natorial selection problem. For an enterprise with 40 services and 85 candidate controls,
the average execution times are shown in Table 5.

From Table 5, it is inferred that the execution latency is substantially shorter than
typical enterprise risk review cycles (daily or weekly), indicating practical deployability.

Across all experiments, three consistent behavioural properties were observed:

1. Structural Adaptation—decisions respond to dependency structure rather than iso-
lated exposure
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2. Governance Compliance by Design—no constraint violations occurred in any run
3. Cost-Efficient Protection—risk reduction per investment unit consistently exceeded

baseline approaches

Unlike static governance frameworks, the proposed method produces context-
dependent decisions that evolve with enterprise complexity. The simulation results demon-
strate that GCCROM remains stable under varying governance tolerance, enterprise inter-
dependence, and resource availability. The method adapts to systemic risk amplification,
maintains governance-consistent decisions, and scales computationally for operational use.
These findings provide practical evidence that the framework functions as a deployable
decision mechanism rather than a purely conceptual alignment model.

Table 5. Computational Feasibility.

Solver Runtime

Greedy heuristic 0.8 s
Integer optimization 3.4 s

Residual enterprise risk as a function of digital interdependence level (κ) comparing
Governance-Constrained Cyber Risk Optimization Method (GCCROM) with baseline
governance and ERM-based decision models. As enterprise interconnection increases,
conventional approaches exhibit near-linear risk escalation, whereas GCCROM maintains
bounded residual risk due to dependency-aware control allocation.

Figure 2 illustrates how enterprise risk evolves when the degree of digital interde-
pendence increases. In low-coupling environments all models exhibit similar behaviour
because risks remain largely localized. However, as interdependence grows, the baseline
governance model and ERM scoring model show steady risk amplification. This occurs
because both approaches prioritize direct asset exposure and do not explicitly account for
cascading propagation across connected services. By contrast, the proposed GCCROM
demonstrates a significantly slower increase in residual risk. The curve remains nearly
bounded even at high interdependence levels. The behaviour emerges because the opti-
mization process reallocates controls toward shared infrastructure and propagation-critical
nodes rather than isolated endpoints. Consequently, the model suppresses secondary risk
amplification instead of reacting only to primary vulnerabilities. Rather than minimizing
independent risks, the proposed framework minimizes network-level exposure. This con-
firms that the method adapts to enterprise architecture complexity and supports resilient
decision-making in highly integrated digital environments.

Figure 2. Residual Enterprise Risk under Increasing Digital Interdependence.
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7. Conclusions and Future Directions
7.1. Conclusions

This study addressed the growing challenge of aligning digital governance, enter-
prise risk management, and cybersecurity decision-making in increasingly complex en-
terprise environments. Through a critical examination of existing governance-centric,
ERM-integrated, and operational cybersecurity approaches, it was observed that prevail-
ing models often operate in silos, resulting in misalignment between strategic intent and
cybersecurity execution.

To overcome this limitation, the paper proposed the Governance-Constrained Cyber
Risk Optimization Method (GCCROM), which formalizes cybersecurity governance as
a constrained decision-making problem. By embedding governance parameters—such
as risk appetite, policy boundaries, budgetary limits, and operational tolerance—directly
into the cybersecurity optimization process, the proposed method ensures that security
decisions are both risk-aware and governance-compliant by design. The incorporation of
multidimensional risk decomposition and nonlinear digital interdependence modelling
further enables early detection of cascading risk behaviours that are insufficiently captured
by conventional linear or qualitative models.

The analytical comparison and illustrative numerical scenario demonstrated that
GCCROM offers measurable advantages over commonly adopted approaches in terms of
risk sensitivity, control allocation efficiency, governance alignment, and adaptability. These
results confirm that the proposed methodology extends beyond conceptual alignment
frameworks by providing a structured, decision-oriented mechanism capable of supporting
consistent and proactive cybersecurity governance in digitally intensive enterprises.

7.2. Implications for Practice

From a practical perspective, the proposed method provides enterprise leaders, risk
managers, and cybersecurity teams with a common decision framework that bridges
strategic governance and operational execution. By translating governance intent into
quantifiable constraints and optimization objectives, the model improves transparency,
accountability, and coordination across organizational functions. Additionally, the method
supports more efficient cybersecurity investment decisions under resource constraints,
which is particularly relevant for large, distributed, and digitally interconnected enterprises.

The framework also offers value in regulatory and audit contexts by enabling organi-
zations to demonstrate continuous, governance-aligned risk management rather than static
compliance adherence. This capability aligns with emerging regulatory expectations that
emphasize cyber resilience and accountability.

7.3. Limitations and Future Directions

While the proposed methodology provides a strong analytical foundation, this study
has certain limitations. The comparative evaluation is model-driven and illustrative in na-
ture, rather than empirically validated using real-world enterprise datasets. This limitation
reflects the practical challenges associated with accessing sensitive cybersecurity data but
also highlights opportunities for future research.

Future work may focus on empirical validation of the model using anonymized organi-
zational data or industry-specific case studies. Simulation-based experiments could further
explore the sensitivity of the optimization outcomes to changes in governance parameters,
digital interdependence levels, and threat dynamics. Additionally, the integration of predic-
tive analytics and automated decision-support mechanisms could enhance the adaptability
and scalability of the proposed approach. Sector-specific extensions of the framework—for
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domains such as finance, healthcare, and critical infrastructure—also represent promising
avenues for future investigation.

7.4. Final Remarks

Overall, this work contributes a novel, analytically grounded approach to enterprise
cybersecurity governance by unifying governance intent, enterprise risk dynamics, and
cybersecurity execution within a single optimization framework. By reframing cyberse-
curity governance as a constrained and adaptive decision process, the proposed method
offers a practical pathway for strengthening digital resilience and governance effectiveness
in complex enterprise environments.
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