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Abstract

With the growing importance of personal information security, numerous methods have
been proposed for data encryption. To ensure system safety, ciphers must be unpredictable
and robust. In modern Rivest-Shamir—Adleman (RSA) encryption systems, two prime
numbers are required for key generation, and their randomness and unpredictability
are essential for security. In this study, we propose a secure system for generating the
prime numbers used in RSA encryption. The inherent properties of chaotic systems are
employed as a Pseudo Random Number Generator (PRNG), while a Ring Oscillator is
utilized as a True Random Number Generator (TRNG). The Miller-Rabin algorithm is
further applied to verify the primality of the numbers produced by the PRNG. The entire
design is implemented on a Field Programmable Gate Array (FPGA) to achieve a fully
hardware system.

Keywords: chaotic system; RSA; FPGA; encryption; prime number

1. Introduction

In rapid digitalization and network development, there are many encryption sys-
tems protecting our data and data transfer. Among these encryption methods, the
Rivest-Shamir—Adleman (RSA) algorithm remains one of the most important cryptosys-
tems. However, the security of the RSA algorithm depends not only on the bit count
but also on the unpredictability and reliability of the random numbers used in key gen-
eration. Therefore, ensuring stable and secure prime number acquisition is crucial for
practical applications.

This study aims to design a secure prime number generator system for generating
the prime numbers used in the RSA algorithm. To ensure the randomness of the prime
numbers, we apply Random Number Generators to generate sequences and verify the
prime numbers. To satisfy the security requirements, we combine both the True Random
Number Generator (TRNG) and the Pseudo Random Number Generator (PRNG).

A Ring Oscillator (RO) is used to produce a True Random Number Generator (TRNG)
capable of generating high-entropy random seeds for the Pseudo-Random Number Gener-
ator (PRNG). The chaos theory is deterministic, nonlinear, and unpredictable. Thus, we
can take Chua’s chaotic system as the PRNG, which we refer to as the Chaos-based Pseudo
Random Number Generator (CPRNG). After that, the candidates generated by the CPRNG
are tested by the Miller-Rabin primality test algorithm to screen out the prime numbers
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that the RSA algorithm needs. Finally, we use the prime numbers generated to generate the
key for the RSA algorithm and undertake the RSA encryption process.

For implementation, we employ the Field Programmable Gate Array (FPGA)
platform—a fully hardware system that can simplify the system environment and reinforce
the system security.

This article is structured as follows: in Section 2, we provide the necessary background
of the important parts of our system; in Section 3, we describe the FPGA implementation
and our system architecture; in Section 4, we present and discuss the experimental results;
and in Section 5, we present our conclusions.

2. Background Knowledge
2.1. TRNG-RO

An RO is a circuit composed of an odd number of inverters or other logic switches with
inverting characteristics, connected end to end to form a loop. Typically, jitter is accumu-
lated in the free-running ROs consisting of an odd number of inverters or delay elements
connected in ring configuration. This causes the digital value of the oscillator’s output to
change with a period of approximately 2DL, where D is the delay of a single inverter and
L is the number of inverters in an oscillator. These oscillation periods vary from cycle to
cycle, causing the rising and falling edges of the generated RO clocks to jitter, as shown in
Figure 1. Such oscillations—and hence jitters—in digital circuits can occur due to power
supply variations, crosstalk, semiconductor noise, temperature variations, and propagation
delays [1]. Therefore, jitter can be utilized as entropy for true random generation, enabling
the ring oscillator to function as a True Random Number Generator (TRNG).
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Figure 1. Jitter in clock signals [1].

2.2. Pseudo Random Number Generator—Chaotic System

The PRNG deterministically expands one or more seed values into a sequence of
outputs; the seed must possess sufficient randomness and unpredictability and is therefore
typically obtained from a TRNG. PRNG outputs may empirically exhibit superior statistical
properties and higher throughput than some physical sources. Since each term is computed
from preceding terms via deterministic transformations, the sole source of entropy remains
the seed, and retaining that seed is sufficient to reproduce or validate the sequence [2]. In
this study, we utilize Chua’s chaotic system as the PRNG according to the characteristics of
chaos theory; i.e,, it is the CPRNG.

2.2.1. Chaos Theory

The fundamental concepts of chaos theory—including deterministic models, sensi-
tivity to initial conditions, strange attractors, and fractal dimensions—are intrinsic to its
development [3]. Chaos is characterized by a stretching and folding mechanism in which
nearby trajectories of a dynamical system are repeatedly separated exponentially and
subsequently folded back together.
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To exhibit chaotic behavior, an electronic circuit composed of resistors, capacitors, and
inductors must include at least one nonlinear element, at least one locally active resistor,
and a minimum of three energy-storage components. Chua’s circuit (Figure 2) represents
the simplest electronic configuration that satisfies these requirements. Moreover, it can be
constructed at low cost using standard electronic components and is known to display a
wide range of bifurcations and chaotic phenomena [4].

R

SF

Figure 2. Chua’s electronic circuit [4

The system of equations representing the dynamics of Chua’s circuit are based on
Equations (1) and (2):
Tl =aly —x - f(x)]
Tyig—x y+z 1)
T =Py

where f(x) is given by the following:

a—"»
f(x) =bx+ T{|x+BP| —|x
and Ty, Ty, Tz , &, B, a, b and B, are real parameters [5].

2.2.2. Discrete Chaotic System

Numerical solutions of ordinary differential equations are essential techniques in the
study of time dynamics. Because most ordinary differential equations cannot be solved
analytically, numerical integration provides the only means of obtaining information about
system trajectories. Numerous methods have been proposed and applied to achieve ac-
curate solutions for different classes of ordinary differential equations [6]. Among these,
the Runge-Kutta family of methods is recognized for its superior accuracy compared
to alternative approaches. Accordingly, the fourth-order Runge-Kutta method was se-
lected to discretize Chua’s chaotic circuit, with the governing equations derived from
Equations (3)-(5) [7]. For an ordinary differential equation with initial value Xy, the follow-
ing is defined:

dX; = F(t, X;)dt, 3)

the following equation is also used:
1
X(tn+1) = X(tn) + g(kl +2k2+2k3+k4), 4)
where the k;, i = 1, 2, 3, 4.

ki = hE(ty, xp)
kzth(tn+g, Xn+§k1) -
ks =F(t+ 4, Xo+ 5 )
ky = HE(ty + h, Xy + hks)

where t, = nh, and the step size, h, is constant for all steps.
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2.2.3. Dynamic Characteristics of Chaotic System

Due to chaotic system being sensitive to initial conditions, the Lyapunov function,
named after the Russian mathematician Aleksandr Lyapunov, is widely used in nonlinear
dynamical systems and control theory. The Lyapunov function is employed to analyze the
stability of equilibrium points in a system. It is a scalar function used to prove whether the
equilibrium point of a system is stable.

This method provides a powerful tool for determining the stability of a system without
solving the equations directly, relying solely on the properties of the function. To analyze
the dynamic characteristics according to initial conditions in a chaotic system, the Lyapunov
exponents must be calculated. If the maximum exponent is positive, this indicates that the
system exhibits chaotic behavior; if it is negative, the system is stable; and if it is zero, the
system may be in a boundary state or neutral. To determine the magnitude of the Lyapunov
exponent, we first consider a dynamic system in Equation (6):

x = fx 1), ©6)

where x is the state vector, and f is a time-dependent and differentiable function. Con-
sidering an infinitesimal n-dimensional sphere of initial conditions, the evolution of the
sphere becomes an n-dimensional ellipsoid. Then, the LEs of the system is calculated as
Equation (7).

Aizlimllnw, i=1,---,n, (7)
t=oot  [|0x;(t0) ]

where Ajy,,, denotes the magnitude of the Lyapunov exponent [8].

2.3. RSA Algorithm

RSA is an asymmetric encryption algorithm that uses two prime numbers to generate
a public key for encryption and a private key for decryption.

2.3.1. RSA Methodology

The following is the process of generating RSA keys [9]. The encryption and decryption
methods are shown in Figure 3.

Public Keys (e, n) Private Key (d) + Public Key (n)

= =

| |
O—a A —a—D

Plaintext m Encryption Ciphertext ¢ Decryption Plaintext m

Figure 3. RSA encryption and decryption methods.

e  Choose two large prime numbers p and q (choose random numbers and make sure
they are prime);

o Countn=pxg;

e  Calculate Euler function ¢, ¢(n) = (p—1) x (g —1);

Choose the publickey e (1 < e < ¢(n)), prime relative to ¢(n); here, we choose 65537

as the public key;

Generate a private key d, d = e~ ! mod ¢(n);
Generate public keys (e, n) and a private key (d);
Encryption method: ¢ = m®mod n;

Decryption method: m = c¢?mod n.
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2.3.2. Primality Test

For the large amount of pseudo-random numbers generated by the CPRNG, the
Miller-Rabin algorithm is a probabilistic primality test used to determine whether an
integer is prime. The Miller—Rabin test is an improvement over Fermat’s Little Theorem.
According to the theorem, if p is a prime number and 7 is any number that is not divisible
by p, then the theorem can be expressed as Equation (8).

ab~1 =1 (mod p) 8)

aP = a(mod p). As 5is prime, 3* = 1(mod5) and 8* = 1(mod5). This theorem always
returns true if p is prime. The Miller-Rabin test can be made deterministic. This is achieved
by trying all possible values of x below a certain limit in the algorithm given. For example,
if n < 2047, then it is sufficient to test for only x = 2; if n < 3474749660383, then it is
sufficient to test for x = 2, 3, 5, 7, 11, 13. It uses a particular property such that multiples
of 2 can be represented by 2a - b, where a and b are positive integers [10].

3. FPGA Implementation
3.1. System Architecture

For the implementation, our system combines the Prime Number Generator with a
64-bit RSA encryption framework. The Prime Number Generator comprises three com-
ponents: the TRNG, the CPRNG, and a primality testing module. The RSA encryption
framework includes a key generation module and an encryption module. The overall
system architecture is illustrated in Figure 4.

Prime Number Generator RSA Encryption System
Primality Ke RSA | — Cipher
TRNG [— CPRNG [—| Test [— - er’;m —{Encryption
module o T I_. module [—* Ciphertext

Plaintext

Figure 4. Block diagram of our system.

When plaintext is provided as input, the Prime Number Generator automatically
produces prime numbers for the Key Generator. The RSA encryption module then uses
the generated key to encrypt the plaintext. Upon completion, the system outputs both the
cipher (including the public and private keys) and the ciphertext.

3.2. Implementation and Platform

The system was implemented in hardware using Verilog Hardware Description Lan-
guage to describe the individual modules. The Terasic DEO-Nano-SoC FPGA Development
Kit was selected as the hardware platform. FPGAs offer higher performance and lower
power consumption compared to microprocessors. In addition, when compared with
application-specific integrated circuits, FPGAs provide lower non-recurring engineering
(NRE) costs, shorter development time, easier debugging, and reduced design risk [11].
Owing to these characteristics, FPGAs are well-suited for implementing the system entirely
in hardware, thereby reinforcing both security and stability.

4. Results and Discussion
4.1. Lyapunov Exponent

Figure 5 shows a simulation plot using MATLAB_R2023b to calculate the range of
initial conditions for Chua’s chaotic system based on the Lyapunov exponent. Therefore,
we extracted a cubic region in the middle of the plot to ensure that the initial conditions
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within this range would reliably display chaotic behavior. The range of initial values is
shown in Equation (9).
—1.61 <x <161
—0.365 <y < 0.365 )
-1.05 <z <1.05

Figure 5. Lyapunov exponent 3D simulation diagram.

4.2. Random Number Generators

The results of the TRNG are used as the initial conditions for the CPRNG. Because
the TRNG must produce truly random values, 100 outputs were collected, each consisting
of three-dimensional data constrained within the range defined by Lyapunov analysis.
As illustrated in Figure 6a, these results exhibit genuine randomness without discernible
patterns. Consequently, the TRNG outputs can be employed to generate the random seeds
required by the CPRNG.

NN

S
N
[ ;

R %
=

Prime Number 2

. . . . . . .
o 05 1 15 2 25 3 35 4 45
Prime Number 1 10°

(a) (b)
Figure 6. (a) Results of the TRNG. (b) Results of the CPRNG.

Furthermore, by using these random seeds, the CPRNG can generate a large amount of
pseudo random numbers. After applying the Miller-Rabin primality test to the CPRNG, we
collect 100 results, each containing two prime numbers, as required by the RSA algorithm.
As can be seen in Figure 6b, the results obtained using the random seeds are also random
and have no regular pattern.
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4.3. RSA Encryption on FPGA

By utilizing the generated prime numbers, the RSA keys are produced following the
procedures described in Section 2.3.1. Subsequently, we can implement our system (as
described in Section 3.1) on an FPGA and encrypt the plaintext. To verify the correctness
of the encryption process, the results are compared with those obtained by the RSATool
v1.18 [12] software. The encryption results and comparison results are summarized in
Table 1.

Table 1. RSA encryption results.

Plaintext RSATool
(ASCID n d Ciphertext Corgfsflifon
( 484?52%28 4F) FE0791DESB4CAOE5 A2AD54526A42174D  8A44C27351D478CC Correct
(43 ;ﬁg;;z:; 4C) FEF5CC961506FE61 1D6234A6A8787001  477C7CA35B97F3DB Correct
(52 513{51%%1;16356027 41) FC477C1535F50C01  A8AAS8261B827E781 601DCF5AB52F1B98 Correct
63 682}112;;12 6963) FASFADD4D9D124A9 D5E79E8335859631  803B46BBAD38BIC4 Correct
G 4&23;;‘21 op)  FESCOSIE19301A0B  749DFF3DDB733891  4ES7F887395C72D2 Correct
@1 6]522;13,;;785%3 42) FDA36E6F207900BB ~ 4BA95B219748FD31  C6EF051FDB529A25 Correct
( 62617];2;222111 6C6C) FES9F90EBAB66022D 10F773018F28C145 3A0432E5863D5B95 Correct
737 42?7?;;;?7270) FDACBCDA62DBOD79 7A16096908014791  2CD5CCEE442F9C2D Correct
(666972ﬁ6r5e :2&1 6111 6C6C) FCCCD63174726DDD 5EBBA7FBEBBB8141  289B5A096261241D Correct
(6D656IT;Z$E2111 6coc) FEFBOA3373BD2FDI  00C53564ACDBAIS  8BADE770555886F6 Correct

5. Conclusions

We propose a prime number generator that uses a TRNG to supply genuine entropy, a
CPRNG to expand and decorrelate that entropy into a high-throughput stream of candidate
values, and the Miller-Rabin primality test algorithm to select the prime numbers. We
combined the prime number generator based on the chaotic system with the RSA encryption
algorithm. To reinforce the system security and stability, we implement the system in FPGA
to build a fully hardware environment. The hardware architecture must be established to
enhance entropy efficiency, increase the prime numbers’ bit length to 2048 to satisfy more
safety requirements, and explore the integration of this RSA generation framework into
practical cryptographic and communication systems.
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