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Abstract

Phishing remains a persistent cybersecurity threat, exploiting social engineering to bypass
traditional defenses. We developed a phishing detection system that integrates baseline
supervised learning with Reinforcement Learning through human feedback (RLHF) to
improve adaptability against evolving attack strategies. Implemented using the Huawei
MindRLHF framework and deployed on Raspberry Pi hardware, the system was evaluated
using a dataset of 135,325 email samples consisting of both phishing and legitimate mes-
sages. The baseline supervised model achieved 94.3% accuracy, while the RLHF-enhanced
model, through 74 iterations, achieved improved adaptability, reaching a 96.8% accuracy
with balanced precision and recall. A multi-component reward function was designed
to incorporate correct classification, human agreement, confidence matching, and consis-
tency, enabling the model to refine its decision boundaries beyond automated optimization.
Real-time monitoring and feedback were facilitated through a hardware-integrated LCD
interface. The results confirm enhanced detection accuracy and reduced error rates, demon-
strating its viability for deployment. The findings highlight the potential of human-centered
RLHF the resilience and scalability of phishing mitigation systems against emerging
cyber threats.

Keywords: phishing detection; reinforcement learning with human feedback (RLHF);
Huawei MindSpore; cybersecurity; email security

1. Introduction

Phishing remains a widespread and evolving cyber threat, requiring effective de-
tection and mitigation strategies. Traditional cybersecurity measures often fall short
against increasingly sophisticated attacks [1,2]. To address this, Al and machine learning
(ML) are increasingly integrated into cybersecurity systems to enhance threat detection
and response [1,3], while encryption remains essential for safeguarding sensitive data
and ensuring integrity [4,5]. Advanced adaptive Al systems, such as Reinforcement
Learning (RL) meet these needs by learning from dynamic threats and incorporating
human feedback to enable real-time responses, thereby overcoming the limitations of
traditional approaches [1].

Recent advances in phishing detection demonstrate the growing role of Al and ML
in cybersecurity [6]. Models such as distilled Bidirectional Encoder Representations from
Transformers (DistilBERT) effectively classify spam, while distributed training optimizes
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computational performance [7,8]. Convolutional Neural Networks (CNNs) and Support
Vector Machines (SVMs) have proven effective in various classification tasks [9-11], includ-
ing e-signature verification [12], defect detection [13], and social media text analysis [14].
Beyond these, RL and Deep RL (DRL) introduce adaptive and autonomous defense mecha-
nisms for evolving threats [15,16], such as mitigating DDoS attacks through dynamic re-
source allocation and adaptive intrusion detection [17]. However, limited research explores
RL frameworks that integrate human feedback, leaving a gap that Huawei’s MindRLHF
could address in phishing mitigation.

Despite progress in Al and RL, most existing approaches rely on static datasets and
overlook human factors, limiting adaptability to real-world cyber threats. We investigated
Huawei’s MindRLHF as a feedback-driven RL framework for phishing detection and
mitigation. The objectives are to (1) train an RL model on an annotated email dataset using
human feedback, (2) implement a hardware-integrated interface for real-time monitoring
and response, and (3) evaluate phishing detection performance through key metrics and
convergence analysis.

Huawei’s MindRLHEF is a practical and adaptive framework for phishing detection
and mitigation. By incorporating human feedback into the reward process, the model
enhances its learning precision, adaptability, and overall decision-making performance in
dynamic threat environments [18]. We focused on email-based phishing, excluding other
attack vectors such as malware and network intrusions. Overall, the results of this study
can contribute to establishing a foundation for adaptive, feedback-driven cybersecurity
systems capable of evolving with emerging threats.

2. Methodology
2.1. Conceptual Framework

Figure 1 illustrates the workflow of the phishing detection system using Huawei
MindRLHF v0.3.0. The system processes a shared dataset of phishing and legitimate emails
as input, with a baseline model first trained to establish initial performance. Human
feedback reinforces correct classifications and refines the model over time. The MindRLHF
model, implemented in Huawei MindSpore v2.5.0, analyzes incoming emails to recognize
evolving phishing techniques and generate adaptive responses. Continuous learning
enhances accuracy and resilience, while results are displayed on an LCD for real-time
monitoring. This framework combines automated detection with human feedback to
support adaptive and reliable phishing mitigation.

INPUT PROCESS OUTPUT

» Email
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» Baseline Model
Training | » Optimized Phishing

» MindRLHF Model d Email Detection
Training

» Adaptive Response
Generation

» Continuous Model
Improvement

»  Phishing Emails
» Legitimate Emails
» Human Feedback

A 4

Figure 1. Conceptual framework for the phishing detection and mitigation system.

2.2. Hardware Block Diagram

Figure 2 shows the system component comprising two Raspberry Pi microcomput-
ers connected in a peer-to-peer (P2P) Ethernet topology. The Raspberry Pi 4 serves as
the attacker node, generating and transmitting phishing or legitimate emails, while the
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Raspberry Pi 5 acts as the defender node, receiving and classifying messages. An LCD
touchscreen connected to the defender displays real-time classification results for user
verification and feedback. This wired P2P configuration provides a secure and controlled
environment for implementing and testing the phishing detection system.

Attacker Ethernet Cable Defender/Target
Microcomputer ¢ > Microcomputer > 5-Inch LCD
(Raspberry Pi4) (Raspberry Pi 5) Touch Screen
w/ SD Card w/ SD Card
Power Supply Power Supply

Figure 2. Hardware block diagram of the phishing detection and mitigation system.

2.3. Software

Figure 3 illustrates the software process of the system that begins with data ingestion
and preprocessing, where phishing and legitimate emails are collected and cleaned into
feature representations. A baseline model is trained for initial classification and evaluated
for reliability. The MindRLHF v0.3.0 module then refines the model through reward-based
proximal policy optimization over multiple iterations, integrating human feedback to im-
prove decision-making. The trained RLHF model is deployed in the real-time inference
module, where incoming emails are classified as phishing, legitimate, or uncertain, with
confidence scores guiding decisions. When human feedback is provided, the model up-
dates to reinforce learning. The system continuously monitors performance, retraining if
thresholds are not met, and applies security measures to separate phishing from legitimate
emails, ensuring adaptive, high-accuracy detection over time.

Start @
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Baseline Model Realtime Phishing
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v

Model Performance
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Initialize RL
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Figure 3. Software process.

2.4. Experimental Setup

Figure 4 illustrates the system setup, specifically the user interface in the casing
that shows where phishing emails can be detected and mitigated. Inside the setup,
two Raspberry Pi units are interconnected via Ethernet within the casing. The attacker node
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(Pi 4) automatically sent email samples, while the defender node (Pi 5) classified them and
displayed the results on the touchscreen interface. Users verified or corrected the outputs
directly through the display, providing feedback to the RLHF model, which continuously

adapted and improved detection accuracy through iterative learning.

RLHF Phishing Detection System - Continuous Learning
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RLHF Phishing Detection System - Continuous Learning
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Figure 4. Experimental setup of the developed system: (a) display of legitimate email classification;
(b) display of phishing email classification.

2.5. Data Gathering and Analysis

A total of 135,325 email samples were collected from multiple sources, including
PhishTank, benign uniform resource locators, and the University of California Irvine
datasets, comprising both legitimate and phishing instances. Key features such as HTML
tags, phishing-related keywords, and suspicious domains were extracted for model training.
During the RLHF phase, low-confidence samples were reintroduced and refined through
human feedback, allowing iterative improvement in the model’s classification accuracy
and adaptability. System performance was evaluated using the following standard metrics
to measure correctness.

Accuracy = TP + TN o
ccuracy = TN TP TTN
. . TP
Precision N 2
P
Recall =——
eca PN 6
F1-Score = 2 x Precision x Recall "

Precision + Recall

Accuracy (1) measures the overall correctness of email classification, while precision
(2) and recall (3) evaluate the system’s ability to minimize false positives and false negatives,
respectively. The F1 score (4) balances precision and recall, which is important for the
imbalanced dataset. Together, these metrics establish benchmarks to ensure high detection
rates and effective phishing mitigation.

For RLHF enhancement, the reward function (5) integrated classification correctness
(C), human agreement (H), confidence matching (M), and consistency (S) with respective
weights: Wy, = 3.0, W, = 2.0, Wy, = 1.0, W = 0.5, to ensure comprehensive evaluation and
balanced learning between automated metrics and human feedback.

RTotal = WhH + W.C+W,;;M + W,S (5)
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3. Results and Discussion

The baseline model achieved an overall accuracy of 94.3%, correctly classifying
12,223 legitimate and 13,298 phishing emails with minimal false classifications. The baseline
model performance is illustrated in the confusion matrix in Table 1. After applying RLHF,
the system achieved an overall accuracy of 96.8%, demonstrating enhanced reliability
and adaptability in phishing detection. This improvement results from the RLHF reward
function, which guided model updates by weighting correctness, human agreement, and
prediction consistency.

Table 1. Confusion matrix for baseline model detection.

Actual
Predicted . i
Phishing Legitimate
Phishing 13,298 769
Legitimate 775 12,223

Figure 5 shows the performance of the baseline supervised model and the RLHF-
enhanced system. The baseline achieved a 94.3% accuracy, a 92.0% precision, and a
91.7% Fl-score, on a training set (81,195 samples) and validated on the validation set
(27,065 samples), forming a strong foundation but showing limitations in detecting subtle
phishing patterns. After integrating human feedback samples, performance improved to
show a 96.8% accuracy, a 95.0% precision, and a 94.7% F1-score, confirming that RLHF
effectively refines classification boundaries and enhances adaptability.

Base vs RLHF-Enhanced Performance

Base Training
+2.5% EEm RLHF Enhanced

96.8%
0.96
+3.0% +3.5%
+3.0%
0.95
95.0% 95.0%
0.94 1
0.93
0.92
0.91
0.90

Accuracy Precision Recall Fl1-Score
Metrics

Performance Score

Figure 5. Comparison of model performance metrics.

Figure 6 shows the RLHF reward progression over multiple update iterations, im-
proving from 5984 to 6.561, a total gain of 0.577. The reward function comprised
four components: correct classification (2.0), human agreement (3.0), confidence matching
(1.0), and a consistency bonus (0.5), with the highest weight emphasizing human feedback.
The progression exhibited rapid early gains, steady mid-phase improvement, and final
fine-tuning, indicating effective alignment with feedback.

The results demonstrate that integrating RLHF significantly enhances phishing de-
tection performance compared with conventional supervised models. The reward-driven
feedback mechanism not only improved classification accuracy but also strengthened the
model’s adaptability to new and evolving phishing patterns. These outcomes validate
the effectiveness of RLHF in developing intelligent, human-aligned cybersecurity systems
capable of maintaining high reliability in real-world deployment.
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RLHF Reward Progression - Phishing Detection System
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== RLHF Reward
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Figure 6. RLHF reward progression through training.

4. Conclusions and Recommendation

We developed a phishing detection system integrating supervised learning with
RLHE, implemented on Huawei MindSpore and deployed on Raspberry Pi hardware.
The system was trained with an RL model with human feedback, developing a real-time
hardware interface. The RLHF-enhanced model improved adaptability and accuracy,
reaching 96.8% with balanced precision and recall, while effectively reducing false positives
and negatives. The datasets need to include diverse phishing types, languages, and attack
patterns. Advanced RL methods, such as actor—critic or hybrid deep models, also must be
integrated to enhance scalability and resilience against evolving cyber threats.
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