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Abstract

The importance of system safety elevates with the introduction of novel technologies in the
aviation industry. With the rise of system complexity, regular safety practices include itera-
tive workflows and heavy reliance on expert knowledge. For the development of modern,
efficient aircraft systems, there is a need for innovative approaches. This paper presents a
tool, OSIRIS (operational safety and integrated risk analysis), that supports safety and risk
analyses utilizing artificial intelligence (Al) concepts. Developed as a key safety feature
within the HADES modeling framework, OSIRIS aligns with an architecture-based design
approach for abstract system modeling, adhering to model-based systems engineering
(MBSE) principles and standards. It currently aids safety engineers in formulating system
failure cases consistent with functional hazard assessments (FHA), representing model-
based safety assessment (MBSA) in compliance with SAE ARP4761A. The methodological
concepts and their implementation in OSIRIS are demonstrated considering an abstract
system model from aeronautical applications. The generated results were evaluated against
the system context to confirm compliance with the FHA process required for certification.
Further, the future work will explore refining OSIRIS’s capabilities and its application cases.

Keywords: aircraft system development; MBSE; safety assessments; MBSA; ARP4754B;
ARP4761A; FHA,; artificial intelligence (Al); large language model (LLM)

1. Introduction

The modern aviation industry is actively focused on developing sustainable and
climate-friendly aircraft systems, leading to the exploration of emerging technologies
such as hybrid-electric and hydrogen propulsion systems [1]. As regulatory standards
evolve to the latest developments, they pose challenges in ensuring safety, reliability
and adaptability to justify design considerations [2]. Traditional approaches, even when
employing iterative cycles, often fall short in addressing the complex interdependencies and
dynamic interactions present within modern aircraft systems [3]. Additionally, they exhibit
significant limitations in ensuring seamless data transfer across the diverse disciplines
involved in aircraft development [4]. These shortcomings can lead to inefficiencies in safety
assessments and hinder effective decision-making processes.

Current safety assessments are highly dependent on manual labor, human exper-
tise, and documentation provided by the regulatory authorities [5]. According to SAE
ARP4754B [6], in aircraft system development, the determination of failure cases for the
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system under development starts with functional hazard analysis (FHA) at the aircraft
level, following the guidelines specified in SAE ARP4761A [7]. The results of this FHA
inform safety objectives that, in turn, influence system design. However, during the system
development process, conflicting system architecture can trigger the formulation of further
safety requirements. This interdependence creates an iterative relationship between system
design and safety assessment, emphasizing the need for a quicker decision-making process
to cope with the growing amount of information.

In the aviation domain, model-based methodologies have been an effective solution
for developing different artifacts of systems and safety engineering. Model-based systems
engineering (MBSE) has been a key concept to abstractly handle prominent systems en-
gineering challenges, with functional and conceptual representation of modern aircraft
systems through abstract models [8]. Considering safety engineering, model-based safety
assessment (MBSA) has gained significant prominence due to its connection of safety ar-
tifacts to model elements in terms of visualization inside the model-based development
process [9]. This synergy enables designers to actively link abstract system elements with
essential safety objectives, leading to transformative changes in system design. In the cur-
rent landscape, numerous MBSE-MBSA frameworks have been identified, each employing
distinct approaches [10]. However, the successful implementation of these frameworks
often relies heavily on human expertise and knowledge, underscoring the need for intuitive
approaches following current standards to ensure seamless adoption [10].

With artificial intelligence (Al) in the spotlight in recent times, most of the research is
focused on investigating its utilization in respective fields. According to [11], the field of
Systems Engineering (SE) has presumed its reliance on human-machine teams for various
activities. Further, MBSE has emerged as a discipline for managing the complexity of
modern technical systems, providing structured frameworks with SysML. However, its
standalone application often falls short in addressing present-day challenges, necessitat-
ing integration with advanced technologies such as Al Recent research highlights the
promising synergy between MBSE and Al, aiming to optimize development processes and
overcome hurdles [12]. According to the studies [13,14], the usage of the current state of the
art in the field of Al, especially large language models (LLMs), has indicated considerable
potential to perform safety assessments. However, these studies were performed with the
manual inputs from the authors to ChatGPT (GPT-3 in [13] and GPT-4+ in [14]), an Al
chatbot that uses an LLM to provide responses to users. To fully realize the potential of
LLMs and validate their usage in different areas of system development, further exploration
studies are required.

The hierarchical architecture design for engineering systems (HADES) modeling
framework was developed to address the challenges with current model-based workflows
for complex system development. It facilitates the development of abstract systems using
system modeling language (SysML), with established linking across diverse levels and
domains, including critical safety aspects [15]. To complement HADES, an operational
safety and integrated risk analysis (OSIRIS) tool has been developed as an add-on to
support different safety assessments. In its current form, OSIRIS is a plugin to the present
version of HADES within the widely recognized MBSE tool, Cameo Systems Modeler
(CSM). Further sections of this paper discuss the concepts behind the construction of the
tool with effective usage of a localized open-source LLM. Additionally, a concise overview
is provided on its role in the development of Al-based abstract systems with a focus on
operational safety and risk analysis.
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2. Methodology Behind OSIRIS

The OSIRIS tool was built upon the concept of utilizing the data from the abstract
system model of the HADES modeling framework and leveraging the potential of con-
textual text generation of a locally hosted LLM to generate failure cases automatically.
The preceding sections detail the methodological concepts that give the OSIRIS tool its
core functionality.

2.1. Abstract System Data Retrieval and Request Formulation

In general, a system’s deviation from its intended function is considered a failure.
Within the developed HADES modeling framework [15], these system functions are con-
sidered as one of the key elements that provide an estimation for the system failure. These
functions are defined by multiple elements that span various viewpoints that contribute
to system design. The operational context of the system also plays a key role in deriving
the functions that fulfill the goals of the involved stakeholders. The initialization of the
OSIRIS tool starts with the function element within the HADES system model. A dedi-
cated graphical user interface (GUI) was designed to retrieve user-desired data from the
system model. This GUI renders detailed information about the selected function and its
interconnected elements, leveraging the framework’s inherent traceability onto a graphical

window, as depicted in Figure 1.
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Figure 1. Retrieval of model data onto a graphical window.

At its current state, OSIRIS facilitates the definition of potential failure conditions for
an abstract aircraft system following principles of functional hazard assessment (FHA).
It is achieved by incorporating a set of default failure types based on FAA Advisory
Circular AC23.1309-1E [16] and EASA CS25.1309 [17]. Additionally, users can define
custom malfunctions specific to the selected function utilizing the tool user interface to
incorporate failure types derived from the system’s unique operational scenarios. To further
aid in the formulation of failure cases, the tool lists relevant flight phases identified by
the system’s operational context. By presenting these key elements within a user-friendly
GUI, it facilitates users in precisely selecting the data necessary for creating accurate
and comprehensive failure conditions that are further considered for the derivation of
safety objectives.

The data transfer between the system model and LLM was established through a
custom-built representational state transfer application programming interface (REST API).
REST APl is a general architectural solution used to connect different software entities,
which is considered for efficient data transfer. The user-desired data from the GUI was
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utilized for formulating a structured data request using a predefined logic, which initiates
a text generation request with the relevant information for failure case creation. The logic
further facilitates the addition of contextual data that is required for the formulation of
failure conditions to the request containing system data. This contextual data includes key
instructions to the LLM to provide the failure condition, considering relevant standard and
regulation data that would help in making them more suitable for the FHA process.

At the current state of OSIRIS, the addition of contextual data for failure case genera-
tion is possible in two approaches:

1. Variable context: Utilization of a customized data retrieval strategy to extract a limited
amount of relevant information as additional context for the LLM.

2. Fixed context: Inclusion of all the considered regulatory data was added as context for
text generation in the form of structured instructions in a tuned manner.

With the described data retrieval and request formulation approach, an enriched data
request is developed. It is further utilized to initiate the text generation process with a
considered LLM. The text generated is then processed to reproduce a desired safety artifact
in a model-based workflow. The next section illustrates the translation of generated textual
data into representative failure conditions for an FHA process. Further, the validity of these
failure conditions and the effectiveness of the tool are discussed in Section 3.

2.2. Structuring a Failure Case in Context of FHA

As per the traditional FHA process, failure conditions provide an estimate of fail-
ure cases with the probability of their occurrence, particular to the system and its func-

tions. Figure 2 depicts the regular workflow that produces failure conditions according to
SAE ARP4761A.

Failure
Conditions
Identification

Qualitative &
Quantitative
Assignment

Hazard
Classification

Assessment
Of Effects

Function List
Description

Flight Phases
Assignment

Figure 2. Typical workflow for the FHA process.

Considering the steps in Figure 2, a custom "failure condition" stereotype is defined in
the HADES modeling framework. It was created using the concept of domain-specific lan-
guage (DSL) customization and UML profiling of CSM to serve the purpose of representing
failure conditions under a safety aspect. Further, it includes the attributes mentioned in
Table 1 to support conducting FHA considering MBSA.

Table 1. Failure condition stereotype attributes in the HADES modeling framework.

Attribute Significance

Function Function on which the failure condition is derived

System Logical system that is considered from an abstract system model
Failure type Failure modes considered for derivation as per AC23.1309-1E [16]
Phase Operational phase or flight phase considered

Description Elaborated description of the failure condition

Effect on aircraft Failure effect of the FC on an aircraft system

Effect on crew Effect of the FC on crew considering the operational phase

Effect on occupants Effect of the FC on occupants considering the operational phase

Effect on a higher level  Failure effect of the FC on a higher level system
Hazard classification Classification of the FC based on EASA CS25.1309 [17]

In HADES, each failure condition is treated as a separate model element. These ele-
ments can be populated either manually by a user or automatically through the OSIRIS tool.
The generation includes the formulation of the failure condition utilizing the predefined
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stereotype along with its attributes. This automated approach ensures better representation
of failure conditions with respect to SAE ARP4761A.

The concept of regular expression parsing is used to extract failure condition data
from the text generated by LLM in OSIRIS. As discussed in Section 2.1, the additional
context provided required data, which includes instructions to the LLM to structure its
response using regular expressions. These instructions result in the formulation of each
failure condition in a regular expression with all the attribute data as mentioned in Table 1.

With the generation of failure conditions, OSIRIS also defines relations with the
elements that were responsible for their formulation. This automated traceability between
different elements of the abstract system model was developed considering MBSE principles
and safety artifacts. This makes OSIRIS a standout tool for effectively integrating safety
aspects into model-based engineering workflows.

The capability of connecting elements comes from the usage of a predefined stereotype
with attributes from Table 1 to represent generated failure conditions by OSIRIS. Key
attributes like system, function, and phase are used to link respective abstract system
elements involved in the formulation of failure conditions. Furthermore, with existing
relationships in the HADES modeling framework, these failure conditions can be utilized
for the definition of next-level failure conditions and derived safety requirements.

3. Results

An abstract system model representing a top-level aircraft system with a defined
function structure is considered for the evaluation of OSIRIS. The evaluation process is
focused on identifying the tool’s capability to produce failure conditions. The performance
of the tool was determined with a survey analysis of the failure conditions and observations
made from the functioning of the tool.

3.1. Evaluation of Failure Conditions

To better understand the plausibility of failure conditions provided by OSIRIS, a struc-
tured evaluation is performed with the support of system and safety experts in the aviation
domain from the DLR community. The evaluation process included the data from the
abstract system model and failure condition data generated by the LLM for each attribute.
This data is rated with a score of agreement from strongly agree to strongly disagree.

These evaluation results were analyzed considering 3 aspects of the failure condi-
tion definition:

1.  Failure condition statement;
2. Effect analysis;
3. Hazard classification (based on effects).

Figure 3 illustrates the distribution of agreement of these aspects in pie charts con-
sidering both variable and fixed contexts described in Section 2.1. Further, the following
conclusions were drawn to evaluate the failure conditions generated by LLM:

*  More than 50% of the information generated by the LLM was suitable for consideration
in a failure condition.

*  The fixed-context variant failure conditions have been identified with more valid
failure condition statements than the variable-context.

e In the case of effect analysis, both versions provided similar kinds of results, whereas
the fixed context had showcased a slightly better outcome.

*  The hazard classification aspect has the highest disagreement percentages in both
cases, with variable context implicating slightly less disagreement than the other.

https://doi.org/10.3390/engproc2026133134
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The outcome of the survey analysis depicts that LLMs with text generation capa-
bilities can be utilized for automating FHA documentation. Further, there is scope for
improvements, which were further discussed in Section 4.

Aspect Failure Condition Effect Analysis Hazard Classification

Variable

Context

Fixed

Context

m Strongly agree = Agree = Neutral = Disagree = Strongly Disagree

Figure 3. Overview of survey analysis of failure conditions, considering the failure condition, effect
analysis and hazard classification.

3.2. Observations on OSIRIS Functionality

During the development of OSIRIS, a few key observations were made considering
the interface establishment with the LLM and the quality of the failure conditions. Firstly,
the developed interface for utilizing the LLM has the following insights that replicate the
capability of the tool:

*  The variable context addition, considering a customized data retrieval, has provided
flexibility to include relevant key data, which is not a possibility in the fixed context
addition option.

¢  The increase in size of contextual data has a negligible difference in the time required
to generate failure conditions.

e  With the increase in the number of failure conditions, the time taken by the model
with limited computing power has increased proportionally.

Apart from these insights, a working demonstration was given to the members who
took part in the survey mentioned in Section 3.1, followed by a review session. The feedback
from the review session is further structured into pros and cons as illustrated in Table 2,
to depict the support of OSIRIS for the FHA process in aircraft system development.
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Table 2. Pros and cons of OSIRIS considering FHA.
Pros Cons
*  Certain failure cases were not

*  Provides initial reference to the formulated for scenarios required by
failure condition formulation in case the user, due to limited data
of FHA for aircraft systems. availability.

* A faster alternative to perform the *  Around 30% of statements include
FHA process considering the abstract indecisiveness because of the usage
system model. of a quantified LLM.

¢  Establishes a better and customized ¢  Nearly 50% of the hazard
traceability between safety artifacts classifications with a text generation
and the HADES system model. model did not meet the regulation

¢ OSIRIS in the HADES modeling criteria.
framework reduces manual efforts e  Even with some standard data,
required for safety assessments. the LLM struggles to apply standard

terminology to failure cases.

4. Future Work

The current version of OSIRIS has a limited data retrieval capability that restricts the
contextual information provided to the LLM. An extended version with better contextual
data retrieval and request formulation could improve the quality of generated failure
conditions. Although most of the failure conditions formulated were compliant with the
principles of the FHA, there were significant setbacks that were identified, as mentioned
in Table 2. To address these limitations and to improve the tool’s competency, targeted
solutions with better software interfaces are to be explored.

The reliance on a quantized lower-parameter model with basic text generation capa-
bilities has been a major constraint in terms of resource utilization and text formulation
capabilities of the tool. Developing an efficient approach for the utilization of resources
combined with aviation-specific, fine-tuned LLMs is expected to increase the validity of
failure conditions and yield better outcomes.

Currently, OSIRIS supports the FHA process for aircraft system development. How-
ever, according to SAE ARP4761A, multiple safety assessments, including fault tree analysis
(FTA), failure mode and effects analysis (FMEA), etc., are mandatory at different stages of
aircraft system development. Therefore, future plans involve expanding OSIRIS” functional-
ities to accommodate these additional safety assessments, ensuring a more comprehensive
approach to safety evaluation.

5. Conclusions

OSIRIS depicts a practical application of LLMs to automate safety assessments, with a
focus on the failure case definition. Its current capability is limited to the derivation of
failure conditions for the FHA process, according to SAE ARP4754B and ARP4761A. This
work provides an overview of the employed methodology, as well as the results obtained
through practical application. Though the discussed outcomes represent a promising
prospect in the application of OSIRIS, there were a few necessary aspects that require
attention. With proposed plans, the scalability and effectiveness of the tool are expected
to be increased in supporting the system and safety engineers to develop efficient aircraft
systems. Finally, this paper represents one of the existing possibilities of utilizing Al
concepts in the system development domain, considering safety assessment in the evolving
aviation industry.
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